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KOMIUIEKCHYIO TIpOOJIeMy, KOTOpast pelliacTcs B HaIlPaBJICHUSIX COBEPIIIEHCTBOBAHMST TIPABOBOTO PETYIMPOBa-
Hust npuMeHeHns MT, coBepireHCTBOBaHMS METOIOB 1 CPENICTB MX Pa3pabOTKU, Pa3BUTHSI CUCTEMBI CepTH(hHU-
Kally, 00eCITeYeHNST COOTBETCTBYIONINX OPTaHM3AIIMOHHO-TEXHIUYECKIX YCIOBHI SKCITTyaTaluy. KirroueBbmM
acreKToM peleHus nmpooduemsl 6e3onacHoct MT siBisieTcst BoIpaboTKa CUCTEMbl TPeOOBaHUM, KpUTEPUEB U
rokasaTesieil 1sl oeHKU ypoBHs 6e3onacHoctu UT.

TOCT P UCO/M3BK 15408 coaepXuT o011Me KpUTEPUU OLIEHKU 0e30MaCHOCTU MH(OPMALIMOHHBIX
TEXHOJIOTUIA.

TOCT P UCO/M3BK 15408-1 ycraHaBnuBaeT oO1Mi oaxo K popMupoBaHUIO TpeOOBaHUM K OLIEHKE
O6e3onacHOCTU ((DYHKIIMOHAJIbHbIE U TOBEPUSI), OCHOBHbIE KOHCTPYKIUU (MpOoGUb 3allUThI, 3aJaHUE TI0
0e30macHOCTH) TMpeacTaBieHus1 TpeboBaHUI O€30MaCHOCTU B MHTEpecax MmorpeduTesieil, pa3paboTYMKOB 1
oneHIMKOB npoaykToB u cucteM UT. TpeboBanusa 6e3omacHocTr o0bekTa otleHKHM (OO) Mo MeTom0I0rumn
O01IMX KpUTEPUEB OMPEIEISIOTCS UCXO/IS U3 1ieJielt 6e30MacHOCTH, KOTOPbIE, B CBOIO OUepeib, OCHOBBIBAIOT-
cs1 Ha aHanmn3e HasHadeHusT OO W yCIIOBUIT Cpelbl €T0 MCITOIb30BaHUS (YIpO3, TIPEIITOI0XKEHUM, TTIOTUTUKI
0e30MacHOCTH).

TI'OCT P UCO/MDBK 15408-2 comepXnT YHUBEPCATBHBIN CUCTEMAaTU3NPOBAHHBIN KaTajaor (OyHKIIHO-
HaJIBHBIX TpeOOBaHMI 6E30ITACHOCTH M MPEAyCMaTPMUBaeT BOBMOKXHOCTD WX I€TATN3AINN U PACITUPEHUS IO
onpeIeIeHHBIM TIPaBUJIaM.

TOCT P NCO/M3BK 15408-3 BkirouyaeT B cebsl CUCTEMaTU3MPOBaHHbIN KaTajor TpeOOBaHUH TOBEpUS,
OTIPENIEIISTIONINX MEPBI, KOTOPHIE TOJIKHEI OBITh IPUHSTHI Ha BCEX ATAllaX KM3HEHHOTO ITMKIIA MIPOAYKTA MU
cucteMbl T mist obecriedeHrsI yBepeHHOCTH B TOM, UTO OHH YIOBJIETBOPSIIOT IIPEAbIBICHHBIM K HUM (bYHK-
IMOHAJTLHBIM TpeOOBaHUSIM. 31eCh XKe cofepKaTcs OICHOUHBIE YPOBHU JTOBEPUS, OTIPEAEIISIONINE IITKAJIy Tpe-
OoBaHMIT, KOTOPBIE TTO3BOJISIIOT C BO3pacTalollell CTEIeHBI0 TTOJTHOTHE U CTPOTOCTU OIIEHUTH TTPOSKTHYIO,
TECTOBYIO M KCIUIyaTallMOHHYIO JOKYMEHTALIMIO, IIPaBWILHOCTD peann3aunu pyHkuunii 6e3omacHoctr OO,
VSI3BUMOCTH TIpomyKTa uiar cucteMbl T, CTOMKOCTh MEXaHM3MOB 3allIATHI U CIEJIaTh 3aKTI0YeHNE 00 YpOBHE
JIoBepHsI K 0€30IMacHOCTH 0OBEKTA OLIEHKMU.

VI
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TOCYITAPCTBEHHBIN CTAHIOAPT POCCUMCKOM @®EJIEPAIIUU

Nudopmanmonnas TexXHoa0rus

METOJAbI 1 CPEACTBA OBECIIEYEHUS BE3OITACHOCTHA .
KPUTEPUU OLLEHKU BE3OITACHOCTU NTH®OPMALIMOHHBIX TEXHOJIOTHN

YJacrtp 2

DyHKIMOHAJIbHBIE TPEOOBAHUSA 0€30MACHOCTH

Information technology. Security techniques. Evaluation criteria for IT security. Part 2.
Security functional requirements

Jlara BBenennsa 2004—01—01

1 ObaacTh npuMeHeHUs

Hacrosiiumit craHgapT pacrpocTpaHsieTcs Ha (DyHKLIMOHAIbHbIe KOMIIOHEHTHI 0€30MMaCHOCTH, SIBJISIIO-
1IMecss OCHOBOM ISl (YHKIIMOHAIBHBIX TpeOOBaHUIA 6€30MacHOCTH MH(MOPMaLUMOHHBIX TexHonoruit (UT)
o0bekTa ouieHKU (OO0), uznaraemoix B npoduine 3auuthl (I13) unu B 3agaHuu no 6e3onacHoctv (3b).
TpeboBaHUs ONUCHIBAIOT XeJaTeIbHbIN 6e30macHbIi pexXuM pyHKIroHUpoBaHus OO 1 nipenHa3HauYeHbl AJist
JIOCTMXKEHMUS 1ieJielt 0e30macHOCTH, ycTaHOBIeHHBIX B [13 mnn 3b. TpeboBaHUs OMMCHIBAIOT TAKXKe CBOMCTBA
0€30MacHOCTH, KOTOPbIE MTOJIb30BATEIM MOTYT OOHAPYKUTb MPU HETTOCPEACTBEHHOM B3anmoaeiicteuu ¢ OO
(T. e. mpu BXxoJie U BbIxoje) win npu peakuuu OO Ha 3aMpocChl.

DyHKIIMOHAIBHBIE KOMITOHEHTHI 6€30ITAaCHOCTH BBIPAXKAIOT TpeOOBaHMS O€30ITaCHOCTH, HATIpaBICHHBIC
Ha MPOTUBOCTOSIHME Yrpo3aM B IpejjaraemMoi cpeae akcryarauuu OO u/uiu oxBaThIBaollye J00YI0
WIEHTU(OULIUPOBAHHYIO MOJUTUKY 6€30MaCHOCTY OpraHU3alMK U MIPEATOI0XKEHUSI.

Hacrosiuii cranaapt npeaHa3HadyeH A1 ToTpeduTeseit, pa3paboTyMKOB, a TAKXKE OLIEHIIIMKOB 06€30-
MacHBIX cucteM W TipomykToB UT. JlomomAuTenbHass WHGOPMAIIAS O TTOTEHIIMATBHBIX TTOTb30BaTENISIX
TOCT P UCO/M3BK 15408, a Takxke 0 MpUMEHEHUU KPUTEPUEB yKa3aHHBIMU TpYINaMu ToJIb30BaTesei
npencrasieHa B pasaene 3 TOCT P MCO/MBK 15408-1. 3Ty rpyrnbl MOTYT UCITOJIb30BaTh HACTOSIIIUMA
CTaHAAPT CJAEAYIOIIMM 00pa3oM.

IMoTpebutenm — Tpu BBEIOOpE KOMITOHEHTOB UISI BBIpakeHMST (YHKIIMOHAIBHBIX TPeOOBaHWIA,
TO3BOJISIIOLLIMX YAOBJIETBOPUTD 11eI1 O6e30macHOCTH, BeipaxkeHHbIe B I13 wiu 3b. bonee noapobHas nHdopma-
oUsI O B3aMMOCBA3SIX TpeOOBaHMII 0O€30IIaCHOCTM M Iiejieil 0e30IacHOCTH IIpUBeaeHa B moapasaeie 4.3
TOCT P NCO/MBK 15408-1.

PazpaboTuuku, Hecylre OTBETCTBEHHOCTD 32 BBITIOJTHEHUE CYIIECTBYIOIIMX WIM MpeariojgaraeMbix Tpe-
OoBaHMI 0e30MacHOCTU MOTpeduTeNsI Mpu pazpadoTke OO, — sl peaiu3alMy CTaHAapTU30BAHHOTO METO/Ia
TMOHMMAaHUs 3TUX TPeOOBAHUM, NCTIOJB3YS COJAEPKaHUE HACTOSIIIIETO CTaHIAPTa KaK OCHOBY /IS AaJIbHEUIIIETO
ornpeaeneHus: QyHKIMK U MexaHUu3MoB Oe3omacHocTu OO, KOTOpble COOTBETCTBOBAIN Obl 3TUM TpeOOBa-
HUSIM.

OLEHIINKI — TIpUMeHSTS PYHKIIMOHATBHBIE TPeOOBaHUSI, OTIpEeIeICHHBIC B HACTOSIIEM CTaHmapTe, TIPU
BepudUKaALUU TOTO, YTO (PyHKIIMOHANbHbBIe TpeboBaHUsl OO, BbipaxeHHble B [13 unu 3B, ynoBieTBOpsIIOT
nensim 6ezonacHoct UT, a Takxke Ay1s yueTa 3aBUCMMOCTEN 3TUX TpeOOBaHMI U MoKa3a YAOBJIETBOPEHUS
3THX 3aBUcUMOcCTel. Kpome Toro, olieHIIMKaM ClieayeT UCTIOJIb30BaTh HACTOSIIIMI CTaHAAPT MIPU OTpeneIeHUN
TOTO, YIOBJIEeTBOPsIET I JaHHBIH OO TperbABICHHBIM TPEOOBAHMSIM.

1.1 Pacimpenue u CONpOBOXK/IeHNE (DYHKIIMOHANGHBIX TPeOOBAHMIA

TI'OCT P MCO/MOBK 15408 1 cooTBeTCTBYIOMMNE (DYHKIIMOHAIBHBIE TPeOOBAHMS O€30TTACHOCTH, OITH-
CaHHBIC HIDKE, He TIpeaHa3HaYeHBI IJIsI OKOHYATEJILbHOTO pelieHus Beex 3amau 6e3onacHoct UT. Ckopee,
HACTOSIIMI CTaHAAPT TpejiaraeT COBOKYIMHOCTh XOPOLIO MPOIyMaHHbIX (DYyHKIIMOHATbHBIX TpeOOBaHM 6€30-
MMACHOCTH, KOTOPBIE MOTYT TIPUMEHSIThCS TIPH CO3MaHUM JOBEPEHHBIX MPOAYKTOB WM cucteM M T, orBeuato-

HN3nanne oduumaibHoe
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LIMX ITOTPEOHOCTSIM PHIHKA. DTH (PYHKIMOHAJIBHEIE TPeOOBaHMS 0€30IIaCHOCTH MPEICTABISIIOT COBPEMEHHBIN
YPOBEHb CIielIM(DUKALINY TPeOOBAHUIA 1 OLIEHKH.

B HacTosmii craHgapT He TPeanojarajioch BKIIOYATh BCE BO3MOXHbBIE (PYHKIIMOHAIBHBIE TPEOOBAHMS
06e30IacHOCTH, a TOJILKO T€ M3 HUX, KOTOPhIe Ha AATy U3TAHMS CTaHAApTa ObLIM M3BECTHHI I OIOOPEHEI €TO
pa3pabOTYNKAMM.

Tak Kak 3HaHUS U TTIOTPEOHOCTU TTOJIL30BATENIC MOTYT U3MEHSTHCS, (DYHKIIMOHAIbLHBIE TPEOOBAHNS
HACTOSIIIIETO CTAaHAApTa HYXKIAIOTCS B TajbHelleM conpoBoxaeHuu. [Ipeamnomaraercst, 4To HEKOTOPEIE pa3pa-
6oturku I13/3b MoryT uMeTh MOTPeOHOCTH B 6€30MAaCHOCTH, HE OXBAaUEHHbIE B HACTOSIIIEE BPEMSI KOMITOHEH-
TaM¥ (PYHKIIMOHAJTBHBIX TpeOOBaHMI HACTOSIIETO cTaHAapTa. B aToM cirydae paspaborumk [13/36 moxer
MPEAIIOYECTh NCIOJb30BaHNE HECTAHIAPTHBIX (DYHKLIMOHAILHBIX TPEOOBAHMI (TaK HA3bIBAEMYIO «paclIrpsie-
MOCTB»), Kak 00bsicHeHO B TipuioxxeHusix b m B TOCT P MCO/MBK 15408-1.

1.2 CrpykTrypa

Paznen 1 conepxut BBeAcHUE.

Paznen 2 npencrasisieT KaTajor GyHKIIMOHATLHBIX KOMITOHEHTOB.

B paznenax 3—13 npuBeneHo onmcanne (OyHKIIMOHAIBHBIX KJIACCOB.

IMpunoxeHue A cOmepKUT JOMOTHUTEIBLHYIO MH(MOPMALINIO, IIPEACTABIISIONIYI0O MHTEPEC T TTOTEHLIN -
aJIbHBIX TTOJIb30BaTeNieil (PYHKIIMOHAILHBIX KOMIIOHEHTOB, BKJTIOUAST TTOJTHYIO TaOIUITY IePEKPECTHBIX CCHUIOK
3aBUCUMOCTEM (PYHKIIMOHATBHBIX KOMIIOHEHTOB.

IMpunoxenuss b—I1 npeacTaBisioT 3aMeYaHKs IO TPUMEHEHUIO (DYHKIIMOHAIBHBIX KJ1accoB. B HUX co-
CpeOTOUYEHBI MaTepHUaIbl THPOPMALIMOHHOM NOAAEPKKHU AJIS TOJIb30BaTesIell HACTOSIIETO CTaHAapTa, KOTO-
pBle TIOMOTYT UM MPUMEHSITh TOJIBKO JOMYCTUMBIE OTIepallii U BEIOMPATh HEOOXOAMMYIO MH(POPMALIUIO JUIST
ayauTa U JOKYMEHTUPOBAHUS.

TOCT P UCO/MBK 15408-1 comepXuT cieaylolly HWH(oOpMallrio, HEOOXOAUMYIO pa3padoTuM-
kam I13 wm 3b:

— TepMUHBI, UCTIOJIb3yeMbIe B cTaHOapTe, onpenenaeHsl B pasaene 2 TOCT P UCO/MBK 15408-1;

— ctpykTtypa I13 npusenena B npuioxenun b k TOCT P MCO/MBK 15408-1;

— crpyktypa 3b npusenena B mpunoxenun B k TOCT P MCO/MBK 15408-1.

1.3 ITapagurma (pyHKIMOHAJBHBIX TPEOOBAHMIA

Ha pucynkax 1.1 m 1.2 moka3aHbl HEKOTOpPbIE€ KIIOUEBBIC NOHSATHUS IapagurMbl. OmnuUCaHBl U
JIpyrue, He TIOKa3aHHble Ha PUCYHKaX, KJIIOUEBBbIe TMOHATUSI. PaccMaTpyBaeMble KITIOUEBBIE TOHSITHUS

O6bekT oueHkn (O0)

WHtepdperic PBEO (MDPEBO)

CybbekT

Monb3oBa-
Tens/ ATpubyThHI
yAaneHHbI 6esonacHocT | [~
npoaykt UT -— ®yHkumm 6esonacHoctn OO (PBO),
CyBbekT ocyLLecTBASoWMNeE NOnUMTUKY
6esonacHoctn OO (MBO)
ATprBYTHI L~ ’:( | \
BesonacHocTU
e
O6bekT/
Cybbexr nHcopmMaLms CybbekTt
~
Monb3oBarens ATpUBYTHI ATpUbyTHI ATpUBYThI
BesonacHocTn BesonacHocTn 6esonacHocTn
ObnacTtb gencTeusa Pecypc Mpouecc
SO (OAd)

Pucynok 1.1 — KiroueBsie nmoHsTUSI (DYyHKIMOHATBHBIX TpeOOBaHUI Ge3ornacHocTu (enuHbiii O0)
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JlokarnbHbIl nons308amers JlokanbHbI (BHyTpeHHWI gna OO) goBepeHHbI MapLupyT
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VOaneHHbIl nons3o08amerb

Pucynok 1.2 — ®yHkuuu 6e3omacHOCTH B pactipeneieHHoM OO

BBIZICTICHBI TIOJY>KUPHBIM KypcuBoM. OTipeneleHnsT TepMHHOB, TIPWBEICHHBIE B CcjoBape B pasmeie 2
T'OCT P UCO/MBK 15408-1, B aTOM noapasjesie He U3MEHSIIOTCS 1 He TIepeorpeesIsTtoTCs .

Hacrosmmmit craHmapT coepXuT Katauor (yYHKIIMOHATBHBIX TPeOOBaHMIA 0€30ITaCHOCTH, KOTOPEIE MOTYT
OBITh MpeIbsBICHbI K 00sexmy oyenrxu (00). OO — 310 npoaykT wiu cucrema UT (BMecTe ¢ pyKOBOACTBOM
aIMMHMCTpATOPa U MOJb30BaTENsI), COAECPKAIIME PECYPCHI TUIIA DJIEKTPOHHBIX HOCUTENEH JaHHbBIX (TaKuX,
KaK IUCKM), TTepupepUHBIX YCTPOUCTB (TaKWX, KaK TMIPUHTEPHI) M BHIUMCIUTEIBHBIX BO3MOXHOCTEH (Ta-
KHUX, KaK IIPOILIECCOPHOE BPEeMsT), KOTOPBIE MOTYT MCITOJIB30BAThCS 1T 00pabOTKM M XpaHeHWs WH(pOpMaInn
W SIBJISIIOTCST TIPEIMETOM OIIEHKU.

O1eHKa, TIpekIe BCero, MOATBEPKAAET, YTO B OTHOIIEHUH pecypcoB OO OCyIeCTBIAETCS OIpeneIcH-
Hasl noaumuka 6ezonacnocmu 00 (I150). T160 onpenensietr mpaBuiia, no kotopbiM OO ynpasisieT 10CTYIIOM
K CBOMM pecypcaM M, TAKUM 00pa3oM, KO Bcell MHBOpMany 1 cepBrUcaM, KOHTpoaupyeMbiM OO,

IMBO, B cBoIO OYepenb, COCTOUT M3 PAa3INUHBLIX noaumux @yuxuut 6ezonacnocmu (IIDL). Kaxnas
[N®Db nmeeT cBOIO 00JIACTH ACHCTBHS, OMIPEACIISIONIYIO CYOBEKTHI, 00OBEKTHI 1 OTIepalliy, Ha KOTOPBIE pac-
npoctpansetcsa [1OB. [P peanusyercs @yuxuueii 6ezonacnocmu (Ph), b MeXaHNU3MBI OCYIIECTBIISIIOT
TIOJIMTUKY U TIPETOCTABIISTIOT HEOOXOIMMBIE BOZMOXHOCTH.

CoBoKymHOCTh Beex ¢pyHkumii 6e3onacHoctu OO, KoTophie HampasieHbl Ha ocyiiectBiaeHue 16O,
orpenenseTcs Kak @yuxuuu 6e3onacnocmu oosexma ouyenku (P50). DBO oO6benMHAIOT QYHKITMOHATHHEIE
BO3MOXKHOCTH BCEX allllapaTHBIX, TIPOTPaMMHBIX M IPOrpaMMHO-anmapaTHbIX cpeactB OO, Ha KOTOphIe Kak
HETIOCPENICTBEHHO, TaK M KOCBEHHO BO3JIOXKEHO ObecTieueHre 0e30IMacHOCTH.

Monumop obpawenuii — 3TO KOHLEILUS aOCTPAaKTHOM MalllMHbBI, KOTOpasi OCYLIECTBIISIET TTOJUTUKY
yrnpasieHust noctyriom OO. Mexanuzm npoéepku npagomounocmu oopawenuii — peann3amns KOHICIIIINT
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MOHHTOpPA 0OpallleHHi, 00IagaroIias CIeAyIOIIMMA CBOMCTBAMM: 3aIMIIEHHOCTRIO OT IIPOHUKHOBEHUS; TIO-
CTOSTHHOM TOTOBHOCTBIO; TIPOCTOTOM, JOCTATOYHOM IJIS TIPOBEACHMS MCUESPITRIBAIOIIETO aHAIM3a U TeCTUPOBa-
HuA. ®BO MOTyT COCTOSTh M3 MeXaHM3Ma MPOBEPKU MPABOMOYHOCTH OOpaIleHWI 1/ WIN IpYTuX (QYHKIIMI
0e30ImacHOCTH, He0OX0aMMBIX 11 aKcruryaTauu OO0.

OO MOXeT OBITh eAMHBIM ITPOAYKTOM, BKITIOUAIOIINM amiapaTHEIE, TIPOTpaMMHO-arnapaTHEIe 1 TIPO-
rpaMMHEIE CPEICTBA.

B nrOM ciygae OO MOXeT OBITh pacIpene/IcHHBIM, COCTOSIIIINM M3 HECKOJIbKUX pa3Ie/IcHHBIX JacTei.
Kaxmast wacte OO obecrieurBaeT BBITIOTHEHNE KOHKpeTHOTO cepBrca st OO 1 B3auMOIEHCTBYET C IPYTUMH
gactamu OO 4depe3 enympennuii kanaa céa3u. DTOT KaHA MOXET OBITh BCETO JIMIITL IITMHOM TIpoIieccopa, a
MOXeT SBJISAThCSI BHyTpeHHel ceTbio ai1s1 OO0.

Ecim OO cocTouT M3 HECKOJNBKHMX YacTeil, TO Kaxkmasl YacTh MOXeT MMeTh COOCTBEHHOE TTOIMHOXKe-
ctBo ®BO, xotopoe ooMmeHnBaeTcst mTaHHBEIME PBO 1 ToTb30BaTeneit Yepe3 BHYTPEHHNE KaHAIBI CBSI3H C
npyrumu romMHOXecTBaMu @BO. D10 B3auMomeiicTBIe Ha3bIBaeTCs eHympennel nepedaxei 00. B aTom ciy-
gae yactu ®BO popmupyror oobeamHeaHBIe PBO, KoTOpEIe ocymecTBisioT [1BO mrst aToro OO.

HMurepdeiicbt OO MoryT ObITH JIOKaIM30BaHbl B KOHKpeTHOM OO Wi Xe MOTyT JOMyCKaTb B3auMOIei-
ctue ¢ apyrumu npoayktamu UT no enewmnum xanasam ceéaszu. BHeliHUe B3aMMOAECUCTBUSI C NPYTUMU
npoayktaMu U'T MoryT npuHUMaTh 1Be (DOPMbI:

a) IlonuTmka 6e3omacHOCTH «yaaieHHOro noBepeHHoro npoaykra U T» u ITbO paccmarpuBaemoro OO

CKOOPIMHHUPOBAHBI 1 OLIEHEHBI B AIMIUHICTPAaTUBHOM mopsinke. O6MeH mH(oOpMaIieit B 5TOM ciTydae
Ha3BaH nepedaueii mexcdy Db O, TOCKOIBKY OH ocyecTBisieTcs Mexny @BO pa3mmaHbIX JOBepeH-
HBIX TIPOIYKTOB.

0) Ynanenusiii npoaykt MT, o6o3HaueHHbIN Ha pucyHKe 1.2 Kak «HenoBepeHHbI npoaykT UT», He
OBIT OLICHEH, TI0O3TOMY €ro IOJIMTHKA 06e30ITacHOCTM Hem3BecTHa. OOMeH mHGopMamueil B 3TOM
cyJyae Ha3BaH nepedayeil 3a npedeavt obaacmu deticmeuss Db, Tak KaK 3TOT YIaJEHHBIN TTPOTYKT
HT se nmeer ®BO (Mm XapaKTepUCTUKHI €TO TIOJTUTUKN 0€30TTaCHOCTH HEU3BECTHEHI).

COBOKYITHOCTh B3aMOACHCTBII, KOTOpBbIe MOTYT TporcxonuTh ¢ OO wmm B peaenax OO u momumHe-
HbI TipaBmwiIaMm [1B0, oTHOCHTCS K ob6aacmu delicmeus pynxuuii 6ezonacnocmu (O P). OAD BKifoyaeT B
ce0sT oTIpeIeIeHHYIO0 COBOKYITHOCTh B3aMMOIEMCTBUI MEXIY CYObeKTaMM, OOBEKTAMU U OTIEPAITUSIMU B TIpe-
nemax OO, HO He mpearoaraeT oxasara Bcex pecypcoB OO.

CoOBOKYITHOCTh MHTep(ECOB KaK MHTEPAKTUBHBIX (UeI0BEKO-MAIIMHHBIN WHTepdeiic), Tak W Mpo-
IrpaMMHBIX (MHTepGeic TPOrpaMMHBIX IIPHIIIOKEHMIT), Yepe3 KOTOPhIe MOTYT OBITh TTOJIyUYeHBI JOCTYI K pe-
cypcaM 1ipu tocpenandectBe @BO mwm nadGopmarmst ot PBO, HaseiBaeTcs unmepgheiicom PO (UHDBO).
HN®BO omnpenenster rpaHuibl Bo3MoxkHocTell pyHkmuit OO, KOTOpbIe MPeaoCTaBIeHbl IS OCYIIIeCTBIIE-
Hus [1BO.

IMonb3oBarenm He BKimouatoTes B coctaB OO; moatomy oHm HaxoagaTcs BHe OJ1d. OgHako mmoirbp3oBaTe-
Jm B3auMoaeicTByioT ¢ OO uepe3 MDBO mpu 3ampoce ycayr, KoTopele 0yayT BeImonHAThCS OO. Cyie-
CTBYET JIBa TUTIA TTOJIH30BaTENIeH, YUNTHIBAEMBIX B (PYHKIIMOHATBHBIX TPeOOBAHMSIX O€30ITACHOCTH HACTOSIIIIETO
CTaHIapTa: ¥ea06ex-noav3osamensv U enewnuli o6eexm HT. J17151 yenoBeKa-1moJjib30BaTessl pa3inyaroT 20Kaab-
HO20 Hea06eKa-noav3oeamens, B3aMMoJelCTBYo1ero HerocpeacTBeHHO ¢ OO uepes ycrpoiictBa OO (Takue,
Kak pabouue CTaHIIUM), U YOai1eHH020 Hea08eKa-noavzoeamensn, B3aumoneiictpytoiiero ¢ OO uepes3 apyroiu
npoaykt UT.

IMepuon B3ammomeiicTBIS MexX Iy Ttosb3oBaTesieM 1 ®BO Ha3bIBaeTCsT ceancom noavzoeamens. OTKPHI-
THE CEaHCOB MOJIb30BaTeleil MOXKET KOHTPOJIMPOBATHLCS Ha OCHOBE psla YCIOBUI, TaAKMX KaK ayTeHTH(WKA-
LM TIOJTh30BATENIS, BPEMST CYTOK, MeTOM mocTyIa K OO, 410 mapaielIbHBIX CeaHCOB, pa3pelleHHBIX ITOTh30-
BaTeyo, U T. II.

B Hacrosimem ctaHmapTe MCTONB3YeTCSI TEPMUH YHOAHOMOYEHHbLE NTTIST 0003HAYEHUS TTOTh30BaTEIs,
KOTOPBIN 00JIagaeT IpaBaMy U/WJIW TIPUBIIECTHSMHM, HEOOXOIMMBIMU TSI BEITIOJIHEHWS ortepatinii. [Toatomy
TEPMUH YHOIHOMO4CHHbLE N0Ab308amenb YKA3bIBACT, YTO MOJB30BATENIO PA3PEIIAcTCsT BBITIONHATH JaHHYIO
onepanuio B coorBeTcTBUM ¢ [1BO.

151 BBIpaXKeHMS TpeOOBaHMI pa3IeIeHIsT afMIHUCTPATUBHEBIX 00SI3aHHOCTE! COOTBETCTBYIOIINE (PYHK-
LIMOHAJIbHEIE KOMITOHEHTHI Oe3oracHocTy (13 cemeiictea FMT SMR), mpuBeneHHbIe B HACTOSIIIIEM CTaHIap-
Te, IBHO YCTaHABIIMBAIOT 00A3aTeIbHOCTh aIMUHICTPATUBHEIX poaeii. Ponmb — 3To 3apaHee onpeaeieHHast
COBOKYITHOCTh TIPaBWJI, YCTaHABJIMBAIOIINX AOMYCTUMEIC B3aMMOACHCTBUS MexXmy monb3oBaTereM u OO.
00 MoXeT ToIIeP>KUBATh OTpeeicHe TIPOM3BOJILHOTO YKciia pojieit. Hampumep, ponm, cBsI3aHHBIE C oTlepa-
mustMu 0e3oracHoct OO, MOTYT BKITIOYATh B ¢e0s1 poIn «AIMUHUCTPATOP ayauTa» N «AIMUHUACTPATOP yIeTa
MOJIb30BaTEICI».

4
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OO comepKXuT pecypchbl, KOTOpbIe MOTYT MCIIOJIb30BAaThCS [IJIsI 00pabOTKM M XpaHEHUs WH(MOPMAIIUN.
OcnoBHoii nenbio ®BO gBngeTcs MoaHOe U MpaBUIbHOE ocyllecTsiieHrne [1BO mig pecypcoB u nHpopMa-
11K, kotopeiMu yrpasiser OO.

Pecypcbr OO MOTYT MMETh Pa3INIHYIO CTPYKTYPY W UCTIOB30BaThCS pa3IMUYHBIMU criocobamu. TeM He
MEHee B HACTOSIIIEM CTaHIaPTe IIPOBOINTCS CITEIIMATbHOE pa3rpaHMYeHIE, TTO3BOJISIONIEE CITeM(UIINPOBAT
JXeJaTebHBIe CBOICTBA 6e30macHOCTH. Bee CcylHOoCTH, KOTOphie MOTYT OBITH CO3AaHBI HA OCHOBE PECYPCOB,
XapaKTePU3YIOTCST OMHUM U3 IBYX cTI0c000B. CYIITHOCTH MOTYT OBITh aKTUBHBIMMU, T. €. SABISTHCS MPUINHOMN
IEeWCTBUI, KOTOPBIE TIporcxomdaT B mipeneaax OO, 1 THUIIMUPOBAThH OTiepalliy, BEITIOTHsIEMbIE ¢ MH(pOpMa-
nueit. HarmpoTtuB, CyIIHOCTH MOTYT OBITh TTACCUBHBIMH, T. €. SIBIIITHCS MCTOYHUKOM MJIM MECTOM XPaHEHMUS
WHDOpMaIUK.

AKTUBHBIC CYIIHOCTH Ha3BaHBI cybsexmamu. B pemenax OO MOTYT CYIIECTBOBATh HECKOJIBKO THUTIOB
CyOBEKTOB:

B) AEVCTBYIOIINME OT MMEHM YITOJTHOMOUYEHHOTO IOJTb30BaTe s M TOMIMHEeHHEIE BceM TpaBwiiaM [15O

(Hanmpumep, npotieccel UNIX);

T) IeMCTBYIOIINE KaK OCOOBI (DYHKIIMOHAIBLHBINM MPOIIeCC, KOTOPBIIT MOXET, B CBOIO OYepeIb, ICHCT-
BOBaTh OT UMEHW MHOTHX MOJIb3oBaresieit (Hampumep, (GYHKIINU, KOTOPBIE XapaKTePHBI TSI apXU-
TEKTYpBI KIIMEHT/CepBep);

II) IEUCTBYIOIINE KaK 4yacTh coocTBeHHO OO (Hampumep, TOBepeHHbIE IIPOLIECCHI).

B HacTostiiem cranmapre paccmaTtpuBaeTcs ocyiiectsiieHre I1bO mist cyObeKTOB BCeX TUITOB, IIEPEYnC-

JICHHBIX BBIIIIC.

IMaccuBHBIE cyIIHOCTH (T. €. XpaHWINIIA WH(QOPMAIIN) Ha3BaHbI ofsexmamu B GYHKIIMOHATBHBIX TPe-
0GOBaHMAX 6E30MTaCHOCTH HACTOSIIETO cTaHaapTa. OOBEKTHI ABIISIIOTCS TIPEAMETOM OTIepaliii, KOTOPhIE MOTYT
BBIITOJTHATBCS cyObekTaMu. B ciydyae, Kkorma cyObeKT (aKTUBHASI CYIITHOCTh) caM SIBJISIETCSI IIPEIMETOM OIlepa-
ouy (HaTlpuMep, TIPYU YCTAaHOBJICHWHM CBS3W MEXIY TIpolleccaMi), Haa CYOBEKTOM MOTYT TTPOM3BOIUTHCS
JIEUWCTBUSI, KaK HaJl OOBEKTOM.

OOBEKTHI MOTYT COJIEPXKATH UHPOpMayuto. DTO TIOHTHE TPeOYyeTCs, YTOOBI CIIeLIMPUIIMPOBATh MOJUTHUKY
yIpaBiieHUsT MHGOPMAIIMOHHBIMY IIOTOKAMH B COOTBETCTBMM ¢ Kitaccom FDP.

IMonp3oBarenu, cyObeKTHI, MHGOPMAIIASI M O0BEKTHI 00JIagaloT ONpeAeIcHHEIMI ampubymamu, KOTO-
pble conepxat nHdopmaluto, no3posoiyto OO GyHKIIMOHUPOBATh MpaBUJibHO. HeKoTopbie aTpuOyThHI,
TaKre Kak nMeHa (aifjioB, MOTYT TIpeIHA3HAYATHCS TOJBKO UTSI MH(GOPMUPOBAHUS, B TO BpeMsI KakK IPyTHe,
HampuMep pasInIHbIe TTapaMeTphl YITPaBIeHMS JOCTYIIOM, — MCKITIOUUTENBHO TS ocyliectsieHus [16O. Dt
nocieaHue o00011IeHHO Ha3BaHbl «ampudymamu 6ezonachocmu». B najgpHei1eM cJIOBO «aTpuOyT» UCMOJb3Y-
€TCS B HACTOSIIIIEM CTaHIAPTe KaK COKpaIIeHUE TS CJIOBOCOYETAHMS «aTPUOyT 0€30ITaCHOCTI», €CJT MHOE He
OoroBOpeHO. BMecTe ¢ TeM, He3aBUCHUMO OT TIpeaHa3HauYeHUsT MHGOPMaLMK aTprOyTa, MOTYT ITOTPeOOBaThCS
CpeICTBaA YIIPaBJIEeHUS 3TUM aTpuOyToM B cooTBeTcTBUM C I1BO.

B OO conmepxarcst maHHbIe TTop30Barteneit u manabie ®BO. Ha pucynke 1.3 mokazaHa ux B3aMOCBSI3b.
Jlannote noavzoeameaeii — 310 MHGOPMALN, comepxaiiasics B pecypcax OO, KoTopass MOKET IIPUMEHSIThCSI
TOJIb30BaTeIIMU B cooTBeTcTBUY ¢ 15O 1 He penHasHaveHa cnenranbHo mist @PBO. Hanpumep, comepxka-
HHE COOOIICHUST 3IEKTPOHHOM TTOUYTHI SBJISETCS JaHHBIMU TIofib3oBaTens. Jannvte Db0O — 310 mHGOpMAIISI,

OAHHBIE OO

/ \ GAHHI:IE ®BO K ATpUBYTbLI 6e30nacHOCTU \

( ATpubyThI Nonb3oBaTenein )
OAHHBIE ( ATpunbyThI 0O6HEKTOB )
MONb3OBATENEN AyﬂeHTMCbMKa'
LIMOHHbIE ( ATpubyThl CybbEKTOB )
AaHHble

\ / k k ATPUBYThI UHGOPMALMH )/

Pucynok 1.3 — CBsI3b MeXIy JaHHBIMU M0OJib30BaTeeil u gaHHeiMu DBO
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ucnonbzyemast ®BO mipu ocyiecteiienun [150. JomycTMo Bo3aeiicTBIE TTOIb30oBarTesieil Ha JaHHbie @BO,
ecau sto npexycmorpeHo [TBO. IMpumepamu gaHHbIX @BO gaBIsTIOTCS aTpUOYTHI 6€30ITACHOCTU, ayTEHTU (U~
KaIlMOHHBIE TaHHBIE, CIIUCKY YIIPABICHUS TOCTYIIOM.

Brimensiorcst I1®B, KoTopele MpUMEHSIIOTCS TIPY 3allliTe JaHHBIX, Takue Kak IIDb ynpasaenus doc-
mynom n IIDF ynpaeaenus ungpopmauuonnoimu nomoxamu. [1eiicTBusa MexaHnu3MoB, peanusyomunx [1DOb
VIIpaBIeHUs TOCTYIIOM, OCHOBAaHBI Ha aTpUOyTaX CyObEeKTOB, OOBEKTOB U OIepallnii B Mpeaeirax o0JacTu
JIEeUCTBUA. DTH aTPpUOYTHI MCIIOB3YIOTCS B COBOKYITHOCTH TIPABWII, YIIPABIISIIOIINX OTEPallMsIMM, KOTOPBIE
CyOBEKTaM pa3pellieHO BHITIOIHSTh Ha OOBEKTaX.

DOYyHKIIMOHUPOBAHNE MEXaHN3MOB, peayuayiomnux [1PB ynpasreHns nHOOPMAIIMOHHBIMI TTOTOKAMH,
OCHOBAaHO Ha aTpnOyTaxX CyObeKTOB 1 MH(MOPMAIIUH B TIpeesiaX 00IacT IeHCTBUSI 1 COBOKYITHOCTH TIPABWII,
10 KOTOPBIM BBITIOJTHSIIOTCS OIepallii CYObeKTOB Haa MHMOpMarumeil. ATpubyTsl MHQOPMAINK, KOTOPEIE
MOTYT OBITH ACCOITMMPOBAHEI C aTPUOYyTaMU MecTa XpaHeHUs (WIM He aCCOIMUPOBAaHBI ¢ HUMU, HaIIpuMep B
cJIydae MHOTOYpPOBHEBOM 0a3bl JaHHBIX), OCTAIOTCS ¢ MH(pOpMaIeit TIpy ee TIepeMeIleHUN.

[Ba cnenndnaecknx tuma naHHBIX @BO, paccMaTpruBaeMbIX B HACTOSIIEM CTaHIAPTE, MOTYT, XOTSI U
HeoOs13aTesIbHO, COBIAaTh. DTO aymenmuguKauuontovle OaHHbIE I CEeKpembl.

AyTeHTH(UKAIMOHHBIC TaHHBIEC UCITOIB3YIOTCS, YTOOBI Bepr(PUIINPOBATh 3asIBJICHHBIN NICHTU(PUKATOD
noJjb3oBateisi, oopaitatoiierocs K OO 3a yciayramu. Camasi pacnpocTpaHeHHas (hopma ayTeHTU(UKALIMOHHbBIX
JMAHHBIX — TIapOJIh, KOTOPHIIT HEOOXOAMMO XpaHUTh B CEKpeTe, YTOOBI MEXaHM3M 0e301TacHOCTH OBbIT 3 dheK-
tBeH. OIHAKO B CEKpeTe HEOOXOMMMO XpaHUTh He Bce (DOPMBI ayTeHTH(UKAITMOHHBIX TaHHBIX. Briomerpruec-
KWe OIO3HaBaTelIbHbIe YCTPOUCTBA (TaKWe, KaK CYMTHIBATEIM OTIEYaTKa Mayiblla MW CKaHEPBI CeTYaTKH
I71a3a) OCHOBBIBAIOTCS HE Ha TIPEOITOIOKEHNN, YTO ayTeHTU(DUKAITMOHHBIC TaHHBIE XpaHATCS B CEKpeTe, a Ha
TOM, UTO 3T JaHHBIE SIBJISIOTCS HEOTHEMIIEMBIM CBOMCTBOM TIOJTb30BAaTENISI, KOTOPOE HEBO3MOXKHO TTO/IIETIATh.

TepMUH «CeKpeT», UCTTONB3YeMbIl B GYHKITMOHATLHBIX TPEOOBAHMSIX HACTOSIIETO CTaHIapTa IO OTHO-
IIEHWIO K ayTeHTU(PUKAIIMOHHBIM TaHHBIM, TIPUMEHUM M K JaHHBIM JIPYTUX TUTIOB, KOTOPBIE HEOOXOTMMO
XpaHUTH B TalfHe TIpU ocyllecTBIeHH onpeaencHHoi [1PB. Hampumep, cTOMKOCTh MeXaHM3Ma JOBEPEHHOTO
KaHaja, B KOTOPOM TIpuMeHeHa KpUITorpadust st CoxpaHeHNsT KOH(GUICHIINATLHOCTH TIepeIaBaeMoii uepes
KaHaJI MH(pOpMAaIINH, 3aBUCUT OT HAIESKHOCTH CII0CO0a COXpaHEHMS B CEKpeTe KPUTITOTPahUUIECKUX KITIoUei
OT HECAaHKITMOHNPOBAHHOTO PACKPHITHS.

CrremoBarteTbHO, HEKOTOPEIE, HO HE BCe ayTeHTH(HUKALIMOHHEIE JaHHBIE HEOOXOIMMO XpaHUTh B CEKpe-
T€, 1 HEKOTOPbI€, HO HE BCE CEKPEThI MCIMOJb3YIOT KaK ayTeHTU(hUKAIIMOHHbIE JaHHbIe. PucyHoOK 1.4 mokasbI-
BaeT 3Ty B3aNMOCBSI3b CEKPETOB 1 ayTeHTU(PUKAIIMOHHBIX JaHHBIX. Ha 3TOM prCyHKe yKa3aHBI THITBI JaHHBIX,
KOTOPBIE YaCTO OTHOCST K ayTeHTH(UKALIMOHHBIM JaHHBIM 1 CEKpETaM.

r N

AymeHmudukayuoHHble JaHHbLIe

Buometpusa
KpeouTHble kapToukm

4 )

Maponu

. J

Kpuntorpaduyeckue
nepemMeHHble

Conpernts
\ J

Pucynok 1.4 — CBsi3b MeX/1y TTOHATUSIMU «ayTeHTU(UKAIITMOHHBIE JaHHBIE» U «CEKPEThI»

2 DyHKIMOHA/IbHbIE KOMIIOHEHTbI 0€30MaCHOCTH

2.1 Kpatknii 0630p

DTOT pazmen onpeenseT coaepxkanue u popmy npencTaBieHust HGYHKIMOHATBHBIX TPeOOBaHMIT HACTOSI-
1LIETO CTaHAapTa U MPEACTABIISIET PYKOBOJCTBO MO OpraHu3aluy TpeOboBaHMI 111 HOBbIX KOMITIOHEHTOB, BKJTIO-
yaeMbIX B 3b. (DyHKHI/IOHaI[I)HBIC TpC6OBaHI/IH O6’BGZ[I/IHCHLI B KJIaCChl, CEMENCTBA U KOMIIOHEHTHI.
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211 CTtpykTypa Kaacca
CrpykTypa (DyHKIIMOHAILHOTO KJjlacca MpuBeneHa Ha pucyHKe 2.1. Kaxnblii (hyHKIIMOHAIBHBIN KJ1acc
COIEPKUT MMS Kilacca, MpeACTaBlIeHre Kiacca U OJHO UM HECKOJIbKO (DYHKIIMOHAJbHBIX CEMENCTB.

DYHKUMOHANBHBLIN KNacc

m Mmsa knacca

I'Ipe,z:LCTaBneHme Knacca

L dyHKUMOHanbHbIE CeMeNCTBa

Pucynok 2.1 — Crpykrypa ¢GyHKIMOHAIBLHOTO Kjacca

2.1.1.1 ms knacca

Mwms knacca comepxuT nHQPOPMAIIUIO, HEOOXOAMMYIO 111 MAeHTU(PUKAMK (PYHKIIMOHAILHOTO Kjlacca
YW OTHECEHUS ero K onpenesieHHo KaTteropun. Kaxapiii (hyHKIIMOHAIbHBIM KJIaCC UMEET YHUKAbHOE UMSI.
MHdopmanus o kaTeropuu npeaocTaBieHa KpaTKUM UMEHEM, COCTOSIIIIMM U3 TpeX OYKB JIATUHCKOTO ajidaBu-
Ta. KpaTkoe nmMs1 Kiacca UCIOJb3YIOT NP 3aJJaHu1 KpaTKUX MUMEH CeMENCTBA 3TOTro Kjacca.

2.1.1.2 TlpeacraBieHue Kiacca

IIpencraBieHue Kiaacca 0000ILAET yuacTHe CeMeCTBa Kiiacca B IOCTHXXKEHUU Liefieit 6ezonacHocTH. Orpe-
JneneHue QyHKIMOHAIbHBIX KJIACCOB HE OTpaXkaeT HUKaKylo (DOPMaIbHYIO0 TAKCOHOMMUIO B ClielipUKaLun
TpeOOBaHMIA.

ITpencraBneHue Kjacca COAEPKUT PUCYHOK, MOKA3bIBAIOLIMI BCE CEMENCTBA 3TOTO Kjlacca U uepapxuto
KOMITOHEHTOB B KaXX/IOM CEMeMCTBe, KaK yKa3aHo B 2.2.

212CTpyKkTypa ceMencTBaA

CrpyKTypa (pyHKIIMOHAJIBHOTO CEMENCTBA MpUBeeHa HA pUCYHKeE 2.2.

2.1.2.1 Nms cemelicTBa

HNwms cemeiicTBa comep-
KT ONMUCATEIbHYI0 MH(pOpMa- DyHKUMOHANbHOE CEMENCTBO
IO, HEOOXOAMMYIO, YTOOEI
WIEHTU(UIIMPOBATh U KaTero-

pupoBaTh (PYHKLIMOHAIbHOE B Wwms cemelicTaa
ceMeiictBo. Kaxnoe yHKIM-
OHAJIbHOE CEMEHCTBO MMEeT H  XapaktepucTuka cemeincTea

yHuKanbHoe umsi. Madopma-
USI O KaTerOpUM COCTOUT U3
KpaTKOr0 MMEHM, BKJIIOUAIO-
111eTo B ce0sl ceMb CUMBOJIOB.
IlepBEIe TpM CUMBOJIA MIECHTIY- = YnpasneHue
HBI KPaTKOMY MMEHM KJ1acca,
Jajgee CleayrT CUMMBOJI TOI-

m PaHmmposaHme KOMIMOHEHTOB

— Ayaut
YepPKMBAHMS 1 KPATKOE MMSI Ce- YA
MmeiictBa B Buge XXX YYY.
VYHukanbHas Kpatkas ¢opma -
UMEHU CEMENCTBA MPEAOCTaAB-

— KoMnoHeHTbI
JISIET OCHOBHOE MMSI CCBLIKHU

TSI KOMITOHEHTOB. .
Pucynok 2.2 — Crpykrypa GyHKIMOHAJILHOTO CEMENCTBA
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2.1.2.2 XapakTepucTuka ceMeincTna

XapakTepucTuKa ceMeicTBa — 3T0 onucaHue (PyHKIIMOHAJIBHOTO CeMENCTBA, B KOTOPOM U3JIaratoTcs
ero 11eJ11 6e30IMacHOCTU U o0llee onKrcaHue (PyHKIIMOHAIbHBIX TpeOOBaHUiM. bojiee neTajibHO OHU OMUCaHBI
HUXKe:

a) yeau 6e3onacHocmu CEMEMCTBa XapaKTepU3yIoT 3aa4y 0€30MacHOCTU, KOTOpasi MOXeT ObITh pellieHa

C TIOMOILIbI0 KOMITOHEHTOB 3TOTO CEMENCTRA;

0) onucaHue GYHKYUOHAAbHBIX MpebosaHuli 0000IIAeT Bce TPEOOBAHMS, KOTOPbIE€ BKIIOUEHbBI B KOMIIO-
HeHT(Thl). OnucaHue OpMeHTUPOBaHO Ha pa3padboTrunkoB I13, 3b u GpyHKIIMOHANIBHBIX MTAKETOB, KOTOPbIE
XOTeJIM Obl OTNIPEAEIUTh, COOTBETCTBYET JIM CEMEMCTBO MX KOHKPETHBIM TPeOOBaHUSIM.

2.1.2.3 ParxxupoBaHue KOMIIOHEHTOB

DOyHKIIMOHAIBHEBIE CeMEMCTBA COAepKaT OMWH MM HECKOJIbKO KOMITOHEHTOB, KaXIBI M3 KOTOPBIX
MOXeT ObITh BbIOpaH a1 BKiatoueHus B [13, 3b u ¢pyHKUIMOHaNbHBIE TTakeThl. Llenb paHXUpoBaHUS KOMITO-
HEHTOB — MPEOCTaBUTh MOJIb30BaTeIIM MHMOPMALIMIO 7151 BbIOOpa MOAX0As111ero (byHKIIMOHATbHOTO KOM-
MOHEHTa, eC/IM CEMENCTBO MIEHTU(UIIMPOBAHO MOJb30BaTEIeM KaK HE0OX0AMMas WJIu ToJie3Hast 4YacTh Tpebo-
BaHUIi 6€30MaCHOCTH.

[anee mepeuncIIIroTCs UMEIOIIecs] KOMITOHEHTHI M IIPUBOAMTCS X JIOTMIeCKoe o0ocHOBaHMe. deTamm-
3al1sl KOMITOHEHTOB MPOU3BOJAUTCS B ONMCAHUM KaXKI0TO KOMIIOHEHTA.

CBsI31 MeXy KOMITOHEHTaMU B Tpezeiax (PyHKIIMOHAJIbHOTO CeMeNCTBa MOTYT ObITh MepapXUueCKUMU
U HenepapxuueckuMu. KoMIoHEeHT nepapXxudeH (T. €. paciojIoXeH BhIlle MO UepapXUK) MO OTHOILIEHUIO K
JIPYroMy KOMIIOHEHTY, €CJIM TIpe/jiaraeT 0oJiblilyto 6€301MacHOCTb.

OnucaHus cCeMeUCTB cofepxkaT rpaduueckoe TpeacTaBlIeHUe UepapXui KOMIIOHEHTOB, PACCMOTPEHHOE
B 2.2.

2.1.2.4 YnipaBneHue

TpeboBaHus ynpaenenus comepxar WHOopMamuio misa paspadorunkos [13/3b, yauteiBaemyio mpu
orpeNe/IeHUU JeMCTBUI MO ypaBJIEHUIO IJ1s1 JAHHOTO KOMITOHEeHTa. TpeOoBaHusl yIpaBieHUs 1eTalIu3upoBa-
HBI B KOMIIOHEHTAX Kj1acca «YIpasieHune 0e3omacHocTteio» (FMT).

Pazpa6otunk [13/3b MoxXeT BBIOpPATh KaK1e-T100 13 UMEIOIIMXCS TPeOOBAHMI YIIPaBICHWS WU BKITIO-
YUTb HOBBIE, HE YKa3aHHbIE B HACTOsIIIIEM cTaHAapTe. B mocieaHem ciyyae cieayeT mpeacTaBuTh HEOOXOAUMYIO
UHDOpMaLHIO.

2.1.2.5 Aynur

TpeboBaHusl ayoduma copepxkaT COOBbITUS, TIOTEHIIMAIBHO MOABEpraeMble ayauTy, sl KX OTOOpa pa3pa-
o6otunkamu I13/3b nipu ycnosuu BkiatoueHust B [13/3b TpedoBanuii u3 kinacca FAU «Aynut 6€301macHOCT».
OTu TpebOBaHUS BKIIIOUAIOT B c€0s1 COOBITUSI, OTHOCSIIMECS K 0€30MaCHOCTU, MPUMEHUTENBHO K pa3IMuHbIM
YPOBHSIM JAeTanu3aluu, noaaepxuBaeMbiM KomrnoHeHTaMu cemeiictBa FAU GEN «I'eHepaliysi JaHHbIX ayauTa
6e3onacHocTr». Hanpumep, 3anuch ayauTa Kakoro-imoo MexaHn3Ma 0e30MacHOCTY MOXKET BKJIIOUaTh B ce0sl
Ha pa3HbIX YPOBHSIX AeTAIM3alIMU AEHCTBUSI, KOTOPbIe PACKPBIBAIOTCS B CIEAYIOIIMX TEPMUHAX.

MuHuMAJIbHBIIA — YCIIEITHOE UCTIOIb30BaHue MeXaH3Ma 0€30MacHOCTH.

Ba3zosblii — J11000€ MCMOJIb30BaHWE MEXaHM3Ma O€30MacHOCTH, a TaKxKe MHMOpMAaLIUs O TEKYIIMX 3Haue-
HUSIX aTpUOYTOB 6€30MaCHOCTH.

Jeranu3upoBaHHbIii — J10ObIe U3MEHEHUsI KOH(PUTYpaluu MexaHu3Ma 0€30IacHOCTH, BKJIIOYas rmapa-
MEeTpbl KOH(pUTYpaLUK 10 U TTOCTIe UBMEHEHUS.

Caenyer y4ecTb, 4TO Ka-
TEeTOPMPOBAHUE COOBITHIA, ITO-
TEHLMAJbHO ITOJABEPTAEMbIX
ayIUTy, BCErJa HMEepapXU4HO.
Hanpumep, ecnu BeiOpaHa Oa-
30Bas IreHepalus JaHHbIX ayan-

| Ta, TO BCE COOBITHSI, MACHTU-
[ ¢uLMpoBaHHbBIE KaK ITOTCHIIM-
—  OyHKUMOHANBHBIE 3NEMEHTbI AJIbHO MMOABEPracMbI€ ayauTy 1
MO3TOMY BXOISIIME KAK B MU-
HUMAaJIbHYIO, TAK 1 B 0a30BYIO
- 3asucumocTu 3aMuCh, CIEAyeT BKIIOUUTDH B
I13/3b c nmomolipo COOTBET-
Pucynok 2.3 — CrpykTtypa QYHKIMOHAJIBHOIO KOMIIOHEHTA CTBYIOLLIEH ONEpaLy Ha3Haue-

KomnoHeHT

— WpeHTudukauma komnoHeHTa
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HUS, 32 UCKJIIOUEHUEM ciyyasi, Korga coObiThe 00jiee BLICOKOTO YPOBHS MMeeT 00Jiee BHICOKMI YPOBEHb
JleTanu3aliim, 4eM coObIThe 0oJiee HU3KOTO YPOBHSI, U MOXET MPOCTO 3aMeHUTh ero. Koraa xenaTtenbHa
JleTaaM3upoBaHHasl reHepalys JaHHBIX ayAuTa, BCe UAeHTU(ULIUPOBAHHbBIE COOBITHS, MOTEHILIMAIBLHO MO/ -
BepraeMmbie ayauTy (JJisi MUHUMAaJIbHOTO, 6a30BOr0 W JAETAJIM3MPOBAHHOIO YPOBHEN), ClEAyeT BKIHOUYUTH
B [13/36.

IIpaBuna yrpaBieHust ayquToM 0oJiee moapoOHO oObsICHEHHI B Kiacce FAU.

213CTpyKTypa KOMINOHEHTaA

CrpyKTypa (pyHKIIMOHAIBHOTO KOMITOHEHTA MTOKa3aHa Ha pUCYHKe 2.3.

2.1.3.1 NneHTtudukauusi KOMIIOHEHTa

Muentudukaiivs KOMIOHEHTa BKJIOUYaeT B cebs omucaTesbHyr0 WH(OpMalnio, HEOOXOAUMYIO s
WIeHTU(UKALIMY, KATETOPUPOBaHUS, 3aITMCHU U peain3aliMi NEPEKPECTHBIX CChIJIOK KOMITOHEHTA. [J1s1 Kaxao-
ro (pyHKIIMOHAJILHOTO KOMITOHEHTA MPEACTaBIISIETCS ClIeAyIolIee:

— YHUKaAbHOe ums, oTpaxaloliiee IpeaHa3HaueHe KOMITOHEHTA;

— Kpamkoe ums, IpPUMEHsIeMOoe KaK OCHOBHOE MM$I CChUIKU JIJIs KATErOpUPOBaHUS, 3alUCHU 1 peaiusa-
LIMU MIEPEKPECTHBIX CChIJIOK KOMITOHEHTA M YHUKAJIbHO OTpaxalolllee KJacc U CeMENCTBO, KOTOPbIM KOMIIO-
HEHT MPUHAJIEKUT, a TAKXKEe HOMEP KOMITOHEHTA B CEMENCTBE;

— CHUCOK uepapxu4eckux cessell, ConepXalliii UMeHa APYyrux KOMIIOHEHTOB, JIJISi KOTOPBIX 3TOT KOMIIO-
HEHT MepapXuueH U BMECTO KOTOPBIX MOXET MCIOIb30BaThCs MPU YIOBJIETBOPEHUU 3aBUCUMOCTEN OT Mepe-
YUCJIEHHbIX KOMITOHEHTOB.

2.1.3.2 ®yHKIMOHATbHBIE 3IEMEHTHI

Kaxxablii KOMIOHEHT BKJIt0UaeT B ceds1 Habop ayieMeHTOB. Kaxiblii 3/IeMEHT ONpeaesieTcs OTAEIbHO 1
SIBJISIETCS] CAMO/IOCTATOUHBIM.

DyHKIMOHATBEHEIHN 3JIEMEHT — 3T0 QYHKIIMOHATEHOE TpeOoBaHMe 6e30IMacHOCTH, TaTbHEHIIee pa3ese-
HUE KOTOPOTO He MEHSIET 3HaYMMO PE3YJIbTaT OLIeHKHU. SIBJsieTCcs HaMMeHbILIMM (DYHKIIMOHAIBbHBIM TpeboBa-
HUEeM 0e30TTacHOCTH, NaeHTUUIIpyeMbIM 1 TTpu3HaBaeMbiM B TOCT P MCO/M3BK 15408.

ITpu dbopmuposanuu 113, 3b u/unu makeToB He paspelliaeTcss BbIOMPATh TOJbKO YaCTh 2JIEMEHTOB
komnoHeHTa. 1151 BkitoueHus B 113, 3b uim maker HE0OXOAMMO BbIOMpPATh BCIO COBOKYITHOCTD 3JIEMEHTOB
KOMITOHEHTA.

BBoautcsi yHuKandbHasi Kpatkasi ¢dhopMma WMeHM (YyHKIMOHaJIbHOTO 3jeMeHTa. Hampumep, ums
FDP _IFF.4.2 w4urtaercs chaeaywoliuM obpasoMm: F — ¢yHkumoHanbHoe TpeboBaHue, DP — xiacc
«3amura JaHHBIX Tromb3oBarest», IFF — cemelictBo «®yHKIMM yIpaBieHUST WHGOPMAIIMOHHBIMU
MOTOKaMu», .4 — 4eTBEePThbIii KOMITIOHEHT «YacTUUYHOE ycTpaHeHHWe Hepa3pellleHHbIX MTH(MOPMallMOHHBIX TOTO-
KOB», .2 — BTOPO} 3JIEMEHT KOMITOHEHTA.

2.1.3.3 3aBucumMocTu

3aBUCHUMOCTH cpeaun (PYHKIMOHAIbHBIX KOMITOHEHTOB BOZHMKAIOT, KOTa KOMIIOHEHT HEe CaMOJ0CTaTO-
YeH U HyX1aeTcs 60 B PYHKIIMOHATIBHBIX BO3MOXHOCTSIX IPYTOro KOMIIOHEHTa, JIM0O BO B3aMMOJEHCTBUN
C HUM JIJIs1 OJAEPXKKM COOCTBEHHOTO BBITIOJTHEHUS.

Kaxnplit pyHKIIMOHATBbHBIN KOMIIOHEHT COAEPXKUT MOJHbBIM CITUCOK 3aBUCUMOCTEN OT APYTUX (PYHKIIM-
OHAJIbHBIX KOMIIOHEHTOB U KOMITOHEHTOB A0BepHUsl. [I1s1 HEKOTOPBIX KOMITOHEHTOB YKa3aHO, UYTO 3aBUCUMOCTH
OTCYTCTBYIOT. KOMMOHEHTHI U3 CIKCKA MOTYT, B CBOIO OYepeb, UMETh 3aBUCMMOCTH OT IPYTMX KOMIIOHEHTOB.
Cnrcok, MpUBEAEHHbIN B KOMIIOHEHTE, MOKA3bIBAET MPSIMbIe 3aBUCUMOCTHU, T. €. COAEPXKUT CChUIKU TOJIBKO Ha
(pyHKIIMOHAIbHBIE KOMITOHEHTbI, 3aBEIOMO HEOOXOAUMBIE /ISl 0O0ecTieueH sl BbIMOJTHEHUST pacCCMaTPUBAEMOTO
KoMmmoHeHTa. KocBeHHbIEe 3aBUCUMOCTH, ONpeiesisieMble COOCTBEHHBIMU 3aBUCUMOCTSIMU KOMITOHEHTOB U3
CIMCKa, TTOKa3aHbl B IPUI0OXeHUN A. B HEKOTOPBIX CTydasix 3aBUCMMOCTb BBIOMPAIOT U3 HECKOJIBKMX Mpeia-
raeMbIX (PYHKIIMOHAIBHBIX KOMITOHEHTOB, TIPUYeM KaXKIbIif U3 HUX JOCTATOUYCH [UTS YIOBIETBOPEHUS 3aBUCH-
moctu (cM., Harpumep, FDP_UIT.1).

CHmcoK 3aBUCUMOCTE N MACHTH(HUITNPYET MUHUMYM (PYHKIIMOHATEHBIX KOMITOHEHTOB M KOMIIOHEH -
TOB JIOBEPUSI, HEOOXOIVMMBIX JUIS1 YIOBJIETBOPEHUSI TpeOOBaHU M 6€30MacCHOCTU, aCCOLIMMPOBAHHBIX C TaHHBIM
KOMITOHEHTOM. KOMITOHEHTBI, KOTOPbI€ MepapXUUHbI IO OTHOIIEHUIO K KOMITOHEHTY U3 CITMCKA, TAKXKE MOTYT
OBITh MCMOJIb30BAHbI /1J151 YIOBIETBOPEHUST 3aBUCUMOCTH.

3aBUCUMOCTHU MeXI1y KOMIIOHEHTaMH, yKa3aHHbIE B HACTOSIIIEM CTaHaapTe, o0sizaTebHbl. X HE0OXx0-
nvmMo ynoBieTBopuTh B [13/3b. B HEKOTOPBIX, 0COOBIX CTydasiX 3TU 3aBUCMMOCTH YIOBJIETBOPUTh HEBO3ZMOXKHO.
Pazpa6otuuk I13/3b, 06s13aTeIbHO 000CHOBAH, MOYeMY JaHHasi 3aBUCUMOCTb HEMMPUMEHMMA, MOXKET He BKITIOUYaTh
COOTBETCTBYIOIINI KOMITOHEHT B makeT, 113 wim 3b.
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214Pa3pemeHHb e onmepauuum ¢ QYHKIUMOHAAbHB MU KOMIIOHE H-
TaMu

ITpu onpenenenuu tpedosanuit B 13, 3b wiu hyHKIIMOHAILHOM TMaKeTe (PYHKIMOHATbHbIE KOMIIO-
HEHTbI MOTYT JIMOO MCIIOIb30BAThCS TMOJTHOCTHIO B COOTBETCTBUU C pazaenamMu 3—13 HacTosIIIero craHaapTa,
JIMOO OBITH TOMOJIHUTEILHO KOHKPETU3UPOBAHBI J1J151 TOCTUXKEeHUS crieliMprIecKoi 1eau 6e3onacHoctu. OnHa-
KO OTOOp M KOHKPETU3aLUs 3TUX (PYHKIIMOHAIbHBIX KOMIIOHEHTOB YCJIOXKHEHbBI TEM 00CTOSTEILCTBOM, UTO
HEeoOXOAMMO YYUTHIBATh UMEIOLIMECS 3aBUCUMOCTH MeXaAy KoOMIoHeHTamMu. [1oaToMy Takasi KOHKpETU3aLMs
CTPOTO OrpaHUYeHa MPUHATHIM HAOOPOM OTepaLuii.

K xaxxnomy yHKIIMOHATBHOMY KOMITOHEHTY MOTYT OBITh TIPMMEHEHBI pa3pellieHHbIe onepaiiui. He Bce
orepaluu paspelleHbl Ha BceX (PYHKIIMOHATbHBIX KOMIIOHEHTAaX.

K paspeliiieHHbIM omepalsiM OTHOCSITCS:

— uTepalus — MO3BOJISIET HECKOJIBKO pa3 MCIOJIb30BaTh KOMIIOHEHT C Pa3JIMUHbIM BbITTOJHEHUEM
orepaLui;

— Ha3HaueHUe — IMO3BOJISIET CIIeMMULIMPOBATh 3aaHHbII MTapaMeTp;

— BBIOOp — MO3BOJISIET Cre(ULIMPOBATh OUH UJIK HECKOJIBKO 3JIEMEHTOB U3 CIIMCKA;

— YTOYHEHUE — MO3BOJISIET 100aBUTh JETAJIU.

2.1.4.1 Uteparus

Tam, rae HeoOXOAMMO OXBaTUTh Pa3jMUYHbIE aCMEKTbl OJHOTO M TOTro Xe TpeOoBaHMS (Hampumep,
UIESHTU(UIIMPOBATh HECKOJIBKO TUIOB IOJIb30BaTeNei), pa3pellaeTcsl MIOBTOPHOE UCIIOIb30BaHUE OHOTO U
TOTO Xe (DYHKIIMOHAJIbHOTO KOMITOHEHTA, MO3BOJISIIOIIEE OXBATUTh KaX/Ibli aCTEKT.

2.1.4.2 HazHaueHue

HexkoTtopblie 31eMeHTbI (YHKITMOHATBLHBIX KOMIIOHEHTOB COJEPKAT MapaMeTPbl WIM MepeMeHHbIe, KOTO-
phle TaloT BO3MOXKXHOCTB pa3pabotunky [13/3b crienmuimpoBaTh TOIUTAKY WA COBOKYITHOCTD BEJTIMINH TS
BKJtoueHus B [13/3b, 4ToObI BHIMOJHUTD CIeU(PUUECKYIO 1Ie/Ib 0€30MaCHOCTU. DTH 3JIEMEHThI OTHO3HAYHO
UAEHTU(DULIUPYIOT KaXIblii TAKOU MapaMeTp W OrpaHWYeHUs] Ha 3HAYEHMS, KOTOPbIE MOXET TPUMHUMATh 3TOT
napamerp.

J1060i1 acriexT aaeMeHTa, JOMyCTUMble 3HAU€HUS KOTOPOTO MOTYT ObITh OAHO3HAYHO OMUCAHbI WU
MepevymrcaeHbl, MOXET ObITh TTpeACcTaBiIeH apameTpoM. [TapaMeTp MOXeT ObITh aTpUOYTOM WJIU MPABUIIOM,
CBOJSIILIMM TpeOOBaHUE K OTpeAeIeHHOMY 3HaUEHUIO WY IUara3oHy 3HaueHuil. Hampumep, aneMeHT (pyHK-
LIMOHAJILHOTO KOMITOHEHTA, HAIlpaBJIeHHbIM Ha JOCTHUKEHME OTpeNeIeHHOM 1ieJii 6e30MacHOCTH, MOXET yCTa-
HOBUTb, YTO HEKOTOPYIO OTEpaLMIO CIeAYET BBITOJHATHL HEOTHOKPATHO. B 3TOM ciydyae Ha3HaYeHUe YCTaHOBUT
YUCJIO BO3MOXHBIX TTOBTOPEHUU (MM AMamna3oH AJIsl Hero), KOTopoe OyIeT MCMOoIb30BaThCs A1 JAHHOTO
napamerpa.

2.1.4.3 Beibop

Onepauusi 3aKI0YaeTCsl B OTpaHUYEHUN 00J1aCTH MMPUMEHEHUS 3ieMeHTa (DYyHKIIMOHAIBHOTO KOMIIO-
HEHTAa MTOCPEACTBOM BbIOOpA OTHOTO WJIM HECKOJIbKUX BApUAHTOB U3 CIIMCKA, TPUBEJIEHHOTO B 3JIEMEHTE.

2.1.4.4 YTouHeHue

s Bcex aieMeHTOB (PYHKIIMOHAJIBHOTO KOMITOHeHTa pa3pabotunky I[13/3b paspeluaercs orpaHUYUTD
MHOXEeCTBO JIOMYCTUMbIX peaiu3alivil yTeM OINpeaesieHUs] JOTOTHUTEbHbBIX IeTael Ml JOCTVXKEeHUS Lieei
06e30MacHOCTU. YTOUHEHUE 3IEMEHTa 3aKJII0YaeTCsl B JOOABICHUU 3TUX CIELIUDUUECKUX ACTAIEH.

Hanpumep, ecnu st koHkpeTHoro OO TpedyeTcst 00bSICHEHHE CMbIC/IA TEPMUHOB «CYOBEKT» U «OObEKT»
B pamkax 3b, ToO 3T TEPMMHBI MTOJBEPraloOT ONepallui YTOUHEHMUSI.

ITonoOHO apyrum omepalusM, YTOUHEHUE He HajaraeT abCcoJIloTHO HOBbIX TpeboBaHuil. Mcxons us
Lieieil 0€30MacCHOCTH, YTOUYHEHUE MIPEIoNaraeT mpopaboTKy AeTalei, UHTEPIIPETALIUIO WIX Pa3BUTHUE TPeOO-
BaHUI, MPaBWJI, 3HAYEHUI WU YCIIOBUI. YTOUHEHME JOJKHO JIMIb OTPaHUYMBaTh COBOKYITHOCTb BOBMOXKHBIX
(GYHKUMIA I MEXaHU3MOB JUISl peaiu3aliui TpeOOBaHUSI, HO HUKOT/A He pacllupsITh €e. YTOUHEeHUE He
MO3BOJISIET CO3/1aTh HOBbIE TPEOOBAHUS U MO3TOMY HE YBEJIMUYMBAET CIIUCOK 3aBUCHMOCTEN, CBSI3aHHBIX C
koMmrioHeHToM. Pa3zpaboruuky I13/3b Heo6xoauMo ObITh BHUMATEIbHBIM, YTOObI CYILLIECTBYIOILINE 3aBUCUMOC-
TU MPOYUX TPeOOBAHUI OT YTOUHSIEMOTO TPEOOBAHUS ObLIIU MO-TIPEXKHEMY YAOBIETBOPEHBI.

2.2 Karajior KOMIOHEHTOB

PacrnionoxxeHrne KOMITIOHEHTOB B HACTOSIIIIEM CTaHAApTe HEe OTpaXkaeT KaKyto-J11ub0 (popMalibHYIO TaKCo-
HOMMIO.

Hacrosiiumit ctaHaapT COAEP>KUT KIaCChl, COCTOSIIIIAE U3 CEMEMCTB U KOMITOHEHTOB, KOTOPbIE MTPUOIU-
3UTEJIbHO CIPYIIIMUPOBAaHbI Ha OCHOBE 001el PyHKIMYU U TpeaHa3HavYeHus. Kiaccel U ceMelicTBa rpencraBie-
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HbI B a1(paBUTHOM (MO-JTaTUHCKM) TIopsiake. B Havase Kaxxaoro kiacca MMeeTcsl pUCYHOK, MOKa3blBAIOLIMIA
TaKCOHOMMIO 3TOrO Kjiacca, MEePeumcCisis CEMEICTBA B 9TOM KJIacCe U KOMIOHEHTHI B KaX/IOM CEMEWCTBE.
PucyHOK Takke WLTIOCTPUPYET UepapXUi0 KOMITOHEHTOB BHYTPM KaXXI0T0 CeMENCTRA.

B onucanuu kaxaoro ¢hbyHKIMOHATBHOTO KOMITIOHEHTA MPUBEAECHBI €r0 3aBUCUMOCTU OT APYTHUX KOMITO-
HEHTOB.

ITpumep npeacTaBieHUsI TAKCOHOMUHU Kjlacca U MepapXuy KOMITOHEHTOB B €ro ceMelcTBax MpuBeAeH Ha
pucyHke 2.4. 3nech epBoe CEMENCTBO COAEPKUT TPU UePAPXUIECKUX KOMITOHEHTA, TJie KOMITOHEHTHI 2 1 3
MOTYT ObITb TPUMEHEHBI 1J1s1 BHIMOJTHEHUS 3aBUCMMOCTel BMecTo KomIioHeHTa 1. KommoHeHT 3 nepapxuueH K
KOMIMOHEHTY 2 M MOXET IMTPUMEHSITLCS JJIsI BHITTOJIHEHUSI 3aBUCMMOCTEM BMECTO KOMIIOHEHTA 2.

Nwmsa knacca

CemelicTBO 1 1TH2H3
1
CemencTtBo 2
2H3
2
CemeiicTBo 3 1 4
3

Pucynok 2.4 — Ilpumep neKoMno3uimm Kjiacca

B cemelicTBe 2 MMEIOTCSI TPY KOMITOHEHTA, HE BCE M3 KOTOPBIX Me€papXUUyecKu cBsi3aHbl. KoMMOHEHTHI |
U 2 He UepapXrUuHbl K APYTUM KoMmoHeHTaM. KoMIoHeHT 3 uepapxruueH K KOMITOHEHTY 2 U MOXET MpUMe-
HSTBCS /15 YOBJIETBOPEHMSI 3aBUCMMOCTEM BMECTO KOMITOHEHTA 2, HO HE BMECTO KOMITOHEHTa 1.

B cemeiicTBe 3 KOMIOHEHTHI 2—4 MepapXUuHbl K KOMIOHEeHTY 1. KoMroHeHThl 2 1 3 uepapxuyuHbl K
KOMIOHEHTY 1, HO HECOIOCTaBUMBI MO Uepapxun Mexay coboit. KoMmoHeHT 4 nepapxmyeH K KOMIIOHEH-
Tam 2 u 3.

ITonoGHbBIE PUCYHKU TOTIOJHSIOT TEKCT ONMMCAaHUsI CEMENCTB U JAENat0T Mpolille MASHTU(UKALUIO OTHO-
LLIEHU UX KOMITOHEHTOB. OHM He 3aMeHSIIOT MyHKT «MepapXuuecKuii Jyisi» B OMMCAHUM KaXI0ro KOMITOHEH-
Ta, KOTOPbIM yCTaHABIMBAET 00s13aTeIbHbIE YTBEPXKICHUSI UEPAPXUU TSI KAXKIOTO KOMITOHEHTA.

221 BpriapeneHne M3MEeHEHUN B KOMIIOHEHTE

B3auMocBs3b KOMIIOHEHTOB B Mpejeiax ceMeNcTBa MokKa3aHa C MCIOJIb30BAaHUEM MOJYKHPHOro 1pudra.
Bce HoBbIE TpeOOBaHUS B TEKCTE KOMITOHEHTOB BbIIEIEHBI TTOMYKUPHBIM 1IpUdTOM. JIJIs1 nepapXudecku CBsi-
3aHHBIX KOMITOHEHTOB TpeOOBaHMS 1/ MJIN 3aBUCUMOCTH BBIZIEICHBI, KOTIa OHU PACIIUPEHbI WM MOTU(PUIIN-
pOBaHBI TIO CPAaBHEHUIO C TPEOOBAHMSIMU TTPENIbIIYILEr0o KOMIOHeEHTa. KpoMe Toro, iro0ble HOBbIE WA PaCIliv-
PEHHBbIE MO0 CPABHEHMIO C TIPEIbIIYIIIMM KOMIIOHEHTOM pa3pellieHHbIe OTepaliuy TaKKe BbleJIeHbI MOTYXKUP-
HBIM LIPUGTOM.

3 Knacc FAU. Ayaur 0e30macHOCTH

Aymut 0e30I1aCHOCTH BKJIIOUAET B Ce0s pacro3HaBaHME, 3alMCh, XpaHEHNE U aHaIM3 MH(pOpMalInH,
CBSI3AaHHOM C JEHUCTBUSIMHU, OTHOCSIIMMUCS K 0€30MacCHOCTU (HampuMep, ¢ AeHCTBUSIMU, KOHTPOJIUPYEMbI-
mu [1BO). 3anucu ayaura, nojydaemble B pe3yJibTaTe, MOTYT ObITh TPOaHAIM3UPOBAHbI, YTOOBI OMPEAEIUTD,
Kakue JeMCTBUSI, OTHOCSIIMECS] K 6€30MacHOCTH, TPOMCXOAMIN U KTO U3 MOJIb30BaTe/Iel 3a HUX OTBEYaeT.
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HGKOMHOZBI/IHI/IH Kj1acCa Ha COCTaBJIAOIMIME €0 KOMIIOHCHTDI ITOKa3aHa Ha pUCYHKE 3.1.

Ayont 6e3onacHocTu

| FAU_ARP AsTOomaTtuyeckasa peakuus 1
ayguTa 6e3onacHocTu
1
|| FAU_GEN l'eHepauus gaHHbIX ayauTa
BGesonacHocTU
2
2
— FAU_SAA AHanus ayguta 6e30nacHocTu 1
3 4
1
] FAU_SAR lMpocmoTp ayauTa |_ 2
6e3onacHocTu |_
3
| FAU_SEL Buibop cobbiTuin ayauta 1
©6e3onacHocTU
1 2
|| FAU_STG XpaHeHue gaHHbIX ayauta
©6e3onacHocTU
3 4

Pucynok 3.1 — Jlexommo3umus Kiiacca «AyauT 0e301aCHOCTH»

3.1 AsTomaTrnyecKas peaknusa ayauta oesonacuoctn (FAU_ARP)

XapakTepHucTuKa ceMelicTBa

CewmerictBo FAU_ARP onpezenser peakiiuio Ha 00OHapyXeHre COObITUI, yKa3bIBAIOIIUX Ha BO3MOXHOE
HapylieHre 0e301TaCHOCTH.

PamxmpoBaHTe KOMITOHEHTOB

FAU_ARP AeTOomaTtuyeckasa peakuus 1
ayauTta 6e3onacHocTu

B FAU_ARP.1 «Curnansl HapymeHus 6e3ormacHocti» @BO 10DKHBI TIpeATpUHUMATD IeHCTBUS B CITY-
yae oOHapyXeHHsI BO3MOXHOTO HapyllieH!s 0€301acHOCTH.

Vnpasnenue: FAU ARP.1

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YrpasiaeHue eiCTBUSIMU (IOOABIeHNE, yaaJeHUE WM MOIU(PUKAIINS).

12
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Aynut: FAU_ARP.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
cemyeT TPeaIyCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayInTa CICIYIOIINX Oeii-
CTBUI (COOBITUIA) MApaMETPOB.

a) MUHUMAJBHBIN: IeHCTBUS, TIpeAIPUHIMAEMBIE B OTBET Ha OXXHMIaeMble HapyIIeHUs 6€301TaCHOCTH.

FAU_ARP.1 Curnajisi HapymeHusi 6€30MacHOCTH

Hepapxmaeckuii m1s1: HeT moAUMHEHHBIX KOMITOHEHTOB.

FAU_ARP.1.1 ®BO 1o/okHbI peINpaHATh [Ha3HAYEHNE: CRUCOK HAUMEHee Pa3pyuumenststx deiicmeui)
NpA 00OHAPYKEHHH BO3MOXKHOTO HAPYIIEHNA 0€30MACHOCTH.

3aBucumoctu: FAU_SAA.1 Anain3 nOTeHIMATBHOTO HAPYIIEHHUS

3.2 I'enepamusa gaanbix ayauta 0e3omacHoctd (FAU_GEN)

XapakTeprcTHKa ceMeiicTBa

CewmeiictBo FAU GEN omnpenenseT TpeOoBaHUS 110 PErMCTPALIMM BOSHUKHOBEHUS COOBITUI, OTHOCSI-
IIHAXCS K 0€30MacHOCTH, KOTOpbIe MOAKOHTPOIbHE PBO. DTo ceMelicTBO MIeHTUMULMPYET YPOBEHD ayIH-
Ta, TIEPEUMCIISIET TUITBI COOBITHI, KOTOPBIE TMOTEHIIMAILHO TOJLKHBI TIOABEPTATHCS ayaNUTy C MCITOIb30Ba-
HueM PBO, 1 onpeaensieT MUHUMAJIBHBIN 00beM CBI3aHHOM C ayIuTOM WHMOPMALIMKA, KOTOPYIO CIIeayeT
TIPEACTABIISATh B 3aITMCSX ayanTa Pa3TNIHOTO TUTIA.

PamxmpoBaHre KOMITOHEHTOB

FAU_GEN leHepauusa aaHHbIx ayauTta
6e3onacHocTu

FAU_GEN.1 «I'eHepalius JaHHBIX ayIuTa» OINpeaessieT ypoBeHb COObITUI, MOTEeHIMAIbHO MOABeprae-
MBIX ayAUTY, ¥ COCTaB JAHHBIX, KOTOPBIE JOJKHEI OBITh 3apeTUCTPUPOBAHBI B KAXKIOW 3aITHCH.

B FAU_GEN.2 «Accommanms uaeHTndmkaropa nojb3oBareiiss» ®BO nomKHBI aCCOLMUPOBATH COOBI-
TSI, TOTEHIINAIBHO TTOIBEpraeMble ayauTy, M TMIHbIC HACHTU(MUKATOPHI TTOJIB30BATEICH.
Vnpasnenue: FAU _GEN.1, FAU_GEN.2

JleicTBUS 110 YTIPaBJICHUIO HE TIPEeyCMOTPEHBI.
Aymut: FAU_GEN.1, FAU_GEN.2

Her nneATMOUIIMPOBAHHABIX ASCTBUI/COOBITHI/TTApaMeTPOB, UTSI KOTOPBIX CJIEAYET IPeayCMOTPETh BO3-
MOXHOCTD ay/InTa.
FAU_GEN.1 I'eHepanmsi JaHHbIX ayATA

Hepapxmaeckuii m1s: HeT moAUMHEHHBIX KOMITOHEHTOB.

FAU_GEN.1.1 ®BO 10/KHBI ObITH CHIOCOOHBI TEHEPHPOBATH 3ANMUCH AYANUTA IS CJIEYIONUX COOBITHI,

MOTEHIUAJIBHO TO/IBEPTAEMBIX AYIUTY:

a) 3amycK W 3aBeplieHne BbINMoJHeHN (DYHKIMI ayanaTa;

0) Bce COOBITHSA, MOTEHIMAJBLHO MOABEPraeMble aAyIUTY, HA [BBIOOD: MuHUMAAbHbLI, Oa306blil, demaiusu-
POGanHblil, HeonpedeaenHblll] YPOBHE ayauTa;

B) [Ha3HaueHHe: dpyeue cneuuaibHo onpedeieHHble coobImus, NOMeHUUAIbHO nodéepeaemole ayoumy].

FAU_GEN.1.2 ®BO 10/KHBI perdHCTPHPOBATD B KAXK/IO0H 3aNMCH ayIUTa, 1O MEHbIIEd Mepe, ClIeayIo-

1y10 MH(OpMaNHUIO:

a) 1aTa | BpeMs COOBITHS, THII COOBITHS, WACHTH(UKATOP CYObEKTA M Pe3yIbTAT COObITHS (yCHEITHbIIH
WM HEeYCTeNIHbIH);

0) /U1K KaK/I0ro THNA COObITHIA, MOTEHIMAIBLHO NMOIBEPTraeMbIX AYUTY, H3 YHCJIA ONpPEAEIeHHBIX B (hyHK-
IMHOHAJBHBIX KOMIIOHEHTaX, KoTophie BKmoueHsl B 113/3b, [Hasnavyenme: dpyzas omnocawasnca x
ayoumy unopmauyus).

3aucumoctu: FPT_STM.1 Hanexunble METKHA BpeMeHH

FAU_GEN.2 Accommanusi nieHTH(hpUKATOPA NMOJIb30BATEA

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FAU_GEN.2.1 ®BO 10/zKHBI ObITH CIOCOOHBI ACCOIMHAPOBATH KAXKI0€ COOBITHE, MOTEHINAILHO MOIBEP-

raeMoe ayaury, ¢ HIeHTH(UKATOPOM NOJIB30BATE NS, KOTOPbIil ObLT HHHIIUATOPOM ITOTO
coObITHS.
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3aBucumoctu: FAU_GEN.1 I'enepanus nanHbIX ayauTa
FIA_UID.1 Bsioop MoMeHTa HAeHTH(DAKATAN

3.3 Anaym3 ayaura 6e3onacHoctn (FAU_SAA)

XapakTepHucTuKa ceMelicTBa

CewmeiictBo FAU _SAA onpeneisieT TpeOG0BaHUS 1711 aBTOMAaTU3UPOBAHHEIX CPENICTB, KOTOPHIE aHAIN3H-
PYIOT TTOKa3aTes v (GyHKIIMOHUPOBAHUS CUCTEMBI 1 TAHHBIE ayanTa B IIEJISIX TTOMCKA BO3SMOXKHBIX VTN Pealh-
HBIX HapyIIeHN 0€30MacHOCTH. DTOT aHAIN3 MOXKET MCIIOIb30BaThCS IJIST TTOMIEPKKHA KaK OOHAPYKeHUS
IMPOHWKHOBEHMSI, TaK M aBTOMATUYECKOM peaKIny Ha OXKMIaeMoe HapylIeHre 6e30ITacHOCTH.

HeticTBus, IpeaIpMHIMaeMble TIpY OOHApYKeHWW HapyIIIEHMT, MOTYT OBITh TIPX HEOOXOAMMOCTH OTIpe-
JleJieHbl ¢ ucrnojb3oBaHueM cemeiictBa FAU _ARP.

PamxmpoBaHTe KOMITOHEHTOB

FAU_SAA Ananus ayguta 6e3onacHocti 1

B FAU_SAA.1 «AHaiu3 NMOTeHLMAJIbHOTO HapylleH!s» TpedyeTcs 0a30Bblil MOPOT OOHAPYXKEHUST Ha
OCHOBE YCTaHOBJIEHHOTO Habopa MpaBuJI.

B FAU_SAA.2 «BrIsgBieHne aHoMaJInu, OCHOBaHHOE Ha mmpoduie» PBO moamepknBaioT OTACTbHBIC
npoguau WCTIONIb30BAHUSI CUCTEMbI, IJie TPO(MUIIb MPEACTABIISIET COOOM 111a0JI0HBI MPEALICTOPUM UCITOIb30Ba-
HUs1, BBITIOJIHSABIINECS YIaCTHUKAMU yeaegou epynnvl npoguas. llenesas rpymra npo@uist MOXeT BKIIIOUaTh B
ce0s1 OTHOTO WJIM HECKOJIbKUX YYACTHUKOB (HaIIpuMep, OTAENbHBII MOJIb30BaTeNb; MOJIb30BaTEIM, COBMECTHO
KUCIIOb3YIOILIKME 00NN MAEHTU(UKATOP MW O01IMe YYETHbIE TaHHbIE; MT0JIb30BaTe/, KOTOPbIM Ha3HaueHa
OIIHA POJTb; BCE TTOJIH30BATEIN CUCTEMEBI WIJIM CETEBOTO y3JIa), KOTophle B3auMoaeiicTByoT ¢ @BO. Kaxnomy
YYaCTHUKY LIEJEBOM IPpYIbl Mpoduis Ha3HaYaeTCsl MHAMBUIYAIbHBIN petimune no0o3pumenbHoli akmueHoC-
mu, KOTOPbI MOKa3bIBaeT, HACKOJbKO TEKYIIME MoKa3aTeau AeHCTBUI y4aCTHUKA COOTBETCTBYIOT YCTaAHOB-
JICHHBIM 111a0JIOHAM UCMOJIb30BaHUS, MIPEACTABIEHHBIM B TIpoduiie. DTOT aHaTU3 MOXKET BbIMTOJIHSITLCS BO
BpeMms1 (pyHKuMoHMpoBaHUS OO WM MpU aHAJIM3e JaHHBIX ay/IMTa B MTAKETHOM peXVME.

B FAU_SAA.3 «Ilpocras aBprctnka atakn» ®BbO 10KHEBI OBITH CITOCOOHBI 00HAPYKUTH BOSHUKHOBE-
HUE XapaKTEPHbIX COObITUI, KOTOPbIE CBUAETEILCTBYIOT O 3HAUNUTENbHOM Yyrpo3e ocyliecTBieHuo [TbO. Dtot
MOMCK XapaKTEPHbIX COOBITUI MOXET MTPOUCXOIUTH B PEXXMME PEaIbHOrO BpEMEHM WM TIPU aHaIM3e JaHHbIX
ayauTa B MaKeTHOM PeXHUMeE.

B FAU_SAA.4 «CroxHas 3BpuctKa atak» @BO momKHBI OBITH CTTOCOOHBI 3a1aTh M 0OHAPYXUTh
MHOTOIIIATOBEIE CIIEHApUU MPOHUKHOBeHMS. 31ech ®BO criocoOHBI CpaBHUTEL COOBITHS B CUCTEMe (BO3MOXKHO,
BBITMOJIHSIEMbIE HECKOJbKUMHU YYaCTHUKAMM) C TIOCJIEI0BATEIbHOCTSIMY COOBITUI, U3BECTHBIMU KaK IOJTHbIE
ciieHapuy TTpoHNKHOBeHUST. @ BO MoIKHBI OBITH CITOCOOHBI YKa3aTh Ha O0HApYKeHNE XapaKTePHOTO COOBITHS
WJIU TTOCeA0BATeIbHOCTU COOBITUI, CBUAETEICTBYIOIIMX O BO3MOXXHOM HapylieHuu [TBO.

Vnpasnenue: FAU_SAA.1

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) CompoBoxaeHue (nodasiaeHue, MoguduKaus, yaajaeHue) IIpaBmwI 13 Habopa ImpaBul.

Vnpasnenue: FAU_SAA.2

Hnsa ¢yHxkumii ynpasiaeHus u3 kiiacca FMT MoxeT paccMaTpuBaThesl cliefylolliee AefiCTBUeE.

a) ComnpoBoxneHue (ynajeHue, Mogudukamnys, 100aBIeHNe) TPYIIILI II0Ib30BaTelIeH B LIEJIEBOM IPYIIIe
npoduIs.

Vnpasnenue: FAU_SAA.3

Hnsa ¢yHxkumii ynpasiaeHus u3 kiiacca FMT MoxeT paccMaTpuBaThesl cliefylolliee AefiCTBUeE.

a) CompoBoxnenue (ynajaeHue, MoguuKamus, 100aBlIeHne) IOIMHOXECTBA COOBITUIN CUCTEMBI.

Vnpasnenue: FAU _SAA 4

Hs pynkumit ynpasieHus u3 kjaacca FMT moryT paccMaTpuBaThCs CeAYIONINAE ISHCTBUS.

a) CompoBoxnenue (ynajaeHue, MoguuKamus, 100aBiIeHne) IOIMHOXECTBA COOBITUIN CUCTEMBI.

0) Comnposoxnenue (yaajaeHue, MoguuKaius, 1o00aBjieHre) Habopa MoCIeI0BaTeIbHOCTEN COOBITIIA

CHCTEMBI.
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Aymut: FAU SAA.1, FAU SAA.2, FAU SAA.3, FAU SAA 4
Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTacHOCTH», TO

CJIeyeT TIPeayCMOTPETh BOBMOXHOCTH (B 3aBUCMMOCTHU OT BEIODAHHOTO YPOBHSI) ayAuTa CIEAYIOIINX Aeii-
CTBUI/COOBITHI/TTapaMETPOB.

2-1*

a) MUHUMAaNBHBIN: TOAKITIOUeHNE W OTKITIOUYEHME JTI000TO U3 MEXaHN3MOB aHaJN3a.
0) MUHMMAaTBHBIN: aBTOMaTUYECKIE PEAKIINH, BHITIOTHSIEMbIe MHCTPYMEHTATHBIMU CPEICTBAMM.
FAU_SAA.1 Ananu3 noTeHuManbHOrO HApyIIeHus:

Uepapxuaeckuit wist: HeT momumHEHHBIX KOMITOHEHTOB.

FAU_SAA.1.1 ®BO n0/oKkHbI OBITH CIOCOOHBI MPUMEHUTD HA0OP MPABAJI MOHHTOPHHTA COOBITHIA, IO~
BEpPralumxcs ayaury, U yKa3aTh Ha BoO3MoxkHoe Hapymenne ITBO, ocHOBbIBasch Ha
3THX NPABUIAX.

FAU_SAA.1.2 ®BO [10/KHBI peaM30BaTh Cleayonue NPaBuja NP MOHATOPHHTE COOBITHIA, OIBEP-
TaoIUXCs AYINTY:

a) HAKOILIeHHE WM 00beMHEHNE H3BECTHBIX [HA3HAYEHHE: NOOMHONCECINEO ONpedeaeHHbIX CoObimull,

nomeHyuaibHo nodeepzaemovix ayouny), yKa3piBalonmux HA BO3MOKHOE HApYIIEHHE 0e30NMaCHOCTH;

0) [Ha3navyenwue: dpyzue npasuaal.

3aBucumoctu: FAU_GEN.1 I'enepanus 1aHHbIX ayauTa

FAU_SAA.2 BoisiBienre aHOMAJINK, OCHOBaHHOE HA npoduie

Hepapxmueckuii mst: FAU _SAA.1

FAU_SAA.2.1 ®BO 10xHbI ObITh CHOCOOHBI CONPOBOKAATH NPOGIIIM MCNOJIB30BAHUAS CHCTEMBI, T7IE
KaX/Iblil OTJIe/IbHBI MPO(QUIL MPENCTABIAET M3BECTHbIE MAOJIOHBI NMPEALICTOPHH MC-
T0JTh30BAHNS, BHITIOJTHABIIAECS YIACTHUKAMH [HA3HAYEHHE: creyuduKrayus yeieeol pyn-
not npoguasy.

FAU_SAA.2.2 ®BO 10KHBI OBITH CIOCOOHBI CONPOBOXKAATH PEHTHHT MONO3PUTENbHON AKTHBHOCTH
JUISL KAXK/IOTO TOJIb30BaTeE s, YbH JIEHCTBHS OTPaKeHbI B nmpodmiie, rae peATHHT 1moI0-
3PATENIbHO AKTHBHOCTH MOKA3BIBAET CTENEHb HECOTJIACOBAHHOCTH JEHCTBUIA, BHIMOJI-
HSAEMBIX MOJIb30BATEJIEM, C YCTAHOBJICHHBIMHM IAOJIOHAMHA HCIOJH30BAHAA, MPENCTAB-
JIEHHBIMH B npouJie.

FAU_SAA.2.3 ®BO 10KkHBI OBITh CIIOCOOHDI YKa3aTh HA oxuaaeMoe Hapymenne [1BO, korga peitrraar
NOI03PUTENbHON AKTMBHOCTH MOJIb30BATEIS MPEBBIMAET CJICAYIONINE MOPOTOBbIE YCJIO-
BHA [HasHaueHwe: ycaoeus, npu xomopvix DBEO coobwaem 06 anomanvnoix odeiicm-
eusx].

3asucumocTu: FIA_UID.1 Beibop MomMeHTa maeHTH(AKATAH

FAU_SAA.3 IlpocTas 3BpMCTHKA aTaKu

Hepapxmueckuii mst: FAU _SAA.1

FAU_SAA.3.1 ®BO 10/oxHbI OBITH CIOCOOHBI CONPOBOKIATh BHyTPEHHEE NpENCTABJICHAE CJeXyIOmuX
XapaKTepHbIX COOBITHI [HAZHAYEHHE: nOOMHONCECMB0 coObimuil cucmembst], KOTOpbIe
MOryYT YKa3biBaTh Ha Hapymenue I1BO.

FAU_SAA.3.2 ®BO 10/KHbI ObITh CIIOCOOHBI CPABHATD XaPAKTEPHBIE COOBITHSA C 3aMHUCHIO MOKa3aTe-
Jieil (PYHKIMOHMPOBAHNS CHCTEMBI, MOJYIeHHBIX NPH 00padoTKe [Ha3HAUeHHe: unghopma-
uus, UCNOAbL3yemas 04 onpeoesenus noxazamenell YyHKyUOHUPOBANUA cucmembl).

FAU_SAA.3.3 ®BO noKHbI 0bITH CIOCOOHBI YKa3aTh Ha oxuaaemoe Hapymenne IIBO, korma coobi-
THE CHCTEMBI COOTBETCTBYET XaPAKTEPHOMY COOBITHIO, YKA3bIBAIOIEMY HA BO3MOXKHOE
Hapymenue I1BO.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FAU_SAA.4 CioxHas 3BpHCTHKA ATAKH

Hepapxuueckuit jisi: FAU _SAA.3

FAU_SAA.4.1 ®BO nomkHbI OBITH CLIOCOOHBI COMTPOBOXKIATH BHYTPEHHEE TIPEACTaBICHUE CIETYIONHIX
NOCJIEIOBATEIbHOCTE COObITHII W3BECTHBIX CIIEHAPWEB NMPOHMKHOBEHWS [HAa3HAYEHWeE:
Cnucok nocaedogamensbHocmen coobimuil cucmemot, cognadenue KoOmopuvix XapaxKmepHo
047 U36eCMHBIX CUEHAPUEE NPOHUKHOBEHUsL] M CIIEAYIOIINX XapaKTepHBIX COOBITHIT [Ha-
3HAYCHUE: NOOMHONCECMBO COObIMULL CUCMeMbl], KOTOPBIE MOTYT YKa3bIBaTh Ha BO3MOX-
Hoe HapyleHue [TBO.
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FAU_SAA.4.2 ®BO nomKHbBI OBITh CTOCOOHBI CPABHUTH XapaKTepHBIE COOBITHS B HOCAEI0BATEILHOCTH
COOBITHIl C 3aIMChIO TTOKa3aTeNneil (PYyHKIMOHUPOBAHUS CUCTEMBI, TOJYYEeHHBIX IPH
00paboTKe [Ha3HAUYECHUE: UHGOpMayus, UCHOAb3YeMas 0458 onpedeneHus nokKazamenel
@dYyHKUUOHUPOBAHUS cucmeMbl].

FAU_SAA.4.3 ®BO nomxHbBI OBITh CIIOCOOHBI YKa3aTh Ha oxXugaeMoe HapyieHne [1BO, korna moka-
3aTe M (PYHKIHOHAPOBAHUS CHCTEMbI COOTBETCTBYIOT XapaKTepHOMY COOBITHIO HJIM MOC-
JIeIOBATEJIHLHOCTH COOBITHIA, YKA3bIBAIOIINM Ha BO3MOXHOe HapyineHue [15O.

3aBUCHMOCTH: OTCYTCTBYIOT.

3.4 IIpocmoTp ayauta 6e3omacHocT (FAU_SAR)

XapakTepHuCcTuKa ceMelicTBa

CemeiictBo FAU_SAR omnpenensier Tpe00BaHMS K CpeACTBAM ayauTa, K KOTOPBIM ClIeIyeT IIPeAOCTaBUTh

JIOCTYTI YITOJTHOMOYEHHBIM TTOJTB30BATEISIM [UTSI ICTIOJTE30BAHUST TIPH TIPOCMOTPE JTAHHBIX ayInTa.

PamxmpoBaHTe KOMITOHEHTOB

1
FAU_SAR lpocmoTp ayauTa |_ 2

BesonacHocTn |
3

FAU_SAR.1 «ITpocMoTp aymuTa» ImpeaocTaBiIsieT BO3MOXHOCTb YNTaTh MH(GOPMALIMIO U3 3aIIiCeit ayam-

Ta.

FAU_SAR.2 «OrpaHu4eHHbII TPOCMOTp ayIuTa» COAEPXKUT TpeOOBaHWE OTCYTCTBUS JOCTyMa K MHPOP-
MallMy1 KOMy-JIn00, KpoMe Tojib3oBaTeeii, ykazaHnHbix B FAU SAR.1.

FAU_SAR.3 «BbpIOOpOYHbBII TPOCMOTpP ayauTa» COAEPXKUT TpeOOBaHUE, YTOOBI CPEACTBA MTPOCMOTpaA
ayauTa OTOMpau JaHHbIE ayluTa Ha OCHOBE KPUTEPUEB ITPOCMOTPA.

Vnpasnenue: FAU _SAR.1

Hnsa dynkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) ComnpoBoxaeHue (yaajeHne, MogupuKains, 1o0aBlIeHne) TPYIIILI IT0JIb30BaTeIell ¢ IIpaBOM JI0C-
Tyna K YTeHUIO 3arnuceil ayauTa.

VnpasneHue: FAU SAR.2, FAU _SAR.3

HeicTBus Mo ynpaBlIeHUIO He TTPETyCMOTPEHDI.

Aynut: FAU_SAR.1

Ecnu B I13/3b BkitoueHo cemeiictBo FAU_ GEN «I'eHepanuusi JaHHBIX aynuTa 0€30MacHOCTU», TO
cleayeT npeaycCMOTPETh BOBMOXHOCTD (B 3aBUCMMOCTHU OT BBIOPAHHOTO YPOBHSI) ayauTa CIeAYIOLIMNX Aeki-
CTBUIA/COOBITHI/TIapaMETPOB.

a) ba3oBblil: uTeHHe MHGOPMALlUKM U3 3aKcelt ayauTa.

Aynut: FAU_SAR.2

Ecnu B I13/3b BkitoueHo cemeiictBo FAU_ GEN «I'eHepauusi JaHHBIX aynuTa 0€30MacHOCTU», TO
cleayeT npeaycCMOTPETh BOBMOXHOCTD (B 3aBUCMMOCTHU OT BBIOPAHHOTO YPOBHSI) ayauTa CIEeAYIOLIMX Aeki-
CTBUIA/COOBITHI/TIapaMETPOB.

a) ba3oBblii: HEyCMHeIHbIe MONBITKM YUTaTh MH(POPMALIUIO U3 3aNUCE ayauTa.

Aynut: FAU _SAR.3

Ecnu B I13/3b BkitoueHo cemeiictBo FAU _GEN «I'eHepauusi JaHHBIX aynuTa 06€30MacHOCTU», TO
cleayeT npeaycCMOTPETh BOBMOXHOCTD (B 3aBUCUMOCTHU OT BBIOPAHHOTO YPOBHSI) ayauTa CIeAYIOLIMNX Aeki-
CTBUIA/COOBITHI/TIapaMETPOB.

a) JleTanu3anpoBaHHbBIN: TapaMeTphl, UCOJIb3yeMble IMPU MTPOCMOTPE.

FAU_SAR.1 IIpocmoTp aynura

Kommnonent FAU_SAR.1 npegocTaBUT yIIOJTHOMOUYEHHBIM MOIb30BaTEISIM BO3MOXHOCTD ITOJIy4aTh 1
WHTepNpeTHpoBaTh MH(opMaluto. i yesoBeka-mosib3oBaresist 3Ty MHGOpMalnio TpedyeTcs MpeacTaBIsTh B
MOHSTHOM [iJis Hero Buae. s BHemrHero oobekTa UT mHbopmaiuio TpedyeTcs IpeacTaBiIsiTh TOJBKO B
3JIEKTPOHHOM BUJIE.

Hepapxudeckuit 1isi: Het mogunHEHHBIX KOMIIOHEHTOB.

FAU_SAR.1.1 ®BO n0oKHBI NPEAOCTABIATH [HA3HAYEHHE: YNO.IHOMO4EHHbIE NOAb306amel] BO3MOK-

HOCTb YMTATb [HA3HAYEHHE: CNUCOK UH(Opmauuu ayouma) U3 3anMcei ayaura.
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FAU_SAR.1.2 ®BO 10/KHBI IPEIOCTABJIATD 3aNACA AYAMTA B BHAE, MO3BOJISIONIEM IOJIb30BATEIO
BOCNPUHUMATH COJIEPKAILYIOCS B HUX HHGOPMALHIO.

3aBucumoctu: FAU_GEN.1 I'enepanus 1aHHbIX ayauTa

FAU_SAR.2 OrpannyeHHblii IPOCMOTP ayUTa

Hepapxmaeckuii m1s: HeT moAYMHEHHBIX KOMITOHEHTOB.

FAU_SAR.2.1 ®BO a0KHbI 3aPETHTD BCEM MOJIb30BATEJISAM AOCTYN K YT€HHIO 3amHcell ayauTa, 3a
HCKJII0YEeHNEM NOJIb30BATEN e, KOTOPbIM SIBHO MPEJ0CTABJIEH JOCTYN AJiS YTEHHUs.

3aBucumoctu: FAU_SAR.1 IIpocmoTp aynuta

FAU_SAR.3 Bbi00OpoYHBIii MPOCMOTP ayauTa

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FAU_SAR.3.1 ®BO g0/KHbI NPEIOCTABATh BO3MOXKHOCTD BBINOJHHTD [BBIOOD: nouck, copmuposxa,
ynopsoouenue] NAHHbIX AYUTA, OCHOBAHHBIA HA [HA3HAYEHWE: KPUMEPUU C A02UHECKUMU
omuoweHnusamu].

3aBucumoctu: FAU_SAR.1 IIpocmoTp aynuta

3.5 Boioop coobiTHii ayauTa 0e3omacHocTn (FAU_SEL)

XapakTeprcTHKa CeMeiicTBa

CemeiictBo FAU_SEL onpenensieT TpeboBaHus 1151 0TOOpa COOBITHI, KOTOpbIe OyAyT MOABEPraThCs

ayauty Bo BpeMsi ¢pyHKiMoHupoBaHus OO, a Takke TpeOOBaHUS U1l BKIIOYEHUS WK UCKITIOUEHUST COOBITUI
U3 COBOKYIHOCTH COOBITU, MTOABEPTAIOLIUXCS AYIUTY.
PanxxupoBaHue KOMITIOHEHTOB

FAU_SEL Beifop cobbiTuin ayauta 1
6esonacHocTu

FAU_SEL.1 «M30upatenbHbIi ayauT» COAEPKUT TPeOOBAHUS BOZMOXKHOCTY BKJIFOUEHUSI UJIM UCKITIOUE-
HUS COOBITHS M3 COBOKYITHOCTH COOBITHI, TTIOMBEPTAIOIINXCS ayIUTy, Ha OCHOBE aTPUOYTOB, OMPeIe/ISIeMbIX
paspabotunkom [13/3B.
Vnpasnenue: FAU _SEL.1
Hnsa dyHkuumii ynpasneHus u3 kiacca FMT MoxeT paccMaTpuBaThes ClleAylolliee AeicTBUE.
a) CorpoBoxxaeHNe TIPaB MPOCMOTpa,/MOIN(PUKAIINNA COOBITHIT ayInTa.
Aynut: FAU_SEL.1
Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayInTa CICIYIOIINX Oeii-
CTBUIi/COOBITHI/TTapaMETPOB.

a) MuHUMaJbHBIN: Bce MOAM(UKAIMN KOHDUTYpALMU ayIuTa, MPOUCXOASIIME BO BpeMs cOopa TaH-
HBIX ayINTA.

FAU_SEL.1 U30npaTebHblii ayaaT

Hepapxmaeckuii ms: HeT mogAYMHEHHBIX KOMITOHEHTOB.

FAU_SEL.1.1 ®BO 10/KHBI 0bITh CIOCOOHBI K BKJIIOYEHUIO COOBITHIA, MOTEHIUAIBHO IOBEPraeMbIX
ayJauTy, B COBOKYNHOCTD COOBITHIA, IIOABEPTraOMMXCA AYAUTY, WM K UX NCKII0YECHAIO U3
3TOil COBOKYIHOCTH IO CJIEAYIOMAM aTpHOyTAM:

a) [BbI0OOD: udenmugpuxamop oosexma, udenmugpuxamop noavioeamens, udenmuuxamop cyooexma,

udenmudgbuxamop ys3aa cemu, mun codooimus);

0) [Ha3HAYEHME: CRUCOK 0onoAHUMEeAbHbIX ampuldymos, Ha KOMopvIX 0CHOGARA u3bupameavbHocms ayou-

mal.

3aBucumoctu: FAU_GEN.1 I'enepanus 1aHHbIX ayauTa

FMT_MTD.1 Yupasnenue nanusivu @0

3.6 Xpanenune nannbix aynuta oesonacnoctn (FAU_STG)

XapakTeprcTHKa CeMeiicTBa

CewmetictBo FAU_STG omnpenenser Tpe©GoBaHMs, TIPX BRITTOTHEHUN KOTOPEIX PBO crmocoGHBI co3na-

BaTh U COTPOBOXIATH XKypPHAIT aynuTa O€30TTaCHOCTH.
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PaH}KI/IDOBaHI/IC KOMIIOHCHTOB

FAU_STG XpaHeHue aaHHbIX ayauta
6e3onacHoOCTU

B FAU STG.1 «3ammiieHHOe XpaHeHMe XXypHaJia ayIuTa» COIepKaTcs TpeOOBaHMS 3all[UTHI XXypHaia
ayInTa OT HECAaHKIIMOHMPOBAHHOTO YIaJeHUS W/MIN MOIUDUKAIINN.
FAU_STG.2 «'apaHTnM 0OCTYITHOCTH NAaHHBIX ayauTa» OIpeaesseT rapantui, yto @BO mommepku-
BafOT MMEIOIIMeCs JaHHbIE ayIUTa IIPY BO3SHUKHOBEHUN HeXeaTeTbHOM CUTYaIlHN.
FAU _STG.3 «/leiicTBus B ciiyyae BO3MOXKHOM MOTepU JaHHBIX ayIUTa» ONpeessieT NeCTBUS, KOTOpbIe
HEeOoOXOIMMO MPEATIPUHSATD, €CIIV MPEBHITIICH 3aaHHBIN TTOPOT 3aITOTHEHMS XXKypHaja ayanTa.
FAU_STG .4 «IIpenotBpaliieHue MOTepy NaHHBIX ayauTa» ONpenessieT 1eicTBUs py MepernoJHeHUN
XypHaJla ayiuTa.
Vnpasnenue: FAU_STG.1
HeiicTBHS IO YIIpaBICHUIO HE TIPEIyCMOTPEHBEL.
Vnpasnenue: FAU_STG.2
Hnsa dyHkuuit ynpasnenus us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.
a) ConpoBoXIeH1e MapaMeTPOB, KOTOPbIE YIIPABISIOT BO3MOXKHOCTSIMU XpaHEHUS XKypHaJla ayauTa.
Vnpasnenue: FAU_STG.3
Js pyskumii ynpasneHnus u3 kj1acca FMT MoryT paccMaTpuBaThCs CIEAYIOIINAE IEHCTBUS.
a) OrcnexvBaHUeE TTOpora 3aroJHEHUsI.
0) ConpoBoxnenue (yoaaeHue, MoanguKamus, 1o0aBIecHNE) IeCTBUI, KOTOPhIE HYXXKHO HPEAIIPU-
HSTB IIPA BO3MOKXHOM cOO€ XpaHeHUS JKypHaJIa ayInTa.
Vnpasnenue: FAU _STG.4
Hnsa dynkuuit ynpasnenus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.
a) CompoBoxaeHue (ymajeHue, Mogudukauus, 100aBIeHNE) OSMCTBUI, KOTOPbIE HYXXHO MHPEAIIpH-
HATB IIPpH cO0€ XpaHeHMS XypHajia ayanTa.
Aynut: FAU _STG.1, FAU_STG.2
Her nnerTnduIIMpoBaHABIX IeHCTBHI/COOBITHIT/ TTapaMeTPOB, UTSI KOTOPBIX CIIEMYEeT IIPETyCMOTPETH BO3-
MOXXHOCTH ayJauTa.
Aynut: FAU _STG.3
Ecmu B I13/3b Brimouerno cemeiictBo FAU_ GEN «['eHepanms qaHHBIX ayauTa 6e301TacHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIA/COOBITUIT/TAPAMETPOB.
a) bazoBerit: mpeanmpuHUMaeMble TEHCTBHS TIOCIIE TIPEBBILIEHMS TTOPOTa 3aITOTHEHMS.
Aynut: FAU _STG .4
Ecmu B I13/3b Brimouerno cemeiictBo FAU_ GEN «['eHepanms qaHHBIX ayauTa 6e301TacHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIA/COOBITUIT/TApPAMETPOB.
a) bazoBrIii: IpenIpUHNMaeMble TEWCTBHS TIPU cOOe XpaHEHUS XXKypHajia ayInuTa.
FAU_STG.1 3amumenHoe XpaHeHHe XKyPHAJIA ayIHTa
Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.
FAU_STG.1.1 ®BO no/oKHBI 3a0IAIIATD XPAHAMBIE 3aANHCH AYIATA OT HECAHKIMOHHPOBAHHOTO yaajie-
HUSL.
FAU_STG.1.2 ®BO 10/KkHbI OBITH CIIOCOOHBI K [BBIOOD: npedomepauenue, eviaeienue] MOTAPUKAIH
3anucei ayaura.
3aBucumoctu: FAU_GEN.1 I'enepanus naHHbIX ayauTa
FAU_STG.2 I'apanTiu 1OCTYNHOCTH JAHHBIX AYIATA
Hepapxmueckuii gist: FAU _STG. 1
FAU_STG.2.1 ®BO n0omkHBI 3a1IUIIATE XpAaHUMBIE 3aITUCHU ayIUTa OT HECAHKLIMOHUPOBAHHOTO yaje-
HUSL.
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FAU_STG.2.2 ®BO nomKHEBI OBITE CITOCOOHBI K [BEIOOD: npedomepauierue, aviséienue] MOTAGUKAIIIT
3aImMcei ayauTa.

FAU_STG.2.3 ®BO nooKabI 00eceYnTh MOMIEPKKY [HA3HAYEHHE: HOKA3ameb COXPAHHOCIU 3anu-
ceil ay0uma) npu HACTYIUIEHHN CJIEAYIOMAX COOBITHIA: [BRIOOD: nepenoanenue xcypuaia
ayouma, cooii, amaxal.

3aBucumoctu: FAU GEN.1 I'eHepauusi naHHBIX ayauTa

FAU_STG.3 JleiicTBus B c1y4yae BO3MOKHOI NOTEPH JAHHBIX AyJAUTA

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FAU_STG.3.1 ®BO no/KHBI BHINOJIHATD [HAZHAYEHHE: Oelicmeus, Komopoie HYICHO NPeonpuHsimo 6
cay4ae 603MONCHO20 0051 XPAHEeHUA JHcypHA1a ayouma), eciM XKYPHAJI AyJAUTA NpPeBbI-
maet [Ha3HaueHue: npunamoe ozpanuienuel.

3aBucumoctu: FAU_STG.1 3amumennoe XxpaHeHue XypHaia ayauTa

FAU_STG.4 IIpeaorBpaineHne noTepu JaHHbIX ayIHTA

Hepapxuueckuit nis1: FAU_STG.3

FAU_STG.4.1 ®BO nooKHBI BINOJHATD [BBIOOD: «uzHopuposanue codoimuil, nooeepzarouguxcs ayou-
my», «<npedomepauienue coovimuii, nodeepzarowuUxcs ayoumy, UCKAO4as npeonpuHu-
Maemble YHOAHOMOUEHHBIM NOAL308AMENEM CO CNEUUAAbHbIMU NPAGAMU», «3ANUCH NO-
8EpX Ccambix CMapbvIX XPanumblx 3anucell ayouma»]| n [Ha3HaueHue: dpyzue Odelicmeust,
Komopble Hy)}CHO npednpuHAN® @ cay4ae 603MOICHO20 c00: XpaHnenus xcypraia ayouma)
TP TiepenoTHEHHH JKYPHAJIA AyITA.

3aBucumoct: FAU STG.1 3anmineHHoe XxpaHeHNe XKypHaJia ayauTa

4 Knacc FCO. Csa3p

Knacc FCO coaepXxuT nBa ceMeicTBa, CBSI3aHHBIE C YBEPEHHOCTbHIO B MAEHTUYHOCTU CTOPOH, yya-

CTBYIOIINX B OOMEHE TaHHBIMU: MACHTUYHOCTBIO OTIIPABUTEIIS TiepeIaHHOM MHMOPMALNH (II0Ka3aTeILCTBO
OTMPABJICHMS) Y MIEHTUIHOCTBIO TIOJyJaTeNs TiepeqaHHOM MHGOPMAIIUK (I0KA3aTeTbCTBO TTOYyIEHHUS ). DTH
ceMelicTBa 00eCTIeYnBarOT, YTO OTIIPABUTEb HE CMOXET OTPHIIATh (DAKT OTIPABIIEHMS COOOILIEHMS, a IO Ty4a-
TEeJIh He CMOXET OTPULATh (PAKT €T0 TOTyIeHNS.

ﬂeKOMHOIﬁI/IHI/IH Kij1acCa Ha COCTaBJIAIOIINE €TI0 KOMITOHCHTHI ITOKAa3aHa Ha pPUCYHKE 4.1.

Cessb
— FCO_NRO HeoTtkazyeMoCTb OTnpaBneHuns 1 2
— FCO_NRR HeoTkasyeMocTb nonyy4eHuns 1 2

Pucynok 4.1 — Jlekommosunus kinacca «CBsi3b»

4.1 Heotka3zyemoctb oTnpasienust (FCO_NRO)
XapakTeprCcTHKa CeMeiicTBa
CewmeiictBo FCO_NRO obGecrieuriBaeT HEBO3MOXHOCTb OTpULIAHUS OTITpaBUTeIeM MH(bOopMalnu akra

ee ormnpasieHust. CemeiictBo FCO_NRO comepxut TpedboBanue, utoosl @BO obecrieumam MeTo MpeaoCcTaB-
JIEHUS CyOBEKTY-TIOyIaTeli0 CBUIETEILCTBA OTIIPABICHUS HHPOPMAIIUU. DTO CBUACTETHCTBO MOXET OBITH
3aTeM Bepru(UIIMPOBAHO 3TUM CYOBbEKTOM WU APYTUMU CYObEKTaMMU.

2-2%

PaH}KJ/IpOBaHI/IC KOMITOHCHTOB

FCO_NRO HeoTkasyemocTs oTnpaeneHus 1 2
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FCO_NRO.1 «M36upareapHOe M0Ka3aTeILCTBO OTIIPABICHUS» CONEPKUT TpeboBaHme, 4ToOosl DO
TIPETOCTABUIIN CYOBEKTaM BO3MOXKHOCTD 3aITPOCUTD CBUICTEILCTBO OTIPABICHMS MH(GOPMAIIVH.

FCO_NRO.2 «[IpuHyauTepbHOE J0Ka3aTeILCTBO OTIIPABICHUS» COAEPKUT TpeboBaHme, uToOs PBO
BCera TeHepHPOBAIN CBUICTEILCTBO OTIIPABICHNUS TIepeaaBaeMoii MH(POPMAIIUH.
Vnpasnenne: FCO _NRO.1, FCO_NRO.2
Hnsa dyHkuuit ynpasneHust us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.
a) YmpapiieHrie U3MEHEHUSIMH TUTIOB M TI0Jieit MH(pOpMalLK, aTpUOYTOB OTITpaBUTENIel MHGOPMAITNT 1
TTOJTyJaTesIeil CBUIIETEIbCTB.

Aynut: FCO_NRO.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 0€30MaCHOCTH», TO
cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayAWTa CICTYIOIINX Ieii-
CTBUI1/COOBITUIT/TAPAMETPOB.

a) MUHUMAJTBHBIN: NIEHTH(GUKATOP TTOIB30BaTe ST, KOTOPBIN 3aITPOCHIT TeHEepalllio CBUICTEIBCTBA OT-
TIpaBICHUSI.

0) MuHuManbHbIN: oOpallieHUe K (PYHKIMU HEOTKa3yeMOCTH.

B) BazoBwIit: maeHTH(GMKATOP MHGOPMAIIUH, TTOJTyJaTe T U KOTIUH TTPEIOCTaBISIEMOTO CBUICTETHCTBA.

r) JleTam3npoBaHHBIN: MIEHTU(UKATOP ITOJIB30BaTENsI, KOTOPBIM 3alpoCciyl Bepru(PUKAIINIO CBUIIE-

TEJTbCTBA.
Aynut: FCO_NRO.2
Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 0€30MacHOCTH», TO
cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Oeii-
CTBUIA/COOBITUIT/TAPAMETPOB.

a) MuHuManbHbIN: oOpaleHue K (PyHKIIUY HEOTKA3yeMOCTH.

0) bazoBblit: uaeHTUGMKaLKS MHOOPMALIMK, TTOJyJYaTeNsl U KOMUU MTPEI0CTaBISIEMOTO CBUAECTEIbCTRA.

B) JleTammM3mMpoBaHHbIN: HACHTU(UKATOP TTOJH30BATEIsI, KOTOPHIN 3alpoCcuil BepU(PUKAIINIO CBHUIIE-

TEJTbCTBA.

FCO_NRO.1 N30upaTtenbHoe 10KA3aTEILCTBO OTIPABJICHIASA

Hepapxuaeckuii mst: Het moqunmHEHHBIX KOMITOHEHTOB.

FCO_NRO.1.1 ®BO n0oKabI ObITh CHOCOOHBI TEHEPHPOBATH CBHIETEIbCTBO OTIIPABJICHNAS NepeaaBa-
eMoii [Ha3HauYeHne: cnucox munoe ungopmayuu] npn 3anpoce [BuIOOP: omnpasumen,
noayuameas, [Haznavuenue: cnucox mpemoux auyf].

FCO_NRO.1.2 ®BO g0KHBI 0bITH CHIOCOOHBI CBA3ATh [HA3HAYEHHUE: CRUCOK ampudymoe] oTnpaBuTEIA
uHdopmManuu u [Ha3HAYEHHE: CRUCOK uHpopmayuonHnbix noaeri] ungopmManuu, K KOTo-
POii mpUyIaraeTcs CBUIETEIbCTRO.

FCO_NRO.1.3 ®BO0 g0/5KHBI NPETOCTABATH BO3MOXKHOCTb BepH(DHIMPOBATH CBHAETEIHCTBO OTIPABJIE-
Hus uHopManu [BbIOOP: omnpagumens, noayuamens, [Haznavenue: CRUCOK MpPemovux
auy]] Npu yCTAHOBJIEHHbIX [HASHAYEHUE: 02PAHUYEHUA HA CBUOEmeAbCnEo omnpasae-
Hu|

3asucumoctu: FIA_UID.1 Beidbop momenTa uaeHTnduKamum

FCO_NRO.2 IlpunynuTesibHOE T0KA3aTEILCTBO OTIIPABJICHIASA

Hepapxmueckuii gis1: FCO_NRO. 1

FCO_NRO.2.1 ®BO moKHEBI Beeraa OCYIECTBIATh TeHepalmui0 CBUICTETHCTBA OTIIPABIICHUS TIepe-
JlaBaeMoii [Ha3HauUCHUE: CHUCOK MUN08 UHGopmayuu].

FCO_NRO.2.2 ®BO 1omKHEBI OBITH CITOCOOHBI CBA3ATh [Ha3HAUCHWE: CRUCOK ampuymos| OTIIpaBUTEIS
uH(opMalMu U [Ha3HAYEHUE: CHUCOK UHPOPMAUUOHHbIX noaeli] H(hOpMalun, K KOTO-
Ppoi1 IpuyIaraeTcs CBUAETEBCTBO.

FCO_NRO.2.3 ®BO n0KHbI MPeA0CTaBUTh BO3MOXKHOCTh BEpUMDUIIMPOBATL CBUAECTEILCTBO OTIIPABIIC-
HUSI UHGOPMALIMU [BBIOOD: omnpasumens, nosyuamens, [Ha3HaueHue: CRUCOK MPemvbUx
Auyf] MpU yCTAHOBJIEHHBIX [HA3HAYEHUE: 02PAHUYEHUS HA CEUOemeabCmeo omnpaene-
Hus).

3aBucumoctu: FIA UID.1 Beibop MomeHTa uneHTUUKAU

4.2 Heotkazyemocts noxyuenusi (FCO_NRR)

XapakTepuCcTuKa ceMelicTBa

HeotkazyeMocTb TToydeHIST 0OecTieurBaeT HeBO3MOXKHOCT OTPHUIIAHMS TToJTydaTesieM MH(popMalmy gakra

ee nmomyuennst. CemeiictBo FCO_NRR comepskut TpeboBanme, utoosl @BO obecrreunBaim MeTOI ITPEIOCTaB-
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JIEHUSI CYObEeKTY-OTIPABUTEIIO CBUAETENLCTBA MOJIYyYeHUsT NH(POPMALIMU. DTO CBUAETENIHCTBO MOXET ObITh
3aTeM Bepu(UIIMPOBAHO 3TUM CYOBEKTOM WU APYTUMU CYObEKTaMMU.
PanxxupoBaHue KOMIIOHEHTOB

FCO_NRR HeoTkasyeMocTb nony4yeHuns 1 2

FCO_NRR.1 «M36upartenbHOe JOKA3ATETLCTBO TTOIyUSHUS» COIepKUT TpeboBanme, utoos ®BO mpe-
JIOCTAaBUJIN CYOBEKTaM BO3MOKHOCTB 3aIIPOCUTH CBUIETEIIBCTBO TTOMyYeHIS MH(MOPMAITI.

FCO_NRR.2 I IpuHymuTeapHOE JOKA3aTeTLCTBO TTOMYIeHUST» COMEPKUT TpeboBaHme, uToobl @BO Bcerma
TeHEepHUPOBAIT CBUAETEIIECTBO TTOTYICHUS TIPUHSITON MH(POPMAIINHN.

Vupasnenune: FCO_NRR.1, FCO _NRR.2

Hnsa ¢gyHkuumii ynpasneHus us kiacca FMT MoxeT paccMaTpuBaThes ClleAylolliee AeicTBUE.

a) YmpasiieHre U3MEHEHMSIMA TUTIOB U TI0JIei mHMOpMAaIIiK, aTpUOYTOB OTIIpaBUTeNei MHGOPMAIINT 1

ToJTy4yaTesieil CBUICTETbCTB.
Aynut: FCO_NRR.1
Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
cemyeT TMPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHTa CICIYIOIINX Oeii-
CTBUIA/COOBITHI/TTapaMeTPOB.
a) MUHUMAJTBHBIN: HASHTU(UKATOP TTOJIB30BaTeIsI, KOTOPHIN 3alpOCUiI TeHEepaInio CBUICTETHCTBA
TIOTyYCHUS.

0) MuHMManbHbBIN: obpallieHue K (PYHKIIUU HEOTKa3yeEMOCTH.

B) bazoBwIit: naeHTHOMKALINA MHGOPMAIIAN, TIOJTydaTelsT U KOITUU TIPEIOCTaBIsSIEMOTO CBUICTETHCTBA.

r) JleTanmn3aupoBaHHBIN: MACHTUMUKATOP TOIB30BaTeNsI, KOTOPHIN 3alpoCcii BepU(PUKALIMIO CBUIC-

TEITECTBA.
Aynut: FCO_NRR.2
Ecmm B [13/3b BximoueHno ceMeirictBo FAU _GEN «I'eHepanmst JaHHBIX ayanuTa 6e301TacHOCTH», TO
cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayInTa CICIYIOIINX Oeii-
CTBUIA/COOBITHI/TTapaMeTPOB.

a) MuHuUMaJIbHBII: oOpallieHue K (yHKIIMU HEOTKAa3yeMOCTH.

0) bazoBblit: uaeHTHUKaLMSA MHDOPpMALUK, TTOJyJYaTeIsl U KOTTUM MPeI0CTaBIsIEMOro CBUIETEbCTBRA.

B) JleTamM3npoBaHHBIN: MISHTH(GUKATOP ITOIH30BaTENIsI, KOTOPHBIN 3alpoCchil BepU(UKAIINIO CBUIC-

TEITECTBA.

FCO_NRR.1 U30upaTebHOe A0KA3ATEIHCTBO MOJYICHHAS

Hepapxmaeckuii m1s: HeT mogAUMHEHHBIX KOMITOHEHTOB.

FCO_NRR.1.1 ®BO 10/KHbI OBITH CIOCOOHBI TEHEPHPOBATH CBHIETEILCTBO MOyYeHHS MPUHATOM [Ha-
3HAYEHHE: CNUCOK MUNO06 unopmayuu| Npu 3anpoce [BuIOOP: omnpasumeav, noayua-
meab, [Haznavenue: cnucox mpemoux auyf].

FCO_NRR.1.2 ®BO g0oKnbI OBITh CIOCOOHBI CBSA3aTh [HA3HAYEHHE: CNUCOK ampulymoe] moxydarens
uHdopmManuu U [Ha3HAYEHUE: CNUCOK UHPOPMAUUOHHLIX noell] uHGOpMALUH, K KOTO-
POii PAIAraeTcsa CBUIETEbCTRO.

FCO_NRR.1.3 ®BO 10/KHBI NIPeIOCTABATh BO3MOXKHOCTh Bepu(HIMPOBATD CBHAETEIBLCTBO MOJIyYe-
Hus uHopManyuu [BuIOOD: omnpagumens, noayuamens, [HazHaueHue: CRUCOK MpPemMovUx
auy]] OpH YCTAHOBJEHHBIX [HA3HAYEHWE: 0ZPAHUMEHUs HA CGUAEMeabCmeo omnpaeie-
Hus).

3asucumocTu: FIA_UID.1 Beibop MomMeHTa miaeHTH(UKATAH

FCO_NRR.2 IlpunyaureibHOE J0KA3aTEJIbCTBO MOTyIEHAS

Hepapxuueckmii mist: FCO _NRR.1

FCO_NRR.2.1 ®BO 10KHBI OCYIIECTBIATh TeHEPAIMI0 CBUICTEHLCTBA TOMYICHUS MPUHATON [Ha-
3HAYEHUE: CHUCOK MUN08 UHPOpMayuu].

FCO_NRR.2.2 ®BO nomKHbI OBITH CITOCOOHBI CBSI3aTh [HA3HAUCHUE: CHUCOK ampubymos] TorydaTens
vHGbOpMalLIMK U [Ha3HAYEHUE: CHUCOK UHPOPMAUUOHHBIX noaeli] UTHDOopMalliK, K KOTO-
PpOii TIpraraeTcst CBUIETEIBCTBO.

FCO_NRR.2.3 ®BO n0/KHBI TPEIOCTaBUTh BO3MOXKXHOCTb BepU(PULIMPOBAThL CBUAETEILCTBO TOJTyYe-
HUs1 MHGOPMAILMK [BBIOOD: omnpasumens, noayuamens, [Ha3Ha4eHue: CRUCOK MpPemvux
Auyf] Opu yCTAaHOBJIEHHBIX [HA3HAYEHUE: 02PAHUUEHUS HA CEUOEeMeabcmeo omnpaene-
Hus.

3aBucumoctu: FIA UID.1 Beibop MomeHTa uaeHTUDUKAIUN
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5 Knacc FCS. Kpunrorpadguyeckasi mojajepxkKa

®BO MOTYT UCITOTB30BaTh KpAMITOTpahrdecKre (PyHKIIMOHATHHBIE BOBMOXHOCTH IIJIST CONEMCTBHS JOC-
TIDKEHHMIO HEKOTOPBIX, HanboJIee BasKHBIX 1ieeit 6e3ormacHocT. K HUM OoTHOCSTCS (HO MMM He OTpaHNYMBa-
I0TCS) CIIEAYIOIINE MeNIN: NICHTUMUKAIIASI U ayTeHTU(UKAIINSI, HEOTKa3yeMOCTh, TOBEPEHHBIN MapIIIpyT,
JIOBEpEeHHbI KaHal, pa3aeneHue naHHbiX. Knacc FCS npumenstor, korna OO uMmeet Kpunrtorpaduieckue
(yHKIINH, KOTOPBIE MOTYT OBITh PeaTM30BaHbI allllapaTHBEIMU, TTPOTrPaMMHO-aMapaTHRIMU 1/ VITA TIPOTpaMM-
HBIMU CpEICTBAMMU.

Knacc FCS coctout uz asyx cemeiicts: FCS_CKM «YnpasneHnue kpunTorpapmyecKuMm Kiirouamu» 1
FCS_COP «Kpunrorpadpuueckue onepauun». B cemeiictee FCS_CKM paccMOTpeHbI acNieKThbl yIpaBIeHUs
KpunrorpadmyecKuMm Kimodamu, Torma Kak B cemeiictBe FCS COP paccMoTpeHO ITpaKTHIeCKOoe ITpUMEHe-
HHE TUX KPUTITOTpahUISCKIX KITIOUEi.

Hexomnosuuus kiacca FCS Ha cocTapisiiole ero KOMIMOHEHTHI TT0Ka3aHa Ha pUCcyHKe 5.1.

KpunTtorpaduyeckas
noanepxka

FCS_CKM YnpageneHue kpuntorpadgm-
YeCKUMU Krryamm

FCS_COP Kpuntorpaduyeckme
onepaumu

Pucynox 5.1 — Jlexommosunus Kiacca «Kpunrorpaduueckass nmomaepkka»

5.1 Vnpasaenue kpuntorpapudeckumvu kmoyamu (FCS_CKM)

XapakTepHucTuKa ceMelicTBa

Kpunrorpadunueckumu KiirouaMu HEOOXOAMMO YITPABJISITh HA TTPOTSKEHUHM BCETO UX XKM3HEHHOTO 1IMKJIIA.
Cemeiicteo FCS CKM mnpegHa3zHaueHO ISt ITOAAEPKKI XM3HEHHOTO LIMKJIA ¥ TIO3TOMY OIIpeesIsIeT TpeOoBa-
HUS K CJEAYIOLIMM IeUCTBUSAM C KpUNTorpadhMuecKMMU KJIIOYaMM: TeHepallys, pacnpeneieHue, 10CTyI K
HUM U UX YHUUTOXEHUE. DTO CEMEMCTBO ClIeyeT UCIOJIb30BATh B CIydasiX, KOrjaa MMEITCsl (byHKIIMOHAIbHbIE
TpeOOBaHUsI yIIpaBieHUs KPUIITOrpapuuecKuMu Kirouamu.

PamxupoBaHue KOMIIOHEHTOB

FCS_CKM YnpaeneHue kpuntorpadu-
YeCKUMU KnrYamm

FCS_CKM.1 «I'eHepanus kpuntorpadpuuecKux Kitouei» coaepXuT TpedoBaHUS K X CO3MaHUIO CO-
[JIACHO OMpeiesIeHHOMY aJITOPUTMY Y JIJIMHE KJIoua, KOTOPble MOTYT OCHOBBIBATbCS Ha COOTBETCTBYIOIIEM
CTaHzapre.

FCS CKM.2 «PacnpeneneHne KpunTorpauyecKmx KJIodein» CoIepXuT TPeOOBAHME X PACIIPEICTICHUST
OTIpeaeIeHHBIM METOIOM, KOTOPBIN MOXKET OCHOBEIBATHCS HAa COOTBETCTBYIOIIIEM CTaHAApTE.
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FCS_CKM.3 «/loctyn K KpuntorpapnaecKuM KII0uaM» COASPKUT TPeOOBAHMS OCYIIECTBICHMS JOCTY-
T1a K HUM COTJIaCHO OTIPeeIEHHOMY METO/Y, KOTOPHII MOXET OCHOBBIBATHCSI Ha COOTBETCTBYIOIIEM CTaH-
napre.

FCS_CKM .4 «YHuuTOXeHue KpUnrorpauyeckrx Kiaouei» COaepXKUT TpeOboBaHMe UX YHUUTOXEHMUS
COTJIACHO OTIPENIEJIEHHOMY METOJTY, KOTOPBIIf MOXXET OCHOBBIBATHCSI HA COOTBETCTBYIOIIIEM CTaHIAPTE.

Vupasnenne: FCS_CKM.1, FCS _ CKM.2, FCS CKM.3, FCS_CKM 4

Hnsa gyHkuumii ynpasneHus u3 kiacca FMT MoxeT paccMaTpuBaThes ClleAylolliee AeiCTBUE.

a) YrpapjieHre U3MEHEHUSIMU aTpuOyTOB KpunTorpaguueckux kKitoueid. [Tpumepamu aTpubyTOB Kilroua
SIBJISTIOTCSI: MACHTU(PUKATOP TTOTH30BATES, TUII KJTloYa (HAIIpuMep, OTKPBITHIN, TTPUBATHBIN, CEK-
PETHBII), TIEPUON NeCTBUS KIItoYa, a TaKXKe BO3MOXHOE WCIIOTh30BaHWE (Hampumep, mudpoBast
TIONITACH, MU(PPOBAHUE IPYTUX KITIOUEi, COTIIacCOBaHMe Kitoueil, b poBaHNe JTaHHBIX).

Aymut: FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4

Ecmm B I13/3b Brmovyeno cemeiictBo FAU/GEN «[eHeparius maHHBIX ayauTa 0€30TIaCHOCTH», TO
CJIeyeT TIPeayCMOTPETh BOBMOXHOCTH (B 3aBUCMMOCTH OT BEIODAHHOTO YPOBHSI) ayAnTa CIEAYIOIINX Aeii-
CTBUIA/COOBITHI/TTapaMETPOB.

a) MUHUMaJIbHBI: YCHEUIHBIN WIN HEeYCIICIIHbINA pe3ybTaT AeHCTBUS.

0) ba3zoBrIii: aTpUOYTHI OOBEKTA U COAEPKAHNE OOBEKTA, 3a MCKIIOYEHUEM JI1000i1 4yBCTBUTEIHLHOM

nHGOpMAIK (HAIIpUMep, CEKPETHBIX WY TTPUBATHBIX KITIOYEi).

FCS_CKM.1 I'enepaums kpunrorpagpnyecknx Kirovei

Hepapxmaeckuii m1s1: HeT mogAUMHEHHBIX KOMITOHEHTOB.

FCS_CKM.1.1 ®BO 10/KHBI reHeppPoOBATh KPUNTOrpahuuecKie KI0IM B COOTBETCTBHH C ONpPe/IesIeH-
HBIM JITOPUTMOM [HA3HAYEHWE: A.120pUMM 2eHepayuu Kpunmoezpauueckux Kawo4ei| a
IJIMHOW [Ha3HAuYeHHe: daunbl Kpunmozpaguueckux Karoueil], KOTopbie 0TBEYAIOT CJie-
nywoniemy: [Ha3HAYeHUe: CRUCOK cmandapmog].

3aBucumoctu: [FCS_CKM.2 Pacnpenenenue Kpuntorpaguueckux Kirodei nim

FCS_COP.1 Kpunrorpaguyeckue onepanuu|
FCS_CKM.4 YunutoxeHnue Kpuntorpaduueckux Kiovei
FMT_MSA.2 Be3onacHble 3HAY€HNS ATPHOYTOB 0€30IMaCHOCTH

FCS_CKM.2 Pacnpeneyienue kpunrorpadpmuyecknx Kiouei

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FCS_CKM.2.1 ®BO a0 KHBI pacnpeaeasaTh Kpunrorpagudeckne KI09a B COOTBETCTBAH C ONpeIesieH-
HbIM METOAOM [Ha3HAYeHHe: Memood pacnpedeseHus Kpunmozpaguueckux Karouei),
KOTOPBIii OTBeYaeT cjeayiiemMy: [Ha3HauYeHne: cnucox cmanoapmog].

3aBucumMoctit: [FDP_ITC.1 UMnopT JaHHBIX MOJb30BATESA 0€3 aTPHOYTOB 0€30MACHOCTH

uwm FCS_CKM.1 I'enepauus kpunrorpaguyeckux Kinovei|
FCS_CKM.4 YunutoxeHnue Kpuntorpaduueckux Kiovei
FMT_MSA.2 Be3onacHble 3HAY€HNS ATPHOYTOB 0€30IMACHOCTH

FCS_CKM.3 JJoctyn K kpunTorpa¢uyecKum Kiodam

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FCS_CKM.3.1 ®BO n0o/oKHBI BLIIOJIHATH [HA3HAYEHHE: mun 00cmyna K Kpunmozpaguueckum Kiaro-
uam} B COOTBETCTBHM C ONpeieIeHHbIM METOIOM J0CTyNa [Ha3HAYeHne: memoo docmy-
na Kk Kpunmoezpagpuueckum Karo4am], KOTOPbIA OTBEYAET CJIEAYOMEMY: [Ha3HAYEHHE:
cnucok cmandapmos).

3aBucumoctit: [FDP_ITC.1 UMnopT JaHHBIX MOJb30BATEIA 0€3 aTPHOYTOB 0€30MACHOCTH

uwm FCS_CKM.1 I'enepauus kpunrorpaguyeckux Kinovei|
FCS_CKM.4 YunutoxeHue Kpuntorpaduueckux Kioyei
FMT_MSA.2 Be3onacHble 3HAY€HNS ATPHOYTOB 0€30IMACHOCTH

FCS_CKM.4 YunutoxeHue Kpuntorpaduueckux Kiovei

Hepapxmaeckuii m1s1: HeT mogAUMHEHHBIX KOMITOHEHTOB.

FCS_CKM.4.1 ®BO 10/oKHBI YHHYTOKATH KPUNTOrpadh)iieckne KJIOYH B COOTBETCTBHH C ONpeAesIeH-
HbIM MeTOAOM [Ha3HAYEHME: Memoo YHUMMONCeHUs Kpunmozpaguueckux Karoueil],
KOTOPBIii OTBeYaeT cjeaywiiemMy: [Ha3HauYeHue: Cnucox cmanoapmog].

3aBucumoctit: [FDP_ITC.1 UMnopT JaHHBIX MOJb30BATEISA 0€3 aTPHOYTOB 0€30MACHOCTH

uwm FCS_CKM.1 I'enepauus kpunrorpaguyeckux Kinovei|
FMT_MSA.2 Be3onacHble 3HAYE€HNS AaTPHOYTOB 0€30IMaCHOCTH
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5.2 Kpunrorpapuyeckue onepamun (FCS_COP)

XapakTepHucTuKa ceMelicTBa

7151 KOPpEeKTHOTO OCYIIECTBICHUS KPUNTOrpapUIeCcKUX OTepalliii iX HEOOXOAMMO BEITIOHATE B COOT-
BETCTBHH C OTIPEIEICHHBIM aJITOPUTMOM M ¢ KPUTITOTPpapUIeCKIMHA KITIoYaMU OTIpeIe IeHHOM JTMHEL. JlaHHOe
CEMEICTBO ClieMyeT MPUMEHSITH BCSIKUIM pa3, KOTIa HeOOXOMMMO BEITIOHSTE KPUTITOTpadUeCKUe OIepaIiim.

K TummmuHBIM KpUTITOrpadUueCKUM OTIepaINsIM OTHOCSITCS: 3aIMdpoBaHre 1/Wn paciimdpoBaHue
JMAHHBIX, TeHepalns W/WIn BepuduKaums Tu@pPoBLIX MOMIMMCEN, TeHepausa KpUNTorpaduIecKnX KOHT-
POJIBHBIX CYMM IIJIT 00ecTie9eHUsI TIeJIOCTHOCTA /MW BepU(pUKAIIMA KOHTPOJBHBIX CYMM, X3IINPOBaHUE
(BBIUMCIICHIE X3III-00pa3a cooOIIeHNs ), 3amdpoBaHye 1/Mn pacimdpoBaHre KPUTITOTPahUUECKIX KITIO-
Yelt, cormracoBaHye KPUNTOrpapmIecKuX KITIOUeH.

PanxupoBaHue KOMITOHEHTOB

FCS_COP Kpuntorpadudeckue
onepauuu

FCS_COP.1 «Kpunrorpaguyeckue onepaimu» CoOaepKuT TpeOOBAHUS UX BBITIOJIHEHMS IO ONpeIeIeH-
HBIM aJITOPUTMaM C TIPUMEHEHVEM KPUMTOTpauecKrX KITIoUeil OTpeieIeHHOM JTUHBI. AJITOPUTMBI U JTHHA
KpUMTOTPa(hUIECKIX KITIOUE MOTYT OCHOBBIBATLCSI HA COOTBETCTBYIOIIIEM CTaH/IAPTE.
Vnpasnenue: FCS_COP.1
JeficTBUSI IO YIIPABJICHUIO HE TIPEyCMOTPEHBI.
Aynut: FCS_COP.1
Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst maHHBIX ayanTa 06€30MacCHOCTH», TO
CJIeayeT TIPeIyCMOTPETh BOBMOXKHOCTH (B 3aBUCUMOCTH OT BHIOPAHHOTO YPOBHSI) ayauTa CIEAYIONINX Aeii-
CTBUIi/COOBITHI/TIapaMETPOB.
a) MUHUMaJTBHBII: YCIIEITHOE WX HEYCTIEIITHOE 3aBepIIeHNe, a TAKXKE TUTT KPUTITOTpahuIecKoil ore-
parmmn.
6) ba3oBEIii: TI00BIe TIPUMEHSIEMBIE KpUTITOTpadIecKre pesKUMBI OTiepallnii, aTpruOyTH CYOBEKTOB U
0OBEKTOB.
FCS_COP.1 Kpunrorpaduueckue onepanuu
Hepapxuaeckuii mst: Het moqunHEHHBIX KOMITOHEHTOB.
FCS_COP.1.1 ®BO 10/zKHbI BHIOJIHATD [HA3HAYEHHE: CRUCOK Kpunmozpaguueckux onepayuii] B coot-
BETCTBHUH C ONpeIeJICHHBIMH AITOPATMAME [HA3HAYEHME: Kpunmozpagu1eckue aizopum-
Mbt] ¥ 1TMHON [Ha3HAYEHHE: JTMHBI KpUNTOrpaduyecknx Kioveii], KOTopbie OTBEYAKOT
clenywouemy: [Ha3HAYEHHE: CRUCOK cmaHndapmoe).
3aBucumoctu: [FDP_ITC.1 UMnopT AaHHBIX HOJI630BATENA 0€3 aTpHOYTOB 0€30NMaCHOCTH
wm FCS_CKM.1 I'enepauus kpunrorpagpnyecknx Kirodei
FCS_CKM.4 YHnuTOKeHHe KpUnTorpaduyecKux Kioyei
FMT_MSA.2 Be3onacHbie 3HAYEHHSA ATPHOYTOB 0€30IMACHOCTH

6 Knacc FDP. 3amura JaHHBIX M0JIb30BATEIS

Kitacc FDP comepxur cemelicTBa, omnpeaesione TpedoBanus K ¢yHKusam oezonacHoctu OO u
noauTtukam pyHkuuit 6ezomnacHoct OO, CBA3aHHBIM C 3allIUTOM MaHHBIX TMoJjib3oBareisd. OH pa3duT Ha
YeThIpe rPYIIbl CEMEUCTB, MepeuncieHHbIe HUXe U TPUMeHsieMble K JaHHBIM ToJb3oBaTteist B mpeneaax OO
MPU UX UMIIOPTE, IKCIOPTE U XpaHEHUU, a TaKXKe K aTpuOyTaM 06€30MaCHOCTH, MPSIMO CBSI3AHHBIM C TaHHbBI-
MM MOJIb30BATEISI.

a) [Monutukm yHKILMIA 6€30MaCHOCTH /1S 3alMThl JAHHBIX TTOJIb30BATENS:

— FDP_ACC «Ilonutuka ynpaBiaeHUs TOCTYTIOM»;

— FDP_IFC «IlTonuTurka yrpapiaeHUs THOOPMALIMOHHBIMU TTOTOKAMU».

KoMmnoHeHTbI 3TUX ceMeiCTB Mo3BoJIsII0T pazpadbotuuky [13/3b nuMeHoBaTh MOAUTUKM (PYHKIIUI 6€30-
MACHOCTM JJIS1 3alUThl JAHHBIX TOJb30BATENSI U ONPEAEsATh 00JaCTh JEUCTBUSI 3TUX MOJUTUK, KOTOPbIE
HEeoOXOAMMO COOTHECTH ¢ LieJisiMu O6e3omacHocTH. [Ipeanonaraercs, YTo UMeHa 3TUX MOJIUTUK OYIYT UCTIONb-
30BaThCsl MOBCEMECTHO B TeX (DYHKIIMOHAIBbHBIX KOMIIOHEHTaX, KOTOPbIE MMEIOT Olepalliio, 3arnpalivBaro-
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1Iyto Ha3HadeHne min Beioop «[1®b ympasnenus goctymom» u/wm «[1PB ympaenenns nHGOPMaITMOHHBIMUI
moTokaMu». [1paBmira, KOTopbIe OnpeaessTIoT (PyHKIIMOHATBHEBIE BO3MOXKHOCTA MMeHOBaHHBIX [1DB ympasie-
HUSI JOCTYIIOM U YTIpaBJieHUs MH(GOPMaLIMOHHBIMU TTOTOKaMu, OyayT ycTaHoOB/IeHbI B ceMmelictBax FDP_ACF
u FDP_IFF cooTBeTCTBEHHO.

0) Bunbl 3a11MTHl JAHHBIX MTOJI30BATEISI:

— FDP_ACF «®yHKUMY YIIpaBIeHUS JOCTYIIOM»

— FDP_IFF «®yHkumm yrpapieHUs] THOOPMAITMOHHBIMY ITOTOKAMM»

— FDP_ITT «Ilepenaua B npenenax OO»;

— FDP_RIP «3aiura ocraTouHoi nHGOpMalLun»;

— FDP_ROL «Otkar»;

— FDP_SDI «IlenocTHOCTb XpaHUMBIX TaHHbBIX».

B) ABTOHOMHO€E XpaHeHUE, UMIIOPT U IKCIMOPT AAHHBIX:

— FDP_DAU <«AyteHTUdUKaLIMS TaHHBIX»;

— FDP_ETC «Bkcnopt maHHBIX 3a Tipenesl neiictBrst PBO»;

— FDP_ITC «MmriopT manHBIX 13-3a npeaenoB aeicteus @BO».

KoMmnoHeHThI 3TuX ceMeiCTB CBsI3aHbl C JOBEPEHHON Mepenaveii JaHHbIX B uau u3 OIIP.

r) CBsa3p Mexny PBO:

— FDP_UCT «3ammTa KoH(pUAeHINATLHOCTH JaHHBIX TTOJIb30BaTeIsa mpu nepemnade Mexay @BO»;

— FDP_UIT «3amura 1eIOCTHOCTH JaHHBIX TTOJIh30BaTeIsI TIpu niepenade Mexxmy OBO».

KOMIIOHEHTHI 3TUX ceMEUCTB onpeaesior B3auMoaeiicteue Mexay @BO cobctBenHo OO M Apyroro
noBepeHHoro npoaykra UT.

Hexommosnims kiaacca FDP Ha cocrapisionie ero KOMITOHEHTBI TTPUBEAeHA Ha pucyHKax 6.1 u 6.2.

3al_l_lVITa AaHHbIX NONb3oBaTend

|| FDP_ACC MNMonuTtuka ynpaeneHus goc- 1 2
Tynom
|| FDP_ACF ®yHKkumu ynpasneHus oc- 1
TYynom
— FDP_DAU AyTeHTUhMKaunsa gaHHbIX 1 2
1
FDP_ETC 3kcnopT AaHHbIX 3a npegens!
genctena O
2
|| FDP_IFC MonwuTtuka ynpaeneHua nHagop- 1 2
MaLUMOHHBLIMU NOTOKaMu
1 2
FDP_IFF ®yHkuumn ynpasneHus nHdop- |— 3 4 5
MaLUWUOHHBLIMU NOTOKaMu L
6

Pucynok 6.1 — JlekoMno3uiusg Kjaacca «3aliuTa JaHHBIX [M0Jb30BaTelIs»
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38UJ,I/ITa OaHHbIX NONb3oBaTens

1
FDP_ITC MmnopT AaHHbIX U3-3a Npedenos
nevictena PO
2
1 2
— FDP_ITT Mepepnayva B npegenax OO0
3 4
— FDP_RIP 3awuTta ocraTtodHomn nHdopmauu 1 2
— FDP_ROL Ortkat 1 2
— FDP_SDI LlenocTHOCTE XpaHUMbIX AaHHbIX 1 2
FDP_UCT 3awuTa KoHthuaeHUMansHOCTU AaHHbIX 1
none3oBarensa npu nepegaye mexay @60
1
|| FDP_UIT 3awwuTta uenocTHOCTA AaHHbIX
none3oBartens npu nepegade mexay P60
2 3

PucyHnok 6.2 — JlekoMmo3uins Kjacca «3alinTa JaHHBIX TTOJIb30BaTeIs» (MPOIOJIKEHUE)

6.1 Ilommrnka ynpasienns nocrynom (FDP_ACC)

XapakTepHucTuKa ceMelicTBa

CewmetictBo FDP_ACC unentudunupyet [1®B yrpaBieHns T0CTYIIOM, yCTaHABIMWBAas UM UMEHA, 1
ornpejenseT 00JacTu AEUCTBUS MOJMUTUK, 0Opasyrolux MASHTUOULMPOBAHHYIO YAaCTh YIIPABIEHUS JOCTY-
oM ITBO. O6nactu AeiCTBUSI MOXHO XapaKTepru30BaTh TPEMSI MHOXECTBaMU: CyObEKThI MO YIIpaBIeHUEM
MOJIUTUKU, OOBEKTHI MO YIIPABAEHUEM MOJUTUKM U OTepalliM YIPaBJsieMbIX CYObeKTOB Ha YIPaBIsIeMbIX
00beKTax, Ha KOTOPbIE pacrpocTpaHsieTcs: moauTrka. O01Me KpUTepruy A0MYyCKalT CYLIECTBOBAHUE HECKOJb-
KHUX MOJIUTUK, KaXaasi U3 KOTOPbIX UMEET YHUKAJbHOEe UMSI. DTO TIOCTUTaeTCs TOCPEICTBOM BBITTOJTHEHMUS
uTepalrii KOMIOHEHTOB paCCMaTPUBAEMOI0 CEMEMCTBA 110 OAHOMY pasy I KaX10i UMEHOBaHHOM MOJUTUKI
yrpaJieHusT foctyroM. [1paBuiia, onpenessionye QyHKIMOHATBHbIE BO3MOXHOCTH [TDB ynpasneHus n1octy-
mom, OyayT ycTaHOBJIeHbI Apyrumu cemeiictBamu, Takumu kak FDP_ACF u FDP_SDI. Ilpeanonaraercs,
yto nmeHa [1PB, nneaTndunmposanusle B cemeiictBe FDP_ACC, 6ymyT HCIIoIb30BaThCS TTOBCEMECTHO B
(YHKIMOHAJIBHBIX KOMIIOHEHTAaX, KOTOPbIE UMEIOT OMepaluio, 3aMpalliiBaiolly0 Ha3HAaYeHUEe WJIU BbIOOD
«[1DB ympaBiaeHUS TOCTYTIOM>.

PanxxupoBaHue KOMITIOHEHTOB

FDP_ACC lNonuTtuka ynpaeneHus goc-
TYnom
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FDP_ACC.1 «OrpaHnuyeHHoe ynpaBieHUe JOCTYIIOM» COAECPKUT TpeOOBaHKE, UYTOOBI KaxKaast UAEHTU-
¢dummpoBanHas [1®B ynpasieHNs TOCTYITOM CYIIIECTBOBAJIA T TOAMHOXECTBAa BO3MOXKHEIX OTIepaIiiii Ha
noaMHoxecTBe 00bekToB B OO.

FDP_ACC.2 «ITonHoe ynpaBieHue JOCTYIIOM» COAEPKUT TpeOOBaHKE, UTOOBI KaxKaasl UAEHTU(UIIMPO-
BanHas [1DOB ympaBiaeHMsT IOCTYIIOM OXBaThIBaja Bce OTepalliy CyOheKTOB Ha O0BEKTAX, YIIPABISIEMBIX
sroit [IMB. Kpome aToro tpedyercs, 4ToOBI Bce 00beKTHI 1 orepanuu B OJ]@ Oblii 0XBaueHBI IO MEHbIIIEH
Mepe omHoU naeHTHdUIIpoBanHoi [1MB ympaBmeHnsT IOCTYIIOM.

Vnpasnenue: FDP_ACC.1, FDP_ACC.2

HeiicTBYSI IO YIIPaBICHUIO He TIPeIyCMOTPEHEI.

Aymut: FDP_ACC.1, FDP_ACC.2

Her nneATMOUIIMPOBAHABIX AeCTBUI/COOBITHI/TTApaMeTPOB, UTSI KOTOPBIX CJICAYET IPEayCMOTPETh BO3-
MOXXHOCTD ayIuTa.

FDP_ACC.1 OrpanuyenHoe ynpasjeHds J0CTYIIOM

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FDP_ACC.1.1 ®BO noxubl ocymecTsiaaTh [Ha3navenne: IIPB ynpasaenus docmynom] nna [nasna-
YeHHe: CRUCOK cyOseKmos, 006exmoe u onepayuil cyosexmos Ha o6sexmax, Ha Komopble
pacnpocmpansiemcs IIDB].

3aBucumocTt: FDP_ACF.1 Ynpasienne 10CTynioM, OCHOBAHHOE HA aTPHOYTax 0€30macHOCTH

FDP_ACC.2 ITosHOe ynpaBjieHne J0CTynoM

Hepapxuueckuii misi: FDP_ACC.1

FDP_ACC.2.1 ®BO nomxHBI ocylIecTBIATh |[HazHaueHue: [1Ph ynpasrenus docmynom| st [Ha3Hade-
HUE: Cnucok cybsekmos u 00sekmos| 1 BCeX omepandii CyOLeKTOB Ha 00beKTax, Ha
KoTopsie pacnpocrpansiercs [1DB.

FDP_ACC.2.2 ®BO goKHbI 00€CIeYnTh, YTO0BI HA onepanun Joooro cyonekra u3 Q1P Ha modom
oobekTe U3 OJIP pacnpocrpansinach Kakasa-moo I1PB ynpasienns 1ocTynom.

3aBucumoctu: FDP_ACEF.1 YmpaBneHnue 1oCTyIIoM, OCHOBaHHOE Ha aTpMOyTax 0€301acHOCTH

6.2 ®ynxkuuu ynpasiennsa aoctynom (FDP_ACF)

XapakTeprcTHKa CeMeiicTBa

CemeiictBo FDP_ACF onuchiBaeT npaBujia ajisi KOHKPETHBIX (PYHKLMI, KOTOPbIe MOTYT peain30BaTh
NOJUTUKY ypaBieHust foctynom, umeHoBaHHblie B FDP_ACC. B FDP_ACC Takxe onpenensieTcsi 06JacTb
JIEHCTBUSI 9TUX TTOJIUTHUK.

PamxmpoBaHre KOMITOHEHTOB

FDP_ACF ®yHKUMKM ynpaBneHust goc-
Tynom

B 3TOM cemMelicTBe pacCMOTpPeHbBI UCMOJb30BaHUE aTPUOYTOB 0E30MaCHOCTY U XapaKTEPUCTUKU MOJUTUK
yrpaBieHust goctynom. I[lpeanonaraercsi, YTo KOMIOHEHT U3 3TOTO ceMeicTBa OyIeT UCITOIb30BaH, YTOOBI
omnucaTth npaBwia Jjis1 GyHKLIMU, KoTopas peanusyet [1DB, panee npentuduumposannyio B FDP_ACC.
Pazpaboruuk I13/3b MOXeT TakxKe BBIMOJIHATh UTEpallMM 3TOro KOMMoHeHTa, Korna B OO nuMmerTcs He-
CKOJIBKO TaKWX TIOJIUTHUK.

FDP_ACEF.1 «YmpaBineHue JOCTyIIOM, OCHOBaHHOE Ha aTpubyTax 6e3omacHocT» mmo3soiisseT ®BO ocy-
1LIECTBUTh IOCTYIM, OCHOBaHHBIN Ha aTpruOyTax 1 UMEHOBAHHbIX TpyMIiax aTpuOyToB 6e3omacHocTh. Kpome
toro, ®BO MOTyT MMETh BO3MOXKXHOCTD SIBHO pa3pelaTh WM 3aIIpeliaTh JOCTYIT K 00beKTY, OCHOBBIBAsICh Ha
aTpuOyTax 0e30IMaCHOCTH.

Vnpasnenue: FDP_ACF.1

Hnsa oyHkuuit ynpasneHus: us kiacca FMT Moxke paccMaTpuBaThes ciieayolliee 1eiiCTBUE.

a) YnpapieHue aTpubyTamMu, UCIIOIb3YEMbIMU IS SIBHOTO pa3pellieHUs WIv 3arpelieHus JOCTyIa.

Ecmm B I13/3b BximoueHo cemeiictBo FAV_GEN «I'eHepalinsl maHHBIX ayauTa 6€30MacHOCTH», TO
ClIeAyeT MpeayCMOTpeb BO3MOXHOCTh (B 3aBUCUMOCTH OT BbIOpAaHHOTO YPOBHSI) ayAuTa CIAEAYIOIIUX JAei-
CTBUIA/COOBITHI/TTapaMETPOB.

a) MuHUMAaJbHBIN: YCIIeIIHbIE 3aMpOoChl Ha BHIMOJHEHUE OMepalnii Ha 00beKTe, Ha KOTOPBIN pacrpo-

ctpansiercs [TDB.

0) bazoBblit: Bce 3ampochl Ha BbIMIOJHEHUE oONepaluii Ha 00beKTe, Ha KOTOPbI pacrpoCTpaHsi-

etcst [1DB.
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B) [leTaM3npoBaHHBIIA: CTIEIIMAIbHbBIE aTPUOYTHI 6€30ITaCHOCTH, UCTIONB3YEeMble TIPY TIPOBEPKE TTPABO-
MEPHOCTH JOCTYTIA.
FDP_ACF.1 Ynpasjienne 10CTyIOM, OCHOBAHHOE HAa aTPHOYTaX 0e30MaCHOCTH
Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.
FDP_ACF.1.1 ®BO nomkusl ocymecTBaaTh [Hasnadenne: I1Db ynpasaenus docmynom] K 00beKTaM,
OCHOBBIBASICh HA [HA3HAYEHWE: ampulOymot Oe30nacHocmu, UMEHOBAHHbIE ZPYNNbL AMpU-
b6ymoe b6e3onacnocmu].
FDP_ACF.1.2 ®BO 10/KHbI pead30BaTh CleAyOIHe NPaBIIA ONpeaesieHHs TOro, pas3pemieHa Jin
omepanusl yNpaBjisSeMoro Cy0beKTa Ha YNpaBjiseMoM OObekTe: [Ha3HAYEHWe: npasuia
ynpaeaenusa 0ocnmynom ynpaeanaemoix cy0seKmoe K ynpaeasaemoviM 006eKmam ¢ ucnoao-
306aHueM ynpaesasaeMuix onepayuil Ha Hux).
FDP_ACF.1.3 ®BO 10/KHbI SBHO Pa3pemaTh J0CTYN CYyObeKTOB K 00bEKTaM, OCHOBLIBASICH HA CJie-
JIYIOIUX JIOTIOJTHATEIbHBIX MPABWIAX: [HA3HAYEHNE: NPasula, OCHOGAHHbIe Ha ampuoy-
max 6ezonacnocmu, Komopbuie 610 pazpewarom docmyn cybsekmos Kk obsexmanm].
FDP_ACF.1.4 ®BO n0KHbI SBHO OTKA3bIBATH B I0CTYIIE CYOBEKTOB K O0BEKTaM, OCHOBHIBASACh HA
CJIEAYIOMIX TOTOJHATEILHBIX MPABWIAX: [HA3HAYEHHE: NPAGUAA, OCHOGAHHbIE HA ampu-
bymax 6e3zonacnocmu, Komopbuie 16HO 3anpewiarom docmyn cybeexkmoe Kk obsexmanm].
3asucumoctu: FDP_ACC.1 OrpannyenHoe ynpasjieHne A0CTYNIOM
FMT_MSA.3 Vinanuaim3anis CTATAYECKAX aTPHOYTOB
6.3 Ayrenrudpukamms nanasix (FDP_DAU)
XapakTepucTuKa ceMelicTBa
AyTeHTH(UKAIINS JAHHBIX TTO3BOJISIET CYIITHOCTH TIPUHSITh OTBETCTBEHHOCTD 3a TIOITMHHOCTD MH(pOpMa-
1KY (HanpuMmep, ¢ UCIoyib3oBaHueM LindpoBoii noanucu). Cemeiictso FDP_DAU conepXuT MeTos rnpeaoc-
TaBJICHUS TAPAaHTUM TIPABMITBHOCTH CTIeIIM(DUUECKOTo Habopa JTaHHBIX, KOTOPHIN MOXET OBITh BITOCJIEACTBUN
WCTIOIH30BaH TSI BepU(UKAIIUK TOTO, UTO CoNlepkaHre MH(pOpMAIIMK He ObLTO TTOAAETaHO U MOTUMUIIN-
pPOBaHO MOIIIeHHNYeCKUM TyTeM. B oTimmume ot kimacca FCO 310 ceMeiicTBO MpeqHa3HaAYeHO ISt IPUMEHEHUST
CKOpee K CTAaTHYeCKNM, YeM K TiepeMelaeMbIM JaHHBIM.

PamxmpoBaHTe KOMITOHEHTOB

FDP_DAU AyteHTudukauma gaHHbIx 1 2

FDP_DAU.1 «ba3oBast ayreHTH(UKALINS TaHHBIX» COMEPKUT TpeboBaHme, uToOI @BO ObUH CITOCco0-
HbI MPEAOCTABUTh TapaHTUIO TTOATMHHOCTUA UH(pOpMaLUK, conepxkalleiics: B 00beKTax (Harprumep, TOKyMeH-
Tax).

FDP_DAU.2 «AyteHTuduKalus JaHHbIX C UAeHTU(DUKALIMENH rapaHTa» COACPXKUT JOMOJTHUTEIbHOE
TpeboBanue, YToobl @PBO OLUIM CIOCOOHBI YCTAHOBUTH MIEHTU(MUKATOP CYOBEKTa, KOTOPBINA MPEaOCTABNII
rapaHTUIO MOUTMHHOCTHU.

Vnpasnenue: FDP_DAU.1, FDP_DAU.2

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) Hactpoiika B cucteMe HazHaueHMs UM MOIU(MUKALIMK OOBEKTOB, 1J1S1 KOTOPLIX MPUMEHSIETCS ayTeH-
TU(hUKALMS TaHHbIX.

Aynut: FDP_DAU.1

Ecmm B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanist gaHHBIX ayanTa 0€30MaCHOCTH», TO
cleayeT mpeaycMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUI1/COOBITUIT/TAPAMETPOB.

a) MuHUMaJbHbIN: yCTielHas TeHepalusl CBUIETENbCTBA MTPaBUJIbHOCTH.

0) bazoBblii: HeycnelIHasi TeHepalysi CBUIETENbCTBA TPABUIIBHOCTH.

B) JleTanu3upoBaHHbIN: MIEHTU(HUKATOP CYOBEKTa, KOTOPBIN 3aITpOCUIT CBUETEILCTRO.

Aynut: FDP_DAU.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanst gaHHBIX ayanTa 0€30MaCHOCTH», TO
clieayeT mpeaycMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUI1/COOBITUIT/TAPAMETPOB.

a) MuHUMaJbHbIN: yCTielHas TeHepalusl CBUIETENbCTBA MTPaBUJIbHOCTH.

0) bazoBblil: HeycnelIHasi TeHepalysi CBUIETENbCTBA TPABUIIBHOCTH.

28



I'OCT P ICO/MOK 15408-2—2002

B) eTanu3npoBaHHbIN: UAeHTU(HUKATOP CyObEKTa, KOTOPbI 3aITPOCUJT CBUIETEIbCTBO.

r) Heranu3npoBaHHbIN: UAEHTU(HUKATOP CYObEKTa, KOTOPbIN TeHEpUpPOBajl CBUIETEILCTBO.

FDP_DAU.1.1 Ba3oBas ayrenTuduxkanus JaHHbIX

Hepapxmaeckuii m1s: HeT mogAYMHEHHBIX KOMITOHEHTOB.

FDP_DAU.1.1 ®BO n0/KHBI IPEeAOCTABHTD BO3MOKHOCTD TeHEPHPOBATD CBHAETEIBCTBO, KOTOPOE MO-

JKeT ObITh HCMOJ/Ib30BAHO KAK TAPAHTHS NPABWILHOCTH [HA3HAYEHHE: CHUCOK 006eKMmoe
uau munoe ungopmayuul.

FDP_DAU.1.2 ®BO 10/oKHbI NPEIOCTABATH [HAZHAYEHHE: CRUCOK CYO6eKkmos] BO3MOXKHOCTDh Bepun-

IMPOBATH CBHIETE/ILCTBO MPABIWILHOCTH YKa3aHHO# nH(opmanum.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FDP_DAU.2 AyrenTndukanus JAHHbIX ¢ HAEHTA(DUKALMEl rapaHTa

Hepapxuueckuii aisga: FDP_DAU. 1

FDP_DAU.2.1 ®BO noKHbBI IPeaoCTaBUTh BO3MOXKXHOCTh TeHEPUPOBATh CBUIETEILCTBO, KOTOPOE MO-

KET OBITh UCIOIb30BAHO KAK TapaHTUs MPABUJIBHOCTU [HAa3HAYEHUE: CRUCOK 008eKmOo8
UAu munog uHgopmayuu).

FDP_DAU.2.2 ®BO momKHBI TPeIOCTaBUTh [Ha3HAUCHUE: CHUCOK CYOBeKmo8]| C BOSMOXHOCTBIO BepH-
(pupoBaTh CBUAETEIHCTBO MPABIIIBHOCTH YKA3aHHON MH(MOPMALINY H HIEHTH(HUKATOP M0JIb30BaTENA, KOTO-
PBIi CO31AJ CBUAETEILCTBO.

3asucumoctu: FIA_UID.1 Beibop MomMeHTa miaeHTH(UKATH

6.4 DOkcnopt nannbix 3a npeaesi aeiicteusa Pb0 (FDP_ETC)

XapakTeprCcTHKa CeMeiicTBa

CemeiictBo FDP_ETC onpenensieT pyHKLUM 51 9KCIIOPTa JaHHBIX mosib3oBaTenst u3 OO Ttakum
00pa3oM, YTO WX aTPUOYTH OE30TIACHOCTH U 3aIlUTa MOTYT WJIU TTOJTHOCTBIO COXPAHSATHCS, UM UTHOPUPO-
BaThCS TIPU IKCIIOPTE STUX JAaHHBIX. B ceMeiicTBe Takke pacCMaTpUBaIOTCST OTPAaHWIEHUST Ha SKCIIOPT U acCo-
Manvs arpruOyTOB 6€30MACHOCTHY C SKCTTOPTUPYEMBIMU TAHHBIMU TTOJTb30BATESI.

PamxmpoBaHre KOMITOHEHTOB

FDP_ETC 3kcnopT AaHHbIX 3a npeaens!
nencteua OO

FDP_ETC.1 «BkcnopT JaHHBIX MMOJIb30BaTeisi 6€3 aTpuOyTOB 0€30MacCHOCTHU» COAEPXKUT TpeOOBaHUE,
yT00661 @BO ocymecTBisiim cooTBeTcTBYONIME [TIMB mpm sKcmopTe JaHHBIX TTOJTE30BATES 3a TIPEIEbI Teii-
ctBust ®BO. JlaHHbIE OJIB30BATENISI, KOTOPhIE SKCIOPTUPYIOTCI 3TOM (DYHKIIUEHN, HEe CONTPOBOXIAIOTCS acCO-
MM POBAaHHBIMU C HUMU aTpUOyTaMy 0e30TTaCHOCTH.

FDP_ETC.2 «BkcnopT JaHHBIX MM0JIb30BaTeisi 6e3 aTpuOyTOB 0€301aCHOCTH» COAEPXKUT TpeOOBaHUE,
yto0bl DBO ocymecTsiastiu coorBercTBytone [1MB, ncnonb3ysa GyHKINMIO, KOTOpast TOYHO M OTHO3HAYHO
aCcCOLIMUPYET aTpUOyThl OE30MACHOCTH C AKCTIOPTUPYEMbIMU TJaHHBIMU MOJIb30BATEIS.

Vnpasnenue: FDP_ETC.1

HeiicTBYS IO YIIpaBIeHUIO He TIPeIyCMOTPEHEL.

FDP_ETC.2

Hna dpyskuuii ynpasiaeHust kiacca FMT moxeT paccMaTpuBaThes cenyollee 1eliCTBUE.

a) M3MeHeHMe TOTOTHUTENbHBIX MPaBUJI YITPaBJI€HUs 3KCITOPTOM MH(OpPMaLIUY MOJb30BaTeIeM C OIl-
peneeHHOM poJIbio.

Aymut: FDP_ETC.1, FDP_ETC.2

Ecmm B I13/3b Brimoueno cemeiictBo FAU_GEN «I'enepaniis maHHBIX aynuTa 0€30TTacCHOCTH», TO
cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHTa CICIYIOIINX Oeii-
CTBUIA/COOBITHI/TTAapaMETPOB.

a) MUHUMAaJIbHBIN: YCIEITHbIM 9KCITOPT MH(MOPMALIUH.

0) ba3oBhIii: Bce MOMBITKA 3KCIIOPTUPOBATH MHMOPMAIIUIO.
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FDP_ETC.1 DKcnopT IaHHBIX MOJIb30BaTeNId 0€3 aTpudyToB 0€301acCHOCTH

Hepapxuaeckuii mist: HeT mogqunmHEHHBIX KOMITOHEHTOB.

FDP_ETC.1.1 ®BO nomkusl ocymecTidaTh [Ha3Hauenne: IIDH ynpasaenus docmynom u/uiu IO

ynpaeaeHusa uHpopMayuoHHbIMU noMoKamu| Npu FIKCNOPTE JAHHBIX MOJIb30BATES1, KOHT-
pomapyemom I1®DB, 3a npenenst O/[D.

FDP_ETC.1.2 ®BO n0oKHbI 3KCHOPTHPOBATH JTaHHBIE NOJIb30BaTENsA 0€3 aTpHOYTOB 0€30MACHOCTH,

aCCONMMPOBAHHBIX C JAHHBIMH MOJIb30BATEIS.

3asucumoctu: [FDP_ACC.1 OrpanuueHHoe ynpasjieHHe JOCTYIIOM WA

FDP_IFC.1 Orpannyennoe ynpapJjieHde MH()OPMAIMOHHLIMA NOTOKAMH |

FDP_ETC.2 DKcnopT JaHHBIX NMOJIb30BATENIS C ATPHOYTAMH 0€30IMaCHOCTH

Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.

FDP_ETC.2.1 ®BO nomkusl ocymecTidaTh [HazHauenne: IIDH ynpasaenus docmynom u/uiu IO

ynpaeaeHusa uHpopMayuoHHbIMU noMoKamu| Npu FIKCNOPTE JAHHBIX MOJIb30BATES1, KOHT-
pomapyemom I1®DB, 3a npenenst O/[D.

FDP_ETC.2.2 ®50 a0o/KHBI 3KCHOPTHPOBATH JAaHHbIE NMOJH30BATENS C aTpuOyTaMu 0e30macHOCTH,

acCONMAPOBAHHBIMH C JAHHBIMH IOJIb30BaTEIA.
FDP_ETC.2.3 ®BO no0/xHbI 00€CieYnTh, YTO0BI MpH 3Kcnopte 3a npenenbl Q1P aTpudyTsi 6e3omac-
HOCTH OJTHO3HAYHO ACCOMMMPOBAIHNCH C IKCIOPTHPYEMbIMH JTAHHBIMH MOJIb30BATEIS.

FDP_ETC.2.4 ®B0 no/KHBI peajn30BaTh Cjeaylomue NPaBrjIa MPH SKCNOPTE JAHHBIX MOJIb30BATEIA
u3 O ®: [nazHauenune: donoanume.nvivle NPasUAa YNpasAeHuUs 3KCHOPMOM urgopma-
yuu).

3aBucumoctu: [FDP_ACC.1 OrpannueHHoe ynpasjieHHe JOCTYIIOM WA

FDP_IFC.1 Orpannyennoe ynpapJjieHde MH()OPMAIMOHHLIMHA NOTOKAMH |

6.5 INosmTnka ynpasaenns nagopmamuonnbivi notokavu (FDP_IFC)

XapakTepHuCTHKA CEMeCTBa

Cewmeiicteo FDP_IFC ugentudunmpyet [1®b ynpapnenns nHGOpMaIIMOHHBIMI TTOTOKAMU, YCTaHAB-
JIUBas UM MMEHa, M OTIpeAeIIsieT 00JacTH MeUCTBUS TTOJTUTUK, 00pa3yIolnx MACHTU(MUINPOBAHHYIO YacTh
yrnpaBjieHust nHQopMauroHHbIMU MoTokamu [TBO. OTu 061acTu NeMcTBUSI MOXKHO XapaKTepu30BaTh TPEeMS
MHOXECTBaMU: CYOBEKTHI TIOJ YIIPaBICeHUEM TTOJIUTUKN, WHOOpMAIs TION YIpaBJICHUEM TIOJIUTUKU U
oIepallnii iepeMelIeHNs YIIpaBiIsieMoi MHGOPMAIINT K YIIPaBIsSIeMbIM CyOBeKTaM 1 OT HUX, Ha KOTOpEIE
pacrpocTpaHsieTcs TToJnTrKa. O01Ire KpUTepruy JOMYyCKAIOT CYIIeCTBOBAHNE HECKOIBKIX ITOJIUTHK, Kaskmaast
13 KOTOPBIX MeeT YHUKAJTBHOE M. DTO JOCTUTASTCS TTOCPEACTBOM BBITIOJTHEHUS UTEPaAIlNii KOMIIOHEHTOB
paccMaTpUBaeMOTO CEMEICTBA TI0 OMHOMY pasy IS KaxkIoi MMEHOBAHHOM TTOJIMTUKY YIIpaBIeHUsI WHPOpMa-
IMOHHBIMY TIOTOKaMH. [1paBmita, ornpeaensionie GyHKIMoHATbLHBIE Bo3MoxxHOCcTH [1DB yrpasienns nH-
¢opMalIMOHHBIMM MIOTOKaMU, OYIyT YCTaHOBJIEHBI ApyruMu cemerictBamu, Takumu kak FDP_IFF u FDP_SDI.
HMwmena [NOb ympasiaennst nHGOpMAaIIMOHHBIMA ITOTOKaMY, NaeHTHGHUIIMpoBaHHBIe B ceMmeiictBe FDP_IFC,
B TaJbHEHIIIEM OYIyT CITOIB30BAThCS TTOBCEMECTHO B TeX (DYHKIIMOHAIBHBIX KOMITOHEHTAaX, KOTOPBIE BKITIO-
YaloT B ce0sI oIepalinio, 3aIpairBalolyo HasHaueHre i Beioop «[1Pb ynpapneHns nHGOpMalMOHHBIMHI
ITOTOKAMM».

Mexaauazm @BO yrpasiser nHGOPMAITMOHHBIMU ITOTOKaMH B cOOTBeTCTBUY ¢ [1DB yripaBieHus nH-
¢dopMalLIMOHHBIMU NIOTOKaMu. Omnepalu, KOTOpble U3MEHSIIU Obl aTpUOYThl 0€30MaCHOCTU UH(MOPMALIVH, B
001IIeM CITyJae HeIOITyCTUMBI, IIOCKOJIBKY 3TO ObUTO0 OBI HapyiieHreM [1Pb ympasierns nHGOpMAIIMOHHBIMHI
rotokamMu. OHaKo, KaK UCKITIOUEHHE, TaKKe OTIepalliy MOTYT OBITH paspetieHbl B [1PB ynpasienns nHpop-
MaIIMOHHBIMHA TTOTOKAMM, KOTJIa 3TO SIBHO OITPEIeIeHO.

PamxmpoBaHTe KOMITOHEHTOB

FDP_IFC MonuTuka ynpaeneHusa nHgop-
MaLWOHHLIMUN MOTOKaMU

FDP_IFC.1 «OrpaHudyeHHOe yrpaBlieHUue NH(POPMAIITMOHHBIMU MOTOKaAMI» COAEPKUT TpeOOBaHE, UTO-
6bI Kaxkmas uaeHTndupoBanHas [1PB yrpasreHns nHOOPMAITMOHHBIMI ITOTOKAMU BBITTOTHSIACH [UTS TTOJ-
MHOXEeCTBA BO3MOXHBIX OIepaliiii Ha MTOAMHOXECTBE MH(MOPMALIMOHHBIX MOTOKOB B OO.

FDP_IFC.2 «ITonHoe yrpaBineHue MHGQOPMALIMOHHBIMU TTOTOKAMM» COIEPXKUT TpeOOBaHKe, UTOObI Kax1ast
nneHtuuposanHas [1OB ynpasieHns MHOOPMAIIMOHHBIMUI TTOTOKAMI OXBaThIBajla BCE OTICPAIIAH TS
Ccy0BeKTOB 1 MHGpopMalnio nox yrnpasieraueM 3toit [1PB. Taxske Tpebyercs, 9T00BI Bce MHGOPMAIIMOHHEBIE
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HOTOKU U onepaunu B nipeaenax OJ@ ObUTM 0XBayeHBI XOTS ObI 110 OQHON uaeHTUdULMpoBaHHON [1Db
yrpaBiieHUs1 UH(popMallMoHHbIMU TToTokaMu. CoBMecTHO ¢ kKoMnoHeHToM FPT _RVM.1 310 oGecnieunBaeT
ACTIEKT «ITOCTOSTHHAS TOTOBHOCTH» MOHUTOPHHTA OOPAIIIEHHUIA.

Vnpasnenue: FDP_IFC.1, FDP_IFC.2

HeiicTBYSI IO YIIpaBICHUIO He TIPeIyCMOTPEHEL.

Aymut: FDP_IFC.1, FDP_IFC.2

Her nneATMOUIIMPOBAHABIX AeCTBUI/COOBITHI/TTApaMeTPOB, UTS KOTOPBIX CJIEAYET IPETyCMOTPETh BO3-

MOXXHOCTD ayIuTa.

FDP_IFC.1 Orpannyennoe ynpasjienue HH()OPMAIMOHHBIMA HOTOKAMHA

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FDP_IFC.1.1 ®BO noyoxHbI ocymecTBIATh [Haznauenne: IIDb ynpasaenus ungopmayuonnvimu no-
mokamu] A9 [Ha3HAYEHME: CRUCOK cYOBeKmos, un(opmauuu u onepayuli nepemeuienus
ynpaeasemou ungpopmayuu K ynpasisemMuim cydsexmam u om Hux, Ha KOmopoe pacnpo-
cmpansiemcs IIDB).

3aBucumoct: FDP_IFF.1 IlpocTobie aTpuOyTHI 6€30MaCHOCTH

FDP_IFC.2 Ilonnoe ynpapJjienue nugopManOHHbIMUA MOTOKAMHA

Hepapxuueckmii mist: FDP_IFC. 1

FDP_IFC.2.1 ®BbO nomKHBI OCYIIECTBIATE [HazHaueHUe: [1DH ynpasienus uHhopmayuoHHbIMU ROMO-
Kamu] 1151 [Ha3HAYEHUE: CHUCOK cyOBekmos U uHgopmayuu] 1 BCcex onepanuii nepemerne-
HHSA ynpaBiasiemoii nagopMaIym K ynpapiisieMbIM CyObeKTaM H OT HAX, HA KOTOPbIE pac-
npocrpansiercsa I1PB.

FDP_IFC.2.2 ®BO noyxubl 00ecnednTb, 4To0b1 B npeaeaax O/I®@ Ha Bce omepanuu mnepeMenieHust
ynpasJjsemoii nagopManua ynpasiseMbIM Cy0ObeKTaM H OT HHX paclpoCTpaHsach Ka-
Kasa-ymoo [1PB ynpasienus na(opManOHHBIMA TOTOKAMH.

3aBucumoctu: FDP_IFF.1 I1pocTbie aTpudyThl 6€30macHOCTH

6.6 ®ynkuuu ynpasienusa nagopmannonasivia notokavu (FDP_IFF)

XapakTeprcTHKa CeMeiicTBa

CemeiictBo FDP_IFF onuchkiBaeT npaBuiia Jisi KOHKPETHBIX (DYHKIIMI, KOTOpbIe MOTYT peajin30BaTh

[N®Db ympasneHns nHGOPMaIMOHHBIMHA ITOTOKamMu, nMeHoBaHHBIe B FDP_IFC, rme Takke ompeneneHa 06-
JIACTh IEUCTBUS COOTBETCTBYIOMIEH MOMUTUKH. CeMeCTBO COAEePKUT IBa TUTIA TPEOOBAHMIA: OMWH CBSI3aH C
OOBIYHBIMI MH(POPMAITMOHHBIMU TIOTOKAMH, a BTOPOI — ¢ Hepa3pellleHHBIMI MH(GOPMAIIMOHHBIMH TTOTOKAMM
(CKpBITBIMU KaHaJIaM#). DTO pase/icHe BO3HUKAET, TTOTOMY UTO TIpobieMa Hepa3pellleHHBIX HHDOPMAaITnOH-
HBIX TTOTOKOB B HEKOTOPOM CMBICJIE TIPOTUBOPEUYUT OCTATEHBIM actiekTaM [1Pb yrpasienns nHGopMalImoH-
HBIMU TIoToKamu. [1o CyIiecTBy, CKpBITBIE KaHAJIBI JAI0T BO3MOXHOCTE 00XoauTh [1MPB ympaBneHns nHbpop-
MAaIlMOHHBIMU TTOTOKaMH B HapyIlleHWe TTOIMTUKN. TakuM 00pa3oM, BOZHIKAET TOTPEOHOCTD B CITEIIMATLHBIX
(GyHKUMAX, KOTOPBIE TMO0 OTPaHUYMBAIOT, MO0 MPEAOTBPAIIAIOT X BOSHNKHOBEHME.
PamxmpoBaHye KOMITOHEHTOB

1 2
FDP_IFF ®yHKuun ynpasneHus nHdpop- r 3 4 5
MaLUWOHHBIMW NOTOKaMU L

FDP_IFF.1 «ITpocTbie aTpuOyThl 0€30MTaCHOCTU» COAEPXKUT TpeOOBaHME HAJIMYUSI aTpUOYTOB Oe3ormac-
HOCTU MH(OPMAaLIMU U CYObEKTOB, KOTOPbIE€ BHICTYIAIOT KaK MHULIMATOPBI OTITPABIEHMS WU KaK MojyyaTenn
aToil uH(bopMalMu. B HeM Takke onpeaessioTcs MpaBuia, KOTOpble HEOOXOAUMO PeaTn30BaTh ¢ UCIOJIb30Ba-
HUeM (QYHKIIMU, U ONKUCAHO, KaK (DYHKIIMS MoJydyaeT aTpuOyThl 0€30MaCHOCTH.

FDP_IFF.2 «Mepapxuueckue aTpuOyThl O€30MaCHOCTU» PaCIlIMPET TPeOOBAHUSI MTPENbIAYILIETO KOMITO-
HeHTa, Tpebys1, YToOHl Bce [1MDB ympapnenns mHbopMallMoHHBIMI TToToKaMu B 15O mcnonb3oBanu nepap-
XUYECKUE aTpUOyThl OE30MTACHOCTU, KOTOPbIE 00pa3yIOT HEKOTOPYIO CTPYKTYPY.

FDP_IFF.3 «OrpaHnyeHue Hepa3pelleHHbIX MTH(POPMAaIIMOHHBIX TOTOKOB» CONEPXKUT TpeOOBaHUE, UTO-
661 [IDB pacrpocTpaHstack Ha HepaspellleHHbIe MHOOPMAIIMOHHbIe TIOTOKKM, HO He 00s13aTeIbHO YCTpaHsI-
Jla ux.
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FDP_IFF.4 «HactuuyHoe ycTpaHeHWe Hepa3pellieHHbIX MUH(POPMalIMOHHBIX TOTOKOB» COAEPKUT TpeOoBa-

Hue, uToObl [TMB obecneunsia yctpaHeHNe HEKOTOPKIX, HO He 00s13aTeIbHO BCeX Hepa3pellieHHbIX MHPOopMa-
LIMOHHBIX TIOTOKOB.

FDP_IFF.5 «ITonHoe ycTpaHeHMe Hepa3pellleHHbIX UH(MOPMAaIlMOHHBIX TOTOKOB» COIEPKUT TpeboBa-

HHC, yto0bI [TDB obecneunna YCTpaHCHUE BCEX HEPA3ZPCIICHHDBIX I/IH(I)OpMaHI/IOHHI)IX IIOTOKOB.

FDP_IFF.6 «MoHUTOPUHT Hepa3pelleHHbIX MH(OPMAIIMOHHBIX TIOTOKOB» COIEPXKUT TpeOOBaHME, UTO-

6n1 [1DB oTcnexusana HEPa3pCIICHHLIC PIH(bOpMaHI/IOHHI)IC ITIOTOKH, MaKCMaJIbHasA NTHTCHCUBHOCTb KOTOPbIX
IIPEBLIIACT 3aJaHHOC ITOPOroBOC 3HAYCHUC.

Vnpasnenue: FDP_IFF.1, FDP_IFF.2

Hnsa dyHkuuit ynpasneHust us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YnpasieHue aTpubyTamMu, UCTIOJb3YEMBIMU JIJISI SIBHOTO pa3pelleHus U 3anpelleHus] JOCTyTa.
Vnpasnenue: FDP_IFF.3, FDP_IFF.4, FDP_IFF.5

JeicTBrs 10 yrpaBAeHUIO AJISI STUX KOMIIOHEHTOB HE MPeAyCMOTPEHBI.

Ynpasnenne: FDP_IFF.6

Hnsa dynkumit ynpapieHus u3 kiaacca FMT MoryT paccMaTpuBaThCs CleAyIOLINe 1eHCTBUSI.

a) BxitoueHue win oTKIItoueHue (yHKIIMY MOHUTOPUHTA.

0) Monudukanuss MaKCUMalbHOM MHTEHCUBHOCTH, KOTOpasi OTCJIEXXUBAETCS P MOHUTOPUHTE.
Aynut: FDP_IFF.1, FDP_IFF.2, FDP_IFF.5

Ecmu B I13/3b Brimoueno cemeiictBo FAU GEN «['eHepatiist maHHBIX aynnTa 0e301TacHOCTH», TO

clieayeT mpeaycMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIA/COOBITHI/TIApaMETPOB.

a) MUHNMAaTBHBIN: pa3pellleHnsT Ha 3aIpalinBaeMble MHMOPMAIIMOHHBIEC TTOTOKM.

0) bazoBblii: Bce pelieHus Mo 3anpocam Ha MH(POpPMallMOHHbIE TOTOKM.

B) JleTanmm3npoBaHHBIN: CITeIMAIEHBIC aTPUOYTHI 0€30TaCHOCTH, MCITOJIb3yeMbIe TIPH IMIPUHSTAN pellle-
HUI TI0 OCYIIIECTBICHIIO MH(POPMAITMOHHBIX TTOTOKOB.

1) Jertanm3npoBaHHBIN: HEKOTOPBIE CeIMpUIecKre TTOIMHOXECTBA MH(pOpMAIINK, Tiepeaada KOTOpoit
00ycIToBJIeHA TISISIMU TTOIUTUKY (HAIIpUMeEp, ayINT MaTepHAaIOB, I KOTOPHIX TPU(d CEKPeTHOCTH
OBLT TTOHIKEH).

Aymut: FDP_IFF.3, FDP_IFF.4, FDP_IFF.6

Ecmm B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepaiinst gaHHBIX ayanTa 0€30MaCHOCTH», TO

cleayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIi/COOBITHIA/TIapaMETPOB.
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a) MUHNMAaTBHBIN: pa3pellleHnsT Ha 3alpalinBaeMble HHMOPMAIIMOHHBIE TTOTOKM.

0) bazoBblii: Bce peleHus Mo 3anpocam Ha MH(POPMallMOHHbIE TOTOKM.

B) ba3oBwrit: ncob30BaHNE BHISIBIIEHHBIX CKPBITBIX KAHAJIOB.

r) JleTam3npoBaHHEIN: CrieM(pIIecKe aTpUOYTHl 6€30ITaCHOCTH, UCTIONIb3yeMble TIPU TIPUHSITUH pe-
IIEHWIA TT0 OCYIIECTBICHINIO MH(MOPMAIIMOHHBIX TTOTOKOB.

1) JdeTamm3npoBaHHBIN: HEKOTOPBIE CTIeIM(pUIecKre TOOIMHOXeCTBa WHMOPMAIINH, TTeperada KOTOpOid
00ycIToBJIeHA TISISIMU TTOIUTUKY (HATIPUMEp, ayauT MaTepyajioB, IJIST KOTOPBIX TPUE CEeKPeTHOCTH
OBLT TTIOHIZKEH).

e) JleTam3npoBaHHEII: MCTTOb30BaHNE WACHTU(MUITMPOBAHHBIX CKPBITHIX KAHAIOB, TSI KOTOPBIX OIIEHKA
MaKCUMAaJIbHOM MHTEHCUBHOCTH TPEBHIIIIAET 3a0aHHOE ITOPOTOBOE 3HAUCHIE.

FDP_IFF.1 IlpocTsie aTpulyThl 6€30MaACHOCTH

Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.

FDP_IFF.1.1 ®BO no/knbI ocymecTBIATh [HasHauenne: IIDF ynpasaenus ungpopmayuonnvimu no-
mokamu], OCHOBAHHYI0 HA CJIEAYIONIMX THIAX ATPHOYTOB 0€30MACHOCTH CYOHEKTOB H
uHopmManuu: [Ha3HAYEHHE: MUHUMAIBHOE YUCAO0 U MUN ampudymoe 6ezonacnocmu].

FDP_IFF.1.2 ®BO poKkubl pa3pematsh HHGOPMAIMOHHDIA OTOK MEXKIY yIPaBIsIeMbIMH CyObeKTOM 1
uHdopMamueit MOCPeICTBOM YIPABJISAEMOIl OIEPAIANA, €CJIM BHIIOJHSIOTCS CJIETYIOMIIe mpa-
BUJIA: [HA3HAYEHME: OCHOBAHHbIE HA ampubymax 6e30nacHOCmMu OMHOUIEHUS, KOMOpble
Heobxo0umo noddepxcusamsv mexcoy ampudymamu 6ezonacHocmu cyo6eexmos u ungop-
Mmauuu (045 Kaxcooii onepayuu)].

FDP_IFF.1.3 ®BO 10KubI peaan3oBaTh [Ha3HauYeHne: donoanumeavhote npasuia IIDH ynpasaenus
unpopmauuonnviMu nomoxamu].

FDP_IFF.1.4 ®BO n0/oKHBI NPeAOCTABATD cjenyomee [HA3HAYEHHE: CRUCOK OONOAHUMEALHBIX 603-
moxcnocmeii IIDH].
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FDP_IFF.1.5 ®BO n0mKHBI IBHO pa3pemaTth HH()OPMANHOHHDI MOTOK, OCHOBBIBAACH HA CJIETYIONHX
npaswiax: [Ha3HAYEHWeE: OCHOGaHHbIe HA ampubymax 6e3onacHocmu npaeuid, Konopole
SAGHO pa3pemarom uHQOpMayuoHHble NOMoKu).
FDP_IFF.1.6 ®BO a0o/KHBI IBHO 3anpemiaTh MH(OPMAIMOHHDII OTOK, OCHOBBLIBASICH HA CJIETYIONIMX
npasuiax: [Ha3HAuYeHHWe: ocHoeanHble Ha ampubymax Oe3onacHocmu npasuid, Komopvie
SAGHO 3anpewjarom uH@GoOpMayuoHnble NOMoxu).

3aBucumoctu: FDP_IFC.1 Orpannyennoe ynpasienne WHGOPMAIMOHHBIMEA MOTOKAMH
FMT_MSA.3 Vinnnuaim3anis CTATAYEeCKHX aTpHOyTOB

FDP_IFF.2 Uepapxudeckne aTpuOyThl 0€30MaACHOCTH

Hepapxuueckuii nisi: FDP_IFF. 1

FDP_IFF.2.1 ®BO noKkHbBI OCYIIeCTBIATh [HazHaueHue: [IPEH ynpaerenus uHpOpmMayoHHbIMU ROMO-
Kamu], OCHOBAaHHYIO Ha CJIEYIOIINX TUTIaX aTpUOyTOB 0€30TIaCHOCTU CyOBEKTOB M MH-
(opmariuy: [Ha3HAYECHUE: MUHUMAAbHOE HUCAO U MUN ampudymos 6e30nacHocmiu).

FDP_IFF.2.2 ®bO nomKxHBI pa3pemars HHPOPMALMOHHBIN TTOTOK MEXIY YIIPaBISIEMbIMU CYOBEKTOM
1 mHMOpMaIeil ToCpeCTBOM YIIPABJISIEMOI OTIepallii, €CJIM BBITTOIHSIOTCS CIIeMYIo-
1I[Me TIPaBUJIa, OCHOBAHHBIE HA YNOPS0YEHHBIX CBS3AX MEXKIY ATpuOyTamm 0€30macHoC-
TH: [Ha3HAYCHUE: OCHOBAHHblE HA ampudymax 6e30nacHoCmy OMHOWEHUs, KOMOopble Heo0-
X00uMo noddepicuseams mexcoy ampudbymamu 6e3onacHocmu cy6seKkmos u uHgopmayuu
(0a5 Kadxcool onepauuu)).

FDP_IFF.2.3 ®BO nokHb pealn3oBaTh [HazHaueHUe: donoanumenvhbie npasuia IIPE ynpasnenus
UHOPMAUUOHHBIMU NOMOKAMU].

FDP_IFF.2.4 ®B5O nomxHBI TPEAOCTAaBUTh CIIEAYIONIee |[HasHAUCHUE: CHUCOK OONOAHUMENbHBIX 803-
moxucrocmeti I1DF).

FDP_IFF.2.5 ®BO nomKkHE! IBHO pa3pelaTs MH(POPMALIMOHHBIN MTOTOK, OCHOBHIBASICh Ha CIICAYIOIINX
MpaBWiax: [HAa3HAYECHUE: OCHOGAHHble Ha ampudymax 06e30nacHocmu npasuid, Komopowie
SA6HO pPA3PewIaom uHpopmayuoHHsle NOMOKU).

FDP_IFF.2.6 ®BO nomKkHBI SBHO 3aIIpeliaTh MHGOPMAIIMOHHEIN TTOTOK, OCHOBEIBASICh HA CIICAYIOIINX
MpaBWiax: [HAa3HAYECHUE: OCHOGAHHble Ha ampudymax 06e30nacHocmu npasuid, Komopovie
S6HO 3anpeuiarom UHOOPMAUUOHHbIE NOMOKU].

FDP_IFF.2.7 ®BO 10/KABI peaau30BaTh CJieyI0NIie OTHOMEHUS ISl JIIOOBIX ABYX JOMYCTHMbIX ATPH-
OyToB 0€30macHOCTH ynpapJieHHs HHGOPMANMOHHBIMA OTOKAMHM:

a) cymecTByeT (DYHKIHS YIIOPSAAOUEHHS, KOTOPAs ONMPeENEIsieT JUisl ABYX JTONYCTUMBIX aTpuOyTOB 0€30-
NACHOCTH, SIBJISIIOTCS JIM OHA PABHBIMM WM 7K€ OJIMH W3 HUX 0OJIbIIE IPYTOro, WK JKe OHM HEeCPABHH-
MbI;

0) CymecTByeT «<HANMEHbIIAsl BEPXHSSA TPAHb» B COBOKYIHOCTH aTPNOYTOB 0€30MACHOCTH TAKas, YTO JUISl
JIIOOBIX JIBYX IONMYCTAMBIX aTPHOYTOB 0€30MACHOCTH HAMIETCS TAKOM IOMYCTHMBII aTpudyT Oe3omac-
HOCTH, KOTOPbIil 00JIbIIe WM PABEH JBYM JOIMYCTHMBIM aTPUOyTaM 0€30NMAaCHOCTH;

B) CYMIECTBYET «HAMOOJIBIIASI HIZKHSAS IPAaHb» B COBOKYITHOCTH aTPHOYTOB 0€30MACHOCTH TaKas, YTO JIIsi
JIIOOBIX JIBYX IONMYCTAMBIX aTPHOYTOB 0€30MACHOCTH HAMIETCS TAKOM IOMYCTHMBII aTpudyT Oe3omac-
HOCTH, KOTOPbIil He OOJIbIIE IBYX JOMYCTHMbIX ATPHOYTOB 0€30MaCHOCTH.

3aBucumoctu: FDP_IFC.1 OrpaHnnyeHHoe yripaBieHre UH(POPMaIlMOHHBIMU TTOTOKaMM
FMT MSA.3 Manimanu3amnyst CTaTUIeCKIX aTprOyTOB

FDP_IFF.3 Orpannyenue Hepa3penieHHbIX HHGOPMAIMOHHBIX OTOKOB

Uepapxuaeckuit mist: HeT momumHEHHBIX KOMITOHEHTOB.

FDP_IFF.3.1 ®BO noKnbl ocymecTBasATh [HasHauenne: IIDh ynpasaenus unopmayuonnvimu no-
moxamu], 9T00bI OTPAHNYUTH MHTEHCUBHOCTD [HAZHAYEHHE: MUNnb: Hepa3peuleHHblx UH-
hopmanuonnvix nomorog] 1o [Ha3HAYEHHE: MAKCUMAABHASA UHIMEHCUBHOCD].

3aBucumoctu: AVA_CCA.1 AHanmn3 CKPBITBIX KAHAJIOB
FDP_IFC.1 Orpannyennoe ynpasjienue HH()OPMAIMOHHBIMA HOTOKAMHA

FDP_IFF.4 YacTuuHoe ycTpaHeHHe Hepa3pelleHHbIX HH()OPMAIMOHHBIX TOTOKOB

Uepapxuueckuit nisi: FDP_IFF.3

FDP_IFF.4.1 ®bO nocKHBI OCYIIECTBIATh [HazHaueHue: [1Db ynpaerenus uH@pOpmayuoHHbIMU HO-
mokamu], 9IT00BI OTPAHUINTH MHTEHCUBHOCTD [Ha3HAUCHWE: MUNbl HEPA3PeUeHHbIX UH-
@PopmayUoHHbIX NOMOK08| 10 [Ha3HAYEHUE: MAKCUMAAbHAS UHMEHCUBHOCHD).

FDP_IFF.4.2 ®BO noKHbI NpeAOTBPAMATH [HA3HAYEHHE: MUNLL HEPA3PECULCHHBIX UHDOPMAUUOHHBIX

nomoxos].
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3aBucumoctu: AVA CCA.1 AHanu3 CKpBITHIX KaHAJIOB
FDP_IEC.1 OrpanuueHHoe yrnpaBjieH1ue MHGOPMAlMOHHBIMU TTOTOKAMU

FDP_IFF.5 OtcyTcTBUE HEpa3pelIeHHbIX HH()OPMAIMOHHBIX IOTOKOB

Hepapxmueckuii just: FDP_IFF .4

FDP_IFF.5.1 ®BO n0/KHBI 00€CTIeYHTh, YTOOBI HE CYNIECTBOBAJIO HHKAKHX Hepa3pemeHnbix nagopma-
IHOHHBIX MOTOKOB, CIIOCOOHBIX HAPYIHTD [HasHauenne: ums IIDB ynpaeaenus unghop-
MayuoHHbIMU nomoxamu|].

3aBucumocTtu: AVA_CCA.3 VcuepnbiBaonmii aHAJIN3 CKPBITIX KAHAJIOB
FDP_IFC.1 OrpanuueHHoe yrpapjieHue MH(GOpMalMOHHBIMU TTOTOKAMU

FDP_IFF.6 MonuTopuHr Hepa3peneHHbX HH()OPMANMOHHBIX TOTOKOB

Hepapxuaeckuii mst: Het moqunHEHHBIX KOMITOHEHTOB.

FDP_IFF.6.1 ®BO no/knbI ocymecTBIATh [HasHauenne: IIDF ynpasaenus ungopmayuonnvimu no-
moxamu), 9To0BI OTCJIENTh [HA3HAYECHUE: MUNbL HEPA3PEUICHHBIX UHDOPMAUUOHHBIX NO-
mokog], KOraa OHH NMPeBLINAIOT [HA3HAYEHUE: MAKCUMAALHASA UHMEHCUBHOCTD].

3aBucumMocTtu: AVA_CCA.1 AHaiu3 CKPBITBIX KAHAJIOB
FDP_IFC.1 Orpannyennoe ynpasjienue HH()pOPMANMOHHBIMA NOTOKAMHA

6.7 NmnopTt nannbix n3-3a npeneios aeiicteusa B0 (FDP_ITC)

XapakTepHuCcTuKa ceMelicTBa

CewmeiictBo FDP_ITC onpeaenser MmexaHU3MBbI IS Tepedadyd AJaHHBIX mojb3oBaTeass B OO Takum

00pa3oM, YTOOKI 3TH JaHHBIE UMEIN TpeOyeMble aTpHOyThl 0€30IIaCHOCTH M 3alluTy. B ceMelicTBe TakkKe
paccMaTpUBaIOTCS OrPaHMYEHUSI HA UMIIOPT U OIIpeielIeHre TpeOyeMbIX aTpuOyTOB 0€30IIaCHOCTH, a TAaKKe
MHTEPIIpeTas aTpuOyTOB O€30MaCHOCTH, aCCOIMMPOBAHHBIX C JAHHBIMU IOJIb30BaTEI.

PElH}KI/IDOBaHI/IC KOMIIOHCHTOB

FDP_ITC UMnopT AaHHEBIX U3-3a npeaenos
nencteusg PEO

DTO ceMeiicTBO COACPXKUT IBA KOMITOHCHTA, CBA3AaHHLIC C COXPAHCHUEM anI/I6YTOB 0€30ITaCHOCTH UM-

IIOPTUPYEMBIX TAHHDBIX ITOJIB30BATCIIA JJIA IMTOJIUTUK YIIPABJICHUA JOCTYIIOM U I/IH(l)OpMaHI/IOHHI)IMI/I IIOTOKaMMu.

Komnonent FDP_ITC.1 «MMnopt naHHBIX Nob30BaTesl 0e3 aTpubyTOB 6€30MacCHOCTU» COAEPKUT

Tpe6OBaHI/IH , YTOOBI anI/I6YTI)I 0e30ImacHOCTH IIPpaBUJIbHO MPEACTABJIAIN JAHHBIC ITOJIb30BATCJIA U ITOCTAaBJIA-
JINCh HE3aBUCUMO OT OOBEKTA.

Komnonent FDP_ITC.2 «MAMmopT naHHBIX MOJb30BaTe/sl ¢ aTpubyTaMu 0e301acHOCTH» COAEPKUT

TpC6OBaHI/IH, YTOOBI anI/I6YTI)I 0e30macHOCTH IPaBUJIbHO MPCACTABIAIN JAHHDLIC ITOJb30BAaTC/IA, a TAKXKC
TOYHO M OAJHO3HAYHO aCCOLMMNPOBATIMCH C JAHHBIMM IT0JIb30BATECIA, UMIIOPTUPYEMbBIMU N3-34a ITPCIACIIOB Oﬂq)

Vnpasnenue: FDP_ITC.1, FDP_ITC.2

Hnsa dyHkuuit ynpasneHust us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) Moauduxaiys 1OMOJTHUTEIbHBIX TPaBUJT YIIPaBI€HUSI, UCTIOJb3YEMbIX JJISI UMIIOPTA.

Aynut: FDP_ITC.1, FDP_ITC.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepanist gaHHBIX ayanTa 0€30MacCHOCTH», TO

clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOIIUX Aeki-
CTBUIi/COOBITHIA/TIapaMETPOB.
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a) MuHMMaJIbHBIN: YCHEIIHbI UMITOPT AAHHBIX MOJIb30BaTE s, BKJIIOYAsI J00bIe aTprOyThl 6€30MacHO-
CTHU.

0) baszoBblii: Bce MOMBbITKM UMIIOPTUPOBATh AaHHBIE MTOJb30BaTENs, BKJItoUasi JtoOble aTpubyThl 0€30-
MACHOCTH.

B) JleTann3upoBaHHbIN: crielrpUKalus aTpudyToB OE30MaCHOCTU JUISI UMITOPTUPYEMBIX JAHHBIX MOJIb30-
BaTeJIsl, BHIMOJHEHHAs YIIOJTHOMOYEHHBIM MOJIb30BATESIEM.
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FDP_ITC.1 UMnopT JaHHBIX OJIb30BaTENA 0€3 aTpHOYTOB 0€30NMACHOCTH

Hepapxmaeckuii m1s1: HeT mogUMHEHHBIX KOMITOHEHTOB.

FDP_ITC.1.1 ®BO nokubl ocymecTBaarh [Ha3nadenne: IIDK ynpasaenus docmynom u/uiu IIDOb
ynpaeaenus unphopmayuoHHbIMU NOMOKAMI] IPA AMIIOPTE TAHHBIX MOJIb30BATEJISA, KOHT-
pompyemom IIPB, n3-3a npenenos OD.

FDP_ITC.1.2 ®BO n0/KHbI HTHOPHPOBATH JIIO0bIE ATPUOYTHI 0€30MACHOCTH, ACCOIMAPOBAHHBIE C IAH-
HBIMM T0JTb30BaTEIS, IPH UMIOPTE W3-3a npeneios O D.

FDP_ITC.1.3 ®BO 10/KHbI peain3oBaTh CJIeAYIONHME MPABAJIA NPH HMIIOPTE JAHHBIX MOJb30BATENS,
KoHTpospyeMoM I1PB, n3-3a npenenos O D: [HazHaueHHE: donoanumenvHbLe npasula
ynpaeaenus umnopmom).

3aBucumoctu: [FDP_ACC.1 OrpanndyenHoe ynpasjienue J0CTYNOM WK
FDP_IFC.1 Orpannyennoe ynpapjiende HH()OPMAIMOHHBIMA NOTOKAMH |
FMT_MSA.3 Nauimanm3ands CTATHIECKAX ATPHOyTOB

FDP_ITC.2 NMnopT AaHHBIX N0Jb30BATES C ATPUOyTAMHA 0€30MACHOCTH

Hepapxmaeckuii m1s1: HeT moAUMHEHHBIX KOMITOHEHTOB.

FDP_ITC.2.1 ®BO nomkubl ocymecTBaarsh [Ha3nadenne: IIDE ynpascaenus docmynom u/uu IIDOb
Yynpaeienus unphopmMayuoHHbIMU NOMOKAMI] IPA AMIIOPTE TAHHBIX MOJIb30BATEJISA, KOHT-
po;mpyemom IIPB, n3-3a npenenos O D.

FDP_ITC.2.2 ®BO 10KHbI HCHOJIb30BATh ATPHOYTHI 0€30MACHOCTH, ACCOIMHAPOBAHHBIE ¢ IMIIOPTHpYE-
MBIMH JTAHHBIMH TIOJIb30BATEA.

FDP_ITC.2.3 ®BO g0KHBI 00€CTIEYATH, YTOOBI HCIOJIb3YEMbIii IIPOTOKOJI MPEeIyCMATPHBAI OJHO3HAY-
HYIO ACCONUANMIO MEKITY ATPHOYTAMH 0€30MACHOCTH H MOJTyYeHHBIMH TAHHBIMH MOJIb30Ba -
TS,

FDP_ITC.2.4 ®BO noKabl 00eCneYnTh, YTOOBI MHTEPNPETANAS ATPHOYTOB 0€30MaCHOCTH MMIIOPTH-
PYEMBIX TAHHBIX MOJIb30BATEJIA ObLIA TAKOH, KAK MPEXYCMOTPEHO HCTOYHUKOM JAHHBIX
TO0JTb30BATEJIS.

FDP_ITC.2.5 ®BO 10/KHbI peajn3oBaTh CJIeAYIOIHE MPABAJIA NPH UMIOPTE JAHHBIX MOJb30BATEIS,
KoHTposmpyemom I1PB, n3-3a npenenos O1D: [HazHauenne: donosnumeavrsie npasula
ynpaeaenus umnopmom).

3aBucumoctu: [FDP_ACC.1 Orpannyennoe ynpasjienue J0CTYNOM WK
FDP_IFC.1 Orpannyennoe ynpapjende HH()OPMAIMOHHBIMA NOTOKAMH |
FTP_ITC.1 JdoBepennnlii Kanaa nepegaun mexxay ®PbO mm
FTP_TRP.1 [doBepennblii MapmipyT]

FPT_TDC.1 Ba3osas coraacosannocTh 1aHHBIX PBO mMexay PBO

6.8 Ilepenaua B mpegenax OO (FDP_ITT)

XapakTeprcTHKa ceMeiicTBa

CewmeiictBo FDP_ITT comepxut TpeOOBaHUS, CBSI3aHHBIE C 3alIMTONM JAHHBIX MOJIb30BAaTEISI IIPU X

nepenaye Mexay pasindHbiMu yacTssMu OO 10 BHYTPEHHEMY KaHaly. DTUM OHO OTJIMYaeTCsl OT CEMENCTB
FDP_UCT u FDP_UIT, koTopble 00eCneuynBaroT 3alUTy JAHHBIX MOJb30BATENS MIPU UX Mepeaade MexXay
pazmuuaeiMu @BO 110 BHelTHeMy KaHairy, a Takke oT ceMeiictB FDP_ETC n FDP_ITC, xoTopble CBSI3aHBI
C Tiepemauelt MTaHHBIX 3a TIpeelTbl Uiu 13-3a TipenenoB neiicteus OBO.

PaH}KJ/IpOBaHI/IC KOMITOHCHTOB

FDP_ITT MNepepnaya B npeaenax OO

FDP_ITT.1 «ba3oBas 3aiiura BHyTpeHHEN Mepegaun» COAepKUT TpeOoBaHKe, YTOObI JaHHbBIE MOJb30-

BaTeJIsT ObLIN SalIMIICHDBI ITPpU MEpe€aadye MEXKAy 4aCTAMU 00.

FDP_ITT.2 «PazneneHue nepenauu rno arpudyram» COAEPKUT B IOMOJHEHUE K IEPBOMY KOMITOHEHTY

TpeboBaHMe pa3neIeHUs JaHHBIX, OCHOBAHHOTO Ha 3HaUYeHMIX pucyimx [1®b atpubdyros.

3-2%
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FDP_ITT.3 «MOHUTOPWHT LIEJIOCTHOCTH» CONEPXKUT TpeboBaHMe, uToOb ®Bb KOHTpoMMpoBanra TaHHbIE
TTOJTb30BaTeIIS, TiepeaaBaeMble Mexay JactamMu OO, Ha Hamnmdre MACHTU(PUIIMPOBAHHBIX OIMOOK IIeJI0CT-
HOCTHU.

FDP_ITT.4 «MOHUTOPUHT 1LIEJIOCTHOCTU 110 aTpuOyTamM» pacllupsieT TpeTUit KOMIIOHEHT, pa3pelias
JIOTIOJTHUTENTBHYIO (DOPMY MOHUTOPHHTA LIEJIOCTHOCTH C pa3neieHueM, NCTTONb3yomuM rpucyive [1Pb ar-
pUOYTHL.

Vnpasnenue: FDP_ITT.1, FDP_ITT.2

Hnsa dynkuuit ynpasneHust us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) Ecim ®BO mpenocTaBisioT HECKOIBKO METOIOB 3aIIUTHI JaHHBIX TI0JTb30BaTEIISI BO BpeMs TIeperaun

Mexny dusmuecku pasaeaeHHbIMU yacTamu OO, To ®BO MoryT npeaycMoTpeTh MpeaoIpeacsieH-
HYIO POJIb C BHIOOPOM METO/a, KOTOPbI OyJIeT UCIOIb30BaH.

Vnpasnenue: FDP_ITT.3, FDP_ITT.4

Hnsa dyHkuuit ynpasnenust us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) Bo3MOXXHOCTD HACTpOMKYM CHIeI(pUKAIINN EUCTBHIA, TIPEIITPHHIMAEMBIX TIOCIIE OOHAPYKEHUS OITMOKI

LIEJIOCTHOCTH.

Aymut: FDP_ITT.1, FDP_ITT.2

Ecmu B 113/3b BrimoueHo cemeiictBo FAU_GEN «I'eHepanst gaHHBIX ayanTa 0€30TacHOCTH», TO
cJIemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Oeii-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MUHMMAJTBHBIN: YCITEITHBIE Tepedadn MTaHHBIX ITOTh30BaTeNs ¢ MASHTU(MUKALIME! NCIIONIh3yeMOTO

MeTO/1a 3allMTHI.
6) ba3oBwIit: Bce MOMBITKY TIepeaaTh JAHHBIE TIOJIB30BATENST ¢ MISHTHU(WKAIINEH UCITOTh3yeMOTO METO-
JIa 3aIUATHI U JTFOOBIX TTPOU3OIISAIINX OLIIHOOK.

Aymut: FDP_ITT.3, FDP_ITT.4

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30TaCHOCTH», TO
cJIemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Oeii-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MUHMMAJTBHBIN: YCITEITHBIE Mepedadn MTaHHBIX ITOTh30BaTeNs ¢ MACHTU(MUKALIMEH NCIIOIB3yeMOTO

MeTOJ1a 3allUThI LIEJOCTHOCTH.
6) ba3oBwIil: Bce MOMBITKY TIepeaaTh JaHHBIE TIOJIB30BATENST ¢ MISHTU(WKAIINEH UCITOTh3yeMOTO METO-
JIa 3aIUTHI TIEJIOCTHOCTH U JTFOOBIX TIPOU3OIIEAIINX OIITMOOK.

B) Ba3oBEIii: HeCAHKIIMOHNPOBAHHBIE TTOTTBITKI M3MEHUTD METOJ 3AIUTHI 1IeJIOCTHOCTH.

r) JleTanm3anpoBaHHBIN: ASVCTBUS, IPpEeATIPIHIMAaEeMBbIe TTOCIIe OOHAPYKEHUS OIIMOKH 1IeJIOCTHOCTH.

FDP_ITT.1 ba3oBas 3ammuTa BHyTPEHHE nepeaavu

Hepapxuaeckuii mist: HeT moqunmHEHHBIX KOMITOHEHTOB.

FDP_ITT.1 ®BO nomknsl ocymecTsiaTrh [Haznavenne: IIDE ynpaeaenus docmynom u/uau IIDE

YnpaeaeHus uHpOPMAyUOHHBIMU NOMOKaMU], 9TOOBI IPETOTBPATHTD [BLIOOD: packpovimue,
Mmoougpuxauus, Hedocmynnocms] TAHHBIX MOJIL30BATENS NPH UX Nepeaade MeXIy (pusnuec-
KH pa3neennbivi yactamu Q0.
3aBucumoctu: [FDP_ACC.1 OrpanuueHHoe ynpasjieHHe JOCTYIIOM WA
FDP_IFC.1 Orpannyennoe ynpapJjieHde MH()OPMAIMOHHLIMHA NOTOKAMH |
FDP_ITT.2 Pa3nenenne nepeaayd no aTpuoyram
Hepapxmueckuii pst: FDP_ITT. 1
FDP_ITT.2.1 ®BO momKxHBI OCYIIECTBIATh [HaszHaueHue: [IDH ynpasaenus docmynom u/uau [1PB
YAPAGAEHUS UHPOPMAYUOHHBIMU NOMOKAMU], UTOOBI IPEAOTBPATUTh |BBIOOD: packpsimue,
Moduukayus, HedocmynHocmy| JAHHBIX MOJIB30BATENS MIPU UX Mepeaade Mexay (husu-
yecku pazaenaeHHbIMU yacTaMu OO.

FDP_ITT.2.2 ®BO 1no/oKHBI pa3aeisaTh AaHHble, KoHTpojmpyembie [I®B, npn ux mepemade Mexmy
tusuyecku pazaenennbiva yactsaivu OO, OCHOBBIBASCh HA 3HAYEHHAX CJIETYIOIINX ATPH-
OyToB: [Ha3HAYeHME: ampubymot be3onacnocmu, Komopoie mpeoyiom pasoeienus 0an-
HbiX].

3aBucumoctu: [FDP_ACC.1 OrpaHnyeHHoOe yIpaBjieHUe TOCTYIIOM WJIr
FDP_IFC.1 OrpanuueHHoe yrpapjieHue NH(PpOpMallMOHHBIMY TTOTOKaMMU |
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FDP_ITT.3 MoHMTOpPHHT HEJIOCTHOCTH
Hepapxmaeckuii m1s1: HeT mogUMHEHHBIX KOMITOHEHTOB.
FDP_ITT.3.1 ®BO goKubl ocymecTBIATh [HazHauenne: IIDb ynpasaenus docmynom u/uau IIDb
ynpaeaenusi uHQopmayuoHHbILMU nOMoKamu), 9TO0BI KOHTPOJIMPOBATH AAHHbIE NOJIH30BA-
TeJisl, epenaBaemMbie Mexny pusnuecku pazaenennpiva yactavu OO, Ha HaIMuMe cJe-
JYIOIIMX OMMOOK: [Ha3HAYEHHE: omubKu yeaocmuocmu).
FDP_ITT.3.2 Ilpn o0napykeHnu omuOKH nejJocTHOCTH HaHHbBIX DBO M0/KHBI NpeANpUHSTD HA3HAYE-
HHUe: delicmeust npu owubdKe yeaocmuocmul.
3aBucumoctu: [FDP_ACC.1 Orpannyennoe ynpasjienue J0CTYNOM WK
FDP_IFC.1 Orpannyennoe ynpapjende HH()OPMAIMOHHBIMA NOTOKAMH |
FDP_ITT.1 Bba3oBas 3amMTa BHyTPEHHE# nepeaadu
FDP_ITT.4 MOHHATOpPHHT LEJIOCTHOCTH MO aTpHOyTaM
Hepapxuueckuit nis: FDP_ITT.3
FDP_ITT.4.1 ®BO nokHBI OCYIIeCTBIATh |HasHadeHue: [IPh ynpasnenus docmynom u/usu I1DB
YAPaeaeHUs UHDOPMAYUOHHBIMU ROMOKAMU], ITOOBI KOHTPOJIMPOBATH TAHHBIE TTOTH30BA-
TeJs, mepeaaBaeMble MeXIy (U3NUeCKH pa3neneHHbIMU yacTsamu OO, Ha HaM4ue cie-
JYIOLIKMX OIUMOOK: [Ha3HAYCHUE: OuUOKU UeA0CMHOCMU], OCHOBBIBASICh HA CJIEIYIOIUX
arpudyTax: [Ha3HAYeHHNE: ampubymot Oe3onacnocmu, Komopvie mpedyrom pasoeienus
Kanaa06 nepedayu].
FDP_ITT.4.2 [Tocie obHapy:keHUs OIIMOKN IeJI0CTHOCTH JaHHBIX @BO HOKHBI TIpenIpuHITh [Ha-
3HauUeHUe: delicmeus npu ouudke yeaocmuocmu).
3aBucumoctu: [FDP_ACC.1 OrpaHuyeHHOe yrpaBjieHue T10CTYIIOM Un
FDP_IFC.1 OrpanuuyeHHOe yrpaBjieHre UH(POPMAIIMOHHBIMU TTOTOKAMM |
FDP_ITT.2 Pa3nenenne nepeaayn mno aTpaoyram
6.9 3ammra ocrarounoii ungopmanun (FDP_RIP)
XapakTeprcTHKa ceMeiicTBa
Cewmeiicteo FDP_RIP cBsizaHo ¢ HEOOXOAMMOCTBIO 00eCTIeUeHUS ITOCIeAYIONIE HEAOCTYITHOCTH yIa-
JIEHHO! WH(OpPMAIlMK M OTCYTCTBUS BO BHOBB CO3JAHHBIX 00BEKTaX MH(MOPMAILIMHN, KOTOPYIO HE CIIeayeT
OCTaBJISATH JIOCTYITHOM. DTO CEMENCTBO COMEPKUT TPEOOBAHUST 3AIIUTHI MHMDOPMAIIUN, KOTOPAs YKe JTOTMIeCKN
yaaJieHa WM UCKITIOUeHA U3 PACCMOTPEHNsI, HO (DU3NIECKH BCe ellle MOXKeT ITPUCYTCTBOBATH B mpenenax O0.
PamxmpoBaHre KOMITOHEHTOB

FDP_RIP 3awuTa octatouHon nHgopmaumm 1 2

FDP_RIP.1 «OrpannueHHasI 3alIMTa OCTATOYHON MHGOPMAIIUI» CONEePXKUT TpeboBaHme, 9To0s PBO
00eCTIeUnITN HeIOCTYITHOCTD COIEP>KaHMSI BCEl OCTATOUHOM MHMOPMAITNH JTIOOBIX PECYPCOB IJIST OTIPEIeIEHHO-
ro MoAMHOXecTBa 00beKTOB B OJ1® 11pu pactipenesieHuI U OCBOOOXIEHUM pecypcea.

FDP_RIP.2 «[ToxHas 3amnTa ocTaTOYHOM MHGOPMAIIU» CONepXKUT TpeboBanue, utoobsl @BO obecrre-
YUJIN HETOCTYITHOCTD COACPKaHUS BCell OCTaTOUHOM MH(MOPMAIINY JIIOOBIX PECYPCOB IS BCeX OOBEKTOB TIPH
pacrpeneJIeHIH W OCBOOOXKICHUH pecypca.

Vnpasnenue: FDP_RIP.1, FDP_RIP.2

Hnsa ¢gyHkuumii ynpasneHus u3 kiacca FMT MoxeT paccMaTpuBaThes ClleAylolliee AeicTBUE.

a) Bo3MOXXHOCTh HACTPOMKM, KOTJIA BBITIOTHSITH 3aIIUTY OCTATOYHO MH(MOpMaLHH (T. €. TIPX pacIpeie-
JIEHUU nau ocBoOoxaeHnn) B rpenenax OO0.

Aymut: FDP_RIP.1, FDP_RIP.2

Her nneATMOUIIMPOBAHABIX AeCTBUI/COOBITHI/TTApaMeTPOB, UTSI KOTOPBIX CJIEAYET IMPEeayCMOTPETh BO3-
MOXXHOCTD ayIuTa.

FDP_RIP.1 OrpannyeHHas 3alUTa OCTATOYHOH HH(OPMAMH

Hepapxmaeckuii m1s1: HeT mogUMHEHHBIX KOMITOHEHTOB.

FDP_RIP.1.1 ®BO no/oKHbI 00€CIeYdTh HEAOCTYITHOCTD JI000T0 NPeIbIAYIIero HH(OPMAIMMOHHOIO CO-
JiepIKaHus PecypcoB NpH [BBIOOD: pacnpedeaenue pecypca, 0ceoboxcoenue pecypcal nns
clenyIomuX 00beKTOB: [Ha3HAYEHHE: CRUCOK 00beKxmog].

3aBUCHMMOCTHU: OTCYTCTBYIOT.
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FDP_RIP.2 Iloanas 3amuTa ocTaTouYHO naGopManun

Hepapxuueckuit nis: FDP_RIP.1

FDP_RIP.2.1 ®BO go/mKkHBI 00€CIIeYnTh HETOCTYITHOCTh JIFOOOTO MpPeabIIyIIero MHGOPMALMOHHOTO
cojiepKaHMsI PECYPCOB TP [BbIOOD: pacnpedenerue pecypca, 0c8oboxcoeHue pecypcal nias
BCEX 00BHEKTOB.

3aBUCUMOCTH: OTCYTCTBYIOT.

6.10 OTkat (FDP_ROL)

XapakTepHucTuKa ceMelicTBa

Orrepaliyst oTKata BKIIOYaeT B ceOsl OTMEHY TTOCIIeTHEH OTTepalliy WX Psiia oTiepalivii, OrpaHNIeHHBIX

HEKOTOPLIM ITPEACTIOM (Haan/IMep, nepuoaom BpCMCHI/I), 1 BO3BpaT K MNpEAIICCTBYIOIIEMY N3BECTHOMY CO-
crostHuto. OTkaT IPpEaOCTaBIACT BOSMOXHOCTb OTMCHUTD PE3YJIbTATHI OIICpalil NI pdda onepaunﬁ, YTOOKI
COXPAaHUTD LHEJIOCTHOCTDb JAHHBIX ITOJIB30BATCIIA.

PElH}KI/IDOBaHI/IC KOMIIOHCHTOB

FDP_ROL Ortkart 1 2

FDP_ROL.1 «ba3oBblit 0TKaT» CBSI3aH C HEOOXOAMMOCTBIO BEPHYTh 00OpaTHO UJIM OTMEHUTH OTPaAHU-

YEHHOE YUMCJIO OMEPALIMIA B ONPEIEIIEHHBIX Mpeaeiax.

FDP_ROL.2 «PaciuiupeHHbli1 OTKaT» CBSI3aH ¢ HEOOXOAMMOCTbIO BEpHYTh 00paTHO WM OTMEHUTD BCE

ornepanuru B ONPEACIICHHBIX ITPEaAcIax.

Vnpasnenne: FDP_ROL.1, FDP_ROL.2

Jus pyskumii ynpasneHnus u3 kj1acca FMT MoryT paccMaTpuBaThCs CEAYIOIINAE ISHCTBUS.

a) Bo3MOXXHOCTbh HACTPONKHU Mpeesa orpaHUYeHU i, 10 KOTOPOro Bo3MoxeH oTkaT B nipeaenax OO.
0) Pa3penieHue BHIITOTHSTH ONEPALIMIO OTKATA TOJIBKO BIIOJIHE OIIPENEICHHBIM POJISIM.

Aymut: FDP_ROL.1, FDP_ROL.2

Ecmu B I13/3b Brimouerno cemeiictBo FAU GEN «[eHepanms qaHHBIX ayauTa 6e301TacHOCTH», TO

clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MuHuMaNbHBIN: BCE YCIIEIIHbIE ONlepaliuy OTKaTa.
0) ba3oBblii: Bce MOMBITKU BBIMOJHUTD ONepalliu oTKaTa.
B) JleTaIM3MpOBaHHbBIN: BCe TOTBITKM BBITIOJHUTH ONepallii OTKaTa ¢ uaeHTUdUKalLMel TUTIOB orepa-

HHﬁ, OTMCHCHHDBIX ITPU OTKATE.

FDP_ROL.1 Bba3osblii oTKaT

Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.

FDP_ROL.1.1 ®BO nooxuabl ocymecTsiaarb [Hasnadenne: IIDb ynpasaenus docmynom u/uau IIDb
ynpaeaenus UHpOPpMAUUOHHbIMU NOMOKamuU], ITOOBI pa3pemaTh OTKAT [HA3HAYEHHUE: CHUCOK
onepayuii] Ha [Ha3HAYEHME: CNUCOK 00BeKmoe].

FDP_ROL.1.2 ®BO no/oxHbI pa3pemarh OTKAT B mpeneiax |[HAa3HAUYeHHE: o2panuenue GvinoAHeHUs

omkamal.

3aBucumoctu: [FDP_ACC.1 OrpanuueHHoe ynpasjieHHe JOCTYIIOM WA
FDP_IFC.1 Orpannyennoe ynpapJjieHde MH()OPMAIMOHHLIMA NOTOKAMH |

FDP_ROL.2 Pacmmpennslii oTKaT

Hepapxmueckuii miss: FDP_ROL. 1

FDP_ROL.2.1 ®BO nomkHBI OCYyIIeCTBIATh [HasHaueHme: [IDD ynpasaenus docmynom u/usu [1PH
YHpasnenus UHGOPMAyUOHHbIMU NOMOKAMU], YTOOBI pa3peliaTh OTKAT BCEX onepanuii Ha

[HazHaueHwue: cnucok 06sekmos.

FDP_ROL.2.2 ®BO nokHBI pa3peliaTh OTKAT B TIpeAesiaX |HasHAUYCHUE: 0epaHu4eHue GbiNOAHeHUs

omkamal.

3aBucumoctu: [FDP_ACC.1 OrpaHuyeHHoOe yIpaBjieHUe TOCTYIIOM WJIr
FDP_IFC.1 OrpanuueHHoe yrpapjieHue HH(PpOpMallMOHHBIMU TTOTOKaMMU |

6.11 IlenocTHocTh Xxpannmbix nanubix (FDP_SDI)

XapakTepHucTuKa ceMelicTBa

CewmeiictBo FDP_SDI comepxxut TpeOoBaHMS, CBSI3aHHBIE C 3aLMTOM JAHHBIX MOJIL30BaTENIsSI BO BPEMS

nx xpaHeHus B npeaenax OJ®. OmmobKM 1IeIOCTHOCTH MOTYT BO3IEMCTBOBATh Ha JaHHBIE TTOJTh30BaTEIs,
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XpaHMMBbIE KaK B OTIEpaTUBHON ITaMSTH, TaK M Ha 3aIIOMMHAIOIINX YCTPONCTBAX. DTO CEMENCTBO OTINYAETCS OT
cemeiictea FDP_ITT «Ilepemgaua B npeaenax OO», KOTOpoe 3allUIIaeT JaHHBIC IT0JIh30BaTENISI OT OIINO0K
LEJIOCTHOCTH BO BpeMs ux nepemaun B npeneax OO.

PamzxupoBaHrie KOMIIOHEHTOB

FDP_SDI LienoCcTHOCTb XpaHUMbIX SaHHbIX 1 2

FDP_SDI.1 «MOHUTOPUHT LIEJIOCTHOCTH XPaHUMBIX JaHHBIX» CONEPXKUT TpeboBaHMe, YTOOB Pb KOHT-
ponMpoBaia TaHHbBIE TOTH30BATENsI, XpaHUMBIe B Tipeaeax OJd, Ha HaTMure NIEeHTUDUITMPOBAHHBIX OIITU-
OOK 1I€JIOCTHOCTH.

FDP_SDI.2 «MOHUTOPUHT LIEJIOCTHOCTUM XpaHUMBIX TaHHBIX U TIPeANPUHUMAEMbIE JEHCTBUS» TOTION-
HSET MPeabITYIINA KOMITOHEHT ASHCTBUSAMH, TIPEAIIPUHNMAEMBIMU TI0CTIE O0HAPYKEHUSI OIITMOOK.

Vnpasnenue: FDP_SDI.1

HeiicTBYSI IO YIIpaBICHUIO He TIPeIyCMOTPEHEL.

Vnpasnenue: FDP_SDI.2

Hnsa dyHkuumii ynpasneHus: u3 kiacca FMT MoxeT paccMaTpuBaThes ClieAylolliee AeicTBUE.

a) Bo3MOXHOCTb HACTPOUWKU AEHCTBUI, TPEATPUHUMAEMBIX TTOCIIE OOHAPYKEHMS OIMMOKH TIeIOCTHO-

CTH.

Aynut: FDP_SDI.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHTa CICIYIOIINX Oeii-
CTBUIA/COOBITHI/TTapaMETPOB.

a) MUHUMAaTBHBIN: YCITEITHBIE TIOTTBITKY MPOBEPKH IIEJTIOCTHOCTH JAHHBIX TTOJIB30BATENIS C MHINKALIMEH

pe3yJIbTaTOB ITPOBEPKMU.

6) ba3oBbIit: BCce MOMBITKY TTPOBEPKY IHEIOCTHOCTH JAHHBIX TTOJTb30BATENST ¢ MHAWKAIIMEH pe3yIbTaToOB

TPOBEPKU, €CJIM OHA ObLIa BHIMOJHEHA.

B) JleTanu3upoBaHHbIA: TUTT OOHAPYKEHHOI OIIMOKY 11€TIOCTHOCTH.

Aynut: FDP_SDI.2

Ecmm B I13/3b Brimoueno cemeiictBo FAU _GEN «I'enepariis maHHBIX aynuTa 0€30TTacHOCTH», TO
cemyeT TMPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHTa CICIYIOIINX deii-
CTBUIA/COOBITHI/TTapaMeTPOB.

a) MUHUMATBHBIN: YCITEITHBIE TIOMTBITKY TIPOBEPKH IIEJTIOCTHOCTH JAHHBIX TTOJIB30BATEIS C MHINKALIMEH

pe3yJIbTaTOB ITPOBEPKMU.

6) ba3oBbIit: BCce MOMBITKY TTPOBEPKH HEIOCTHOCTH JAHHBIX TTOJT30BATENST ¢ MHAWKAIIMEH pe3yIbTaToOB

MPOBEPKU, €CJIM OHA ObLIa BHIMOJHEHA.

B) JleTanu3upoBaHHbIA: TUTT OOHAPYKEHHOI OIIMOKM 11€TIOCTHOCTH.

1) JleTam3npoBaHHEIN: IeHCTBYS, TIpeaITpUHIMAaeMble TIpU OOHAPYKEHUH OIITNOKH IIeTOCTHOCTH.

FDP_SDI.1 MOHMTOPHUHT EJI0CTHOCTH XPAHUMBIX JAHHBIX

Hepapxmaeckuii m1s: HeT moAYMHEHHBIX KOMITOHEHTOB.

FDP_SDI.1.1 ®BO n0/KaBI KOHTPOJIHMPOBATD JaHHBIE MOJH30BATENA, Xpannumble B npeaenax O D, na
HaJmuue [Ha3HAYEHWeE: owmubKu yeaocmuocmu] sl BCeX 00HEKTOB, OCHOBBIBASICh HA
cJenyOImuX aTpuOyTax: [Ha3HAYEHHE: ampudymot danHbIX NoAb306amenst).

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FDP_SDI.2 MOHMTOPHHT LI€JIOCTHOCTH XPAHUMBIX JAHHLIX U NMpeINPUHAMAEMbIE JeiiCTBUS

Hepapxmueckuit mst: FDI_SDI. 1

FDP_SDI.2.1 ®bO moxHBI KOHTPOJIMPOBATH TaHHBIE TTOJIB30BaTes, XpaHUMBbIe B Tipenenax OJd, Ha
HaM4ue [Ha3HAUYCHUE: owubKuy yeasocmuocmu| 1Sl BceX OOBEKTOB, OCHOBBIBASCh HA
CJIeNyIOLIMX aTpuOyTax: [Ha3HAUeHUE: ampudymot 0QHHbIX NOAb306AMENS).

FDP_SDI.2.2 Ilpn o6Hapykennn ommo0OKd nexoctHocTd 1anasix ®BO nomknsl o0ecneunTs [Ha3HAYE-
HHUe: npeonpunumaemoie deiicmeus).

3aBUCHUMOCTHU: OTCYTCTBYIOT.
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6.12 3amuTa KoH(pUIEHINANBHOCTH JAHHBIX N0Jb30BaTe s npu nepenade mexny @60 (FDP_UCT)

XapakTepHucTuKa ceMelicTBa

CewmeiictBo FDP_UCT omnpenensier TpeboBaHMs 10 00ecredeHU 0 KOHPUIEHIIMATbHOCTU JAaHHBIX TTOJIb30-
BaTeJIs TIPU WX TIepenade o BHelTHeMy KaHaimy Mexxmy OO 1 JoBepeHHBIMU BHEITHUMY o0beKTaMu U T mm
Mexay noab3oBaresiiMu OO U pa3IMyHBIX JOBEPEHHBIX BHEITHIUX 00beKTOB UT.

PamxmpoBaHTe KOMITOHEHTOB

FDP_UCT 3awuTa KoHhuaeHUNansHOCTU AaHHbIX
nonb3oBartens npu nepegadve mexgy P60

Ienb komnonenta FDP_UCT.1 «ba3oBas KoH(GUAEHIIMATbHOCT, OOMeHa JaHHBIMU» COCTOUT B TIPEI0-
CTaBJICHUH 3aINTHI OT PACKPBITHSI JAaHHBIX TTOJIB30BATEISA BO BpEMsI MX ITepeIayn.

Vnpasnenue: FDP_UCT.1

HeiicTBHS 10 YIIpaBICHUIO HE TIPEIyCMOTPEHBEL.

Aynut: FDP_UCT.1

Ecmu B I13/3b Brimouerno cemeiictBo FAU GEN «[eHepanms gaHHBIX ayauTa 6e301TacHOCTH», TO

cJemyeT TIpeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Oeii-
CTBUIi/COOBITHI/TIapaMETPOB.
a) MuHuUMaIbHBIN: UAEHTUMUKATOP JI0O0T0 MOJb30BaTENS U CYyObeKTa, UCTIONb3YIOIIEr0 MeXaHU3-
MBI 0OMeHa JaHHBIMMU.
0) ba3oBblii: AEHTU(HUKATOP HEYTTOJTHOMOYEHHOTO MOJIb30BaTEsl WM CyObeKTa, TpelPUHUMAIOILETO
TTOTTBITKY MCITOTh30BaTh MEXaHU3MbBI OOMeHa JTaHHBIMH.
B) Ba3oBwIif: cchUTKAa Ha UMeHA WITH IPYTYI0 WH(POPMAINIO MHAEKCAIINH, TTOJIE3HYIO MPH NIeHTH(HUKA-
IV TAHHBIX TTOJTb30BaTENIA, KOTOPBIe OBIIN TIepeIaHbl WIIM TIOTydYeHBl. MOXeT BKITIOYaTh B CeOS
aTpUOYTHI 6€30TTACHOCTH, ACCOITMMPOBAaHHbIE C MHGOPMAITUEH.

FDP_UCT.1 Ba3oBas koH(pHIEHIHATHHOCTH 00MEHA TAHHBIMHA

Hepapxuaeckuii mst: HeT moqunHEHHBIX KOMITOHEHTOB.

FDP_UCT.1.1 ®BO noyoxubl ocymecTsiaTb [Haznadenne: IIDb ynpasaenus docmynom u/uau IIDb
Ynpaeaenust UHGOPMayUOHHbIMU nOMoKamu], PETOCTABJISIIONIYI0 BO3MOKHOCTH [BBIOOD:
omnpaeaenue, noay4enue] NaHABIX TOJ30BATENS COCOOOM, 3aNIMIIEHABIM OT HECAHK-
IIHOHUPOBAHHOTO PACKPBITHA.

3asucumoctu: [FTP_ITC.1 [loBepennsiii kKanaa nepenaun mexny @50
wm FTP_TRP.1 Jlosepennniii MapmpyT]

[FDP_ACC.1 OrpanuyenHoe ynpasjieHue A0CTYNOM WM
FDP_IFC.1 Orpannyennoe ynpapJjieHue MH()OPMAIMOHHBIMHA MOTOKAMH |
6.13 3amuTa MEJOCTHOCTH AAHHBIX NOJb30BaTe s npu nepenade mexay P50 (FDP_UIT)
XapakTepHucTuKa ceMelicTBa
Cewmeiicteo FDU_UIT onpenensier TpeGoBaHMsI IT0 00ECIIEUSHUIO 1IEJIOCTHOCTH JAHHBIX TOJIb30BaTEIS
pu mx Tiepenade Mexxny @BbO u npyrum moBepeHHBIM TTpoaykToM M T, a Takske U1t MX BOCCTAHOBIICHMS TIPU
0OHapyXeH!H oIMO0K. Kak MTHUMYyM, 3TO CeMENCTBO KOHTPOIMPYET LIEJIOCTHOCTD JAHHBIX TOJTh30BaTeIs Ha
penMeT MoardpuKanm. Kpome Toro, ceMefcTBO TTOMIepKUBACT Pa3IMYHbBIE CIIOCOOBI MCTIPABICHUSI OOHApY-
SKEHHBIX OIITMOOK IIEJIOCTHOCTH.

PamxmpoBaHTe KOMITOHEHTOB

FDP_UIT 3awmTa uenocTHOCTM AaHHbIX
nones3oBarens npu nepegaye mexay 60

FDP_UIT.1 «IlemocTHOCTh EepeaaBaeMbIX JAHHBIX» CBSI3aH ¢ OOHApY:KeHHEM MOAM(UKAIIUM, yIaie-
HUI1, BCTABOK 1 MIOBTOPEHMS NIepeaaBacMbIX JaHHBIX ITOJIb30BATEI.
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FDP_UIT.2 «BoccraHoBeHUe MepeAaHHbIX JAHHBIX ICTOUHUKOM» CBSI3aH C BOCCTAHOBJIEHUEM MCXO-
HBIX TJaHHBIX TOJIb30BaTeNs, MoJlydeHHBIX P BO, ¢ TTOMOIIBI0 UICTOUHMKA — JOBepeHHOro rpoaykrta UT.

FDP_UIT.3 «BoccraHoBieHMe MepelaHHbIX JaHHBIX MTOJIydaTesieM» CBSI3aH C CaMOCTOSITEIbHBIM BOCCTa-
HOBJIEHWEM MCXOHBIX TaHHBIX TTOJIb30BaTess, monydeHHbIXx @BO, 6e3 kakoii-11mb0 MOMOIIY NCTOYHUKA —
noBepeHHoro npoaykra UT.

Vnpasnenue: FDP_UIT.1, FDP_UIT.2, FDP_UIT.3

JeiicTBYSI MO YIPaBICHUIO HE TPETYCMOTPEHBI.

Aynut: FDP_UIT.1

Ecmm B I13/3b BximoueHo cemeiictBo FAU/GEN «['eHepanst TaHHBIX ayauTa 0€30MacHOCTH», TO

cJelyeT MpeayCMOTPETh BO3MOXHOCTD (B 3aBUCUMOCTHU OT BBIOPAHHOTO YPOBHSI) aylIUTa CAEAYIOIIUX Oei-
CTBUIA/COOBITHI/TTapaMETPOB.
a) MuHUMAaJIbHBIN: UAEHTUDUKATOP JOOOTO MOJb30BATENST WU CyObEKTa, MCTOJIb3YIOIIEro MeXaHu3-
Mbl OOMeHa TaHHBIMU.
0) bazoBblii: naAeHTU(hUKATOP JOOOTO MOJIB30BATENSl WIN CYOBbEKTa, MBITAIOIIEerocsl UCITOIb30BaTh Me-
XaHU3Mbl 0OMEHA JAaHHBIMU MOJIb30BATENSI, HO HE YITOJTHOMOYEHHOTO A€aTh 3TO TAKUM 00pa3oM.
B) ba3oBblil: cChlIKA HA UMEHA WU IPYTYI0O UH(MOPMAILIMIO UHAECKCALIVY, TTOJIE3HYI0 PU UNEHTUDUKA-
LIUM JAHHBIX TI0JIb30BaTesl, KOTOPblE ObUIM MEpeJaHbl WM MOIy4eHbl. MOXeT BKIIIOYaTh aTpUOy-
Thl 6€30MACHOCTH, ACCOLIMMPOBAHHBIE C JAHHBIMU MOJIb30BATESL.
r) ba3oBblil: 1100bIe UACHTUMUUUPOBAHHBIC MOMBITKU OJOKUPOBATh MEPeaady JAHHBIX MTOJIb30BATEIS.
1) JleTanu3aupoBaHHBIN: TUTIBI U/WJIW PE3YJIBTATHI JIFOOBIX OOHAPYKEHHBIX MOAM(UKALIMN MepeaaHHbIX
JAHHBIX MOJb30BATESL.
Aymut: FDP_UIT.2, FDP_UIT.3
Ecmm B I13/3b BximoueHo cemeiictBo FAU/GEN «['eHepannst TaHHBIX ayauTa 0€30MacHOCTH», TO
cJelyeT MpeayCMOTPETh BO3MOXHOCTD (B 3aBUCUMOCTHU OT BBIOPDAHHOTO YPOBHSI) aylIUTa CAEAYIOLIUX Aei-
CTBUI/COOBITHI/TTAapaMETPOB.
a) MuHUMAaJIbHBIN: UAEHTUDUKATOP JHOOOTO MOJb30BATENST WU CyObEKTa, MCTOJIb3YIOIIEro MeXaHu3-
Mbl OOMeHa TaHHBIMU.
0) MUHUMAaJbHbIN: YCTEITHOE BOCCTAHOBJIEHME TTOC/IEe OLIMOO0K, BKIIIOUasi TUTT OOHAPYKEHHON OLLIMOKM.
B) ba3oBblit: naeHTU(hUKATOP J0OOTO0 MOJIb30BATENSI WM CyObEKTa, MbITAIOIIETOCs UCTIONb30BaTh Me-
XaHU3Mbl 0OMEHA JaHHBIMU MOJIb30BATENSI, HO HE YITOJTHOMOYEHHOTO EaTh 3TO TAKUM 00pa3oM.
r) ba3oBblil: cChlIKa HA UMEHA WX APYTYI0 HHGOOPMALIMIO MHAEKCALUU, TIOJIE3HYIO TPU UIEHTUhUKA-
LIUY TaHHBIX OJb30BATENsI, KOTOPbIE ObLUTA MEPENaHbl WIM MOTy4eHbl. MOXET BKIIOYaTh B CEOs
aTpuOyThl 6€30MaCHOCTU, ACCOLMUPOBAHHBIE C JAHHBIMU MOJIb30BATEISL.
1) bazoBblii: M00bIe UAEHTU(DULIMPOBAHHBIE MOMBITKY OJIOKUPOBATH MEpeNavdy JAHHBIX MTOJIb30BATES.
e) JleTanu3aupoBaHHbBIN: TUTIBI U/WJIW PE3YJIBTATHI JIFOOBIX OOHAPYKEHHBIX MOAMGUKALIUN TepeaaHHbIX
JAHHBIX MOJb30BATESL.

FDP_UIT.1 IlenocTHOCTH MepeiaBaeMbIX JaHHBIX

Hepapxuueckuii 1isi: Het mogurMHEHHBIX KOMITOHEHTOB.

FDP_UIT.1.1 ®BO poxkusl ocymecTBiaATh [Hasnauenne: IIDL ynpaeaenus docmynom u/uau IIDb
ynpaeaenus uH@oOpMauUOHHBIMU NOMOKaMU |, IPETOCTABJISAIONLYI0 BO3MOKHOCTH [BBIOOD:
omnpaeaenue, noay4enue] TAHHBIX MOJIb30BATENSA CIIOCOO0M, 3AIMMUINEHHBIM OT CJIEXYIO-
IIMX OMHMOOK: [BBIOODP: Modudpurauus, yoasenue, 6cmagska, noemopenue.

FDP_UIT.1.2 ®BO no/kabl OBITh CHOCOOHBI ONPENETHTh MOCHE MOJyYeHHS JAHHBIX TOJb30BATENS,
TPOHN3ONLIN JIK CJIeAyIoNe OMuOKN: [BBIOODP: Modupuxayus, yoaienue, 6cmaexa, nogmo-
penuel.

3aBucumoctu: [FDP_ACC.1 OrpanndyenHoe ynpasjienue J0CTYNOM WK
FDP_IFC.1 Orpannyennoe ynpapjende HH()OPMAIMOHHBIMA NOTOKAMH |
[FTP_ITC.1 JloBepennsrii Kanaa nepenaun mexay @bO uwm
FTP_TRP.1 [doBepennnlii MapmipyT]

FDP_UIT.2 BoccTanoBjieHne nepeIaHHbIX JAHHbIX HCTOYHUKOM

Hepapxuueckuii 1isi: Het mogunHEHHBIX KOMITOHEHTOB.

FDP_UIT.2.1 ®BO aomkubl ocymecTBaATh [HasHauyenne: IIDL ynpaeaenus docmynom u/uau IIDb
ynpaeaenus uHopmMayuoHHbIMU NOMOKaMu], IPEJOCTABJISIONLYI0 BO3MOXKHOCTh BOCCTA-
HOBJIEHHSI MOCJ/Ie [HA3HAYEHME: CNUCOK NOMEHUUAALHO UCNPABAAeMbIX OwuboK] ¢ mo-
MOIIbI0 HCTOYHMKA — JoBepeHHoro nponykra UT.
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3aBucumoctu: [FDP_ACC.1 OrpanuueHHoe ynpasjieHHe JOCTYIIOM WA
FDP_IFC.1 Orpannyennoe ynpapJjieHue MH()OPMAIMOHHBIMHA NOTOKAMH |
FTD_UIT.1 HeaocTHOCTb NepeaBaeMbIX JAHHBIX
FTP_ITC.1 JJoBepennniii Kanau nepenaun mexay ©@bO

FDP_UIT.3 BoccranoBiieHue nepeJaHHbIX JaHHbIX M0JydaTeemM

Hepapxmueckmii mist: FDP_UIT.2

FDP_UIT.3.1 ®BO gomkHb ocymiecTBisaTh [HazHadeHue: [1DH ynpaenrenus docmynom u/uau I[1PH
YAPAGAeHUs UHMOPMAYUOHHBIMU NOMOKAMY], TIPEAOCTABIISIOLLYIO BO3MOXHOCTh BOCCTa-
HOBJICHUSI TIOCTIe [Ha3HAYCHUE: CAUCOK NOMEHYUANbHO UCnPasseMblx ouubok| 0e3 KaKkoii-
00 MOMOIIM HCTOYHNKA — J0BepeHHoro npoxykra UT.

3aBucumoctu: [FDP_ACC.1 OrpaHuyeHHoOe yIpaBjieHUe TOCTYIIOM WJIn
FDP_IFC.1 OrpanuueHHoe yrpapjieHue HH(POpMallMOHHBIMU TTOTOKaMMU |
FDP_UIT.1 LenocTHOCT NIepenaBacMbIX JAHHBIX
FTP_ITC.1 loBeperHsIl KaHaT niepenayn mexay @bO

7 Knacc FIA. Unentudukanug u ayreHTH(GHKATAS

Cewmeticta kiacca FIA conepxat TpeboBaHMS K (PYHKIIUSIM YCTAHOBJIEHUS M BepU(PUKaALIMU 3asBJIEHHO-

Tro I/IZ[GHTI/I(I)I/IKaTOpa TIOJIB30BAaTECJIA.

)

MaoeHTndukauma n ayteHtudmkauns

— FIA_AFL Otkasbl ayTeHTUdUkauum 1
|| FIA_ATD Onpepenexue atpubyTtos 1
nonb3oBaTens
1
— FIA_SOS Cneundukaumsa cekpetos
2
1 2
3
4
— FIA_UAU AyteHTudumkauus nono3osatenst  |—
5
6
7
— FIA_UID NgeHTudmkauus nons3osarens 1 2
— FIA_USB CssA3blBaHUe Monb3oBaTeNb-CyObeKT 1
Pucynok 7.1 — Jexkommnosunus kinacca «MneHtTudukaumss u ayreHTuUKays»
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HNnentudukanys u ayreHTUhUKALM TPeOYIOTCS TSl 0OECTIeYeHUS aCCOLIMallMM T0JIb30oBaTeNel C COOT-
BETCTBYIOIINMU aTpUOyTaMy 6¢30TTaCHOCTH (TaKMMM, KaK MICHTU(UKATOP, TPYITITBI, POJIU, YPOBHU Oe301mac-
HOCTH WJIY LIEJTOCTHOCTH).

OnHo3HAaYHAsI MASHTU(DUKAIINS YTIOTHOMOYEHHBIX MTOJTb30BaTeIei U TTpaBUIIbHASI aCCOLIMAIINST aTpHOy-
TOB 0€30TTaCHOCTH C TTOJTh30BaTEISIMU M CYObeKTaMU KPUTUIHEI IUTST OCYIIECTBICHUSI TIPUHSITHIX TTOJTUTUK
6e3onmacHocTu. CeMeiicTBa 3TOro Kjacca CBSI3aHbl C ONpeIeSieHUEM U BepuduKaluein UIeHTUHUKATOPOB MOJIb30-
BaTesielt, onpeiesieHueM UX TOJJHOMOUM Ha B3auMosaeictere ¢ OO, a TakxKe C MpaBUIbHOK accolMaliueit
aTpuOyTOB 6€30MaCHOCTH C KaXXIbIM YITOJIHOMOUYEHHBIM TMOJIb30BaTeieM. DPhEeKTUBHOCTb TpeOOBAHUM APYTUX
KJIaccoB (TaKMX, KakK «3alllnTa JaHHBIX MOJb30BaTeNIsI», «AyIUT 0€30ITaCHOCTH») BO MHOTOM 3aBUCUT OT
MPaBWJIBHO TIPOBEACHHBIX MACHTUMUKAIINN 1 ayTeHTU(UKAIIUN TTOTh30BaTe e,

Hexomnosuuus kinacca FDP Ha cocTapisiiole ero KOMIOHEHTHI MpUBeJAeHa Ha pUCyHKe 7.1.

7.1 Otka3nl ayrentudpukanun (FIA_AFL)

XapakTeprCcTHKa CeMeiicTBa

CewmeiictBo FIA_AFL comepxuTt TpeOOBaHUs K ONPEAeTSHUIO YMCIa HeYCITeIIHbBIX TTOTMbITOK ayTEHTU -
ukamm n k geiictBusiM @BO mpy IpeBHITIIEHN OTpaHUTYeHUI Ha HEYCITeITHBIE TTOTTBITKY ayTeHTUMUKALIVN.
[Mapamerpamu, onpeaeISIOIINMI BO3MOXHOE YMCIJIO TTOMBITOK ayTeHTU(UKALINHI, CPEIN TTPOYNX MOTYT OBITh
KOJIMYECTBO TIOMTBITOK U IOITyCTUMBI WHTepBaJl BpEeMEHN.

PamxmpoBaHye KOMITOHEHTOB

FIA_AFL Otkasbl ayTeHTudurkaymm 1

FIA_AFL.1 «O6paboTKa 0TKa30B ayTeHTU(PUKALIMN» COMePXUT TpeboBaHme, yToosl @BO OB CcITO-
COOHBI TIPEPBATH MPOIIECC OTKPHITHSI CEaHca TIOCIe OTPeIeJIeHHOTO YMCIIa HEYCIIEITHBIX ITOTBITOK ayTeHTUdN-
Kallmu ToJib3oBaTenss. Takke TpebyeTcs, YTOOBI TOCiIe IIpepBIBaHUS IIpoliecca OTKpHITHS ceanca PBO
OBITM OBI CITOCOOHBI OJIOKMPOBAThH YUETHBIE TaHHBIE TTOJTH30BaTENsI WJIM MECTO BXola (HarmpuMep, pabouyio
CTAaHIINIO), C KOTOPOTO BBITIOJHSUINCH IIOMBITKM, IO HACTYIUICHUS OTPEIeJICHHOTO aIMUHUCTPATOPOM
YCJIOBUSL.

Vnpasnenue: FIA_ AFL.1

Hnsa dynkuuit ynpasieHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.

a) YrpaBieHue OrpaHNICHUSIMU TSI HEYCITEIITHRIX TTOTTBITOK ayTeHTU(MUKAIIAMN.

6) YrpapieHne AeCTBUSIME, TIPEIITPUHIMAEMBIMU TIPY HEYCIIEIITHOM ayTeHTH(WKAIINN.

Aynut: FIA_AFL.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU_GEN «I'erepaniis maHHBIX aynuTa 0€30TTacHOCTH», TO
CJIeyeT TIPeayCMOTPETh BOBMOXHOCTD (B 3aBUCMMOCTHU OT BEIODAHHOTO YPOBHSI) ayAuTa CIEAYIOIINX Aeii-
CTBUI/COOBITHI/TTapaMeTPOB.

a) MUHMMAITBHBIN: TOCTIKEHUE OTPAHNYEHMS HEYCTICIITHBIX TTOTTBITOK ayTeHTU(MUKAITNT 1 TIPEATIPUHS -
ThIe IEMCTBUS (HAIIpuMep, OJIOKMPOBAHWE TEPMIHAIA), a TAKKe, TP HEOOXOMUMOCTH, TIOCIIEAYIOIIee BOC-
CTaHOBJIEHVE HOPMATBHOTO COCTOSTHUS (HATIprMep, Ae0JIOKMPOBaHNE TEPMUHAJIA).

FIA_AFL.1 O0pa6oTKa 0TKa30B ayTeHTH(UKAINH

Hepapxmaeckuii ms1: HeT moAUMHEHHBIX KOMITOHEHTOB.

FIA_AFL.1.1 ®BO 10/KHbI 00HAPYKMBATh, KOIJA MPOU30iineT [Ha3HAYEHNE: 4uc.a0] HeyCHENIHbIX 10-
MBITOK AYTEeHTH(PUKALMN, OTHOCSIIUXCS K [HA3HAYEHHE: CRUCOK coObimull aymenmuguxa-
yuu].

FIA_AFL.1.2 Ilpu nocTHKEHNM WA NPEBbINIEHNH ONpeIeJIEHHOT0 YMCJIA HEYCIEeIHbIX MONBITOK AyTeHTH-
¢ukanmn @BO 10/KHBI BHINOJIHATL [HA3HAYEHHE: CNUCOK Oeliceuil].

3asucumocTu: FIA_UAU.1 Boioop MomenTa ayrenTudukamun

7.2 Onpenenenne arpuoyTos noab3osarens (FIA_ATD)

XapakTeprCcTHKa CeMeiicTBa

Bce yrmomHOMOUYeHHBIE TTIOJTE30BaTENN MOTYT, TOMUMO MASHTH(UKATOPA TTOJTH30BaTeNsI, UMETh IpyTHe
aTpubyThl Oe30macHOCTH, puMeHsieMble Mpu ocyilectsieHun [TBO. CemeiictBo FIA_ATD onpenensier Tpe6o-
BaHUS TSI aCCOLMAIINY aTPUOYTOB OE30MTACHOCTH C TIOJIb30BATEISIMUA B COOTBETCTBUY C HEOOXOIMMOCTHIO
noaaepxku ITBO.

43



I'OCT P UCO/MOBK 15408-2—2002

PaH}KI/IDOBaHI/IC KOMIIOHCHTOB

FIA_ATD OnpegeneHue aTpndyToB 1
nons3oBaTens

FIA_ATD.1 «Onpenenenve aTpubyTOB MOJb30BATENSI» MO3BOJISIET MOAIEPKUBATh aTpUOYTHI O€30MacHO-
CTH TOJIb30BATENS IJIs1 KaXKJA0TO MOJIb30BaTeNsl MHAMBUIYAIbHO.

Vnpasnenue FIA ATD.1

Js pyskumii ynpasneHnus u3 kj1acca FMT MoryT paccMaTpuBaThCs CIEAYIOIINAE IEHCTBUS.

a) YIOJTHOMOYEHHBIN aIMITHHACTPATOP MOXKET OBITH CITOCOOCH OIPEIeIISITh TOTIOTHUTETbHBIC aTPUOYTHI

0e30MacHOCTH IS TIOJIb30BaTeNIel, eC/IM 3TO YKa3aHO B orepallii Ha3HAYeHMUsI.

Aynut: FIA_ATD.1

Her nnerTnduMpoBaHABIX IeHCTBUI/COOBITHIT/TTApaMeTPOB, UTSI KOTOPBIX CIIEMYET IIPETyCMOTPETH BO3-
MOXKHOCTH ayJINATA.

FIA_ATD.1 Onpenenenne aTpuOyTOB NMOJIb30BATESA

Hepapxuaeckuii mst: Het moqunHEHHBIX KOMITOHEHTOB.

FIA_ATD.1.1 ®BO 10/oKHbI OIIEPKABATD JJIA KAXKIIOTO MOJIb30BATENS CJIEAYIONIMiA CIACOK ATPHOYTOB

Oe3omacHOCTH: [HA3HAYEHME: CRUCOK ampubymoe bezonacrocmu].

3aBUCHMOCTH: OTCYTCTBYIOT.

7.3 Cnemudukanus cexperos (FIA_SOS)

XapakTepHucTuKa ceMelicTBa

CewmeiictBo FIA SOS ompenensier TpeO00OBaHMS K MEXaHM3MaM, KOTOPhIE PeaIn3yIOT OIPEAeICHHYIO
METPHUKY KaueCTBa IS IIPEIOCTaBISIEMBIX CEKPETOB M TEHEPUPYIOT CEKPETHI, VIOBIETBOPSIIOIINE OMpenesieH-
HOM METPUKE.

PamxmpoBaHTe KOMITOHEHTOB

FIA_SOS Cneuundukaumsa cekpeton

FIA_SOS.1 «Bepudukamus ceKpeToB» comepXuT TpedoBanue, uto6s1 @BO BepudumpoBann, oTse-
YaloT JIX CEKPETHI OMpeAe/IeHHOM METPHKE KauyecTBa.

FIA SOS.2 «I'erepanus cekpetoB @BO» comepxkut TpeboBanme, uToosI @PBO ObUH CITOCOOHEI TeHEPH-
pOBaTh CEKPETHI, OTBEYAIOIIE OIPeIeICHHON METPHKE KaueCTBa.

Vnpasnenue: FIA SOS.1

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YmpaBiieHre METPUKOM, MCITOJIB3yeMO T Bepr(UKAIINHA CEKPETOB.

Vnpasnenue: FIA SOS.2

Hnsa dyHkuuit ynpasnenus us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YIpaBJieHre MeTPUKOI, UCTIONBE3yeMO TIpH TeHepallii CEKPETOB.

Aynut: FIA _SOS.1, FIA_SOS.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 0€30MacHOCTH», TO
cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCIMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Oeii-
CTBUIA/COOBITUIT/TAPAMETPOB.

a) MunuManbHbIiA: oTkKIIoHeHHe DBO 11060T0 TPOBEPEHHOTO CEKPETa.

6) Bazosslii: oTkiIoHeHNe WK TIpuHATHE DBO 11060T0 TPOBEPEHHOTO CEKPETA.

B) JleTaam3npoBaHHEIN: MICHTU(MUKAINSA JTIOOBIX U3MEHEHUI 3aJaHHBIX METPUK KayecTBa.

FIA_SOS.1 Bepudukaums cekpeTon

Hepapxuaeckuii mst: Het moqunmHEHHBIX KOMITOHEHTOB.

FIA_SOS.1.1 ®BO 10KHBI NPEIOCTABHTh MEXAHU3M JIJIs1 BepH()UKANNNA TOTO, YTO CEKPETHI OTBEYAIOT

[Ha3HaueHue: onpedesennas mempuka Ka4ecmaea.
3aBUCHMOCTH: OTCYTCTBYIOT.
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FIA_SOS.2 I'enepanus cekperoB @O
Hepapxmaeckuii m1s1: HeT mogUMHEHHBIX KOMITOHEHTOB.
FIA_SO0S.2.1 ®B0 g0KHBI NPETOCTABATH MEXAHH3M IeHEPAIH CEKPETOB, OTBEYAIIMMX [Ha3HAYEHHE:
onpedeaeHnas mempuka Kkavecmed).
FIA_S0S.2.2 ®BO A02KHBI ObITH CIIOCOOHBI HCIOJIb30BATH TeHEPHPYEMble HMH CEKPEThI IS [Ha3Have-
Hue: cnucox yuxuuii PhO].
3aBUCHMMOCTHU: OTCYTCTBYIOT.
7.4 Ayrentudukanms noan3osatens (FIA_UAU)
XapakTeprcTHKa CeMeiicTBa
CewmeiictBo FIA_ UAU ornpenensieT TUTIbI MEXaHU3MOB ayTeHTU(UKAIIMU TTOJIb30BaTeIs1, MpeaoCTaBlisie-
Mbele @BO. OHO Takke OTpenessieT Te aTpHOYThHI, Ha KOTOPBIX HEOOXOMMMO 0a3MpOBaTh MEXaHU3MBI ayTCHTH -
(bukanuu nmosb3oBaTeNsl.
PamxmpoBaHre KOMITOHEHTOB

1 2
3
4
FIA_UAU AyteHTudukauma nons3osarens  f—
5
6
7

FIA UAU.1 «Bbibop MOMeHTa ayTeHTU(PUKALIUU» TTO3BOJISIET MOJIb30BaTENI0 BBITTOJHUTD HEKOTOPbIE
JEeWCTBUS 10 ayTeHTU(UKALUU TTOJIb30BaTENS.

FIA UAU.2 «AyTteHTHhUKaLMS A0 JOObIX AeUCTBUI MOJb30BaTEsI» COAEPKUT TpeOoBaHUE, YTOOBI
TOJTB30BaTeN TIPOLILIN ayTeHTU(MKaImio mpexae, yeM @BO macT M BO3MOKHOCTB TTPEAITPUHIMATh KaKue-
JI0O NeNCTBUS.

FIA_UAU.3 «AyreHTU(bUKAaLMS, 3allUILIEHHAs OT MOIEI0OK» COAEPKUT TpeOOBaHUE, YTOOBI MEXaHU3M
ayTeHTUdUKaLMK ObLIT CMIOCOOEH BBISIBUTH ayTeHTHU(DUKAILIMOHHBIE TaHHbIe, KOTOPbIe ObUIM (halbCUDULIMPO-
BaHbI UJIM CKOMTUPOBAHBI, U MPEAOTBPATUTDL UX UCIIOJb30BAaHUE.

FIA UAU .4 «MexaHu3Mbl OJJHOPa30BOU ayTeHTU(DUKALIMU» CONEPXKUT TpeOOBaHVE HATMUMST MEXaHU3Ma
ayTeHTU(UKALIMU, KOTOPbIN ONeprupyeT ayTeHTUMUKAIIMOHHBIMU JAHHBIMUA OTHOPAa30BOT0 UCITOJIb30BaHUSI.

FIA UAU.5 «CouetaHnue MexaHM3MOB ayTeHTU(hUKALMN» COAEPXKUT TpeOOBaHME TTPEeAOCTaBIEHUS 1
MPUMEHEHUS pa3IMYHbIX MEXaHU3MOB ayTeHTU(UKALIUU MOJIb30BaTeNIel B 0COOBIX CIydasix.

FIA_UAU.6 «IloBTOpHast ayTeHTU(DUKALIMST» CONEPKUT TpeOOBAHME BO3ZMOXHOCTHU OIPEAEICHUST COObI-
TUU, TIPU KOTOPBIX HEOOXOIMMa TTOBTOPHAasl ayTeHTU((UKaLIMsS MOJb30BaTENS.

FIA UAU.7 «AyteHTUdUKAaLMS C 3alIUILIEHHONH 00paTHON CBS3bI0» COAEPXKUT TpeOOBaHUeE, YTOOBI BO
BpeMsl ayTeHTU(PMKALIMY TTOJIb30BaTENI0 MPEIOCTABISIACh CTPOTO OrpaHMYeHHas! MHGOpPMaLIUs O Hell.

Vnpasnenue: FIA_ UAU.1

Hnsa dynkuuit ynpasieHus us kiaacca FMT moryT paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.

a) YrnpapieHue ayTeHTU(PUKAIUMOHHBIMU JaHHBIMU aIMUHUCTPATOPOM.

0) YrpaBieHue ayTeHTU(PUKAILIMOHHBIMU JaHHBIMU TTOJb30BaTeIEM, aCCOLIMUPOBAHHBIM C 3TUMU JaH-

HBIMMU.

B) YIpaBjeHue CIIUMCKOM JEUCTBUI, KOTOPbIE MOTYT ObITh MTPEANIPUHSITHL 10 TOTO, KaK MOJb30BaTeb

ayTeHTUOULIPOBAH.

Vnpasnenue: FIA_ UAU.2

Hnsa ¢dynkuuit ynpasieHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINE 1eCTBUS.

a) YrnpapjieHue ayTeHTU(PUKAIMOHHBIMU JAaHHBIMU aIMUHUCTPATOPOM.
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0) YnpapieHue ayTeHTU(PUKAIITMOHHBIMUA JaHHBIMY TOJIb30BaTeIEM, ACCOLIMMPOBAHHBIM C 3TUMU AaH-
HBIMU.

Vnpasnenue: FIA_ UAU.3, FIA UAU 4, FIA UAU.7

HeicTBus Mo ynpaBieHUIO He TTPETyCMOTPEHDI.

Vnpasnenue: FIA UAU.5

Hnsa dynkumit ynpapieHus u3 kiaacca FMT mMoryT paccMaTpuBaThCs CleAyIOLINe 1eHCTBUSI.

a) YnpapieHue MexaHU3MaMu ayTeHTU(UKalLuu.

0) YmpaBneHue npaBuyIaMy ayTeHTU(PUKALIAN.

Ynpasnenue: FIA UAU.6

Hnsa ¢dyHkuuit ynpasnenus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YmpapieHue 3aIpocoM Ha TOBTOPHYIO ayTeHTU(PUKAIINIO, €CIIY IJIsS YITOJTHOMOUYEHHOTO afMUHUCTPA-

TOpa MpeaycMOTpeHa BO3MOXHOCTb TAKOTO 3aIpoca.

Aynut: FIA UAU.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30TaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX deki-
CTBUIA/COOBITHI/TIapaMETPOB.

a) MuHMMaJIbHBIN: HeYyCIellIHOe UCITOIb30BaHe MeXaH3Ma ayTeHTU(DUKALIMK.

0) bazoBblit: Bce ciyyaud MCIOJIb30BaHUS MEXaHM3Ma ayTeHTU(UKAIIHN.

B) JleTam3mpoBaHHEIN: BCe MecTBUS TIpy TTocpenHndectBe @PBO 10 ayTeHTH(PUKAIIAN TTOJTE30BATE.

Aynut: FIA UAU.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30TacCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MuHMMaJIbHBIN: HeYyCIellIHOe UCITOIb30BaHe MeXaH3Ma ayTeHTUDUKALIMY.

0) bazoBblit: Bce ciyyaud MUCIOJIb30BaHUSI MEXaHM3Ma ayTeHTU(UKAIIN.

Aynut: FIA UAU.3

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannist gaHHBIX ayanTa 06€30TacCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MuHuMasbHbIN: oOHapyXeHue (panbCcuGUIIMPOBaHHbBIX AyTEHTU(UKAIIMOHHBIX TaHHbIX.

0) ba3oBblii: Bce Oe30TiIaraTesIbHO MpearpUuHUMAaeMble MEPBI U Pe3yJIbTaThl TPOBEPOK Ha haabCruUIim-
pOBaHHbIE TaHHBIE.

Aynut: FIA UAU 4

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30TaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIA/COOBITHI/TIapaMETPOB.

a) MuHUMAaJbHBINI: TTOMBITKU IMTOBTOPHOTO UCTIOIb30BaHUS ayTeHTU(UKALIMOHHBIX JaHHBIX.

Aynut: FIA UAU.5

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 0€30MacHOCTH», TO
cleayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIA/COOBITHI/TIapaMETPOB.

a) MuHUMaJIbHBIN: UTOrOBOE PelIEHUE ayTeHTU(UKALINY.

0) bazoBblil: pe3ynbTar AEUCTBUS KaXI0T0 aKTUBU3UPOBAHHOIO MEXaHM3Ma BMECTe C UTOTOBbIM pellie-
HUEM.

Aymnt: FIA_UAU.6

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanist gaHHBIX ayanTa 0€30TaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BBIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX deki-
CTBUIA/COOBITHI/TIapaMETPOB.

a) MuHUMaJbHbBIN: HEYCellHasi TOBTOPHasl ayTeHTUdhUKaIus.

0) bazoBblii: Bce MOMBITKU MTOBTOPHOU ayTeHTU(hUKALIUY.

Aynut: FIA UAU.7

Her nnerTnduMpoBaHABIX IeHCTBHI/COOBITHIT/TTApaMeTPOB, UTSI KOTOPBIX CIIEMYET IIPETyCMOTPETH BO3-
MOXHOCTb ayauTa.
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FIA_UAU.1 Bsi6op MoMeHTa ayTeHTH(DUKAIMA

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FIA_UAU.1.1 ®BO n0/oKHBI IOMYCKATD BbINOJIHEHNE [HAZHAYEHME: CRUCOK Oelicmeuil, 8biNoAHACMbIX
npu nocpeonuuecmee Db O] oT IMeHH MOIbL30BATEIA NMPEXKE, YeM NOJIb30BATENb AYTEH-
TH(UIMPOBAH.

FIA_UAU.1.2 ®BO 10/KHbI TPEOOBATD, YTOOBI KAXKIbIii MOJIH30BATEb ObLT YCHENHO ayTEeHTH()UINPO-
BaH JI0 pa3pemieHns JJ000ro APyroro AeiCTBHS, BoIMOHsIEMOro npu nocpeaundectse ®PEO
OT HMEHH 3TOT0 MOJIb30BaTEIS.

3asucumocTu: FIA_UID.1 Beibop MomMeHTa miaeHTH(AKATAH

FIA_UAU.2 Ayrentudukanus 0 JI0ObIX A€iCTBHIl MOIb30BATEIS

Hepapxmueckuii mst: FIA UAU. 1

FIA UAU.2.1 ®BO gokHBI TpeOOBATh, YTOOBI KAXKIBIH MOJIL30BaTeb ObIT YCIIEIIHO ayTeHTU(MULI -
POBaH 0 pa3pelieHus Todoro AeiCTBH, BHITONMHSIeMoro Tipu rtocpeaandectse @BO ot
VIMEHU 3TOTO TOTH30BATEIS.

3aBucumoctu: FIA_ UID.1 Bbibop MoMeHTa aeHTU(hYKALIMI

FIA_UAU.3 AyrenTudukanus, 3a0MiieHHas OT NOAIEN0K

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FIA_UAU.3.1 ®BO nookabl [BEIOOD: 06Hapyxcusams, npedomepauiams] NpuMeHEHHE JTIOOBIM MOJIb30-
BarejieM @BO ayTeHTH()HIMPOBAHHBIX JAHHBIX, KOTOPbIE OBLIM MOIEIAHDI.

FIA_UAU.3.2 ®BO nookabl [BEIOOD: 06Hapyxcusams, npedomepauiams] NpuMeHEHHE JTIOOBIM MOJIb30-
BarejeM @BO ayrenTnGUIIPOBAHHDBIX IAHHBIX, KOTOPbIE ObLIN CKOMMPOBAHDLI Y KAKOTO-
Jmoo apyroro noab3osarensa @BO.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FIA_UAU.4 Mexanu3mbl OIHOPA30BOii ayTEeHTH(DUKAIMH

Hepapxmaeckuii m1s1: HeT moAUMHEHHBIX KOMITOHEHTOB.

FIA_UAU.4.1 ®BO 10/KHBI NPeIOTBPAINATH IOBTOPHOE NPAMEHEHHE ayTeHTH(DNKAIMOHHBIX JAHHBIX,
CBSI3AHHLIX C [HA3HAYEHWe: uOeHMUPUUUPOBCAHHbLIE MeXaAHUIM (MEXAHUIMbL) ayMmeHmu-
urauuul.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FIA_UAU.5 Coyeranue MexXaHM3MOB ayTeHTH(DUKAIMH

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FIA_UAU.5.1 ®BO a0KHbI NPETOCTABIATh [HA3HAYEHHE: CHUCOK COHEMAeMbIX MEXAHU3MOE8 aAYMeH-
mucpurxayuu] 115 NOANEPKKA ayTeHTH(DUKANMH MOJIb30BaTEIS.

FIA_UAU.5.2 ®BO n0o/Kabl ayTeHTH(GHIAPOBATD JI000i NpeACTABICHHbIH HIeHTH(HHKATOP MOJb30-
BaTeJsl COIJIACHO [HA3HAYEHME: npasuia, Onuchlearouue, KaK co4emanue Mexanu3mos
aymenmudguxauuu obecneuueaem aymenmugpuxauuio].

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FIA_UAU.6 ITosTopHas ayrenTudnKaAnAsA

Hepapxmaeckuii m1s: HeT mogUMHEHHBIX KOMITOHEHTOB.

FIA_UAU.6.1 ®BO n0/KHBI NOBTOPHO ayTEeHTH(UIMPOBATh MOJIH30BATENS NPH [HA3ZHAYEHNHE: CRUCOK
ycaosuil, npu Komopsix mpedyemcs nosmopHas aymenmuduxayus).

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FIA_UAU.7 AyrenTudukanus ¢ 3aAIIEHHONH 00PATHOI CBA3BIO

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FIA_UAU.7.1 ®BO 10/zKHbI PEIOCTABIATH M0Jb30BATETIO TOJIbKO [Ha3HAYECHHE: CRUCOK OONYyCMuUMO
unpopmayuu o6pamnoii céazu)] BO BpeMs BbINOJAHEHHS ayTeHTUDUKAIMN.

3asucumoctu: FIA_UAU.1 Boioop MomenTa ayrenTudukamun

7.5 Unentudukamus noaszosareisa (FIA_UID)

XapakTeprCcTHKa ceMeiicTBa

CemeiictBo FIA_UID onpenensieT ycaoBusi, IpU KOTOPBIX OT MOJIb30BaTeel NOKHA TpeOoBaThCs

coOCTBeHHAsT MACHTU(MWKAIINS 10 BHITTOJHEHMS TIpU TocpenHndecTBe @BO Kakmx-m160 Ipyrux IelCcTBUiA,
TpeOyroLIMX UASHTU(hUKALIMY TTOIb30BaTENS.
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PaH}KI/IDOBaHI/IC KOMIIOHCHTOB

FIA_UID NaeHTudMKaLmsa nons3oBaTens 1 2

FIA_UID.I «Bbibop MOMeHTa naeHTU(PUKALUW» TTO3BOJISIET TTOJIb30BATEIO BBITIOJIHUTH HEKOTOPHIE Aeii-
CTBUS TIepel cBoeil mueHTHuKanuei ¢ ncroib3oBanueMm @BO.
FIA _UID.2 «Maentudukaiiusi 10 100bIX I1eCTBUI MOIb30BATENIST» COAESPXKUT TpeOOBaHME, YTOObI MTOJIb30-
BaTeNM NaeHTUGUIMpPoBaau ceds npexne, yeM @BO nmo3BoseT UM MpeAPUHNMATH KaKWe-JIN00 IeHCTBUS.
Vnpasnenue: FIA_UID.1
Js pyskumii ynpasneHnus u3 kj1acca FMT MoryT paccMaTpuBaThCs CEAYIOIINAE ISHCTBUS.
a) YmpasneHne naeHTU(PUKATOPaMU I10JIb30BaTelIC.
6) YmpaBiieHIe CITMCKOM JEMCTBUI, €CIIM YIIOJTHOMOUYEHHBIN aIMUHUCTPATOP MOXET M3MEHSITH AEHCT-
BMS, pa3pelIeHHbIe 10 WACHTU(PUKAIIAN.
Vnpasnenue: FIA_UID.2
Hnsa dyHkuuit ynpasnenust us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.
a) YmpapneHne naeHTU(PUKATOPaMU I10JIb30BaTEIICHA.
Aymut: FIA_UID.1, FIA UID.2
Ecmm B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 0€30MaCHOCTH», TO
cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Oeii-
CTBUIA/COOBITUIT/TTAPAMETPOB.
a) MUHUMAJTBLHEIN: HEYCITEIITHOE MCITOIh30BaHNe MEXaHN3Ma MACHTH(WKAIINN TI0Jb30BaTeIs, BKITIO-
yast TIPeACTaBJICHHBIN NIeHTU(PUKATOP TTOTE30BaTEIS.
6) ba3zoBsIit: Bce ciryyam UCITOIB30BAHMST MEXaHN3Ma HAeHTU(UKAIINHT TTOJIh30BaTe s, BKITIOYAs TIPe/I-
CTaBJICHHBIA MACHTU(UKATOP TTOTH30BATEIS.
FIA_UID.1 Bsioop MoMeHTa HAeHTH(DAKATAA
Hepapxuaeckuii mist: Het moqunmHEHHBIX KOMITOHEHTOB.
FIA_UID.1.1 ®BO noKaBI A0MYCKATh [HA3HAYEHHE: nepeuens delicmeuil, 6binoAHAeMbIX NPU Nocpeo-
Huuecmee OB O] oT NMeHN MOJIb30BATES NPEXKE, YeM OH HIEHTH(PHIMPOBAH.
FIA_UID.1.2 ®BO noKHbI TPEOOBATD, YTOOBI KAXKIbIi MOJIH30BATEb OBLI YCHEITHO HIeHTH(HIMPO-
BaH JI0 pa3penieHns JI000ro IPyroro AeicTBAA, BbINOJHSAEeMOro npu nocpeaamdecrse DO
OT HMEHH 3TOT0 MOJIb30BaTEN.
3aBUCHMOCTH: OTCYTCTBYIOT.
FIA_UID.2 Unentudukanus A0 JIOOIX AHCTBUIA MOIb30BATENS
Hepapxmueckuii mis: FIA UID. 1
FIA UID.2.1 ®bO goikHBI TPeOOBATh, YTOOBI KaXKIbIi MTOJIB30BATEIb ObUT YCIEITHO WACHTUMOULINPO-
BaH J0 pa3peliecHNs JI000ro AeidcTBAA, BHITTOMHSAeMOro npu TocpengHndectse PBO ot
WMEHU 3TOTO TTOJIh30BaTEI.
3aBUCHMOCTH: OTCYTCTBYIOT.
7.6 CesaspiBanue noyib3oBaTeab—cyonekt (FIA_USB)
XapakTepHuCcTuKa ceMelicTBa
Hns padotbl ¢ OO ayTeHTUOULMPOBAHHbBIN MOJb30BaTeb 0OBIYHO AaKTUBU3UPYET KaKOW-IM00 CyOheKT.
ATpuOyTHI 6€301aCHOCTH 3TOTO MOJIb30BATENST ACCOLMUPYIOTCS (TTOJTHOCTHIO WJIM YaCTUYHO) C 9TUM CyObeK-
toM. CemeiictBo FIA_USB onpenensieT TpeGoBaHUS 11O CO3IAHUIO U COMPOBOXIEHUIO aCCOLIMAlIMU aTpUOYTOB
0e30MacHOCTH MOJIb30BATENS C CYOBEKTOM, JEWCTBYIOLIMM OT UMEHM MOJIb30BATESI.
PamxmpoBaHTe KOMITOHEHTOB

FIA_USB CgsasbiBaHWe Nonb3oBaTenb-CyobekT 1

FIA USB.1 «CBs3bpIBaH1E MOIH30BaTEIb—CYOBEKT» COAEPKUT TPEOOBAHME COIPOBOXKICHUS aCCOIAA-
LMY MEX1y aTprOyTaMM 0€30MacHOCTHU MOJIb30BATeNsl U CyObeKTOM, IEUCTBYIOIIMM OT UMEHM MOJIb30BATENS.

Vnpasnenue: FIA USB.1

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) [lepeornpeneneHue ynmoJHOMOYEHHBIM aAMUHUCTPATOPOM 3aIaHHBIX TT0 YMOJYaHUIO aTpUOyTOB O€30-
MMaCHOCTU CyOBEKTa.

Aynut: FIA_USB.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepaninst gaHHBIX ayanTa 0€30MaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUI1/COOBITUIT/TAPAMETPOB.
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a) MuHUMaJIbHBIN: HEYCIIEIIHOE CBSI3bIBAHUE aTPUOYTOB 0€30MacCHOCTU TMOJIb30BaTe/isl ¢ CyObeKTOM
(Hampumep, TpY CO3JaHUN CyObEKTa).

0) bazoBblif: yCHETHOE WU HEYCIIELIHOE CBSI3bIBAHKE aTPUOYTOB OE30MACHOCTH MOJIB30BATENS C CYOBEKTOM
(HampuMep, YCMEIIHOE WIKM HEYCTICIIHOE CO3IaHUE CYOBEKTa).

FIA_USB.1 Cps3biBaHHe N0JIb30BATEb—CYOBEKT

Hepapxuueckuii 1isi: Het mogurHEHHBIX KOMITOHEHTOB.

FIA_USB.1.1 ®BO 10/2KHBI ACCONMAPOBATH COOTBETCTBYIONIHE ATPHOYTHI 0€30MACHOCTH MOJIb30BATEISA

¢ Cy0O'beKTaMu, IeiCTBYIONIMMHA OT HMEHH 3TOTr0 MOJIb30BATES.
3asucumoctu: FIA_ATD.1 Onpenenenne aTpu0yToOB NOJIH30BATENS

8 Kinacc FMT. YnpasieHue 0e30MaCHOCTbIO

Kiracc FMT nipenHasHadeH s crielinUKaLY yIIpaBiIeHUsT HeKoTopbeIMU actiektamMu ®BO: arpubyTa-
MM 6e30TacHOCTH, TAHHBIMA 1 OTAETBHBIMA (DYHKIUSIMIA. MOTYT OBITh YCTAHOBIIEHBI pa3TMYHBIE POJIN YIIPAB-
JIEHUs1, a TAaKXKe OTpe/ie/IeHO VX B3aMMOJECTBHE, HAIIpUMeED pacripeie/ieHrue 00s13aHHOCTE.
Kracc mo3BosisieT pelath cieayoliue 3a1auu:
a) Ympasienue nanHeiMa @BO, KOoTophie BKITIOYAIOT B ceOsI, HAIIpUMep, TTPeAyTIPesKIarolne coooIe-
HUSL.
0) YnpasneHue atpubyramu 6€30MaCHOCTU, KOTOPbIE BKJIIOUAIOT B ce0s1, HAIIpUMep, CITUCKU yIpaBJe-
HUS TOCTYIIOM M TIEPEYHN BO3MOXKHOCTEA.
B) Ynpasnenne pyHkiusamu u3 unciia @O, koTopoe BKIIouaeT B cebsl, HAIpUMep, BEIOOP YHKIINIA,
a TaKKe TIPaBWII WX YCJIOBUM, BIUSIONINX Ha pexXUM BeIToHeHUST PBO.
r) OnpenenieHre poJieit 6e30MacHOCTH.
Hexomnosuius kiacca FMT Ha cocTapisiiole ero KOMIOHEHTHI ITpYBeieHa Ha pucyHKe 8.1.

YnpaeneHne 6e30nacHOCTbIO

|| FMT_MOF ¥YnpasneHue otaenbHbIMU 1
dyHKUMaAMN DBO
— 1
|| FMT_MSA YnpasneHue aTpubytamu 2
6e3onacHocTu
— 3
— 1
— FMT_MTD YnpaeneHue gaHHbimu B0 2
— 3
— FMT_REV OTtmeHa 1
|| FMT_SAE Cpok gevicteus atpubyra 1
6e3onacHoCTU
1 2
— FMT_SMR Ponu ynpasneHus 6e30nacHoOCTbI0
3
Pucynok 8.1 — [lekomrmo3unus Kiacca «YmnpasjieHUe 0e30MacHOCTbIO»
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8.1 Yupasaenne oraensubivia bynknusavmu @50 (FMT_MOF)
XapakTepHucTuKa ceMelicTBa
CemeiictBo FMT_MOF no3BossieT yroJIJHOMOUEHHBIM TT0JIb30BaTeNsIM YIPABISITh GYHKIUSIMU U3 UUC-

nma ®BO. K HuM oTHOCITCS, HanmpuMep, QYHKIINY ayIuTa U ayTeHTU(PUKAIIAN.

PaH}KI/IDOBaHI/IC KOMIIOHCHTOB

FMT_MOF YnpaeneHue oTaensHbIMU 1
GyHKUMaAMnu PO

FMT_MOF.1 «¥YnpaBneHue pexkuMOM BbITIOJTHEHUS (DYHKIIMI 6€3011aCHOCTH» TTO3BOJISIET YITOJHOMO-

YEHHBIM TT0JT30BaTEeNISIM (POJISIM) YITPaBJIATh PESKMMOM BEITIOTHeHUS (GyHKINI 13 unciaa @BO, ncmoab3yro-
LIMX MpaByjia WK TIpelycMaTpUBAIOIIMX OTpeIeJIEHHbIE YCIIOBUSI, KOTOPHIMU MOXKHO YIIPABJISITh.

Vnpasnenue: FMT_MOF.1

Hnsa dyHkuuit ynpasneHust us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YmpasieHue rpynIoit pojiei, KOTopble MOTYT B3aMMOIEHCTBOBAThL ¢ GyHKIIMIMH 13 ynciaa OBO.
Aynut: FMT_MOF.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 06€30MacCHOCTH», TO

clieayeT mpeaycMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) bazoBwrit: Bce MomndUKaIINM peskruMa BeIoHeHN (pyHKImit n3 urnciaa @BbO.

FMT_MOF.1 YnpasieHue pe;KAMOM BbINOTHeHHs (DyHKIMIA 6€30MaCHOCTH

Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.

FMT_MOF.1.1 ®BO g0KHbI OTPAHAYHTD BO3MOKHOCTD [BBIOOD: onpedeaenue pexcuma 6btn0AHeHUA,
OmKAlo4eHue, nooKAlovenue, MoouPuUKAUUL pexcuma 6binoaHeHus| onpeneaeHHbIX
¢yukuuii [Ha3HAYeHHe: cnucox pynxuuii] TOJbKO [HA3HAYEHUE: YHO.IHOMOYECHHDLE UOCH~
muguyupoeannsie poau].

3asucumoctii: FMT_SMR.1 Poim 6e3omacHocTi

8.2 Ynpapnenne arpuoyramu 6e3onmacHoct (FMT_MSA)

XapakTeprcTuKa ceMelicTBa

CemeiictBo FMT MSA nomyckaeT yImoJHOMOYEHHBIX MOIh30BaTe el K YIIPaBIeHUIO aTpuOyTaMu 0e30-

macHocTU. Takoe yrnpasjieHe MOXET BKJIFOYATh B Ce0S1 BOSMOXKHOCTHY ITPOCMOTpa U MOAUGUKALIMY aTPUOYTOB
0e30MacHOCTH.

PaH}KI/IDOBaHI/IC KOMIIOHCHTOB

1
FMT_MSA YnpasneHue atpubytamm |_ 2

©esonacHoCTH |
3

FMT_MSA.1 «YnpaBieHue aTpubyTamMu 6€301acHOCTHU» MO3BOJISIET YIOJHOMOUYEHHBIM TOJIb30BaTENISIM

(poJIsIM) YIIPaBJISATh ONpPeaeIeHHBIMI aTpUOyTaM1 Oe30aCHOCTH.

FMT_MSA.2 «be3omnacHble 3HaueHUs1 aTpuOyTOB 6€30MaCHOCTU» 00ECTIEUNBAET, YTOOBI 3HAYEHUSI, TIPU-

CBOCHHEIC anI/I6YTaM 6630HaCHOCTI/I, ObLIU JOOITyCTUMBI 110 0e30MmacHOCTH.

FMT_MSA.3 «MHuLmanu3anus craTuuyeckux aTpudyToB» o0ecreunBaeT, YToObl 3HaUeHUsT aTpruOyTOB

6e30MacHOCTH TI0 YMOTYaHMIO SIBJISUTUCH TTO CBOEH CYTH JIMGO pa3peliaroniiMu, TM00 OTpaHUYUTETbHBIMU.

50

Vnpasnenue: FMT MSA.1

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YropasieHue rpyIrrnoi poseit, KOTopble MOTYT OlepupoBaTh aTprOyTaMu 6€30MacHOCTH.

Vnpasnenue: FMT MSA.2

HeicTBus Mo ynpaBlIeHUIO He TTPEyCMOTPEHDI.

Vnpasnenue: FMT MSA.3

Js pyakumii ynpasneHnus u3 kj1acca FMT MoryT paccMaTpuBaThCs CEAYIOIINAE IEHCTBUS.

a) YmpaBieHue rpynioin posieit, KoTopble MOTYT ONpeaessiTh HaualbHble 3HAUEHMSI.

0) YrpaBieHue yCTaHOBKO# pa3pellalolinX Wi OrpaHUUUTEIbHBIX 3HAYEHU I TI0 YMOJTYaHUIO /151 JaH-
Hoii [1®B yrpaBieHNs TOCTYIIOM.
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Aynut: FMT_MSA.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTacHOCTH», TO
CJIeyeT TIPeayCMOTPETh BOBMOXHOCTH (B 3aBUCMMOCTHU OT BEIODAHHOTO YPOBHSI) ayAuTa CIEAYIOIINX Jeii-
CTBUIA/COOBITHI/TTapaMETPOB.
a) bazoBnIii: Bce MoguuKauy 3HaUeHUI aTpUOyTOB O€30I1aCHOCTH.
Aynut: FMT_MSA.2
Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
CJIeyeT TIPeayCMOTPETh BOBMOXHOCTH (B 3aBUCMMOCTHU OT BEIODAHHOTO YPOBHSI) ayAnTa CIEAYIOIINX Aeii-
CTBUI/COOBITHI/TTapaMETPOB.

a) MUHUMAaJTBHBIN: BCe TIpeUiaraeMble M OTKJIOHEHHBIE 3HAYeHUST aTpUOYTOB OE301TaCHOCTH.

0) [leTann3npoBaHHBIN: BCe TpeIaraeMble W IPUHSThIE Oe30TIaCHbIe 3HAUSHUST aTpUOyTOB O€30TacHOC-

TH.

Aynut: FMT_MSA.3

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'eHepaniis maHHBIX aynauTa 0€30TTacHOCTH», TO
CJIeyeT TIPeayCMOTPETh BOBMOXHOCTH (B 3aBUCMMOCTHU OT BEIOPAHHOTO YPOBHSI) ayAnTa CIEAYIOIINX Aeii-
CTBUIi/COOBITHI/TTapaMETPOB.

a) bazoBwIit: MogMbUKaIMY HACTPOUKY 110 YMOTIAHUIO Pa3PeIlatoInX WU OTPAaHMUNTETLHBIX TIPABUJL.

0) bazoBblil: Bce MoauduKaluy HauaJbHbIX 3HAUeHWI aTpubyTOB OE€30MaCHOCTH.

FMT_MSA.1 Yupasienue atpudyramu 06€30MaCHOCTH

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FMT_MSA.1.1 ®BO noiokubl ocymiecTBIATh [HazHauenne: IIDBh ynpaeaenus docmynom, IIDB ynpas-
AeHUA uHopmayuoHHbLMU NOMOKaAMUL], YTOOBI OTPAHHYATH BO3MOKHOCTH [BBIOOD: U3-
MeHeHue 3Ha4eHUll N0 YMOA4AHUIO, 3anpoc, mooudukayus, yoasenue], [Ha3HayeHme:
dpyeue onepauuu] aTpudyTOB 0€30NACHOCTH [HA3HAYEHHE: CRUCOK ampubymoe be3onac-
Hocmu| TOJBKO [HA3HAYEHHE: YNOAHOMOYEHHbIE UOeHMUpuUuposannsie poau).

3aBucumoctu: [FDP_ACC.1 Orpannyennoe ynpasjienue J0CTYNOM WK

FDP_IFC.1 Orpannyennoe ynpapjeHde HH()OPMAIMOHHBIMHA NOTOKAMH |
FMT_SMR.1 Poau 6e30macnocTa

FMT_MSA.2 Be3onacHbie 3HaYeHUS ATPAOYTOB 0€30MACHOCTH

Hepapxmaeckuii m1s1: HeT mogAYMHEHHBIX KOMITOHEHTOB.

FMT_MSA.2.1 ®BO n0/KHBI 00€CIEYHTh NPHCBOSHHE ATPHOYTAM 0€30NMACHOCTH TOJIBLKO 0€30NACHBIX
3HAYCHMIA.

3aBucumoctr: ADV_SPM.1 Hedopmaabaas Mmoneas noaTakn oe3onacHoctd OO0

[FDP_ACC.1 OrpanuyeHHoe ynpaBjieHHe T0CTYNOM WM

FDP_IFC.1 Orpannyennoe ynpapjieHde HH()OPMAIMOHHBIMA NOTOKAMH |
FMT_MSA.1 Yupasienue atpudyramu 06€30MaCHOCTH

FMT_SMR.1 Poau 6e30macnocTa

FMT_MSA.3 Nauimanm3ands CTATHIECKAX ATPHOyTOB

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FMT_MSA.3.1 ®BO no/okubl ocymiecTBIATh [HazHauenne: IIDBh ynpaeaenus docmynom, IIDB ynpae-
ACHUA UH(OPMAUUOHHBIMU NOMOKAMIU], UTOOBI 00ecHeYnTh [BBHIOOD: Ocpanuuumens-
Hble, paspewarouiue, ¢ Opysumu ceolicmeamu] 3HaYeHAS O YMOTIAHHUIO IS ATPUOYTOB
0e30macHOCTH, KOTOPBIE HCMOIB3YIOTCS 11 ocymecTsiaenus [1DB.

FMT_MSA.3.2 ®BO 10/oKHbI NPeIOCTABATH BO3MOKHOCTD [HAZHAYEHHE: YNOAHOMOUEHHbIE udeHmugu-
yupoeannsie poau] onpenensaTh AJbTEPHATHBHbIE HAYAJIBHbIC 3HAYEHWS IS OTMEHBI
3HAYEHMIi M0 YMOJTYAHUIO TIPU CO3/IAHIH 00bEKTA WM MH(OpMAIIH.

3asucumoctu: FMT_MSA.1 Ynpasienne arpudyramu 0€30nacHOCTH

FMT_SMR.1 Poau 6e30macnocTa

8.3 Ympasnenne ganapiva @50 (FMT_MTD)

XapakTeprcTHKa CeMeiicTBa

Cemerictio FMT_MTD gomnyckaeT yroJHOMOYEHHbIX M0JIb30BaTesieit (posin) K yIpaBieHWo JaHHbIMU

®BO. INpumeps! marHbix @BO: MHOOpPMALIMS ayanTa, TeKylllee 3HaYUeHNE BpeMeHH, KOHDUTYpaIIHs CUCTe-
MBI, ApyTHe TTapaMeTpsl KoHdurypamu ®BO.
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PElH}KI/IDOBaHI/IC KOMIIOHCHTOB

|— 1
FMT_MTD ¥YnpasneHnue gaHHeimu $BO 2

Np

FMT _MTD.1 «Yupasneaune ganaeiMt @BO» 03BoJIAET YIIOTHOMOUSHHBIM TTOJTE30BATEIISIM YIIPABISITh

manaeiMu OBO.

FMT _MTD.2 «Ynpasienue orpannaeHusiMu qaHHBIX @BO» ompenenser aeiicTBysI, MpeaIpuHIMaeMbIe

TIpY TOCTYKEHUH WJIH TIPEBRITIICHUH orpaHndeHnit JaHHBIX PBO.

FMT MTD.3 «be3omnacusle nannbie ®BO» obecrieunBaeT, YTOObI 3HAUEHMST, TPUCBOCHHBIE JAHHBIM

®BO, 6bUTH JOTTYCTUMEI TI0 6€30TTaCHOCTH.

Vnpasnenue: FMT _MTD.1

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YmpaBJieHUe TPYIIIOi poJieif, KOToOpble MOTYT oniepupoBath faHHBIMU DBO.

Vnpasnenue: FMT _MTD.2

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YrpaBJieHne TpymIoi poseit, KOTopble MOTYT OIIepUpOBaTh OrpaHMmIeHUSIMHU JTaHHBIX PBO.

Vnpasnenue: FMT _MTD.3

HeiicTBHS 10 YIIpaBICHUIO HE TIPEIyCMOTPEHBEL.

Aynut: FMT_MTD.1

Ecmm B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanist gaHHBIX ayanTa 0€30MaCHOCTH», TO

cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Oeii-
CTBUIA/COOBITHI/TIapaMETPOB.

a) bazoBwrit: Bce MomuduKanmn 3HadyeHnit tanHerx @BO.

Aynut: FMT_MTD.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanst gaHHBIX ayanTa 0€30MaCHOCTH», TO

cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayAWTa CICTYIOIINX Ieii-
CTBUIA/COOBITHI/TIapaMETPOB.

a) baszoBrlii: Bce MoguduKauuy orpaHudeHni JaHHbIXx @BO.

6) bazoBwrit: Bce MomndUKaIMy AeHCTBUI, TIPEATIPIHUMAEMBIX TIPY HAPYIICHUSIX OTPaHUICHUIA.

Aynut: FMT_MTD.3

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 06€30TacHOCTH», TO

cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCIMOCTH OT BRIOPAHHOTO YPOBHST) ayAWTa CICTYIOIINX Oeii-
CTBUIi/COOBITHI/TIApaMETPOB.

a) MUHUMAITBHBIN: Bce OTKIIOHEHHBIE 3HaueHMsT TaHHBIX PBO.

FMT_MTD.1 Yupasnenue nanasivu ©50

Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.

FMT_MTD.1.1 ®BO 10/KHbI OTPAHAYATH BO3MOKHOCTD [BBIOOD: u3MeHeHue 3Ha4enuil no yMoA4anuio,
3anpoc, moougpurxauus, yoaienue, ouucmka, [Hasnadenme: dpyeue onepayuul] ciaenywo-
IUX JAHHBIX [Ha3HAaYeHHe: cnucox dannvix @B O] TOIBLKO [Ha3HAYEHHE: YNO.IHOMOYUEH -
Hble udenmugpuyuposannvie poau].

3aBucumoctr: FMT _SMR.1 Poym 0e30macHocTH

FMT_MTD.2 Yupagienune orpannuenusavu 1anabix B0

Hepapxuaeckuii mst: Het moqunHEHHBIX KOMITOHEHTOB.

FMT_MTD.2.1 ®BO 10;mKHbI NPEI0CTABATH BO3MOKHOCTD ONpEAeIeHHs] OrPAHMYEHHI CIITYIOMIX JAHHbIX
[na3navenue: cnucok dannvix DH0] TONbKO [HA3HAYEHHE: YRO.IHOMOYEHHbIE UOCHINU-
cduuuposannwte poau].

FMT_MTD.2.2 ®BO n0/KHbI PEINPAHATD CJIETYIONIHE NeCTBAS NMPH TOCTIKEHAH WA NPEBbINICHAN
naaapiva @BO ycTaHOBIIEHHBIX BBIIIIE OTPAHMYEHHIA: [HA3HAYEHNE: npeonpunumaemoLe
deiicmeus).

3asucumoctu: FMT_MTD.1 Yupasnenue nannsiviu @50

FMT_SMR.1 Poau 6e3omacHocTH

52



I'OCT P ICO/MOK 15408-2—2002

FMT_MTD.3 Besonacusie xanasie @50

Uepapxuueckuit wist: HeT momumHEHHBIX KOMITOHEHTOB.

FMT_MTD.3.1 ®BO nomkubl 06ecneunts npucBoenne AanHbM @BO To/IbKO 0€30nacHbIX 3HAYEHHIA.

3aBucumoctr: ADV_SPM.1 Hedopmaabaas Mmomaenas noauTakn 0ezonacHoctd OO0

FMT_MTD.1 Yupasnenue nanusivu @0

8.4 Ormena (FMT_REYV)

XapakTeprCcTHKa CeMeiicTBa

CemeiictBo FMT _REV cBsi3aHo ¢ oTMeHOIT aTpuOyTOB 0€30MaCHOCTU pa3IMUHbIX CYII[HOCTEN B Mpese-
nax O0.

PamxunpoBaHue KOMITOHEHTOB

FMT_REV OtmeHa 1

FMT_REV.1 «OT™MeHa» npeaycMaTpuBaeT OTMEHY aTpuOyTOB 0€30MaCHOCTH, OCYILIECTBIISIEMYIO B HEKO-
TOPBIIT MOMEHT BpEMEH.

Vnpasnenue: FMT_REV.1

Hnsa ¢dynkuuit ynpasieHus us kiaacca FMT moryT paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.

a) YIpaBJieHHe TPYTIIIOi poJjieii, KOTOphIe MOTYT BBEI3BIBATh OTMEHY aTpHOYTOB 0€30ITaCHOCTH.

6) YmpaBJeHMe CITMCKaMU TTOJIb30BaTesieii, CyObeKTOB, O0BEKTOB M APYTUX PECYPCOB, IUISI KOTOPBIX

BO3MOXXHa OTMEHa.

B) YTpaBiieHUe TIpaBUjIaMi OTMEHEI.

Aynut: FMT_REV.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynauTa 0€30TTaCHOCTH», TO

cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTHM OT BBIOPAHHOTO YPOBHS) ayInTa CICIYIOIINX Oeii-
CTBUI/COOBITHI/TTapaMETPOB.

a) MUHMMaIbHBIN; HeyCIellHasi OTMEHAa aTpUOYTOB O€30MacHOCTH.

0) bazoBbIii: Bce MOMBITKM OTMEHUTD aTpUOYThl O€30MACHOCTH.

FMT_REV.1 Otmena

Hepapxmaeckuii m1s: HeT moAUMHEHHBIX KOMITOHEHTOB.

FMT_REV.1.1 ®BO 10/Knbl OrpaHMYATh BO3MOKHOCTH OTMEHBI ATPHOYTOB 0€30NMACHOCTH, ACCONANPO-
BaHHBIX C [BbIOOD: noav3oeameau, cyboexmol, o6seKmot, opyzue O0onoaHumMebHbIE pe-
cypcot], B npeaenax O P Toabko [HAa3HAYEHHE: YNOHOMOUEHHbIE UOeHMUMUUUPOCaH-
Hble poau].

FMT_REV.1.2 ®BO n0o/KHBI peajn30BaTh NPaBIIA [Ha3HAYECHHE: NPAGUAA OMMEHDL].

3apucumoct: FMT _SMR.1 Posm 0e3onacHocTn

8.5 Cpok geiicreust aTpudyra d0esonacuoctn (FMT_SAE)

XapakTeprcTHKa ceMeiicTBa

CewmeiictBo FMT SAE cBsI3aHO ¢ BO3MOXHOCTBIO YCTAHOBJICHUSI CPOKA AEUCTBUS aTpUOYyTOB Oe3011ac-

HOCTH.
PamxmpoBaHye KOMITOHEHTOB

FMT_SAE Cpok gencteua atpubyra 1
6esonacHocTn

FMT _SAE.1 «OrpannyeHHas o BpeMeHU aBTOpU3alIusI» PEAOCTaBIISIET BO3MOXHOCTh YITOJITHOMOUEH-
HOMY T0JIb30BaTeJI0 YCTaHABIMBATh CPOK JEWCTBUS OTNpeieJIeHHbIX aTPUOYTOB O€3011aCHOCTH.

Vnpasnenue: FMT_SAE.1

Hnsa ¢dynkuuit ynpasieHus us kiaacca FMT mMoryTt paccMaTpuBaThCs CAeAyIOLINe IeCTBUS.

a) YmpaBiieHHe CITMCKOM aTpuOyTOB O€30IIaCHOCTH C Ha3HAYEHHBIM CPOKOM JIeICTBHSI.

0) IIpeanpuHUMaeMbie 1O UCTEYEHUU Ha3HAYEHHOIO CPOKa JAeCTBUS.
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Aynut: FMT_SAE.1
Ecmm B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanist gaHHBIX ayanTa 0€30MaCHOCTH», TO
cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Oeii-
CTBUIA/COOBITHI/TIapaMETPOB.
a) ba3oBblii: Ha3HaUEeHKEe CpoKa NeUCTBUS ISl aTpUOyTa.
0) bazoBeIit: neiicTBHSA, TIPEATIPUHATEIE TTO NCTEUYSHNN Ha3HAYeHHOTO CPOKa.
FMT_SAE.1 OrpanuyeHHas N0 BpeMeHH aBTOPU3AIMS
Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.
FMT_SAE.1.1 ®BO 10/KHbI OTPAHHYHTD BO3MOKHOCTh HA3HAYATH CPOK JAeHCTBHA 1) [Ha3HAYeHHeE:
cnucox ampubymoe b6e3onacnocnu, 045 KOMOPbIX NPedyCMOmMpeHo yYCmanoséieHue cpo-
Ka delicmeus] TOJNIbKO [Ha3HAYEHUE: UdeHMUpUUUPOBAHHbIE YROAHOMOUEHHbBLE POl .
FMT_SAE.1.2 Jing kaxaoro u3 3Tux aTpuoyTos 6e3onacHocTa PBO noKHBI OBITH CHOCOOHBI K [Ha-
3HAYEHME: CNUCOK Oelicmeuii, npednpunuMaemsix 043 Kaxcoozo ampubyma be3onacnoc-
mu] 10 ACTEeYEHNH €ro CPOKA eiiCTBHA.
3aBucumoctu: FMT _SMR.1 Poym 0e30macHocTH
FPT_STM.1 Hanexnblie MeTKH BpeMEHH
8.6 Pom ynpasienns 6e3onacHoctoio (FMT_SMR)
XapakTepucTuKa ceMelicTBa
Cemelictio FMT_SMR npenHaszHaueHo 115 ypaBieHUs HAa3HAUeHWEM pa3IMYHbIX POJIEi MOIb30BaTe-
JisiM. BO3MOXKHOCTH 3THX POJIEt 110 YIIpaBJIeHUIO O€30TTaCHOCTHIO OIMMCAHBI B IPYTUX CEMENMCTBAX ITOTO KiTacca.
PamxmpoBaHTe KOMITOHEHTOB

FMT_SMR Ponu ynpaeneHus 6e30nacHOCTbO

FMT_SMR.1 «Ponu 6e30macHOCTH» ONpeaesieT poiau, OTHOCSIIUECS K 6€30IaCHOCTU U pacro3HaBae-
Meie ®BO.

FMT_SMR.2 «OrpaHuueHust Ha pojiu 6€301macHOCTU» OTNPEAEIISIET, UTO B JOMOJTHEHUE K OTpeAeSIeHUIO
poJsieit UMeroTCs TpaBuia, KOTOPbIE YIIPABISIOT OTHOLIEHUSMU MEXIY POJISIMMU.

FMT_SMR.3 «IIpunsatue poseit» conepkuT TpedoBaHre, YTOObI MPUHSATUE POJIM MPOU3BOANIOCH TOJIb-
KO Jepe3 TouHbIH 3ampoc K PBO.

Vnpasnenue: FMT _SMR.1

Hnsa dynkuuit ynpasnenus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YropapieHue TpyImnoi mojab3oBaTesieil — UCTIONHUTENIEN POJIU.

Vnpasnenue: FMT _SMR.2

Hnsa dynkumit ynpapieHus u3 kiaacca FMT mMoryT paccMaTpuBaThCs CleAyIOLINe 1eHCTBUSI.

a) YropapieHue TpyInoi mojab3oBaTesieil — UCTIONHUTENIEN POJIU.

0) YrpaBieHue yCI0BUSIMU, KOTOPBIM JIOJIKHBI YIOBJIETBOPSITH POJIU.

Vnpasienue: FMT _SMR.3

HeicTBus Mo ynpaBlIeHUIO He TTPETyCMOTPEHDI.

Aynut: FMT_SMR.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanist gaHHBIX ayanTa 0€30MaCHOCTH», TO
clieayeT mpeaycMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLINX deki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MuHuMaIbHBIN: MOAM(UKALIMS TPYIILI OJb30BaTeeii — UCTIOJHUTENENH POJIU.

0) JeTtanu3npoBaHHbBIN: KaXKI0€ UCIIOIb30BaHUE TTPaB, MPEI0CTaBIEHHbBIX POJIbIO.

Aynut: FMT_SMR.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanst gaHHBIX ayanTa 0€30MaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MuHuManbHbIN: MOAU(bUKALIMS B TPYIINE MOJIb30BaTeeli — UCTIOJHUTENEN POIH.
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6) MUHUMAaIBHBIN: HEYCITEITHBIE TOMBITKIA WCITOIB30BaTh POJIb BCIICICTBAE OTPaHWMUEHM, HaKJIaIbI-
BaeMBIX Ha POJIM.

B) JleTam3MpoBaHHBIN: KaXkKI0e NCITOIB30BAaHNE IIPAB, IIPEIOCTABICHHBIX POJIBIO.

Aynut: FMT_SMR.3

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepariis maHHBIX aynuTa 0€30TTacCHOCTH», TO

cemyeT TMPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMOCTH OT BBIOPAHHOTO YPOBHS) ayInTa CICIYIOIINX Oeii-
CTBUI/COOBITHI/TTapaMETPOB.

a) MUHVUMAJTbHBIN: KOHKPETHBIEC 3aITPOCHI Ha TIPUHSITAE POJIH.

FMT_SMR.1 Poau 6e30macnocTa

Hepapxmaeckuii m1s: HeT moAYMHEHHBIX KOMITOHEHTOB.

FMT_SMR.1.1 ®BO 10 zKHbI OIEPKUBATH CJEAYIONHE POJH [HA3HAYEHHE: YHOAHOMOUEHHbIE UOCH -
muguyuposannvie poau].

FMT_SMR.1.2 ®BO A02KHBbI OBITh CTIOCOOHBI ACCONAMPOBATH NMOJIb30BaTENIEl C POJISAMHM.

3asucumocTu: FIA_UID.1 Beibop MomMeHTa miaeHTH(UKATH

FMT_SMR.2 OrpanudeHus Ha poJi 0€30MaCHOCTH

Hepapxuueckuit missi: FMT _SMR.1

FMT_SMR.2.1 ®50 n0oKHbB MOAIEPXUBATh CIASIYIONINE POJIA [Ha3HAYCHUE: YHOAHOMOUYEHHbIE UJeH-
muguyuposarmwie poau).

FMT_SMR.2.2 ®BO 10mKHBI OBITH CITIOCOOHBI aCCOITMMPOBATH TOJTE30BATENIeH ¢ POJISIMH.

FMT_SMR.2.3 ®BO 10/KHbI 00€CI€YHTDh BbINOJIHEHNE [HASHAYEHHE: YCA08UA 045 PA3AUMHBIX poeli].

3aBucumoctu: FIA UID.1 Beibop MomeHTa uaeHTUDUKAIUN

FMT_SMR.3 IIpunstue poieii

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FMT_SMR.3.1 ®BO 10/okHBI TPEOOBATH TOYHBIA 3aNPOC I NPHHATHS CJIEAYIONNX poJieii [Ha3Have-
HHUE: CNuUCoK poaeil].

3apucumoct: FMT _SMR.1 Posm 0e3onacHocT

9 Knacc FPR. IIpuBaTHoCcTh

Kiacc FPR conepxut TpeGoBaHMS IPUBATHOCTU. DTU TPeOOBAHMS IIPEAOCTABIISIIOT ITOI30BATEIIIO 3a-
IINATY OT PACKPHITHS €T0 MACHTU(GUKATOPA 1 37T0YIIOTPEOICHUS] STUM IPYTUMM TTOJTb30BATEIISIMUA.
Hexomnosunus kiacca FPR Ha coctapiisiioliive ero KOMIMOHEHThI MpUBeAeHa Ha pUcyHKe 9.1.

[MpusartHoCTbL
— FPR_ANO AHOHUMHOCTb 1 2
2
— FPR_PSE lNMceBAoHMMHOCTD 1
3
— FPR_UNL HeBo3MOXHOCTb accoumnaymm 1
1 2
L FPR_UNO CkpbITHOCTb 3
4
Pucynok 9.1 — Jlekommnosuuust kiacca «[IpuBatHOCTb»
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9.1 Anonumuocts (FPR_ANO)

XapakTepHucTuKa ceMelicTBa

CewmeiictBo FPR_ANO o6ecnieunBaeT, 4TOOBI ITOJIB30BAaTEIb MOT HCITOJIB30BaTh pecypc min yciayry OO
0e3 packphITUsI cBoero uiaeHTudukaropa. TpeboBaHUs ceMelicTBa MPeaOCTaBISIOT 3aUTY UAeHTU(hUKATOpa
noJjib3oBatess. CeMeicTBO He MpeaHa3HaYeHo VISl 3alUThl MIEHTU(UKATOPOB CyOBhEKTOB.

PamxupoBaHue KOMIIOHEHTOB

FPR_ANO AHOHUMHOCTb 1 2

FPR_ANO.1 «<AHOHUMHOCTb» COAEPKUT TpeOOBaHNE, UTOOBI APYTUe MOJb30BaTENN WU CYObEKThI HE
MOTJIN OTIPEIEITUTh MACHTU(UKATOP TTOTH30BaTENIs, CBI3AHHOTO C CYOBEKTOM WM OTTepaIlieii.

FPR_ANO.2 «<AHOHUMHOCTb 0e3 3anpoca nHGopmauuu» paciuupsiet tpedbosanus FPR_ANO.1, o6ec-

neunBast, utToosl @BO He 3anpalnBany UAECHTUGUKATOP TTOTH30BATEIS.

Vnpasnenue: FPR_ANO.1, FPR_ANO.2

HeiicTBHS TI0 YITPABICHUIO UTSI 9TUX KOMITOHEHTOB He TTPeIyCMOTPEHBEL.

Aymut: FPR_ANO.1, FPR_ANO.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30MaCHOCTH», TO

cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Ieii-
CTBUIA/COOBITHI/TIApaMETPOB.

a) MUHMMAJTBHEIN: oOpalleHre K MeXaHN3My aHOHUMHOCTH.

FPR_ANO.1 AHOHUMHOCTH

Hepapxuaeckuii mst: Het moqunmHEHHBIX KOMITOHEHTOB.

FPR_ANO.1.1 ®BO noKHBI 00€CHEYnTb, YTOOBI [HAZHAUEHHE: COGOKYNHOCMb Noab3oeameneli u/uiu
cybsexmog] ObLIa He CIIOCOOHA ONpeIeMTh MOTHHHOE HMS TT0JIb30BATENIA, CBA3AHHOTO
¢ [Ha3Havenwme: cnucox cybsexmos u/uau onepauuii, u/uiu 06vexmog].

3aBUCHMOCTH: OTCYTCTBYIOT.

FPR_ANO.2 AnoanMHoCTb 0€3 3anpoca nagopManim

Hepapxuueckuii 11s1: FPR_ANO.1

FPR_ANO.2.1 ®BO nomKkHB 00€CTIeUnTh, YTOOBI [Ha3HAYCHUE: COBOKYNHOCHb NOAb308amenel u/ui
cybsekmoe] Oblila He CIoCcCOOHA OTpeAeUTb MOMIMHHOE UMSI TT0JIb30BaTes, CBSI3aHHO-
TO C [Ha3HAYCHUE: CHUCOK CYOBeKmOo8 u/uiu onepayuil, u/uiu 00sexmos).

FPR_ANO.2.2 ®BO g0KHbI NPEeIOCTABHTh [HAZHAYEHHE: Crnucok ycaye| g [Ha3HAYEHHE: CHUCOK
cybsexmoe] 0e3 3anmpoca Kakoii-1m00 CChUIKM HA MOMIMHHOE HMS O0JIb30BATEIS.

3aBUCUMOCTH: OTCYTCTBYIOT.

9.2 Ilcesnonnmuoctb (FPR_PSE)

XapakTepHucTuKa ceMelicTBa

CewmeiictBo FPR_PSE obGecnieunBaet, 4TOOHI ITOJIb30BaTeIb MOT MCIIOIL30BaTh PECypC WM YCIyry 0e3

PACKpPBITHSI CBOETO MACHTU(MUKATOPA, OCTABasICh B TO K€ BPEMS OTBETCTBEHHBIM 32 3TO MCITOJIH30BaHME.

PamxmpoBaHTe KOMITOHEHTOB

FPR_PSE lNceBaoHUMHOCTb 1

FPR_PSE.1 «IlceBIOHUMHOCTb» COEPXKUT TpeOOBaHKE, UTOOBI HEKOTOPAasi COBOKYITHOCTb IOJIb30BaTe-
Jieil u/unm cyobeKTOB Obljla HE CITOCOOHA OMpeNeUTh MAEHTU(HUKATOP TTOIb30BaTENs1, CBI3aHHOTO C CyObeK-
TOM WJIM oTiepalueit, HO B TO Xe BpeMs 3TOT I0JIb30BaTeIb OCTaBaJICsI OTBETCTBEHHBIM 32 CBOU IEMCTBUSL.

FPR_PSE.2 «O6paTtnmast ICeBIOHUMHOCTB» COIEPKUT TpeboBaHMe, 4ToOsl @PBO mpegocTaBmim Bo3-
MOXKHOCTb OIPEAEIUTh epBOHAYAIbHBIN NACHTU(UKATOP MOJIb30BATENS, OCHOBBIBASICH HA MIPEICTaBIEHHOM
TCEBIOHUME.

FPR_PSE.3 «AnbrepHaTrBHas CEBAOHUMHOCTb» COIEPXKUT TpeOOBaHKE, YTOObI MPU CO3AaHUM TICEBIO-
HUMa Ut naeHTudrKaTopa monb3oBaresrss @BO ciemoBanm onpeneIeHHBIM TTpaBUAJIaM.
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Vnpasnenune: FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

HeiicTBHS TI0 YIIPABICHUIO TSI 3TUX KOMITOHEHTOB HE TIPEAYCMOTPEHEL.

Aymut: FPR_PSE.1, FPR_PSE.2, FPR_PSE.3

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTacHOCTH», TO

cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHTa CICIYIOIINX Oeii-
CTBUIi/COOBITHI/TTAapaMETPOB.
a) MUHUMAJIBHEIN: NISHTUHUKATOP CYyOBhEeKTa,/ TI0JIb30BaTeN s, KOTOPBIN MOTPeOOBa paCKPBITHS MICH-
TU(UKATOPA MOJIb30BaTENS.

FPR_PSE.1 I1lceBnoHuMHOCTH

Hepapxmaeckuii m1s: HeT mogAYMHEHHBIX KOMITOHEHTOB.

FPR_PSE.1.1 ®BO 10KHbl 00eCeYnTh, YTOOBI [HA3HAYEHHE: COGOKYNHOCMb NO.Ab306ameneli u/uiu
cybsexmoeg] ObLIa He CIOCOOHA OMpPENETD MOJTMHHOE UMSI TI0JIb30BATEJIS, CBA3AHHOTO
¢ [Ha3HAYeHMe: cnucok cybeexmoe u/uiu onepauuii, u/uiu 066exmos).

FPR_PSE.1.2 ®BO n0oKHBI 0bITH CIOCOOHBI IPEIOCTABATL [HAZHAYEHHE: KOAUECMEO NCee0oHuUMOa)
NCEBIOHUMOB MOJIMHHOTO MMEHH NMOJIb30BaTe s /1 [Ha3HAYeHMe: cnuUcoK cybsexmog].

FPR_PSE.1.3 ®BO 10KHbI ObITh CIOCOOHBI [BBIOOD: onpedeaums nceeOOHUM NOAb306aAMENS, NPUHAND
nceedonum om noav3oeamens] i BepuuIMPOBATH €r0 COOTBETCTBHE [HA3HAYEHME: Mem-
PUKa nceeooHumos].

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FPR_PSE.2 O0paTnmas nceBI0HAMHOCTD

Hepapxmueckuii m1s1: FPR_PSE. 1

FPR_PSE.2.1 ®BO nomxHBl 06€CIIeYnTh, YTOOHI [Ha3HAUCHUE: COBOKYNHOCIb NOAb308amenell u/uiu
cybsexkmos| Obli1a He CITOCOOHA OTPeAEIUTh MOIMHHOE MMS MOJIb30BaTeNs, CBSI3aHHOE
¢ [Ha3HAYEHME: CRUCOK CYOBeKmMOo8 u/uiu onepayull, u/uiu 00sexmos).

FPR_PSE.2.2 ®BO noKkHBI OBITH CIIOCOOHBI TTPEAOCTABUTE [HA3HAUEHUE: KOAUYECTNBO NCeEOOHUMOE]
TICeBIOHUMOB TTOIJTMHHOTO UMEHU TI0JTb30BaTeIs UTS [Ha3HAYCHUE: CRUCOK CYOBeKmos).

FPR_PSE.2.3 ®BO noKHEBI OBITH CIIOCOOHBI [BEIOOP: 0npedesums nce00HUM NOAb306AMENS, NPUHAMb
ncegdonum om noav3oeamens| u BEpuUIIMPOBAThH €T0 COOTBETCTBYE |[HA3HAUSHUE: Men-
puUKa nceeooHuUMo8).

FPR_PSE.2.4 ®BO no/oKkabl NPeAOCTABATH [BBIOOD: ynoanomouenuwiii noasvzoeameds, [Ha3HAYEeHHE:
Cnucok doeepennbix cy6oeKmog] BOZMOKHOCTD ONPENENATh HIEHTH(PUKATOP MOIb30BATE-
JIS 110 MPEACTABJICHHOMY NICEBIOHAMY TOJIBKO NPH BLINOJHEHNH [HA3HAYEHHE: CHUCOK YCAO-
euii].

3asucumoctu: FIA_UID.1 Beibop MomMeHTa miaeHTH(AKATAH

FPR_PSE.3 AnbrepHaTuBHAS NCEBJOHAMHOCTD

Hepapxmueckuii mis1: FPR_PSE. 1

FPR_PSE.3.1 ®BO nomxHBl 06€CIIeYnTh, YTOOHI [Ha3HAUCHUE: COBOKYNHOCIb NOAb308amenell u/uiu
cybsekmos| Oblila He CITOCOOHA OTIPEAEIUTh MOJUIMHHOE MMST TI0JIb30BaTeIsl, CBI3aHHO-
TO ¢ [HA3HAYECHUE: CRUCOK CYOBeKmMO8 u/uiu onepayuil, u/uiu o6sexkmos).

FPR_PSE.3.2 ®BO go/KHBI OBITH CITOCOOHBI MPEJOCTABUTh [HA3HAUEHUE: KOAUYECTNBO NCeEOOHUMOE]
TICeBIOHMMOB TTOIJTMHHOTO UMEHU TI0JTb30BaTeS UTS [Ha3HAYCHUE: CRUCOK CYOBeKmos).

FPR_PSE.3.3 ®BO momKHEBI OBITH CITOCOOHEBI [BEIOOD: onpedeaums nced0OHUM NOAb308AMENS, NPUHAMb
nceedonum om noavsoeamesnsi|  BEpuGUIIMPOBATH €r0 COOTBETCTBUE [Ha3HAUEHWE: Mem -
pUKa nceeooHuUMo8).

FPR_PSE.3.4 ®BO f0/KHBI NPEIOCTABATD NCEBIOHAM ]ISl IOJIMHHOTO MMEHH MOJIb30BaTEJ s, KOTO-
PbIii JOJZKEeH ObITh HACHTHYEH NCEBIOHAMY, NpPEIOCTABJICHHOMY paHee, TPH CJETYIOMHAX
YCJIOBHAX [Ha3HAUYEHHE: CRUCOK YCA06uli|; B IPOTHBHOM CJIydae NMPeIoCTABIISIEMbIii ICeB-
JIOHHM JOJIKEH ObITh He CBSI3aH ¢ MPeIOCTABICHHbIMHA paHee NCeBIOHAMAMH.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

9.3 Heso3moxuocts accommamuu (FPR_UNL)

XapakTeprCcTHKa CeMeiicTBa

CemeiictBo FPR_UNL oGecrieunBaeT, 4YTOOKI IOIH30BaTeIb MOT HEOTHOKPATHO MCIIO/Ih30BaTh PECYPChI

WJIA YCITYTH, He AaBas B TO K€ BpeMsI HUKOMY BO3MOXHOCTH CBSI3aTh BMECTE WX MCITOJIb30BaHHUE.

PamxmpoBaHre KOMITOHEHTOB

FPR_UNL HeBo3MoxHOCTb accoumaLmm 1

57



I'OCT P UCO/MOBK 15408-2—2002

FPR_UNL.1 «HeB03MOXHOCTb acCCOITMALINN> CONEPKUT TPeOOBaHNE, YTOOBI TIOTB30BATENIN 1/ M CYOheK-
ThbI OBLJIM HE CITOCOOHBI OTMIPENEINTh, ObLUIU JIM ONPeNe/IeHHbIE ONepallii B CUCTeMe MHULIMUPOBAHBI OTHUM U
TEM K€ TOJIb30BaTeIeM.

Vnpasnenue: FPR_UNL.1

Hnsa dyHkuuit ynpasnenus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YmpapneHue (PyHKIMEH ITpeaOTBPaILeHNS aCCOIIAAIINMN.

Aynut: FPR_UNL.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepanst gaHHBIX ayanTa 0€30MaCHOCTH», TO

clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MuHuMAaIbHEINA: o0pallleHre K MeXaHM3MY IIPeIOTBPAIlleHIS aCCOLIMALIIM.

FPR_UNL.1 HeB03MOXHOCTb ACCOIMAIIM

Hepapxudeckuit 1isi: Het mogunHEHHBIX KOMIIOHEHTOB.

FPR_UNL.1.1 ®BO n0/KHBI 00€CIEYATD, YTOOBI [HASHAYEHHE: COGOKYNHOCMb NoAb3oeameneli u/uiu
cybsexmoe] ObLIa He CIOCOOHA OMpene/inTh, YTO [HA3HAYEHHE: cnucok onepayuii] [BbI-
00p: ObLiu UHUUUUPOGAHDI OOHUM U MeEM Jce NO0Ab306ameseM, C8A3AHbL CACOYIOUUM
obpazom][Ha3HAYEHHE: CRUCOK COOMHOULCHUI).

3aBUCUMOCTH: OTCYTCTBYIOT.

9.4 CkpoitHocTh (FPR_UNO)

XapakTepHucTuKa ceMelicTBa

CewmeiictBo FPR_UNO o6ecrieunBaeTt, 4TOOBI IOJIb30BaTEIb MOT MCITOJIB30BaTh PECYpPC WM YCIYTy 0e3

MpeIoCTaBlIeHUs KOMY-JIM0O, B OCOOEHHOCTU TPeThell CTOpOHE, MH(MOPMallMK 00 UCTOJIb30BAaHUHN pecypca
WU YCITYTU.
PanxxupoBaHue KOMITIOHEHTOB

FPR_UNO CkpbITHOCTb 3

FPR_UNO.1 «CKpBITHOCTb» COAEPKUT TPeOOBaHME, YTOOBI TTOTH30BATEIN W/ MITH CYOBEKTHI HE MOTJIN
OITpENENINTh, BBITIOJHSETCS JIM ONepaliusl.

FPR_UNO.2 «Pacnpenenenve nHGopMaliuu, BIKSIOIIEe HA CKPBITHOCTb» COAEPKUT TpeOOBaHUE, UTO-
661 ®BO TpenocTaBUIIN CTIeIIMAIBHBIC MEXaHU3MBI IS TIPEAOTBPAIIEHUST KOHIIEHTpAIln MH(GOPMAITNH, CBSI-
3aHHOM ¢ MPMBATHOCTHIO, B npezesax Q0. Takas KOHIEHTpalYsi MorJia Obl TTOBIUSTH Ha 00ecrieueHUe CKPbIT-
HOCTH TIPY HapylIeHUsIX O€30MaCHOCTH.

FPR_UNO.3 «CkpsITHOCTB O€3 3ampoca MHGOPMAaII» COIepKUT TpeboBaHue, 9To0bl GBO He mhiTa-
JINCh TIOIYYUTb MH(POPMALIUIO, CBI3aHHYIO C MPUBATHOCTHIO, UTO MOXET MCIOJIb30BaTbCS JJIs1 HApYIIEHUS
CKPBITHOCTH.

FPR_UNO.4 «OTKPBITOCTD TS YIIOJTHOMOYEHHOTO TTOTh30BATENISI» COMEPKUT TpeboBaHme, uToob PBO
MPEeA0CTaBWIN OJHOMY UM HECKOJIbKUM YITOJTHOMOYEHHBIM MOJIb30BaTeIsIM BO3MOXKHOCTb HAa0I101aTh 3a UC-
MOJIb30BAHUEM PECYPCOB U/UJHU YCIIYT.

Vnpasnenue: FPR_UNO.1, FPR_UNO.2

Hnsa dyHkuuit ynpasneHust us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YropaBjieHue pexXxMMOM BBITTOJHEHUST (PYHKIIUU CKPBITHOCTH.

Vnpasnenue: FPR_UNO.3

JeicTBus Mo yrpaBAeHMIO JIJIs 3TOr0 KOMIOHEHTA He TTPEeTyCMOTPEHBI.

Vnpasnenue: FPR_UNO.4

Hnsa dyHkuuit ynpasneHus us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YrpasieHrue COBOKYITHOCTbIO YIIOJITHOMOYEHHbIX MTOJIb30BaTeNEH, KOTOPbIE CIIOCOOHBI ONPENEIUTD,

BBITTOJTHSUTMCD JIM OTIEPALUU.
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Aymut: FPR_UNO.1, FPR_UNO.2

Ecmm B I13/3b Brimoueno cemeiictBo FAU_GEN «I'enepaniis maHHBIX aynuTa 0€30TTacHOCTH», TO
cemyeT IMPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHNTa CICIYIOIINX Oeii-
CTBUIA/COOBITHI/TTapaMETPOB.

a) MUHUMATBHBIN: 00pallleHre K MeXaHN3My CKPBITHOCTH.

Aynut: FPR_UNO.3

Her nneATMOUIIMPOBAHABIX AeCTBUI/COOBITHI/TTApaMeTPOB, TSI KOTOPBIX CJIEAYET IMPEayCMOTPETh BO3-

MOXXHOCTD ayIuTa.
Aynut: FPR_UNO.4
Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTacHOCTH», TO
cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayInTa CICIYIOIINX Oeii-
CTBUI/COOBITHI/TTapaMETPOB.
a) MUHUMAaBHBIN: HaOTIOMEHNE 32 NCTIOJIb30BAHNEM pecypca WM YCIIyTH TOJTb30BaTe/IeM TN CYOBeK-
TOM.

FPR_UNO.1 CkpbITHOCTD

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FPR_UNO.1.1 ®BO 10/KHbI 00€CII€YATD, YTOObI [HA3HAYEHHE: COBOKYNHOCHb NOAb308amenell u/uiu
cybsexmog] ObLIa He CIIOCOOHA HAOMIONATD CJICAYIONINE ONIEPANNA [HA3HAYEHHE: CHUCOK
onepayuil] Ha [Ha3HAYEHHE: CRUCOK 006eKmog], BhINoNHsSeMble [HA3HAYEHHE: COBOKYN-
HOCMb 3auuwaemslx noavzoeamenel u/uiu cybosexmos).

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FPR_UNO.2 Pacnpenenenue nuHGoOpManuu, BIUAIONIEE HA CKPLITHOCTh

Hepapxuueckuii nis1: FPR_UNO. 1

FPR_UNO.2.1 ®BO gomKHBI 00eCIIeYNTh, YTOOBI [Ha3HAUCHUE: COBOKYNHOCMb NOAb308amenell u/uiu
cybsekmog] Obli1a He CIIOCOOHA HAOJIIOATh CJIEAYIOIIME ONepaliui [Ha3HaYeHUe: CHUCOK
onepayuii] Ha [Ha3HaUEHUE: CHUCOK 006ekmog], BLITIOJIHSIEMbIE [Ha3HAUEHUE: COBOKYN-
HOCMb 3auUaemsix noav3oeameneii u/uiu cyosexmos).

FPR_UNO.2.2 ®BO0 g0/5KHBI pacnpene/uTh [Ha3HAYEHHE: UH(OPMAUU, CBA3AHHASL CO CKPLIMHOCHBIO]
cpemn pa3mmunbix yacteid OO Tak, 4T0OBI BO BpeMs CYIIECTBOBAHHS HH(OpMAIMHA
BBINOJIHSUINCH CJIEYIONHE YCJOBUSA: [HA3HAYECHHUE: CNUCOK YCA06UIL].

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FPR_UNO.3 CkpoiTHOCTD 0€3 3anpoca nHGOpMAIAH

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FPR_UNO.3.1 ®50 a0KHbI NPEeIOCTABATh [HA3HAYEHHE: CnuUCOK ycaye]| Nns [Ha3HAYEHHE: CRUCOK
cybsexmog] 0e3 3anpoca KaKuX-JIM00 CChUIOK HA [HA3HAYEHHE: UH(OPpMAUUA, CBA3AHNAS
¢ npusamnocmoio).

3aBucumoctu: FPR_UNO.1 CKkpbITHOCTD

FPR_UNO.4 OTKpbITOCTb /151 YIOJTHOMOYEHHOTO NOJIb30BATES

Hepapxmaeckuii m1s1: HeT mogAYMHEHHBIX KOMITOHEHTOB.

FPR_UNO.4.1 ®BO 10/oKHBI NPeAOCTABATL [HA3HAYEHHE: COBOKYNHOCHb YROAHOMOUECHHBIX NOAb30-
eéameaeii] BO3MOKHOCTD HA0JIOJATH 32 MCNOJIb30BAHHEM [HAZHAYEHUE: CNUCOK pecyp-
€06 u/uau ycaye|.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

10 Knacc FPT. 3amura ®BO

Kinacc FPT comepxut cemeiicTBa (pyHKIIMOHAIBHEIX TPeOOBaHMIA, KOTOPKIE CBSI3aHBI C LIEJIOCTHOCTBIO 1
yIpaBJIeHHeM MexaHu3MaMu, peanmn3oBaHHEIME B PBO, He 3aBucsa npu 3ToM oT ocobeHHoctei I1BO, a
TaKXKe C IeJI0CTHOCThIO JaHHBIX @BO, He 3aBHCs OT crenmpraeckoro coaepkanus gaHHbIX [15O. B HekoTo-
POM CMbICJIE, KOMITOHEHThI CEMEMCTB 3TOr0 Kjlacca 1y0aMpyroT KOMITIOHEHTHI U3 Kiacca FDP u MoryT naxe
WCIOJIb30BaTh OIHU U Te XXe MexaHu3Mbl. OnHako kiacc FDP crienmanvsupoBaH Ha 3alluTe JaHHBIX TTOJIb30Ba-
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TeJIsI, B TO BpeMs Kak Kiace FPT Hanenen Ha 3amuty gaHHBIX @BO. PakTryeckr, KOMIIOHEHTHI M3 KJlacca
FPT neobxommMer m1st obecriedyeHrs TpeOOBaHMIT HEBO3MOKHOCTH HapyIIeHHs 1 00xoma noanTnk @b manHo-
ro OO.
B pamMkax 3Tor0 Kj1acca BBIIEISIOTCS TPH CyIleCTBeHHBIe cocTaBHBIe YacTit PBO.
a) Abcmpaxmuas mawuna OFO, T. e. BUpTyalbHast WY (DU3MIecKast MallliHa, Ha KOTOPO BBITTOTHACTCS
oueHnBaeMag peanuzaius OBO.
6) Peanrusauus @O, KoTOpast BRITIOTHIETCS Ha aOCTPAKTHON MaIlIMHE M pean3yeT MeXaHN3MBI, OCY-
wectristolme ITbO.
B) Jaunvie @50, KOTOpHIE IBISIOTCS aIMUHUCTPATUBHBIMU 0a3aMM JAHHBIX, YITPABIISIONINMHA OCY-
wecteieHreM ITBO.
Hexomnosuuus kiacca FPT Ha cocraBnsitolie ero KOMIOHEHThI puBeaeHa Ha pucyHkax 10.1 u 10.2.

3awurta 6O
| | FPT_AMT TectuposaHue 6a3oeoii abeT-
PaKTHOWM MaLlWHbI 1
— FPT_FLS besonacHocTb npu cboe 1
| FPT_ITA JoCTynHOCTb 9CKNOpTUpYe- 1
MbIX gaHHbIX PBO
|| FPT_ITC KoHbnaeHUManbHOCTL 3KC- 1
nopTupyemeix gaHHbix PBO
| | FPT_ITI LlenocTHOCTL 3KCMOpTUMpYEMbIX 11 2
JaHHbIX PBO
11 2
| | FPT_ITT MNepepaya paHHbix PBO B npe-
penax OO
3
19 2
— FPT_PHP ®du3nueckas 3awmTta ®bO
3
1 2 3
L FPT_RCV HagexHoe BoccTaHoBneHue
4

Pucynok 10.1 — JIexommo3uuus kiacca «3anmra @BO»
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3awuTta 6O

FPT_RPL O6HapyxeHune noBTOPHOro uc-

nonbL30BaHUs
|| FPT_RVM lNMocpegHuyecTso npu obpa- 1

LLeHUsIX
— FPT_SEP PasgeneHve aomeHa 1 2 3

FPT_SSP MpoTokon cMHXpoHU3aLmm

[ COCTOAHMIA 1 2
— FPT_STM MeTku BpemeHu 1
| FPT_TDC CornacoBaHHOCTb AAHHbIX ’
®BO mexagy PBO
| FPT_TRC CornacoBaHHOCTb AAHHbIX ’
dBO npu gybnuposaHum B npegenax OO
— FPT_TST Camotectuposanue ®50 1

Pucynoxk 10.2 — dexkommosunus kinacca «3amura ®BO» (TipogorkeHune)

10.1 TecTupoBanune 6a30Boii adcTpakTHOi Mammuusl (FPT_AMT)

XapakTeprcTHKa ceMeiicTBa

CemeiictBo FPT_AMT onpenernsietr TpebOBaHMS K BRITIOTHEHMIO TecTupoBaHust ®BO, neMoHCTpUpYIO-
11IeTO MPEANoJoXeHUsT 6€30MaCHOCTU OTHOCUTEJIbHO 0a30BOM aOCTpakKTHOI MalllMHbI, JiexXallleil B OCHOBE
noctpoeHnst PBO. «AbcTpakTHAsS» MaAIlTTHA MOXET OBITh KaK TIaT(OpMO aIliTapaTHBIX/TPOTpaMMHO-aTTITa-
paTHBIX CPEJICTB, TaAK U HEKOTOPHIM M3BECTHBIM U1 TIPOIIEIIINM OLIEHKY COU€TaHUEM aIlmapaTHBIX/TIpOrpaMM-
HBIX CPEJCTB, IEUCTBYIOIIMM KaK BUPTyaJibHasl MallrHa.

PanxxupoBaHue KOMITIOHEHTOB

FPT_AMT TectuposaHue 6a3oBoi abeT-
PaKTHON MaLLWHbI

FPT_AMT.1 «TectupoBaHue aOCTpaKTHOU MallIMHBI» MPEAOCTaBSIET BO3MOXHOCTh MPOBEPKY 0a30BOI
a0bCTPaKTHOM MaIIHEI.

Vnpasnenue: FPT_AMT.1

Hnsa ¢dynkuuit ynpasiaeHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.

a) YnpapjeHue yCIOBUSMU, ITPU KOTOPBIX TPOMCXOAUT TECTUPOBAHUE aOCTPAKTHOU MalllMHbI, HATIPU -

Mep MpU NIepBOHAYAIBHOM 3aIyCKe, C MOCTOSIHHBIM MHTEPBAJIOM, MPU 3aJaHHbBIX YCJIOBUSIX.

0) YrpaBiieHMe BpeMeHH{M MHTEPBaJIOM (ECJIM TaKoe YIpaBjieHNe MPEeayCMOTPEHO).

Aynut: FPT_AMT.1

Ecmm B I13/3b Brimoueno cemeiictBo FAU_GEN «I'erepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
clIeAyeT MpeayCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOPAHHOTO YPOBHSI) ayAuTa CIEAYIOLINUX Aei-
CTBUIA/COOBITHI/TTapaMETPOB.

a) ba3oBblii: BBITIOJHEHHWE TECTUPOBAHUS 0A30BOM MAIIMHBI U pe3yabTaThl TECTUPOBAHUSI.
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FPT_AMT.1 TectupoBanue a0CTPAKTHO! MAIIAHbBI

Hepapxuaeckuii mist: HeT mogqunmHEHHBIX KOMITOHEHTOB.

FPT_AMT.1.1 ®BO a0JKHBI BBIIOJHATH MAKET TECTOBBIX NMPOTrpaMM [BBIOOD: npu nepeonauaivbHom
3anycke, nepuoou4ecKu 60 6peMsa HOpMAIbHO20 (QYHKUUOHUPOGAHUS, NO 3ANPOCY YNOo-
HOMO4EHH020 NoAb306amest, npu Opy2ux ycaoeusax] njas AeMOHCTPALUH NPABUIbHOCTH
BbINIOJTHEHHS MPEATOJI0KEHHI 0€30MacCHOCTH, 00eCeYnBAEMBIX A0CTPAKTHOH MAIMHO¥,
KoTOpas nojioxkena B ocHosy @BO.

3aBUCUMOCTH: OTCYTCTBYIOT.

10.2 Besonacuocts npu cooe (FPT_FLS)

XapakTepHucTuKa ceMelicTBa

Tpeoosanus cemeiictBa FPT _FLS obecnieunBaior, uroos OO He Hapyllajl CBOIO TTOJIUMTUKY 0€30I1acHO-

ct ipu c60s1x @ BO naeHTNOUIIMPOBAHHBIX THIIOB.
PamxmpoBaHTe KOMITOHEHTOB

FPT_FLS Be3onacHocTb npu cboe 1

310 cemeicTBO cocTouT u3 omHoro komroHeHnta, FPT FLS.1 «Co6oit ¢ coxpaHeHneM 0e30I1acHOro
COCTOSTHUSI», cofiepKalero Tpebosanue, 4To0sl @BO coxpaHmmm 6e30MacHOe COCTOSTHIUE TP UACHTUDUIIN-
POBAHHEBIX COOSIX.

Vnpasnenue: FPT_FLS.1

HeiicTBHS 10 YIIpaBICHUIO HE TIPEIyCMOTPEHBEL.

Aynut: FPT _FLS.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30MacCHOCTH», TO
cJemyeT TIpeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CIACTYIOIINX Ieii-
CTBUIi/COOBITHI/TIapaMETPOB.

a) basosurit: c60it @BO.

FPT_FLS.1 Cooii c coxpaneHrneM 0€30IaCHOT0 COCTOSTHHS

Hepapxuaeckuii mist: HeT moqunHEHHBIX KOMITOHEHTOB.

FPT_FLS.1.1 ®BO 10/oKHbI COXpAaHATH 0€30NMACHOE COCTOSHIE NPH CJIEAYIONMX THNAX c0oeB: [Ha3Ha-

YeHue: cnucox munoe cboee DbHO).

3aBucumoct ADV_SPM.1 Hedopmanabuas Moaerb moadTHKA O0e3onacHoctn OO0

10.3 JTocrymHocTs 3kcnopTupyembix ganabix @B0 (FPT_ITA)

XapakTepHucTuKa ceMelicTBa

CewmeiictBo FPT _ITA ompenensieT mpaBmiIa IMpeIoTBpaIIeHUs ITOTepy J0CTYITHOCTH JaHHBIX PBO, 11e-
pemaBaembIx Mexxny @BO 1 ynajgeHHBIM 1oBepeHHBIM TTpoayKToM MT. DTO MOTYT OBITh, HAITPUMED, KPUTHI-
able Janabsle ®BO Trma mapoireii, Kiouyel, JaHHBIX ayaIUTa WX BEITIOTHsIeMoro Koga PBO.

PamxmpoBaHTe KOMITOHEHTOB

FPT_ITA OocTynHOCTb acknopTupye-
MbIX AaHHbIX PBO

D10 cemeiicTBO cocTouT U3 ogHoro kommnoHeHTa FPT ITA.1 «/IocTylmHOCTb 3KCHOPTUPYEMBIX TAaHHBIX
®BO B mpenenax 3amaHHON METPUKI», colepKalero Tpebosanme, uroosl ®BO obecrreunim ¢ 3agaHHOM
BEPOSITHOCTBIO JOCTYITHOCTH MTaHHBIX P BO, penocTaBsieMBIX yaaleHHOMY ToBepeHHOMY TipoayKty UT.

Vnpasnenue: FPT ITA.1

Hnsa dyHkuuit ynpasnenust us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YnpasieHue crmuckoM THIoB taHHbIx B0, 111 KOTOpBIX HEOOXOANMMO, YTOOBI OHU OBLIN TOCTYITHBI

yaajJeHHOMY AoBepeHHoMy TiponykTy WT.

Aynut: FPT _ITA.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst faHHBIX ayanTa 06€30MacCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MunnmanbHBI: oTcyTcTBIEe TaHHBIX PBO, Korma onu 3ampomreHs OO.
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FPT_ITA.1 JlocrynHOoCTh 3KCIOpTHpYyeMbIX HaHHbIX PBO B npenenax 3aaanHoil METPUKA

Hepapxmaeckuii m1s1: HeT mogUMHEHHBIX KOMITOHEHTOB.

FPT_ITA.1.1 ®BO 10/KHbI 00eCeYdTh TOCTYIIHOCTD [Ha3HAYeHne: cnucox munog oannvix ObO] nns
yaanenHoro jaosepeHHoro npoiaykta UT B npeaenax [Ha3HaueHue: 3adannas mempuxa
docmynnocmu] npy BbINOJHEHUH CJIEAYIOIUX YCJIOBHIA [HA3HAYEHHE: yC.108Ua obecnevenus
docmynnocmul.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

10.4 KondunennuansHocTsh 3kcioprupyembix nanasix @50 (FPT_ITC)

XapakTeprcTHKa CeMeiicTBa

CewmeiictBo FPT_ITC onpenensteT mpaBmia 3amTsl JaHHBEIX @BO 0T HecaHKIIMOHUPOBAHHOTO PACKPHI-

Ths pu Tepemade mexay @bO n ymanmeHHBIM 1oBepeHHBIM TTpoaykToM UT. BTo MOTyT OBITH, HAIIpUMED,
kpuTtnuHble nanusie @BO Tuma maposeit, Kirouelt, TaHHBIX ayAnTa WK BRITTONHSIEMOro kona @BO.

PamxmpoBaHre KOMITOHEHTOB

FPT_ITC KoHthuaeHUnansHOCTb 3KC-
nopTupyemMbIx AaHHbeix PO

BT10 cemeiicTBo cocTout U3 ogHoro KomnoHeHta FPT _ITC.1 «KoHbuaeHIIMaIbHOCTb 9KCITOPTUPYEMbIX
nanaeix @BO npu mepenave», comepkaiero Tpedoanme, 4Toosl @BO obecreunm 3alnuTy TaHHEIX, TTepe-
nmaBaeMbIx Mexkmy @BO u ymaneHHBIM JOBepeHHBIM TTpoayKToM MT, OT pacKpeITHS TIPH Tiepeaade.

Vnpasnenue: FPT ITC.1

HeicTBuUs MO yNpaBIeHWIO HE TTPETyCMOTPEHDI.

Aynut: FPT _ITC.1

Her nneATMOUIIMPOBAHABIX ASCTBUI/COOBITHI/TTApaMeTPOB, TSI KOTOPBIX CJICAYET IMPeayCMOTPETh BO3-
MOKHOCTb ayJauTa.

FPT_ITC.1 Kondmaenmuansnocts Ixcnoprupyemsix Aanubsix @BO npu nepenave

Hepapxuueckuii 1isi: Het mogurHEHHBIX KOMITOHEHTOB.

FPT_ITC.1.1 ®BO pomkubl 3amumath Bce aAannbie @O, nepexasaembie ot PBO K ynaneHHoOMy

nosepenHoMy nmpoaykTy UT, oT HeCAaHKIIMOHMPOBAHHOTO PACKPLITHS NPH Nepeaaye.
3aBUCHMMOCTHU: OTCYTCTBYIOT.

10.5 HexocTHOCTD 3KcHopTHpPYeMbix nanubix OBO (FPT_ITI)

XapakTeprCcTHKa CeMeiicTBa

CewmeiictBo FPT _ITI ompenenser mpaBwia 3ammThl fTaHHBIX @BO 0T HecaHKIIMOHMPOBAHHON MOTU(H-
Kaumu npu nepegade Mmexay @PBO 1 ynaneHHBIM 1oBepeHHBIM MpoaykToM UT. DTo MOTYT OBITh, HATIPUMED,
kputnuHble nanHbie @PBO THa maposeit, Kirrodeil, TaHHBIX ayINTa WX BBITTOTHSIeMoro Koga PBO.

PanxxupoBaHue KOMIIOHEHTOB

FPT_ITI LlenocTHOCTb 3KCNOPTUPYEMbIX
naHHbIx ®BO

FPT _ITI.1 «O6HapyxkeHne MOINMUKAIINN SKCITOPTUPYeMBIX TaHHBIX @BO» 1o3BoIsIeT 00HAPYXKHUTH
mommdukanmio nanHerx ®BO npu nepenavye mexay PO u ynaneHHBIM TOoBepeHHBIM TTpomxykToM UT, ipu
JIOTYILIEHWH, UTO MOCJIeTHEMY U3BECTEH MCMOJIb3YEMbIA MEXaHWU3M TIepeaayuM.

FPT _ITI.2 «O6HapyxeHMe 1 UCTIpaBIeHNe MOAN(MUKALINY SKCITOPTUPYeMbIX JTaHHBIX ®BO» 1mo3BoIsIeT
ynajleHHOMY 1oBepeHHOMY NpoaykTy YT He ToJbKO 00HapyKUTb MOAM(UKALIMIO, HO U BOCCTAHOBUTD JTaH-
aeie ®BO, MmomnduumpoBanusle Tipu Tepenade or ®BO, Tpyu HOMyIIEHWH, YTO TTOCIETHEMY M3BECTEH
WCIOJIb3yeMbII MEXaHU3M Tepeaayn.

Vnpasnenue: FPT _ITI.1

[eicTBuUs MO yNpaBIeHWIO HE TTPETyCMOTPEHDI.

Vnpasnenue: FPT _ITI.2

Hnsa ¢dynkuuit ynpapieHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.

a) Ynopasnenue tuntamu faHHbIX @BO, xotopeie @BO crenyeTt MBITATHCS UCITPABUTh, €CJIM OHU MOIM -

(buLIMpoBaHbI MpHU Mepeaaye.
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6) YmpaBieHne TUIIaMU IecTBUI, KoTopble @BO MoryT nipeanpuHsTh, eciin ganabsle ®BO moandu-
LIMPOBaHbI MPU Mepeaaye.
Aynut: FPT_ITI.1
Ecmm B 113/3b Brimoueno ceMeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30TaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MUHUMAJIBHEIN: OOHapyXeHIe MOTU(PUKaAIINY MepenaBacMbIX JaHHBIX O BO.

6) BazoBwrit: meiicTBUS, TIPEOITPUHSTHIC TIPY OOHAPYKeHUN MOAM(MUKAIIIN TiepeaaBaeMbIX JaHHBIX PBO.

Aynut: FPT_ITI.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepanist gaHHBIX ayanTa 0€30MaCHOCTH», TO

cleayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHIA/TIapaMETPOB.

a) MUHUMAJIBHEIN: OOHapyXeHre MOTU(PUKaAIINY MepenaBacMbIX JaHHBIX O BO.

6) BazoBwrit: meiicTBUS, TIPEOITPUHSTHIC TIPY OOHAPYKeHUN MOAM(MUKAIIIN TiepeaaBaeMbIX JaHHBIX PBO.

B) ba3oBblii: KCITOB30BAaHKE MEXaHU3Ma BOCCTAHOBJICHUS.

FPT_ITI.1 O6napyxenne Mmoauukanum s5KcniopTupyembix Aanasix PO

Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.

FPT_ITI.1.1 ®BO 10/oKHBI NPEIOCTABATH BO3MOKHOCTh OOHAPYRKUTh MOTU(PUKAIMIO JTIOOBIX JTAHHBIX
®BO npn nepenave mexxay PBO u ynanennsiv nosepennbiM npoxykrom UT B mpenenax
clenywouneii METpUKM: [Ha3HaYeHne: Mempuxa moouuxayuul].

FPT_ITI.1.2 ®BO [10/KHBI NPEIOCTABUTH BO3MOKHOCTh BepH(HIMPOBATh IEJTOCTHOCTD BCEX AAHHBIX
®BO npu ux nepegave Mexay ©BO u ynanennsiM qoBepernsmv npoaykrom UT u Bbmod-
HATH [Ha3HAYEHWE: npeonpunumaemote deiicmeus)], ecam mogudukanusa oOHApyKeHa.

3aBUCUMOCTH: OTCYTCTBYIOT.

FPT_ITI.2 Obnapyxxenue u ncnpasjenne Moaudukamua 3KCnopTupyemoix 1anabix B0

Hepapxmueckuii jist: FPT _ITI.1

FPT _ITI.2.1 ®BO [0/XHBI IPEeIOCTABUTH BO3MOXHOCTh OOHAPYKUTh MOAM(PUKALINIO JTIOOBIX JAaHHBIX
®BO mipu nepemaue Mexxny @PBO 1 ynaneHHBIM foBepeHHBIM TTpoaykToM UT B mipenemax
clenymouieil MeTpUKU: [Ha3HauUeHUe: Mempuka moougurkayuu].

FPT_ITI.2.2 ®BO nomKHBI IPEIOCTaBUTH BOSMOXHOCTD BepU(UIIMPOBATEL IIEJIOCTHOCTh BCEX JAaHHBIX
®BO npu ux repemade mexxay @BO 1 ynameHHBIM 10BepeHHBIM TIpomykToM UT u BBI-
MOJHUTb [Ha3HAUYEHUE: npeonpuHumaemvle delicmeus], eciv Moaudukalivst oOHapyxXeHa.

FPT_ITI1.2.3 ®BO 10/zKHbI IPEeAOCTABATH BO3MOKHOCTh HCIIPABHTD [Ha3HAYEHHe: mun modugpuxayuu]
Bce nannsie ®BO, nepenasaemoie mexkay PBO u ynaneHHBIM JTOBepEeHHBIM MPOAYK-
Tom UT.

3aBMCUMOCTH: OTCYTCTBYIOT.

10.6 Ilepexaua nannsix ®BO B npenexax OO (FPT_ITT)

XapakTepucTuKa ceMelicTBa

CemetictBo FPT _ITT mpemocrasnsieT TpeboBaHU 3amnThl JaHABIX @PBO 1pn nx mepemaye MeXmy

pazneneHHbIMU yacTaMu OO 1Mo BHYTpEHHEMY KaHaly.

PanxkxupoBaHue KOMITIOHEHTOB

FPT_ITT Mepepaya gaHHbix B0 B npe-
penax OO

FPT _ITT.1 «ba3oBag 3ammnra BHyTpeHHe# nepenaun maHnHeIXx @BO» comepkut TpebGoBaHME, YTOOBI
nmanHble @BO ObITH 3alUILEHBI TTPY UX Tepeaade MeXay pasaeaeHHbIMU yactamu OO,

FPT ITT.2 «Pa3nenenue nanHueix @O nipu nepegade» comepXuT TpedboBaHMUE, YTOOLI TIPU Mepeaayde
®BO oTmenstiin qaHHBIE TTONIB30BaTeNell oT JTaHHBIX P BO.

FPT_ITT.3 «MouutopuHTr 1eoctHocTr maHHbIX @BO» comepskut TpeboBanme, 4To0b fanHble PBO,
nepeaaBaeMblie MexXay pasaeJeHHbIMU YacTaMu OO, KOHTPOJIMPOBAIUCH HA MAEHTU(ULIMPOBAHHbBIE OLLIMOKY
LIEJIOCTHOCTHU.
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Vnpasnenue: FPT ITT.1
Hnsa ¢dynkuuit ynpapieHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.
a) YmpasjieHre TUTTaMy MoauduKaimm, ot Kotopeix @BO criexyeT 3amminaTh mepeaaBacMbie JaHHBIE.
6) YrpaBieHre MEXaHN3MOM, UCIIOIB3YEMBIM IIJIST 00eCTIeYeHUS 3aIUTRl JaHHBIX TIPY Tiepeaade MeXIy
pasmmuHbIiMU YacTssmMu DBO.
Vnpasnenue: FPT ITT.2
Hnsa ¢dynkuuit ynpasiaeHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINe IeCTBUS.
a) YmpasjieHre TUTTaMy MoauduKaium, ot Kotopeix @BO crienyeT 3amminaTh mepeaaBacMbie JaHHBIE.
6) YrpaBieHre MEXaHN3MOM, UCTIOIB3YEMBIM IIJIST 00eCTIeYeHUS 3aIUThl JaHHBIX TIPY Tiepeaade MeXIy
pasmmuHbIiMU yacTssmMu DBO.
B) YTIpaBiieHNE MeXaHU3MOM pa3lIe/IcHNUS TaHHBIX.
Vnpasnenue: FPT _ITT.3
Hnsa ¢ynkuuit ynpasieHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.
a) YrpasjieHue TUTTaMy MoauduKaimum, ot Kotopeix @BO criexyeT 3amminaTh mepeaaBacMbie JaHHBIE.
6) YrpaBieHre MEXaHN3MOM, UCIIOIB3YEMBIM IIJIST 00eCTTeYeHUS 3aIUThl JaHHBIX TIPY Tiepeaade MeXIy
pasmmuHbiMU yacTssmMu DBO.
B) YrpaBienne tunamMu Monudukannu tanabix @BO, kotopsre @PBO ciemyeT mbITaThCsT OOHAPYKUTS.
T) YrpapieHne AeCTBUSIME, TIPEIITPUHIMAESMBIMU TTOCITe OOHApYKeHWSI MOTUMDUKAITH.
Aymut: FPT_ITT.1, FPT_ITT.2
Her nneATMOUIIMPOBAHABIX AeCTBUI/COOBITHI/TTApaMeTPOB, UTS KOTOPBIX CJICAYET IMPEeayCMOTPETh BO3-
MOXHOCTb ayIUTa.
Aynut: FPT _ITT.3
Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynauTa 0€30TTaCHOCTH», TO
cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTHM OT BBIOPAHHOTO YPOBHS) ayIHTa CICIYIOIINX Oeii-
CTBUI/COOBITHI/TTapaMETPOB.
a) MUHUMAaTBHBIN: 00HapyXeHne MoauduKauny 1aHHbIX @BO.
0) bazoBblii: 1eCTBUSI, IPEANIPUHSITHIE TTOCIE OOHAPYXKEHUS OIIMOOK 11EJIOCTHOCTH.
FPT_ITT.1 Ba3oBas 3amuTa BHyTpeHHeii nepenauu nanasix @0
Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.
FPT_ITT.1.1 ®BO 10/KHBI 3aMTATH CBOM JaHHbIE OT [BBIOOD: packpoimue, moougpuxayus] npu ux
nepeaaye Mexnay pasnejennbivu yactamu Q0.
3aBUCHMMOCTHU: OTCYTCTBYIOT.
FPT_ITT.2 Pasnenenne nannbix ®BO npu nepenage
Hepapxmueckuii oist: FPT _ITT.1
FPT_ITT.2.1 ®bO nmooKHBI 3alIMTUTE CBOM ITAHHEIE OT [BEIOOP: packpuimue, moouguiayus) Ipy NX
nepenave Mexay pasneieHHbIMU yacTaMu OO.
FPT_ITT.2.2 ®BO [0/oKHbI OTAEIHTD JAHHBIE MOJIb30BaTeN OT HaHHbIX @BO npyn ux nepenavye MexIy
pasaenennbivu yactavu O0.
3aBUCHMMOCTHU: OTCYTCTBYIOT.
FPT_ITT.3 Monutopunr nejioctaoctd 1anHsix @50
Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.
FPT_ITT.3.1 ®BO noKHbI OBITH CIOCOOHBI 0OHAPYXKHUTH [BbIOODP: Modupuxauus dannvix, noomena
danHnbix, nepecmanoéka 0aHHbIX, yoaieHue OaHHbIX, [HA3HAYEHME: dpyzue OwuUbOKu yeao-
cmuocmu]] B nannsix ®BO, nepenaBaeMbIx MexIy pasaeneHasiMa Yactavu O0.
FPT_ITT.3.2 Ilpn o0HapyKeHrH OMHOKH HeTIOCTHOCTH JaHHbIX PBO M0/EKHBI NpePAHATD CJIeAYoNe
JieiicTBUS: [HA3HAYEHUE: Gbino.AHACMbLe delicmausi).
3aBucumoctu: FPT_ITT.1 Ba3oas 3amuTa BHyTpeHHei nepeaaun aanasix ®b0
10.7 ®usnveckas 3amura PO (FPT_PHP)
XapakTeprcTHKa ceMeiicTBa
Kommonents cemeiictBa FPT _PHP marot BoaMokHOCTB orpaHnumBath pusmdeckuii goctym K @PBO, a
TaKKe pearnpoBaTh Ha HECAaHKIIMOHMPOBAHHYIO (PM3MUECKYIO MOTU(UKAITIIO WK TTonMeHy peaym3ai @BO
W TIPOTUBOACHCTBOBATH UM.
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TpeboBaHNSI KOMIIOHEHTOB B 3TOM ceMelicTBe 0becrieunBaroT, uToobl @BO ObIIM 3alUIIEHBI OT (PU3K-
YECKOTO BO3MIECTBUS M BMEIIATEILCTBA. YIOBIETBOPEHNE TPEOOBAHMI 3TUX KOMITOHEHTOB MO3BOJISIET TIOJTY-
quTh peanm3anuio ®BO, KOMITOHYyeMyI0 1 MCIIOB3YeMYIO CTIIOCOO0M, TIpeayCMaTPUBAIOIINM OOHApYKeHIE
$U3NIECKOTO BO3AEICTBUS WIN IIPOTUBOECTBUE eMy. be3 aTnx KommoHeHTOB 3amuTta ®BO TepsieT cBoIO
3 PEKTUBHOCTD B Cpele, TAe HE MOXKET ObITh IIPEIOTBPAIeHO (PU3NIYECKOEe TTOBPEXAeHNE. DTO CEMEIICTBO
TaKKe COIepKUT TpeboBaHMs K peakiuy @BO Ha TONBITKYA (GU3NYECKOTO BO3ACHCTBUS HA UX PEaTU3allNIo.

PamxupoBaHue KOMIIOHEHTOB

FPT_PHP ®usnueckas sawmrta 6O

FPT_PHP.1 «ITaccuBHOe 0OHapy:eHue (PU3MIECKOro HarmaaeHUs» NpeaoCTaBsieT BO3MOXHOCTb N3BEC-
TUTB O HalaAeHWX Ha YCTPOMCTBA WY 3JIeMeHTHI, peanmayomue @PBO. OxHako omoBelieHre 0 HalaaeHUH He
JIeMCTBYeT aBTOMATUMYECKHU; YIIOJITHOMOYEHHOMY TOJIb30BaTel0 HEOOXOAMMO BbI3BaTh AIMUHUCTPATUBHYIO
¢yHK1MIO 6€30IaCHOCTY WJIU MTPOBEPUTH BPYYHYIO, MPOU30IILIO JIU HalaleHue.

FPT_PHP.2 «OnoBelilieHre 0 pU3MYECKOM HaIaeHUM» O0eCTIeurBaeT aBTOMaTUUYECKOE OTTOBEILeHUE O
HanajieHuH JJ1s yCTAaHOBJIEHHOTO MOAMHOXECTBA (DU3NUECKHX TTPOHUKHOBEHUIA.

FPT_PHP.3 «IIpotuBoaeiicTBue (hnM3nueckoMy HamageHW0» MpeaoCTaBIsIeET BO3MOXHOCTb ITpe1oTBpa-
IIEHNS WV TIPOTUBOACHCTBIS (PM3MIECKOMY HaITaeHUIO Ha YCTPOMCTBA U 3JIeMeHTHI, peanuayoline @BO.

Vnpasnenue: FPT _PHP.1, FPT _PHP.3

HeicTBus Mo ynpaBlIeHUIO He TTPETyCMOTPEHDI.

Vnpasnenue: FPT_PHP.2

Js pyskumii ynpasneHnus u3 kj1acca FMT MoryT paccMaTpuBaThCs CIEAYIOIINAE ISHCTBUS.

a) YnpaBJieHre MoJb30BaTeIeEM WM POJIbIO, KOTOPbIE MOIy4YaloT UH(pOPMALIMIO O BTOPXKEHUSIX.

0) YrpaBieHue CIIUCKOM YCTPONCTB, O BTOPXKEHUM B KOTOPHIE CIeyeT OMOBECTUTh YKa3aHHOTO MOJIb30-
BaTeJisl WU POJib.

Vnpasnenue: FPT _PHP.3

Hnsa dyHkuuit ynpasneHust us kinacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) YnpapieHue aBTOMaTUYECKOM peakiiueil Ha (pu3nueckoe BO3IeliCTBIE.

Aynut: FPT_PHP.1

Ecmm B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepanst gaHHBIX ayanTa 0€30TaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUI1/COOBITUIT/TApPAMETPOB.

a) MuHuManbHbIi: 0OHapyXeHue BTopxkeHus cpeactBamu WUT.

Aynut: FPT_PHP.2

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepanist gaHHBIX ayanTa 0€30MaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIA/COOBITUIT/TAPAMETPOB.

a) MuHuMaJbHBIN: OOHapYyXeHUe BTOP>KEHUSI.

Aynut: FPT_PHP.3

Her nnerTnduMpoBaHABIX IeHCTBUI/COOBITHIT/ TTapaMeTPOB, UTSI KOTOPBIX CIIEMYeT IIPETyCMOTPETH BO3-
MOXHOCTb ayauTa.

FPT_PHP.1 ITaccuBHOe 00HApY)KeHNE (PN3MIECKOTO HANAICHAS

Hepapxuueckuit 1isi: Het mogurMHEHHBIX KOMIIOHEHTOB.

FPT_PHP.1.1 ®B0 p0/oKHBI 00€CIEYATh OHO3HAYHOE OOHApYXKeHne (GU3NIecKoro Bo3AeicTBIA, KOTO-

poe MOXKeT yrpoxkarhb Bbinoaneanio ®bO.
FPT_PHP.1.2 ®BO 10/KHbI NPeIOCTABATh BO3MOKHOCTb OIPEIEIHTDh, POHU30NILIO JJH (hH3NIECKOoe
BO3JIeiiCTBHE HA YCTPOMCTBA WM 2J1eMeHThI, peaym3yiomue PBO.
3asucumoctii: FMT_MOF.1 Ynpapienne pe;KHMOM BbIOJIHEHAS (DYHKIIHIA 0€30MaCHOCTH
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FPT_PHP.2 Onogemenne 0 (pu3naecKOM HANAICHAN

Hepapxuueckuit misi: FPT _PHP.1

FPT _PHP.2.1 ®b0 poickHbI 00eCeunTh OJTHO3HAYHOE OOHApyxKeHHe (PU3NUECKOTO BO3NEHCTBHS,
KOTOpOE MOXeT YyrpoxaTh BeImoHeHn0 PBO.

FPT_PHP.2.2 ®b0O n0KHBI IPEIOCTABUTh BO3MOXHOCTh ONPENEIUTh, TIPOU30IILIIO JIN (PU3MUYECKOe
BO3JIEVICTBIE Ha YCTPOICTBA WM 3JIEMEHTHI, peanm3yolme @BO.

FPT_PHP.2.3 Jina [na3nauenne: cnucox ycmpoiicme/21emenmos, peaausyrouux Pb0, oas komopwix
mpelOyemcs akmuenoe oonapyxcenue] ®bO N0KHBI MOCTOSHHO KOHTPOJIHPOBATH YCT-
poiicTBa, JIEMEHTDI M ONIOBEATh [HA3HAYEHHNE: HAZHAYEHHDII NOAb306aAMENb UAU POIb],
YT0 MpoH30uLI0 (hr3NYecKoe BO3ACHCTBHE HA YCTPOMCTBA MM 3JIEMEHTDI, PeaTH3YIONIHe
®DBO.

3aBucumoctu: FMT_MOF.1 Ynpasnenue pexxuMoM BbITTOJIHEHUST DYHKIIMI 6€30MacHOCTH

FPT_PHP.3 IIporuBoaeiicTBue (pu3nyeckoMy HanaJAeHUIO

Hepapxmaeckuii m1s1: HeT moAUMHEHHBIX KOMITOHEHTOB.

FPT_PHP.3.1 ®B50 n0/zKHbI IPOTHBOAEHCTBOBATH [HA3HAYEHNE: cueHapuu (uzuyueckozo eo3deiicmaeust)

Ha [Ha3HAYeHMe: cruCcoK ycmpoiice/aemenmos, peaausyiowux PbO], pearupys aBTo-
MATHYECKH TAKHM 00pa3om, 9T00bI npeaoTBpaTuTh Hapymenune I150.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

10.8 Hanexnoe Boccranosyienne (FPT_RCV)

XapakTeprCcTHKa CeMeiicTBa

Tpe6osanug cemeiictBa FPT RCV o6GecrieunBaioTt, utroobl @BO Moy onpeaennThb, He HapyllIeHa JIN

zanmra @BO npu 3amycke, 1 BOCCTaHABIMBATHLCS 0€3 HAPYIIEHUS 3alUTHI ITOCIIE TTPEPLIBAHNS OITEPAIINiA.
DTO CeMENCTBO BAXHO, IIOTOMY 4YTO HayanbHOe coctosinre PBO npu 3arycke WM BOCCTAHOBIEHUU OIpee-
JisteT 3aiuineHHOCTh OO B MOC/IEAYIOLIEM.

PaH}KJ/IpOBaHI/IC KOMITOHCHTOB

FPT_RCV HagexHoe BocCTaHOBMNEHNE

FPT_RCV.1 «PyyHoe BocctaHoBiieHUE» T103BOJIsseT OO MpeaocTaBuTh TOJbKO TaKue MeXaHWU3MbI

BO3Bpara K 6C3OHaCHOMY COCTOAHUNIO, KOTOPBIC MPCAITOJIaraloT BMCIIAaTC/IbCTBO YCJIO0OBECKA.

FPT_RCV.2 «ABTOMaTM4€CKOE BOCCTAHOBJEHUE» MPEIOCTABIISIET, XOTS OBl AJIsI OAHOIO TUIIA ITPEPhIBA-

HUS OOCTYXKMBAHUSI, BOCCTAHOBJIEHUE O€30MACHOTO COCTOSIHUS O€3 BMEILIATELCTBA YEIOBEKA; BOCCTAHOBJIEHUE
rocjie IpepbIBAaHUM IPYTUX TUTIOB MOXET MOTpeOOBaTh BMELIATEIHCTBA YETOBEKa.

FPT RCV.3 «<ABTOMaTM4€CKOE BOCCTAHOBJICHIE 0€3 HEJOIMYCTUMOM MOTEPM» TAaK3Ke IPeTycCMaTpUBaeT

ABTOMAaTH4YCCKOC BOCCTAHOBJICHUEC, HO ITOBLIIIACT YPOBCHb Tpe60BaHHI71, IIPECIIATCTBYA HCHOHYCTHMOﬁ IIOTEPC
3aIIUIIEHHBIX OOBEKTOB.

FPT_RCV.4 «BoccraHoBneHre hyHKIMK» MIPeaycMaTpruBaeT BOCCTAHOBJIEHWE HAa YPOBHE OTAEJIbHbIX

DB, obecnieunBast MO0 NX HOPMAJILHOE 3aBepIlIeHHE TTOCIe ¢O0sI, TMOO BO3BpaT K 6E30IMACHOMY COCTOSTHUIO
naHHbIX OBO.

5-2%

Vnpasnenue: FPT_RCV.1

Hnsa ¢gyHkuumii ynpasneHus u3 kiacca FMT MoxeT paccMaTpuBaThes ClleAylolliee AeicTBHE.

a) YnpapjieHue CIMCKOM JA0CTYTa K CpeJCTBaM BOCCTAHOBJIEHUS B PEXXUMe aBapUITHON MOAAEPKKMY.

Vnpasnenue: FPT_RCV.2, FPT_RCV.3

Hnsa ¢dynkuuit ynpasiaeHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.

a) YnpapjieHue CIMCKOM JA0CTYTa K CpeJCTBaM BOCCTAHOBJIEHUS B pEXXUMe aBapUIHON MOAAEPKKMY.

6) YrpaBieHre CIIMCKOM cO0eB/TIpephIBaHUI 00CTYKMBaHWs, KOTOPBIE OyIyT 00pabaThIBaTHCS aBTOMa-
TUYECKMH TIPOLICAYPaAMMU.

Vnpasnenue: FPT _RCV.4

HeiicTBYSI IO YIIpaBIeHUIO He TIPeIyCMOTPEHEL.
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Aymut: FPT _RCV.1, FPT _RCV.2, FPT _RCV.3
Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30MaCHOCTH», TO

clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MuHuMabHBIN: (paKT BOSHUKHOBEHUSI COOSI WU TIpepbIBaHMS 0OCTy>KMBaHUSI.

0) MuHUMAJIBEHBINA: BO30OHOBJIEHIE HOPMAJILHOI PaOOTHI.

B) bazoBblii: TUM cOOST UJIM TIPpEPBIBAHUST OOCTYKMBAHUS.

Aynut: FPT_RCV .4

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 0€30MacCHOCTH», TO

clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.
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a) MuHMMAaNBHBIN: HEBO3MOXHOCTh BO3BpaTa K 0€30IMIaCHOMY COCTOSTHUIO TTocjie c00s1 (yHKIIMM 0e30-
ITACHOCTH, €CJTN ayIUT BO3MOXKECH.

0) bazoBblii: 0OHapyxxeHre cO0s (yHKIIMK 0€30TTaCHOCTH, €CJIM ayIUT BO3MOXEH.

FPT_RCYV.1 Pyunoe BoccTaHOBJIeHHE

Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.

FPT_RCYV.1.1 Iocae coos nim npepuiBanns oocayxuBania ©@BO 10/DKHbI epeiiTH B peKUM aBapHiiHOM
TOJI/IEPKKH, KOTOPBIi MPe0CTABISIET BO3MOXKHOCTL Bo3Bpata OO K 0Oe3omacHoMy co-
CTOSTHHIO.

3asucumoctu: FPT_TST.1 Tecrupsanue P50
AGD_ADM.1 PykoBoaCTBO aAMUHHCTPATOPA
ADV_SPM.1 HedopmanbHas Moaesb NOJIATAKH O0e3onacHocTd OO0

FPT_RCYV.2 AsToMaTHYECKOE€ BOCCTAHOBJICHHE

Hepapxuueckuit nis: FPT _RCV.1

FPT_RCYV.2.1 Koraa aBToMaTHY€CKO€E BOCCTAHOBJICHHE TTOCTIe COOS WJIM TIpEpPhIBAHUS OOCITY>KMBAHUS
HeB0O3MOKHO, PBO M0KHBI TTepelTH B PeXKMM aBapUITHOM TTOIIEPKKH, KOTOPBIN TIpe-
JOCTaBJIsIeT BO3MOXHOCTE Bo3BpaTa OO K 6e30TTacCHOMY COCTOSTHUIO.

FPT_RCV.2.2 [Ina [na3Havenne: cnucox cooes/npepoieanuii oocayxcusanus] ®bO 10/KHBI 00eCIeYHTh
Bo3Bpat OO Kk 0e30macCHOMY COCTOSIHMIO C HCIO/Ib30BAHMEM ABTOMATHIECKNX MPOTEAYP.

3aBucumoctn: FPT_TST.1 TectupoBanmne @O
AGD_ADM.1 PykoBoacTBO amMMHUCTpaTOpa
ADV_SPM.1 HedopmainbHas moaesb NoJuTuku 6esonacHocti OO

FPT_RCYV.3 AsTroMaTHY€eCKO€ BOCCTAHOBJIEHHE 0€3 HEeAOMYCTUMOI MOTepH

Hepapxmueckuii niss: FPT _RCV.2

FPT RCYV.3.1 Korna aBToMaTH4eCKOE BOCCTAHOBIICHUE TIOCIEe COOS WJIM TIPEepPhIBAaHUS OOCITY>KMBAHUS
HeB03MOXHO, @BO MOIKHEBI TIEpeTH B peXXNM aBapUITHOM TTOAICPKKI, KOTOPBI TIpe-
JOCTABJISIET BO3MOXKHOCTE Bo3Bpata OO K 6e301acCHOMY COCTOSTHUIO.

FPT_RCV.3.2 [Ins [Ha3HaUeHUeE: chucok cooes/npepwvisanuti oocayncusaruss] PBO MOIKHBI 00eCTTEYNTh
Bo3BpaT OO K 6¢30ITaCHOMY COCTOSIHUIO C UCTTOJTb30BAHMEM aBTOMATHUYECKHX TTPOTICIYD.

FPT_RCV.3.3 ®ynkuuu u3 ynciaa PO, npeanasnayeHHbie I MPEOI0JIeHAA MOCIEACTBAA CO0S Wid
npepbIBaHUSA 00CTYKHBAHNSA, JODKHBI 00€CIIeYNTh BOCCTAHOBJIEHHE 0€30NaCHOT0 HAYAJIb-
HOTO COCTOSIHHSI 0€3 MPeBbIeHAs [HA3HAYECHHE: KO.IU1eCMBeHHAsA Mepa) OTePH TAHHBIX
®BO nim 00bekToB B npeneaax O dD.

FPT_RCV.3.4 ®BO a0/KHBI 00€CeYnTh CIOCOOHOCTH ONpee/ieHHs, KAKHe 00heKThI MOTYT, 4 KaKHe He
MOTYT OBITh BOCCTAHOBJIEHBI.

3aBucumoctn: FPT_TST.1 TectupoBanmne @O

AGD_ADM.1 PykoBoacTBO amMMHUCTpaTOpa
ADV_SPM.1 HedopmainbHas Mmoaeab NoJduThuku 6esonacHocti OO

FPT_RCV.4 BoccraHoBjieHue (pyHKIMH

Hepapxuaeckuii mst: Het moqunmHEHHBIX KOMITOHEHTOB.

FPT_RCV.4.1 ®BO a0KHBI 00€CTIEYATH Cleaylomee CBOHCTBO I [Ha3Hayenne: cnucox Db u cuena-
puee cboeg]: @b HOpPMAIBLHO 3aKAHYMBAET PAOOTY WM, IS MPETYCMOTPEHHBIX CIeHA-
pueB c00€eB, BOCCTAHABIABAETCS €€ YCTOWINBOE U 0€30MaCHOE COCTOSIHHE.

3asucumoctu: ADV_SPM.1 Hedopmaibnas moaen nomrukn 6e3onacaoctn OO
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10.9 Oonapyxenue nosropaoro ucnoab3opannsa (FPT_RPL)

XapakTeprcTHKa CeMeiicTBa

CewmeiictBo FPT_RPL cBsizaHO ¢ 0OHapyXeHHeM MOBTOPHOTO UCIOJIb30BAHUS PA3IMUHbBIX TUIIOB CYIII-
HOCTel (Takux, Kak COODILeHHs, 3aITpOChl HAa 0OCTYKMBAHUE, OTBETHI HA 3aIPOChl OOCITY>KMBaHUSI) U TIOCIE-
JIYIOLIMMU IeMUCTBUSIMU T10 ero ycTpaHeHuto. [Tpyu oOHapyKeHU TOBTOPHOTO MCITOJIb30BaHUs BBITTOJIHEHE
TpeboBaHuUii ceMeicTBa 3(PEKTUBHO MPENOTBpAIIIAeT Ero.

PanxxupoBaHue KOMITIOHEHTOB

FPT_RPL O6HapyxeHne NoBTOPHOro nc-
nonb3oBaHUs

CemeiictBo coctout u3 ogHoro komnoHeHTa FPT_RPL.1 «O06HapyXeHre MOBTOPHOrO UCIOJIb30Ba-
HUS», KOTOPBIN coaepXuUT TpeboBanue, 4Todsl @BO O0bITM cIOCOOHEBI OOHAPYKUThH ITOBTOPHOE UCITIOIh30Ba-
HUE MACHTU(PUITNPOBAHHBIX CYIITHOCTE.

Vnpasnenue: FPT_RPL.1

Hnsa dynkuuit ynpasieHus us kiaacca FMT moryTt paccMaTpuBaThCs CAeAyIOLINe 1eCTBUS.

a) YrpaBjieHUe CIIMCKOM UAEHTU(UIIMPOBAHHBIX CYIIIHOCTEH, 111 KOTOPBIX MOBTOPHOE UCIOb30BaHKE

JIOJIDKHO OBITh OOHAPYKEHO.
0) YnpasieHue CrIMCKOM AeNCTBUI, KOTOpbIe HEOOXOAMMO MTPEANPUHSTH IPU MMOBTOPHOM MCIOJIb30Ba-
HUMN.

Aynut: FPT _RPL.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'eHepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
clIeAyeT MPeayCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOPAHHOTO YPOBHSI) ayAuTa CIEAYIOIINUX Aei-
CTBUI1/COOBITHI/TTAapaMETPOB.

a) bazoBblil: 0OOHapyXeHue HamaaeHusl MOCPEACTBOM ITOBTOPHOIO UCIIOb30BAHMSI.

0) deTanu3upoBaHHbIA: TIPEANTPUHSITHIE CIIELIUATbHbBIE N1€UCTBUSI.

FPT_RPL.1 O6HapyKeHH€e OBTOPHOTO HCIOJIb30BAHNS

Hepapxuueckuii 1isi: Het mogurMHEHHBIX KOMITOHEHTOB.

FPT_RPL.1.1 ®BO 10/KHbI 00HAPYKMBATh TMOBTOPHOE HCHOJIb30BAHAE I CJEAYIONINX CYIIHOCTEI:

[Ha3HaYeHHe: cnucox udeHmuguyuposannvix cywnocmei).
FPT_RPL.1.2 ®BO 10/oKHbI BLIIOJIHATH [HA3HAYEHNE: CHUCOK CReuualbHbix delicmaeuii] pu oOHApyXKe-
HHM MIOBTOPHOI'O UCTOJIb30BAHKA.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

10.10 Mocpeanngectso npu odopamenusx (FPT_RVM)

XapakTeprcTHKa ceMeiicTBa

Tpeodosanusa cemeiictBa FPT RVM cBsi3aHEI ¢ aCIIEKTOM «IIOCTOSTHHASI TOTOBHOCTb» TPaAUIIMOHHOTO
MOHHTOpa obpalueHuii. Llens 3TOro cemeiicTBa COCTOUT B obecnieueHUn it 3agaHHoi [1DB, yToOkI BCe
JIeMCTBHS, TPEOYIOINE OCYIIECTBICHUS MMOIUTUKY, TIpoBepsiuchk @BO Ha cootBercTtBre [1DB. Eci momMumo
aroro yactb ®BO, ocymectpisiomas [1®B, BeIoTHSIET TpeOOBaHMS COOTBETCTBYIOIINX KOMITOHEHTOB 13
cemetictB FPT_SEP «Pasznenenmne nomena» u ADV_INT «Buyrpennsa crpykrypa @BbO», To 3Ta yacte @O
obecITeunBaeT «MOHUTOP obpalteHui» s 3toit [1Pb.

®BO npu peaymzanuu [1POB nipemocTaBisior 3(GHEeKTUBHYIO 3aIIUTY OT HECAHKIITMOHNPOBAHHEIX OTTe-
paluii Toraa v TOJIbKO TOT/Ia, KOTAa MTPaBOMOYHOCTb BCEeX NEUCTBUM, MPeaNnosaraeMbIX ISl OCYILEeCTBICHMS
(HampuMep, 10CTYN K O0BEKTaM) M 3alpOIIEHHbIX CYObeKTaMU, HETOBEPEHHBIMU OTHOCUTEIBHO BCEX WJIU
nmenrHo 7ol [1PB, ipoBepsiercas ®BO mo BEIMONMHEHM meiicTBUiA. Ecam neificTBuUs 110 IpoBepKe, KOTOPhIE
JOJDKHEI BBITOTHATECS @BO, MCITOTHEHBI HENTPaBUIILHO W TIPOUTHOPUPOBAHBI (00OMICHBI), TO OCYIIECTB-
neane [IPB B 11e10M MOXeET OBITH TTOCTABICHO MO YIpo3y (ee MOXHO 06oiTi). Torma cyOBeKTEl CMOTYT
06xoauTh [1MDB pa3nnuHbIMU crocobaMu (TaKMMU, KaK 00XOJI TIPOBEPKU TOCTYIIA JUIS HEKOTOPHIX CYOBEKTOB
U1 00BEKTOB, 00XO/1 MTPOBEPKU /11 O0BEKTOB, Ubsl 3alLIMTA YIIPABJISIETCS TPUKJIAAHBIMU MMPOrpaMMaMU, CoOXpa-
HeHMe TpaBa I0CTYyIIa MOCe UCTeYeHMs] YCTAHOBJIEHHOTO CpOKa AeHCTBYSI, 00XO/1 ayAuTa IeUCTBUIA, MOAIexa-
IIUX ayauTy, 00Xoa ayTeHTU(dUKauu). BaxkHO OTMETUTb, YTO HEKOTOPbIM CYObEeKTaM, TaK Ha3bIBa€MbIM
«IOBEPEHHBIM CYObeKTaM» OTHOCHUTEILHO oxHOi# 13 [1PB, MoxXeT OBITh HETIOCPEICTBEHHO JOBEPEHO OCYIIIE-
cteieHue atoii [IMB, mpenocTaBisasg TeM caMbIM BO3MOXKXHOCTE OOOMTHCH Oe3 ee TTOCPeTHNYECTRA.
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PaH}KI/IDOBaHI/IC KOMIIOHCHTOB

FPT_RVM [MocpegHuyectso npu obpa- 1
LeHnax

DTO ceMeicTBO cocToUT M3 ToAbKO KomnoHeHnTa, FPT RVM.1 «HeBo3moxHocts 00xoaa ITBO», koTo-
PBIIi coepKUT TpeboBaHUe MpeaoTBpalieHnst ooxona mst Bcex [TDB uz ITHO.

Vnpasnenue: FPT_RVM.1

HeiicTBHS IO YIIpaBICHWIO HE TIPEITyCMOTPEHBEL.

Aynut: FPT_RVM.1

Her nnerTnduMpoBaHABIX IeHCTBUIM/COOBITHIT/TTApaMeTPOB, UTSI KOTOPBIX CIIEMYET IIPETyCMOTPETH BO3-

MOXHOCTb ay/INTa.

FPT_RVM.1 HeBoamoxnocts 00xoxa ITBO

Hepapxuaeckuii mst: Het moaqunmHEHHBIX KOMITOHEHTOB.

FPT_RVM.1.1 ®BO nosxubl 00ecneunTsb, 9006 hynkuun, ocymectsiasionme [IBO, BbI3pIBAINCH 1
YCIEIHO BHINOJIHSINCH MPEKIe YeM pa3pemaeTcs BbIOJHenne J000ii apyroii ¢pyHKIMA B
npeaeaax OJ1D.

3aBUCHMOCTH: OTCYTCTBYIOT.

10.11 Pa3aenenne nomena (FPT_SEP)

XapakTepucTuKa ceMelicTBa

Kowmmonentsl cemeiictBa FPT SEP oGecnieunBaior, 4TOOBI 110 MEHBIIIEH Mepe OAMH JOMEH Oe301acHO-

CTH OBUT TOCTYTIEH TOJBKO 15T cOOCTBeHHOTO BEITIOTHeHNS B0, 1 9TMM OHM OBITN 3alIUIIEHBI OT BHEIITHE-
TO BMeIIIaTeTbCTBA M UCKaXKEeHU (HarmpuMep, MOIU(GUKAIINN KoIa Win CTpyKTyp maHHBIX @BO) co cropo-
HBI HEIOBEPEHHBIX CYOBeKTOB. BEITOHEHNEe TpeOOBAaHMIT 3TOTO CeMeCTBA YCTaHABIMBAET TAKYl0 CaMo3a-
muty @BO, 4To HEmMOBEPEHHEBIN CYOBEKT HE CMOXET MOTUMUIIMPOBATH MK TToBpeauTh GBO.

DTO ceMeICTBO COMEPKUT CISMYIONINE TPeOOBAHMS.

a) Pecypcol nomena 6e3ormmacHoctt @PBO («3alIMIIeHHOTo JOMEHA» ) M PECYPCHI CYOBEKTOB M aKTUBHBIX
CYIIHOCTE}, BHEIIHUX ITO0 OTHOIICHWIO K 3TOMY IOMEHY, pa3mesIsIioTcs TaK, UTO CYIIHOCTH,
BHEIITHWE TI0 OTHOIICHUIO K 3aIUIIICHHOMY TOMEHY, HEe CMOTYT TOJYYNTh MM MOAM(HUIINPOBATH
nmanabie i Ko @BO B npeaenax 3alyIIeHHOTO JOMEHa.

6) OOMeH MeXITy JOMEHAMM YIIPaBIsSeTCs TaK, YTO TMTPOM3BOJIBHBIN BXOJ B 3alIUIIEHHBIN JOMEH WU
ITPOM3BOJIBHBIN BBIXO U3 HETO HEBO3MOXHBI.

B) [TapameTphl oNTb30BaTe s WX TIPUKJIAIHOM MPOTpaMMBI, TIepeIaHHbBIe B 3aIUIIEHHBIN JOMEH TI0
azipecy, MPOBEPSIIOTCS OTHOCHUTEIBHO aIpeCHOTO MPOCTPAaHCTBA 3alUIIICHHOTO JOMEHa, a TiepemaaH-
HBIE TI0 3HAYEHUIO — OTHOCUTEIBPHO 3HAYeHU, OXKMIAEMBIX 3TUM TOMEHOM.

r) 3alInIIeHHBIe JOMEHBI CYOBEKTOB pa3elicHBI, 3a CKITIOUEHNEM CITydaeB, KOTJa COBMECTHOE MC-
TTOJTh30BaHNe OTHOTO MoMeHa yrpasisercs PBO.

PamxmpoBaHTe KOMITOHEHTOB

FPT_SEP PasgeneHve gomeHa 1 2 3

FPT_SEP.1 «Otnenecune nomeHa @BO» mipenocTaBisieT OTASTBHBIN 3alIUIeHHBIN qoMeH 111 PBO n
obecrieunBaeT pasneiaeHne Mexny cyorekramu B OJ1D.

FPT_SEP.2 «Otnenenne nomeHa [1®b» comep:kut TpeGOBaHMS TaTBHEHUIIETO pa30reHNST 3alTUIIICHHOTO
nmomeHa @BO ¢ BuimereHreM OTAeTLHOTO(HBIX) ToMeHa(0B) 1T MIeHTU(PUITNPOBAaHHOM cOBOKyITHOCTH [1MDB,
KOTOpEIE TeMCTBYIOT KAK MOHUTOPBI OOpaIlleHHi I HUX, ¥ TOMeHa i octajabHoi yactn ®BO, a Takke
nmomeHoB mis yacteir OO, He cBg3aHHBIX ¢ PBO.

FPT_SEP.3 «IToaHblii MOHUTOP OOpallieHUi» COAEPXKUT TpeOOBaHUS, YTOObI UMEJICSI OTAENbHbIN(HBIE)
moMeH(HBI) i ocymecteienust [1BO, momen mrsg ocranpHOl yacTn PBO, a Takke TOMEHBI IS
yacreit OO, He cBs3aHHBIX ¢ DBO.

Vnpasnenue: FPT _SEP.1, FPT_SEP.2, FPT SEP.3

HeicTBus Mo ynpaBlIeHUIO He TTPETyCMOTPEHDI.

Aynut: FPT _SEP.1, FPT_SEP.2, FPT_SEP.3

Her nnerTnduIIMpoBaHABIX IeHCTBHI/COOBITHIT/ TTapaMeTPOB, UTSI KOTOPBIX CIIEMYEeT IIPETyCMOTPETH BO3-
MOXHOCTb ayauTa.
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FPT_SEP.1 Otnenenne nomena PO

Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.

FPT_SEP.1.1 ®BO 10/KHBI TOIIEPKUBATD JIOMEH 0€30MACHOCTH I COOCTBEHHOTO BHINQJIHEHHS, 32 -
IIMIIAIOMIAA X OT BMEMATEIbCTBA M HCKAKEHHS HeI0BEPEHHBIMHA CyObeKTAMH.

FPT_SEP.1.2 ®BO 10/kHbI peain3oBaTh pasaelieHMe MeXIy JOMEHAMH 0€30IMacHOCTH CyObeKTOB
B O/1D.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FPT_SEP.2 Otnenenne nomena [1®b

Hepapxmueckuii mst: FPT _SEP.1

FPT_SEP.2.1 Hemzommposannas dacth ®BO nomknHa momnepkuBaTh JOMEH O€30MTaCHOCTH IS
COOCTBEHHOTO BEITIOTHEHUS,, 3AIUIIAIOIINIT MX OT BMEIIATEILCTBA M MCKAKEHUS HEIIO-
BEPEHHBIMU CyOBEKTAMM.

FPT_SEP.2.2 ®bO nmomKHBI peayn30BaTh pasielieHre MEXIy TOMEHaMM 0e30ITacHOCTH CYOBEKTOB
B O/1D.

FPT_SEP.2.3 ®BO aomkasl nomaepxuBath 9acth @®B0, cBa3annbix ¢ [HazHauenme: cnucox DL
ynpaeaenus 0ocmynom u/uau ynpaeieHus UHQOPMAUUOHHLIMU NOMOKAMU], B TOMEHE
0e30MacCHOCTH JIsl HX COOCTBEHHOTO BLINOJIHEHNS, 3ANININAIOMEM UX 0T BMEMIATEIbCTBA
H NCKaKeHus ocTaiabHoil yactTh PBO H cy0beKTaMu, HelOBEPEHHLIMM OTHOCHTEIbHO
atux I1PB.

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FPT_SEP.3 IloxHbiit MOHMTOP OOpamenuii

Hepapxmueckuii nisi: FPT _SEP.2

FPT_SEP.3.1 HemzommpoBanHas dacth @PBO pomkHa mommepXwBaTh JOMEH 0€30TaCHOCTH IS
COOCTBEHHOTO BEHITIOTHEHUS,, 3AIUIIAIOIINIT MX OT BMEIIATEILCTBA M MCKAKEHUS HEIIO-
BEPEHHBIMU CyOBEKTAMM.

FPT_SEP.3.2 ®bO noKHBI peajM30oBaTh pas3iejicHre MeEXAy TOMEeHaMM 0e30IacHOCTU CYOBheKTOB
B O/1D.

FPT_SEP.3.3 ®BO nomxubl noanepxkusath Ty 4actbh @B, kotopas ocymectiser [1PB ynpasienns
JOCTYIIOM W/WJIA ynpasjeHns nHGopMANMOHHBIMA NMOTOKAMH, B JIOMEHE 6€30ITacCHOCTH
IUTS ee COOCTBEHHOTO BBITTOTHEHHSI, 3aIITUIIIAIOIEM HX OT BMEIIATeTbCTBA M MCKAKCHUSI
octanmbHOI yacTt ®PBO u cyobekTamMu, HenoBepeHHBIMU oTHOCUTENbHO ITBO.

3aBUCHMMOCTHU: OTCYTCTBYIOT.
10.12 Ilporokoa cunxponusanun cocrosumii (FPT_SSP)
XapakTeprcTHKa CeMeiicTBa
PacnipeneneHHBIE CUCTEMBI MOTYT UMETh OOJIBIIYIO CJIOKHOCTD, UeM HepacIpeeIeHHbIe, M3-32 MHOTO-
00pasus COCTOSTHUI YacTeil CUCTEMBI, a TAKKe M3-3a 3aepKeK CBSI3U. B OOIBIIMHCTBE ClTydaeB CHHXPOHM3a-
WS COCTOSHUS MEXIY pacrpeleeHHbIMU (PYHKIIMSAMU BKITIOYAET B ce0sI, TTOMMUMO OOBIYHBIX JEHCTBUMA,
TpYMEeHEeHHe TIPOToKoJIa ooMeHa. Korma B cpeze pacrpene/ieHHBIX CHCTEM CYIIECTBYIOT YTPO3bI 6e301TacHOCTH,
MOTPeOYIOTCS 6oJiee CIOKHBIE 3aIIUIIEHHBIE TIPOTOKOJIBI.

CewmeiictBo FPT SSP ycranaBiuBaeT TpeOOBaHME MCIIOIH30BAaHMS HAIEKHBIX IIPOTOKOJIOB HEKOTOPBI-
MM KPUTUIHBIMY 110 6e30macHocTr yHKImsIMu u3 yrcia @BO. OHo obecrieuyrBaeT, YTOOHI IBE pacIpeIeIeH-
Hble yactu OO (Hanpumep, riaBHble DBM) cMHXpOHU3UPOBaIy CBOU COCTOSIHUS TTOCTIE TeMCTBUI, CBSI3aH-
HbIX C 0€301TaCHOCTBIO.

PamxmpoBaHye KOMITOHEHTOB

FPT_SSP lMpoTokon cuHXpoHU3aLmm
COCTOAHWI

FPT_SSP.1 «OnHocTopoHHEe HallexKHOe MOATBEPXKIESHUE» CONEPKUT TpeOOBaHWe TOATBEPXKAESHUS Of1-
HUM JIMIb TToJydaTesaeM TaHHbIX.

FPT_SSP.2 «B3auMHoe HajiexkHOe MOATBEPXKACHUE» COAEPXKUT TpeOOBaHUE B3aMMHOIO TTOATBEPKIESHUS
oOMeHa JaHHbIMU.

Vnpasnenune: FPT_SSP.1, FPT _SSP.2

HeicTBuUs MO yNpaBIeHWIO HE TTPETyCMOTPEHDI.
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Aymut: FPT _SSP.1, FPT SSP.2
Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst gaHHBIX ayanTa 0€30MaCHOCTH», TO

clieayeT mpeaycMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MuHUMAaJIbHbIN: HEMOTYYeHNEe 0XXKUIaeMOTO TTOITBEPKACHUS

FPT_SSP.1 OnHocTopoHHee HajeKHOE MOATBEPXKIeHHe

Hepapxudeckuit 1isi: Het mogunHEHHBIX KOMIIOHEHTOB.

FPT_SSP.1.1 ®BO n0o/oKHBI TOATBEPAMTD MOCJE 3anpoca apyroi yacta @PBO noryyenne HeMoaupumm-
poBanHbIX HaHABIX PBO npu nepenave.

3asucumoctu: FPT_ITT.1 Ba3osas 3amura BHyTpeHHei nepenaun nanabix ®B0

FPT_SSP.2 B3zaumnoe HajeXKHOE MOATBEPKICHAE

Hepapxuueckuit mist: FPT _SSP.1

FPT_SSP.2.1 ®BO nomkHBI TOATBEPAUTS TTOCITE 3arpoca apyroii vactu @BbO moryyerne Hemonudu-
nupoBaHHBIX JaHHBIX DBO 11pu TIepenauve.

FPT_SSP.2.2 ®BO nomKkHbI 00€CIeYnTh, YTO0bI coOTBeTCTBYIOIMEe YacTHh ®PBO wW3Bemanmch, HC-
MOJIb3Ysl MOATBEPKIAEHHUS, O MPABUJILHOM COCTOSIHUM JAHHBIX, TNepelaBaeMbiX MeXKIy
pasamunbive 9actavu PBO.

3asucmmoctu: FPT _ITT.1 bazoBas 3ammra BHyTpeHHe# niepexaunt naHHbIX @BO

10.13 Metku Bpemenn (FPT_STM)

XapakTepHucTuKa ceMelicTBa

CewmerictBo FPT _STM conepXuT TpeOoBaHUs 10 MTPEIOCTaBICHNIO HaEXKHBIX METOK BPEMEHU B TIpe/ie-

max OO0.

PElH}KI/IDOBaHI/IC KOMIIOHCHTOB

FPT_STM MeTku BpeMmeHu 1

D10 cemeiicTBO cocTouT U3 oaHOro komrnoHeHta FPT _STM.1 «HanexxHble METKM BpeMEHU», KOTOPbIi

conmepxxut TpedoBaHue, 9Todbl @BO npemocTaBmM HafgeKHBIE METKM BpeMeHH st QyHKImit 13 uncia @BbO.

Vnpasnenue: FPT _STM.1

Hnsa ¢pyHkuuit yripapieHus u3 kjacca FMT moxeTt paccMaTpuBaThCs clieaylolliee AeiicTBUeE.

a) YnpasiieHre BHYTPEHHUM TPEICTaBICHUEM BPEMEHU.

Aynut: FPT_STM.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepannst JaHHBIX ayanTa 0€30MaCHOCTH», TO

clieayeT mpeaycMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpAaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIi/COOBITHI/TIapaMETPOB.

a) MUHUMAaIBHBIN: N3MEHEHUS BHYTPEHHETO MPEACTaBICHUS BPEeMEHN.

0) JleTanm3npoBaHHEBIN: IPeAOCTaBIeHE METOK BPEMEH.

FPT_STM.1 HanexHble METKH BpeMEHH

Hepapxuaeckuii mist: Het moqunmHEHHBIX KOMITOHEHTOB.

FPT_STM.1.1 ®BO 10/kHbI OBITH CIOCOOHBI MPETOCTABATH HA/IEKHbIE METKH BpeMEHH ISl COOCTBEH-
HOT'0 HCMOJIb30BAHHASA.

3aBUCHMOCTH: OTCYTCTBYIOT.

10.14 Cornacosannocts ganasix PBO mexay ®BO (FPT_TDC)

XapakTepHucTuKa ceMelicTBa

B cpene pacrpeneneHHON MM CIIOXHON crucTeMBl oT OO MOXET MOTpeOOBaThCS TTPON3BECTH OOMEH

manHeiMu PBO (Takmmu, Kak atpudyTthl [IDB, acconmupoBaHHbBIe ¢ JTaHHBIMUA, THGOPMAIUS ayauTa WK
uaeHTuukauumn) ¢ apyrum nosepeHHbiM npoayktoM UT. CemelictBo FPT _TDC onpenensier TpeboBaHus
JUTS COBMECTHOTO MCTIONB30BAHMS 1 COTJIACOBAHHOM MHTEPIIPETAIINy 3TUX aTprdyToB Mexxay @BO u npyrum
JIoBepeHHbIM TTpoaykToM MT.
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FPT_TDC.1 «ba3zoBas cornacoBanHOCTb TaHHBEIX @BO Mexxmy PBO» comepxut TpeOOBaHNE, YTOOBI
DBO mpemocTaBIiI BOSMOXHOCTS 00€CTIEUNTD COTIIaCOBAHHOCTD aTpruoyToB Mexxmy PBO.

Vnpasnenune: FPT TDC.1

HeiicTBYSI IO YIIpaBIeHUIO He TIPeIyCMOTPEHEL.

Aynut: FPT _TDC.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO

cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHNTa CICIYIOIINX Oeii-
CTBUIA/COOBITHI/TTapaMeTPOB.
a) MUHNMAaIBHBIN: YCIEIIHOe NCIIOIb30BaHNEe MEXaHN3MOB corlacoBaHus JaHHBIX PBO.
6) ba3oBwIit: NCMOB30BaHNE MEXaHN3MOB coracoBaHus JaHHBIX DBO.
B) Bazoserit: unentndukanus b0, naHHBIE KOTOPBIX MHTEPIIPETUPYIOTCS.
r) bazoswrit: o6HapykeHre MOIN(MUIIMPOBAaHHBIX JaHHBIX PBO.
FPT_TDC.1 Ba3osas cornacosanaocTb AanHbix ®BO mexay @b0
Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.
FPT_TDC.1.1 ®BO no/oxHbI 00€CHEYATH CIOCOOHOCTH COMIACOBAHHO HWHTEPNPETHPOBATDH [HA3HAYEHHE:
cnucox munog dannvix Ob0], coBmecTHO Hcnonb3yembie ®BO u Apyrum 10BepeHHBIM
nponykrom UT.
FPT_TDC.1.2 ®BO no/oKHBI HCHOIb30BATh [HA3HAYEHHE: CRUCOK NPAGUA UHMEDPNPEemayul, npumeHnse-
moix DBO] npn uatepnperanmun 1aHabX @BO, MOTy4eHHBIX OT JIPYroro I0BEPEHHOTO
npoaykra UT.
3aBUCHMMOCTHU: OTCYTCTBYIOT.
10.15 CoraacoBannocts 1anabix @BO npu ny6oimposannu B npeaenax OO (FPT_TRC)
XapakTeprcTHKa CeMeiicTBa
Tpe6osanust cemeiictBa FPT TRC HeoOXoauMbI, UTOOBI 00€CTIEYNTh COMIACOBAHHOCTh JaHHBIX DBO,
Korma oHu my6nmpytorcs B mpenenax OO. Takue maHHBIE MOTYT CTaTh HECOTJIACOBAHHBIMU TTPU HAPYIIEHUN
paboTocrnocobHOCTH BHYyTpeHHero KaHaia Mexay yactamu OO. Eciu OO BHYTpeHHE CTPYKTYPUPOBaH Kak
CEThb, TO 3TO MOXET IMMPOU30NTHN M3-3a OTKITIOUEHHMS OTIACITBHBIX YaCTeil CETH IPH pa3phIBe CETEBBIX COCAMHE-
HUIA.

PamxmpoBaHre KOMITOHEHTOB

FPT_TRC CornacoBaHHOCTb AaHHbIX
®BO npu gydnuposaHun B Npegenax OO

B10 cemeiictBo coctouT U3 ogHOro komrnoHeHta FPT TRC.1 «CorinacoBaHHOCTb AyOJIMPYEMBbIX 1aH-
HeIX ®BO», comepxamiero tpeboBaHue, uToOBI B0 0becneuniM HENMMPOTUBOPEUNBOCTh JaHHEIX DBO,
IyOIMpyeMbIX B HECKOJIbKUX yacTsax OO0.
Vnpasnenue: nig FPT_TRC.1
JeiicTBUS 110 YTIPaBJICHUIO HE TIPEeyCMOTPEHBI.
Aymut: mnss FPT _TRC.1
Ecmm B [13/3b Brimoueno cemeiictBo FAU_GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
CJIeyeT TIPeayCMOTPETh BOBMOXHOCTH (B 3aBUCMMOCTHU OT BEIODAHHOTO YPOBHSI) ayAnTa CIEAYIOIINX Aeii-
CTBUI/COOBITHI/TTapaMeTPOB.
a) MUHUMAaTHLHBIIN: BOCCTAHOBJIEHNE COTIIACOBAHHOCTH TIOCJIE BOCCTAHOBJIEHUST COSIMHEHMSI.
6) ba3oBbIit: BEISIBJICHHE HECOTJIACOBAHHOCTH MexXny maHHBIMU PBO.
FPT_TRC.1 CornacoBaHHOCTb Ty0aupyembix JanHbIx PBO
Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.
FPT_TRC.1.1 ®BO no/Kabl 00€CHeYnTh COrIACOBAHHOCTD NaHHbIX @®BO npm nydsmpoBanun ux B
pa3mmunbix yactax 00.
FPT_TRC.1.2 Koraa wactn OO, conepxamme xyompyembie nanabie @BO, paznenunensr, D50 10.mk-
HBI 00€CTIEYHTh COTIACOBAHHOCTDh AyOsmpyembrx ganHeix @BO mocie BoccTaHOBIEHHS
coeIMHEeHns nepea 00padoTKol J0ObIX 3apocoB K [HazHadenne: cimcok b, 3asucauwux
om cozaacosannocmu dybaupyemuix oannvix PbO].
3asucumocTtu: FPT_ITT.1 Ba3oas 3amuTa BHyTpeHHei nepeaaun aanasix @0
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10.16 Camorectuposanne ®BO (FPT_TST)

XapakTepHucTuKa ceMelicTBa

CemeiictBo FPT TST omnpenensier TpeboBanus mjist camotectupoanust @BO B yacTy HEKOTOPBIX TH-
MUYHBIX OMepaluii ¢ U3BECTHBIM pe3ysibTaToM. [IpuMepaMu MOTYT CIY>XUTh obOpallleHUs1 K UHTepdelicam
peanusyeMbIX QYHKINH, a TaKKe HEKOTOpble apudMeTUUeCKHe OTepaliui, BbIMOJHIEMble KPUTUYHBIMU Yac-
TsMu OO. DTU TeCTbl MOTYT BBITIOJHSTBCS MPU 3aIyCKe, MEPUOANUYECKH, MO 3aMPOCy YMOJHOMOYEHHOTO
MOJIb30BaTENSI UJIM MIPU YAOBIETBOPEHUU Apyrux yciaoBuit. Jdeiicteust OO, npeanpruHUMaeMble 10 pe3ysibTa-
TaM CaMOTECTUPOBaHUsI, ONIPeJeIeHbI B APYTUX CEMECTBRaX.

TpeboBaHMSsI 3TOTO CeMeNCTBA TakXKe HEOOXOAUMBI 111 OOHAPYKEHUST UCKaKeHUsI BBITIOJIHSIEMOTO Koja
®BO (1. e. mporpammuoit peamu3ann PBO) u marHex @PBO pazmmuHBIMU cOOSIMU, KOTOPEIE HE BCeTOa
MPUBOJIAT K TpUocTaHOBKe (yHKIMOHUpoBaHMsI OO (pacCMOTPEHHO B IPYruX ceMelcTBax). Takue mpoBep-
K1 HEOOXOJMMO BBITIOJIHST, T. K. MOAOOHbBIE COOM HE BCeraa MOXKHO MpenoTBPaTuTh. OHU MOTYT ITPOUCXOIUTD
JINOO M3-3a HEMTPEAYCMOTPEHHBIX TUTIOB COOEB UM UMEIOIIIMXCSI HETOUHOCTEN B MPOEKTE armnapaTHbIX, Mpo-
rpaMMHO-aNTMapaTHBIX ¥ TTPOrPaMMHBIX CPEIICTB, JIM0O BCIEACTBHE 3JI0HaMepeHHOTo ncKaxkeHuss ®BO, gorry-
LIEHHOTO U3-3a HEaJeKBATHOM JIOTMYECKON U/WIK (PU3NIECKON 3aLUTHI.

PanxxupoBaHue KOMITIOHEHTOB

FPT_TST CamotectupoBaHue PO 1

FPT _TST.1 «TectupoBanne @BO» 11o3B0IIAET MPOBEPUTH MPAaBUIILHOCTD BBITTONMHeHNST PBO. D11 TecTh
MOTYT BBITIOJTHSTHCS MPU 3aIlyCKe, IEPUOIUUECKU, TI0 3aMPOoCy YITOJHOMOYEHHOIO MOJIb30BaTeNsl WX TIPpU
BBITIOJIHEHU U IPYTUX 3apaHee OTOBOPEHHbBIX YCJIOBUI. DTOT KOMITIOHEHT TakKe MPe10CTaBIsIieT BO3MOXKHOCTD
BepM(PHUIIMPOBATH LIEJTOCTHOCTh JAHHBIX U BEITIONHSIeMOoTo Koga @ BO.

Vnpasnenue: mist FPT _TST.1

Hnsa dynkuuit ynpapieHus u3 kiaacca FMT MoryT paccMaTpuBaThCs CleAyIOLINe 1eHCTBUSI.

a) YrpasieHne yCIOBUSIMHA, TIPH KOTOPBIX TMPOMCXOAuT camorectupoBanue ®BO (mpwm 3ammycke, ¢

MOCTOSIHHBIM MHTEPBAJIOM WJIW TIPU ONPEETIeHHbBIX YCIOBUSIX).

0) YrnpaBiieHue MeproANYHOCTBIO BBIMOJHEHUS (TP HEOOXOAMMOCTH).

Aymurt: nnsgs FPT TST.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 0€30MaCHOCTH», TO
cleayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOPAaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIi/COOBITHI/TIApaMETPOB.

a) basoBrlif: BEITIOTHEHNE M pe3yIbTaThl caMoTecTupoBaHus PBO.

FPT_TST.1 Tectupoanne ®50

Hepapxudeckuit 1isi: Het mogunHEHHBIX KOMIIOHEHTOB.

FPT_TST.1.1 ®BO n0/KHBI BLINOJIHATh MAKET MPOTPaMM CaMOTECTHPOBAHMSA [BbIOOD: npu 3anycke,

nepuoduuecku 6 npoyecce HOPMAAbHO20 PYHKUUOHUPOBGAHUS, NO 3ANPOCY YNOAHOMOUEH-
HO20 noav3oeamensi, npu ycaoeusax [Ha3HAYEHWE: YCA06US, NPU KOMOPLIX ciedyem npe-
dycmompems camomecmupoganue] A NEMOHCTPANNN NPABIWILHOTO BhinoHeHus ®BO.

FPT_TST.1.2 ®BO 10KHbI NIPeIOCTABATD YIOIHOMOYEHHBIM MOJIH30BATEISIM BO3MOKHOCTD BepH(pHIH-

poBaTh nenocTHOCTh JaHHbIX PBO.

FPT_TST.1.3 ®BO 10KnbI NIpeIOCTABATD YIOIHOMOYEHHBIM MOJIb30BATEISIM BO3MOKHOCTD BepH(pHIH-

POBATD MEJOCTHOCTh XPAHHMOTO BBINOJHAeMOro Koga ®BO.
3asucumoctu: FPT_AMT.1 TecTnpoBanne a0CTPAKTHO# MAIAHBI

11 Knace FRU. HUcnoas3oBanue pecypcos

Knacc FRU coaepXuT Tpu ceMeiicTBa, KOTOPbIE MOJAEPXKUBAIOT JOCTYITHOCTb TPEOYyeMbIX PECYPCOB,
TaKMX KaK BbIYUCIUTEbHbIE BO3MOXHOCTU U/1ian oobeM nmamsaTtu. CemeiictBo FRU_FLT «OtkazoycTtoitumn-
BOCTb» TIPEOOCTABIISICT 3allIUTY OT HEAOCTYITHOCTH pecypcoB, BeizBaHHOM cOoeMm Q0. CemeiictBo FRU_PRS
«[Ipmopuret 06CTYKMBAHUST» 00ECTICUNBACT, YTOOBI PECYPCHI BEIIEISIICH HAM00JIee BAXKHBIM VTN KPUTHY -
HBIM T10 BpEMEHM 3a7auyaM 1 He MOTJIN OBITh MOHOITOJIM3UPOBAHBI 3aa4aMy ¢ 00Jiee HU3KUM IIPHOPUTETOM.
CemeiictBo FRU_RSA «Pacripenenenune pecypcoB» yCTaHABIMBAET OrpaHMYEHMS CITOIb30BAHMST JOCTYITHBIX
pPECYPCOB, TIpeIoTBpaliiasi MOHOITOJIM3AIINIO PECYPCOB TTOTh30BATEISIMMU.
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Hexomnosuius kiacca FRU Ha cocTapisiole ero KOMIOHEHThI IpuBeieHa Ha pucyHke 11.1.

Mcrnonb3oBaHue pecypcos

— FRU_FLT OTka30ycTOM4YMBOCTb — 1 2
— FRU_PRS lpuoputeT obcnyxuBaHus — 1 2
— FRU_RSA PacnpeaeneHune pecypcoB — 1 2

Pucynok 11.1 — Jlekommno3suuus kinacca «Mcronb3oBaHue pecypcoB»

11.1 Orka3oycroituusocts (FRU_FLT)

XapakTepucTHUKa CeMeicTBa

TpeoboBanus cemelictBa FRU_FLT ob6ecneurBatoT, utoobl OO MpoaokKui NoaaepK1uBaTh MpaBUIbHOE
(byHKUIMOHMpPOBaHUE JaXe B Cllyyae cOOEB.

PanxxupoBaHue KOMITIOHEHTOB

FRU_FLT OTka3oycToOM4MBOCTb — 1 2

FRU_FLT.1 «IToHrxeHHast 0TKa30yCTOMYMBOCTL» COAEPKUT TpeboBaHKe, UTOObI OO MPpOa0IKUIT TTpa-
BWJIBHOE BBHITIOJTHEHNE YKa3aHHBIX BOBMOKHOCTEH B ClTydae MACHTUDUIINPOBAHHEBIX COOEB.

FRU_FLT.2 «OrpanuueHHasi 0TKa30yCTOMUYUBOCTb» COAECPXKUT TpeboBaHue, 4ToObl OO MpoaosIKuI
MPaBWJILHOE BBITTOJTHEHME BCEX CBOMX BOZMOXHOCTEH B cTydae MACHTU(UIIMPOBAHHBIX COOCB.

Vnpasnenue: FRU_FLT.1, FRU_FLT.2

HeiicTBYSI IO YIIpaBICHUIO He TIPeIyCMOTPEHEL.

Aynut: FRU_FLT.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU_GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHTa CICIYIOIINX Oeii-
CTBUIi/COOBITHI/TTapaMETPOB.

a) MuHUMaIBHEIN: 1100011 cOoit, o6HapykeHHBITT PBO.

0) bazosnrit: Bce onepaunu OO, mpepBaHHBIE U3-3a COOSI.

Aynut: FRU_FLT.2

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
cemyeT TPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayIHNTa CICIYIOIINX deii-
CTBUIA/COOBITHI/TTapaMETPOB.

a) MuHUMaIBHEI: 1100011 cOoif, o6HapykeHHBITT PBO.

FRU_FLT.1 IlonmkeHHas 0TKa30yCTOWYMBOCTD

Hepapxmaeckuii m1s: HeT mogAUMHEHHBIX KOMITOHEHTOB.

FRU_FLT.1.1 ®BO nomxubl 00eCHeYATh BHINOJIHEHHE [HA3HAYEHHE: cnucok éoamoxcnocmeii 00], Kor-

JIa MPOUCXOAAT cJeaylomue coon: [Ha3HAYEHNE: cnucok munoe cboes].

3aBucumoctr: FPT_FLS.1 Cooii ¢ coxpanennem 6e30MaCHOTO COCTOSTHHAS

FRU_FLT.2 OrpannueHnasi 0TKa30yCTOHYMBOCTh

Hepapxmueckuii mst: FRU FLT.1

FRU_FLT.2.1 ®BO nomKHBI 00eCnieYnTh BHITTOJHEHUE BeeX Bo3MoxHocTeir OO0, Korma mpoucxoasT

cleayoolre cOon: [Ha3HAUCHUE: CHUCOK MUnos cooes).

3asucumoctu: FPT FLS.1 C6oii ¢ coxpaneHreM 0e30IIaCHOTO COCTOSTHUS

11.2 Ilpnopurer odocryxusanus (FRU_PRS)

XapakTeprcTHKa CeMeiicTBa

Tpe6osanmst cemeiictea FRU _PRS nosposstior @BO ynpaBigTh UCITOIB30BaHUEM PECYPCOB TTOTh30Ba-
TEJISIMU W CYObEeKTaMU B TIpe/iesiaX CBOEH 00JIaCTH JEeMCTBUS TaK, YTO BEICOKOTIPMOPUTETHBIC OIepalii B
npenenax OJ1® Bcerma OyayT BHITOIHATHCS 6€3 MIPEITSITCTBUN WITH 3aepKeK CO CTOPOHBI OTTepalinii ¢ boiee
HU3KUM TIPHOPUTETOM.
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PaH}KI/IDOBaHI/IC KOMIIOHCHTOB

FRU_PRS MpuoputeTt o6cnyxmBaHus — 1 2

FRU_PRS.1 «OrpaHuueHHbIi TPUOPUTET OOCTYKMBAHUST» TIPEAOCTABIISIET IPUOPUTETHI JISI UCITONIb30-

BaHUS CYObEKTaMU MOJIMHOXECTBA pecypcoB B npeaenax O d.

FRU_PRS.2 «IToaHblit TpropUTeT 0OCTYXKUBAHMSI» MPEIOCTABIISIET TPUOPUTETHI JJISI UCTIOJIH30BAHUS

cyObeKTaMU Bcex pecypcoB B mpeaenax O1d.

Vnpasnenue: FRU_PRS.1, FRU_PRS.2

Hnsa ¢yHkuuit ynpapiaeHus u3 Kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AefiCTBUeE.

a) Haznauenue mproputeToB Kaxmomy cyorekty B @BO.

Aynut: FRU_PRS.1, FRU_ PRS.2

Ecmm B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepaiinst gaHHBIX ayanTa 0€30MaCHOCTH», TO

cleayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLINX Aeki-
CTBUIi/COOBITHIA/TIapaMETPOB.

a) MUHUMAaTBHBIN: OTKJIIOHEHHE OTlepalliid Ha OCHOBAaHWH VCITOIB30BaHUS IIPUOPUTETa TIPU pPacIIpee-
JIEHUHU pecypcea.
6) ba3oBHIit: BCe TTOMBITKY MCITOIB30BaHMST (PYHKIINT pacIipeneeHAsI peCypCoB ¢ YIeTOM ITPUOPUTET-
HOCTH OOCITy>KBaHMSI.
FRU_PRS.1 OrpanuveHHblii IPAOPUTET 0OCTYKUBAHAS
Hepapxmaecknii ;. HeT moaqunmHEHHBIX KOMITOHEHTOB.
FRU_PRS.1.1 ®BO 10/KHbI yCTAHOBATH MPHOPUTET KaKAOMY cyobekTy B PBO.
FRU_PRS.1.2 ®B0 10/KHbI 00€CeYATh T0CTYN K [Ha3HAYEHHE: ynpas.asembie pecypcot] Ha OCHOBE
TPHOPUTETOB, HA3HAYEHHBIX CY0'bEKTaM.
3aBUCHMOCTH: OTCYTCTBYIOT.
FRU_PRS.2 IoxHbIii npropuTeT 00CTyKNBAHASA
Hepapxuueckuii niusa: FRU_PRS.1
FRU_PRS.2.1 ®BO g0omKHBI YCTAaHOBUTH TIPUOPUTET KaxkmoMy cyobekTy B @BO.
FRU_PRS.2.2 ®BO nokHBl 00ECIIEUYUTh TOCTYIT KO BCEM COBMECTHO HCHOJb3yeMBIM pecypcam Ha
OCHOBE ITIPUOPUTETOB, HA3HAYCHHBIX CYOBEKTAM.
3aBUCHMOCTH: OTCYTCTBYIOT.
11.3 Pacnpenenenue pecypco (FRU_RSA)
XapakTepHucTuKa ceMelicTBa
Tpeo6oBanus cemeiictBa FRU RSA nozsonsgior @BO ynpasisTh UCMOIL30BAHUEM PECYPCOB TTOIH30Ba-

TEJISIMA Y CYOBEKTAMM TAKMM 00Pa30M, 4TOOBI HE TIPOMCXOIMIIO OTKA30B B OOCTY>KMBAHNN M3-3a HECAHKIINO-
HHMPOBAHHOI MOHOITOJIM3ALIUN PECYPCOB.

PaH}KI/IDOBaHI/IC KOMIIOHCHTOB

FRU_RSA PacnpeaeneHune pecypcos — 1 2

FRU_RSA.1 «<MakcumaibHble KBOTbI» COAEPKUT TpeOOBAaHMSI K MEXaHU3MaM KBOTMPOBaHUS, KOTOpPbIE

00ecreyrBaloT, YTOObI MOJIb30BaTed U CYOBEKThl HE MOHOTIOJIM3UPOBAIA YIIPABISIEMbI pecypc.

FRU_RSA.2 «<MuHuMabHblEe 1 MaKCUMaJIbHbIE KBOTbI» COAEPXKUT TpeOOBaHUsI K MEXaHM3MaM KBOTH -

pOBaHUsI, KOTOPBIE OOECITEYMBAIOT, YTOOBI IOJB30BATENIN M CYOBEKTHI BCETIa MMEIN XOTsSI Obl MUHUMYM
crieurpULIMPOBAHHOIO PECypca, HO MPU 3TOM He MOIJIX Obl MOHOIIOIM3UPOBATh 3TOT PECYPC.
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Vnpasnenue: FRU_RSA.1

Hnsa dynkuuit ynpasnenus us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) OnpeneneHUe aAMUHUACTPATOPOM MAaKCUMATbHBIX KBOT pecypca JUisl TPYIIN U/WIK OTAEIbHBIX MOJIb30-
Batesieil u/viam cyObeKTOB.

Vnpasnenue: FRU_RSA.2

Hnsa dynkuuit ynpasnenus us kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AeiicTBUeE.

a) OnpeneneHne aIMITHACTPATOPOM MIHUMATBHBIX M MAKCUMATBHBIX KBOT pecypca Jyist TPYITIT U/ Win
OTIETHLHBIX TIOJTb30BATENeH 1/ WM CYyOBEeKTOB.
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Aymut: FRU RSA.1, FRU RSA.2
Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTacCHOCTH», TO

CJIeyeT TIPEeayCMOTPETh BOBMOXHOCTH (B 3aBUCMMOCTHU OT BEIODAHHOTO YPOBHSI) ayAnTa CIEAYIOIINX Aeii-
CTBUIi/COOBITHI/TTAapaMETPOB.

TCJIIA.

a) MUHUMAaBHBIN: OTKJIOHEHWE OTIepalliyl pacIipeie/IeHUsT pecypca M3-3a eTo OrpaHMYeHHOCTH.

6) ba3oBrrIit: Bece obpaltieHns K GYHKIIASIM pacTpeaeIeHrs pecypcoB, yrpaBiseMbix @BO.

FRU_RSA.1 MakcumaJibHbl€ KBOTBI

Hepapxuaeckuii mist: HeT mogunHEHHBIX KOMITOHEHTOB.

FRU_RSA.1.1 ®BO 10/KHBI peajii30BaTh MAKCHMAJIbHbIE KBOTHI CJIEAYIOIINX pecypcoB: [Ha3HaueHne:
ynpaesasiemoie pecypcot], KOTOpbie [BBIOODP: omodeabHbie noav3oeamenu, onpeoeieHHvie
2pynnot noaszoeameaeli, cyosexmnot] MOTYT HCIOJIb30BATD [BBIOOD: 00HOGPEeMeHHO, 6 me-
ueHue onpedeaennoz20 nepuooa epemenu)].

3aBUCHMMOCTHU: OTCYTCTBYIOT.

FRU_RSA.2 MuHuMAJIbHBIE H MAKCHMAJIbHBIE KBOThI

Hepapxuueckmit mist: FRU _RSA.1

FRU_RSA.2.1 ®BO n0KHBI pean30BaTh MAaKCMMAaJIbHbIE KBOTBI CIIEAYIOIIMX PECYPCOB: [Ha3HAYCHHE:
Yhpaeasemvle pecypcol|, KOTOpbIE [BEIOOD: omdenvHbie noAb306amenu, onpedeieHHuie epyn-
nol noavzosameneli, cybseKkmol] MOTYT UCIIOJb30BaTh [BBIOOD: OOHOBpEMEHHO, 6 meueHue
onpeodeneHH020 nepuooa epemenu).

FRU_RSA.2.2 ®BO a0/KHBI 00eceYnTh BbieeHne MUHAMAJBLHOTO KOJIMYECTBA KaXKIO0ro U3 [Ha3Have-
HHE: ynpaeasemobie pecypcoi], KOTOpble SBISIOTCSA TOCTYINHbIMHA 1151 [BBIOOD: omdeavhbtil
noabv3oeameas, onpedeseHnas zpynna noav3oeameaei, cyosexmot], 9T00bI HCMONb30BATDH
[BBIOOD: 00HOBpEeMenHO, 6 meuenue onpedenenrozo nepuooa épemenu)

3aBUCHMMOCTHU: OTCYTCTBYIOT.

12 Knacce FTA. octyn k OO

Kiacc FTA omnpenenseT ¢pyHKIIMOHAIBHBIE TpeOOBaHMS K YIIPaBJICHUIO OTKPBITHEM CeaHca IT0JIb30Ba-

JlexoMno3uIIMs Kjlacca Ha COCTaBJISIIOLLIME er0 KOMIIOHEHTHI ITpUBeieHa Ha pucyHke 12.1.

Hoctyn k OO

| | FTA_LSA OrpaHuyeHue obnactu Buibupaemblx | | 1
aTpubyToB

| | FTA_MCS OrpaHuyeHue Ha napannenbHbie | | 1 2
ceaHchbl

— FTA_SSL BnokuposaHue ceaHca

o | [~][=]

FTA_TAB lNpenynpexaeHus neped npegoc-
TaeneHuwem goctyna k OO

— FTA_TAH WUctopus goctyna k OO —

— FTA_TSE OtkpbITue ceaHca ¢ OO —

Pucynok 12.1 — Jlekommosunus kiacca «Joctyn k OO»
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12.1 Orpanuuenne oo6nacTu Boioupaembix atpudyros (FTA_LSA)

XapakTepHucTuKa ceMelicTBa

CemeiictBo FTA_LSA onpenensietT TpeboBaHUsI MO0 OTpaHUYEHUIO 00J1acTU aTprOyTOB OE30MaCHOCTHU
ceaHca, KOTOpbIE MOXHO BBHIOMPATH JIJIST HETO TTOJIH30BATENb.

PamxmpoBaHTe KOMITOHEHTOB

FTA_LSA OrpaHuueHue obnacTty Belbupaemblx | | 1
aTpubyToB

FTA_LSA.1 «OrpaHnuyeHue o6acTu BbIOUpaeMbIx aTpubyTOB» TipeaocTasiseT TpedoBaHue K OO 1o
OrpaHMYEHUIO 00JIACTH aTPMOYTOB OE30IACHOCTH CEaHCa BO BPEMS €T0 OTKPHITHS.

Vnpasnenue: FTA LSA.1

Hnsa dyHkuuit ynpapiaeHus u3 kiacca FMT MoxeT paccMaTpuBaThesl clieaylolliee AefiCTBUeE.

a) YmpapieHre agMUHUCTPATOPOM O0JIACTBIO aTpUOYTOB OE30MaCHOCTH CeaHca.

Aynut: FTA_LSA.1

Ecmu B 113/3b Brmoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 06€30MaCHOCTH», TO
cJemyeT TIPeIyCMOTPETh BO3MOXKHOCTD (B 3aBUCMOCTH OT BRIOPAHHOTO YPOBHST) ayIWTa CICTYIOIINX Ieii-
CTBUI1/COOBITUIT/TTAPAMETPOB.

a) MuHUMAaJIbHbIN: BCe HEYCTEIIHbIE TTOTBITKM BbIOOpa aTpuOyTOB 6€30IaCHOCTU CeaHca.

0) ba3oBhIii: Bce TONBITKM BRIOOpA aTpuOYTOB 0€30ITaCHOCTH CeaHca.

B) JleTann3npoBaHHbBIN: (hUKcalMsi 3HAYEHU I aTpuOYyTOB O€30MaCHOCTU KaxI0To ceaHca.

FTA_LSA.1 Orpannyenne 00JaCTH BHIONPAEMBIX ATPHOYTOB

Hepapxuaeckuii mst: HeT moqunHEHHBIX KOMITOHEHTOB.

FTA_LSA.1.1 ®BO 10/KHbI OTPAHHYHTD 00J1aCTh ATPHOYTOB 0€30NMACHOCTH CeaHca [Ha3HadeHHe: am-

pubymut 6e3onacrnocmu ceancal, OCHOBBIBASCh HA [HA3HAYEHWE: ampudymol].

3aBUCHMOCTH: OTCYTCTBYIOT.

12.2 Orpannyenne Ha napauiesbabie ceancsl (FTA_MCS)

XapakTepHucTuKa ceMelicTBa

Cewmeiicteo FTA MCS onpenesnsier TpeOOBaHUS MO OrPaHUUEHUIO YKCIIa TTapayieJIbHbIX CEaHCOB, TTPeIo-
CTaBJISIEMBIX OMHOMY 1 TOMY K€ TT0JTb30BaTeio.

PamxmpoBaHTe KOMITOHEHTOB

FTA_MCS OrpaHuyeHue Ha napannesibHble | | 1 2
ceaHcsbl

FTA_ MCS.1 «ba3oBoe orpaHryeHe Ha MapajieJIbHbIE CEaHChI» MPEIOCTABISET OrPaHUYEHHUSI, KOTOPbIE
IIPUMEHSTIOTCS KO BceM mojib3oBaresiMm @BO.
FTA_MCS.2 «OrpannyeHue Ha TapajulejibHble CeaHChl MO aTpuOyTaM MOJIb30BaTesl» paclIupsieT
FTA MCS.1 tpeboBaHHEM BO3MOXKXHOCTH OMPEAETINTh OTPAaHUUYEHUST Ha YMCJIO TTapayljieIbHBIX CEaAHCOB, OCHO-
BbIBasICh Ha aTpuOyTax 0e30MacHOCTH, CBSI3AHHBIX C MOJIb30BATEIEM.
Vnpasnenue: FTA_ MCS.1
Hnsa ¢dyHkuuit ynpapiaeHus u3 kiacca FMT MoxeT paccMaTpuBaThesl clieayloliiee AefiCTBUeE.
a) YrpapjieHHe aIMUHUCTPATOPOM MaKCUMAaJIbHO JOMYCTUMBIM YHCJIOM MapajuieSIbHbIX CEAHCOB, MPeao-
CTaBJISIEMbIX MOJIb30BATENIO.
Vnpasnenue: FTA MCS.2
Hnsa pynkumit ynpapienus: u3 kiaacca FMT moryT paccMaTpuBaThCs CAeAyIOLINe TeWCTBUSI.
a) YrpapjeHue aiMUHUCTPATOPOM TTpaBUIaMu, KOTOPbIE€ OMIPEEISIIOT MAaKCUMaIbHO JOMYCTUMOE YKCIIO
MapajieJIbHbIX CEAHCOB, MPEAOCTABISIEMbIX MOJIb30BATENIO.
Aynut: FTA_MCS.1, FTA MCS.2
Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanist gaHHBIX ayanTa 0€30MaCHOCTH», TO
clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUI1/COOBITUIT/TAPAMETPOB.
a) MuHuMaNbHbBII: OTKJIOHEHUE HOBOTO ceaHca, OCHOBAaHHOE Ha OTpaHMYEHMU YHMCia TapajeibHbIX
CEAHCOB.
0) Jetanu3upoBaHHbBIN: PUKcallus YUCia MapajebHbIX CEaHCOB IOJIb30BaTeisl, a TAKXKe aTpruOyTOB
06e30MacHOCTH 3TOTrO MOJb30BATES.
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FTA_MCS.1 Ba3oBoe orpaHnyeHue Ha napajiejibHbie CeaHChl

Hepapxmaeckuii m1s1: HeT mogUMHEHHBIX KOMITOHEHTOB.

FTA_MCS.1.1 ®BO 10/zKHbl OrPAHAYATh MAKCAMAJIBHOE YHCJIO MAPaJIIeIbHBIX CEAaHCOB, PEI0CTAB-
JIIeMbIX OTHOMY H TOMY e MOJIb30BATEJIIO.

FTA_MCS.1.2 ®BO 10/zKHbBI 321aTh 110 YMOJYAHAIO OTPAHHYEHAE [HA3HAYEHHE: 3adasaemoe no ymo.-
YaAHUIO HUCA0] CEAHCOB MOJIb30BaTEN .

3asucumocTu: FIA_UID.1 Beibop MomMeHTa miaeHTH(AKATAH

FTA_MCS.2 Orpannyenne Ha mapauieJibHbie CEAHChI 0 ATPHOYTAM MOJIb30BATEIA

Hepapxuueckuii misi: FTA MCS.1

FTA_MCS.2.1 ®BbO 10KHBI OrpaHUYUTh MaKCHUMAaJIBHOE YHCIIO TTapaljIeIbHBIX CEaHCOB, TTPEIOCTaB-
JITEMBIX OTHOMY U TOMY Xe€ TI0JIb30BATETIO, COTJIACHO MPABWIaM [Ha3HAYEHNE: npaguia
onpeodenenus MaKCuMaibHo20 YUCAa NapaileabHbiX ceancoag).

FTA_MCS.2.2 ®BO momKkHEI 331aTh TT0 YMOJTYaHUIO OTpaHWYeHNe [Ha3HAYCHUE: 3adasaemoe no ymon-
YAHUIO 4UCA0] CEAaHCOB MOJIb30BaTENS.

3aBucumoctu: FIA UID.1 Beibop MomeHTa uaeHTUDUKAIUN

12.3 BuokupoBanue ceanca (FTA_SSL)

XapakTeprcTHKa ceMeiicTBa

CemeiictBo FTA_SSL onpenensier TpeboBanus K @BO o npegoctaBieHNI0 BO3MOXHOCTH Kak PBO,

TaK ¥ TTOJTh30BaTeITIO OJIOKMPOBATh M Pa30JIOKMPOBATh MHTEPAKTUBHBIN CEaHC.
PamxmpoBaHye KOMITOHEHTOB

FTA_SSL BriokupoBaHue ceaHca 2

3

FTA SSL.1 «brokupoBanue ceanca, maunuupoBanHoe @BO» BKITIOYaeT MHUIIMMPOBAHHOE CHCTEMOI
OJIOKMPOBAHUE MHTEPAKTUBHOIO CEaHCa MOCTE ONPEACIEHHOrO nepruoaa 0e3AeicTBUS MOIb30BaTES.
FTA_SSL.2 «<bnokupoBaHue, MHULIMUPOBAHHOE MOJIb30BaTeIeM» MPEIOCTaBIISIET MOJIb30BATEJ 10 BO3-
MOXHOCTb OJIOKMPOBATh 1 Pa30JIOKMPOBATh CBOM COOCTBEHHbIE MHTEPAKTUBHbBIE CEAHCHI.
FTA_SSL.3 «3aBepmenne, manimupoBanHoe @BO» mpenoctapister TpedoBanmst K @BO mo 3aBepiiie-
HUIO CeaHca MOCJIE OMPENEIeHHOTO Mepruoaa 0e31eiCTBUS MOIb30BATENS.
Vnpasnenue: FTA _SSL.1
Hnsa ¢ynkuuit yripapieHus: u3 kiacca FMT MoryT paccmaTpuBarthesl Caeaytolue 1eiCTBus.
a) 3agaHuie BpeMeHU 0e31eMCTBUS TOJIb30BATESI, TOCE KOTOPOTO MPOUCXOAUT OJIOKMPOBKA CEAHCA.
0) 3agaHue Mo yMOTYAHUIO BpeMEHU 0€31eCTBUS MOIb30BATENSI, OCIE KOTOPOro MPOUCXOIUT OJ0KH-
pOBKa.
B) YripaBjieHue COObITUSIMU, KOTOPHIMU TTPEAyCMaTPUBAIOTCS A0 Pa30JIOKMPOBAaHUS ceaHca.
VYnpasnenue: FTA SSL.2
Hnsa ¢yHkuuit ynpasneHust u3 kjiacca FMT moxeTt paccMaTpuBaThCs ClleAyloliiee AeiCTBUE.
a) YnpaBieHre cOObITUSIMU, KOTOPbIE MPeIyCMaTpUBAIOTCS 10 pa30JIOKUPOBAaHMSI CeaHca.
Vnpasnenue: FTA_SSL.3
Hnsa ¢dynkuuit yripapieHus: u3 kiacca FMT MoryT paccmaTpuBarthCesl Caeaytolue 1eiCTBuS.
a) 3agaHue BpeMeHU 0e31eMCTBUS TOJIb30BATENSI, MOCIE KOTOPOTO MPOUCXOAUT 3aBEPILICHUE UHTEPAK-
TUBHOTO CEaHCa.
0) 3agaHue Mo YMOJIYaHUIO BpEMEHU O€31eCTBUS MOIb30BATENS, TOCIE KOTOPOrO MPOUCXOAUT 3aBEp-
1LIEHME MHTePaKTUBHOTO CeaHca.
Aynut: FTA SSL.1, FTA SSL.2
Ecmm B [13/3b Brimoueno cemeiictBo FAU_GEN «I'enepaniis maHHBIX aynuTa 0€30TTaCHOCTH», TO
cleAyeT MPeayCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOPAHHOTO YPOBHSI) ayAuTa CIEAYIOLINUX Aei-
CTBUIA/COOBITHI/TTapaMETPOB.
a) MUHUMaIbHBIN: 6JJOKUPOBAHME MHTEPAKTUBHOTO CeaHCca MEXaHU3MOM OJIOKMPOBaHUS ceaHca.
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0) MuHUMaNIbHBIN: YCIIELIHOE Pa30JI0KUPOBAHUE MHTEPAKTUBHOTO CeaHca.

B) ba3oBblii: Bce MOMBITKYA pa3dIOKMPOBaHUS MHTEPAKTUBHOTO CeaHca.

Aynut: FTA _SSL.3

Ecmu B 113/3b Brimoueno cemeiictBo FAU_GEN «I'eHepannst gaHHBIX ayanTa 0€30MaCHOCTH», TO

clieayeT mpeaycCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOPaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIA/COOBITHI/TIapaMETPOB.

a) MUHUMaTBHBIN: 3aBepIIeHNe WHTEPAKTUBHOTO CEaHCa MEXaHN3MOM OJIOKMPOBAHMS CeaHCca.
FTA_SSL.1 Biokuposanne ceanca, nannunposannoe P50
Hepapxuaeckuii mst: HeT moqunmHEHHBIX KOMITOHEHTOB.
FTA_SSL.1.1 ®BO 10/xHBI 0JOKHPOBATH MHTEPAKTHBHBIA CeaHC MOCe [Ha3HAYEHHNE: uHmepeal epe-
Menu 6e3delicmeus noav3oeameas), AJis 4€ro NPeMPUHAMAIOTCS CJIeYIONIHE eCTBAS:
a) OYHCTKA WIH MEePe3annch YCTPOUCTB 0TOOPAIKEHNS, IPUIAHAE HX TEKYIIEMY COIEPKAHNI0 HEUNTAEMOTO
BH/IA;
0) OJ0KMpoBaHMeE JIOOBIX JEHCTBHIA MO JOCTYNy K JAHHBIM TO0JIb30BaTENs/yCTPOCTBAM O0TOOPaKEHH,
KpOMe Heo0XO0MMBIX JIjIsi PA30JIOKMPOBAHNS CEAHCA.
FTA_SSL.1.2 ®BO noKabI TPEOOBATH, YTOOBI A0 Pa30JOKHPOBAHASA CEaHCA TPOHM3OILIH CJeayIomue
cOoOBITHSA: [HA3HAYEHHE: CoOObLmuUs, Komopoie 6ydym npoucxodumo].
3asucumoctu: FIA_UAU.1 Brioop MoMenTa ayrenTudukamum
FTA_SSL.2 BrokupoBaHue, HHUIMMPOBAHHOE MOJIb30BATEIEM
Hepapxuaeckuii mist: HeT moqunmHEHHBIX KOMITOHEHTOB.
FTA_SSL.2.1 ®BO n0/oKxHbI 10NMyCKATh HHAIAAPOBAHHOE 10Ib30BaTENIEM OJIOKAPOBAHHE CBOETO COOCT-
BEHHOTO HHTEPAKTHBHOTO CEAHCA, LISl Yer0 MpeMPHHAMAIOTCS CJIeAyIomue AeiCTBHS:
a) OYHCTKA WIH MEePe3anuch YCTPOUCTB 0TOOPAIKEHNS, IPUIAHAE HX TEKYIIEMY COIEPKAHNI0 HEUNTAEMOTO
BH/IA;
0) OJoKMpoBaHMeE JIOOBIX IEHCTBHIA MO JOCTYNy K JAHHBIM TOJIb30BaTENs/yCTPOCTBAM O0TOOPaKEHH,
KpOMe Heo0XO0MMBIX JIjIsi PAa30JIOKMPOBAHNS CEAHCa.
FTA_SSL.2.2 ®BO noKabI TPEOOBATH, YTOOBI A0 Pa30JOKHPOBAHASA CEaHCA TPOHM3OILIH CJeayIomue
coOBITHSA: [HA3HAYEHHE: CoOObLmuUs, Komopbte 6ydym npoucxodumo].
3asucumocTu: FIA_UAU.1 Bei6op MoMenTa ayrenTudukamum
FTA_SSL.3 3aBepmenne, nanmunaposaanoe ®BO
Hepapxuaeckuii mst: HeT mogqunHEeHHBIX KOMITOHEHTOB.
FTA_SSL.3.1 ®BO 10/oKHbI 3aBePIIATH HATEPAKTHBHBIN CeaHc Mocje [Ha3HAYCHHE: UHMePeans epemenu
be3deiicmeus noav3oeameas).
3aBUCUMOCTH: OTCYTCTBYIOT.
12.4 TIpenynpexnenus nepen npeaoctasiiennem nocryna k OO (FTA_TAB)
XapakTepuCTHKA CEMeCTBa
CemeiictBo FTA TAB onpenensier Tpe00BaHMS K OTOOPaXKEHMIO TSI IOJIB30BaTeNIeH IIpeaypeXIaole-

r'0 COOOIIEHUS C ITEPeCTpanBaeMoii KOHGUTypalueil OTHOCUTENILHO XapakTepa ucronb3oBaHus OO.

PElH}KI/IDOBaHI/IC KOMIIOHCHTOB

FTA_TAB MNpeaynpexaeHus nepen npeaoc-
TaeneHvem goctyna k OO

FTA_TAB.1 «IlpeaynpexaeHusi 1o yMOJIYaHUIO Niepe MpeaocTapieHueM goctyna K OO» mpeaocTas-

JisieT TpeOOBaHUS K MPeayPEXKIAIOLIMM COOOIIEHUSIM, KOTOPbIE OTOOPAKAIOTCS Mepe/l HayaloM 1Majiora B
ceaHce.

Vnpasnenue: FTA TAB.1

Hnsa dyHkuuit ynpapiaeHus u3 Kiacca FMT MoxeT paccMaTpuBaThesl cliefyloliiee AefiCTBUeE.

a) ConpoBoXIeHUE YITOJHOMOUYEHHBIM aAMUHUCTPATOPOM MPEAYyNPEXIAIOIINX COOOIIEHUIA.

Aynut: FTA_TAB.1

Her nnerTrdUIIMpoBaHABIX IeHCTBHI/COOBITHIT/TTApaMeTPOB, UTSI KOTOPBIX CIIEMYeT IIPETyCMOTPETh BO3-

MOXKHOCTb ayauTa.
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FTA_TAB.1 IIpeaynpexxaeHus No yMOT4aAHHUIO nepea MpeaocTaBjieHnem qoctyna Kk OO

I/IepapXI/I‘{CCKI/Iﬁ JUTA: Her IMMOAYMHEHHBIX KOMITOHEHTOB.

FTA_TAB.1.1 Ilepen oTKpbITHEM ceanca moab3oBatess @BO 10KHbI 0TOOPA3ATH NpeaynpexRaanee
C000IIeHNe OTHOCHTEILHO HECAHKIIMOHAUPOBAHHOTO Mcnob3oBannsa OO

3aBUCUMOCTH: OTCYTCTBYIOT.
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12.5 Ucropns noctyna K OO (FTA_TAH)

XapakTeprcTHKa ceMeiicTBa

CemeiictBo FTA TAH onpenensier TpedboBanus K ®BO mo oTobpakeHUIO IS MOJB30BaTeNs, TIpU
YCIEIIHOM OTKPBITUM CEaHCa, UICTOPUM YCHEUIHBIX M HEYCHELIHBIX MOIBITOK IOJYYUTh JOCTYH OT UMEHU
3TOTO MOJIb30BaTENS.

PamzxupoBaHrie KOMIIOHEHTOB

FTA_TAH Wctopusa goctyna k OO — 1

FTA TAH.1 «Actopus noctryna Kk OO» nipenoctasisieT TpedoBaHus K OO 1o otoopaxkeHno nH(popma-
LI, CBI3aHHOMU C TIPEIBIIYIIMMU TTOITBITKAMU OTKPBITH CEaHC.
Vnpasnenue: FTA TAH.1
HeiicTBYSI IO YIIpaBICHUIO He TIPeIyCMOTPEHEL.
Aynut: FTA TAH.1
Her nneATMOUIIMPOBAHABIX AeCTBUI/COOBITHI/TTApaMeTPOB, UTSI KOTOPBIX CJIEAYET IMPeayCMOTPETh BO3-
MOXXHOCTD ayIuTa.
FTA_TAH.1 Uctopus noctyna k OO
Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.
FTA_TAH.1.1 Ilpn ycnemHrom oTkpoiTin ceanca @BO momKHBI 0TOOpa3uTh [BBIOOD: dama, eépems,
Memod, pacnoaoxcerue] NOCJIEIHET0 YCIEMHOrO OTKPBITHS CEAHCA OT MIMEHH M0JIb30Ba-
T,
FTA_TAH.1.2 Ilpn ycnemHaom oTkpbiTia ceanca @BO momKHBI 0TOOpa3uTh [BBIOOD: dama, eépems,
Memoo, pacnoaoxcenue] MocieaHed HEYCIIENTHOM MONBITKA OTKPBHITHS CEAHCA M YHCJIO0
HEYCNENIHbIX MONMbITOK CO BpeMeHH MOCJIeTHEr0 YCIEeNHOro OTKPHITHS CeaHca.
FTA_TAH.1.3 ®BO He m0/uKHbI YAAJIATH HH(pOPMAIHIIO 00 HCTOPHH J0CTyNa 13 nHTepdeiica MoJb30Ba-
TeliA 0e3 MpeIoCTABJIEHAS M0Jb30BATEI0 BO3MOKHOCTH MPOCMOTPETH €e.
3aBUCHMMOCTHU: OTCYTCTBYIOT.
12.6 OT1kpoiTHE ceanca ¢ OO (FTA_TSE)
XapakTeprcTHKa CeMeiicTBa
CemeiictBo FTA TSE omnpenensier TpeOoBaHUSI 110 3alpellieHUIO TOJIb30BaTe/IIM OTKPBITUSI CeaHca
¢ 00.
PamxmpoBaHre KOMITOHEHTOB

FTA_TSE OTkpbiTue ceaHca ¢ OO — 1

FTA_TSE.1 «Otkpnite ceanca ¢ OO» TpeaocTaBisieT YCJI0BUS 3alpellieHMs MOJb30BaTeIsIM J0CTyTa
K OO, 0CHOBaHHOTO Ha aTpuOyTax.

Vnpasnenue: FTA TSE.1

Hnsa ¢yHkuuit ynpasneHust u3 kjiacca FMT moxeTt paccMaTpuBaThCs ClleAyloliiee AeiCTBUE.

a) YrpapJjieHue YITOJIJHOMOUEHHBIM aIMUHUCTPATOPOM YCJIOBUSIMU OTKPBITHSI CeaHca.

Aynut: FTA_TSE.1

Ecmm B [13/3b Brimoueno cemeiictBo FAU _GEN «I'eHepaniis maHHBIX aynuTa 0€30TTacHOCTH», TO
clIeAyeT MPeayCMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BIOPAHHOTO YPOBHSI) ayAuTa CIEAYIOLINUX Aeii-
CTBUIA/COOBITHI/TTapaMETPOB.

a) MUHMMaJIbHBIN: 3aNpellieHUe OTKPBITUSI CeaHCa MEXaHU3MOM OTKPBITUS CEaHca.

0) bazoBblIii: Bce MOMBITKY OTKPBITHS C€aHca MOJb30BaTesl.

B) eTanu3upoBaHHBIN: (hUKcalUsl 3HAYEHU I BHIOpAaHHBIX TapaMeTPOB JI0CTyNa (TakKuX KakK MeCTO JI0-

CTyIa WIU BpeMsl 1OCTYTa).

FTA_TSE.1 OtkpoiTue ceanca ¢ OO

Hepapxuueckuii 11si: Het mogurHEHHBIX KOMITOHEHTOB.

FTA_TSE.1.1 ®BO 10;KHBI OBITH CIOCOOHBI 0TKA3aTh B OTKPLITHHA CE€AHCA, OCHOBBIBASACH HA [Ha3HAYe-

HHUe: ampubymoi].
3aBUCHMMOCTHU: OTCYTCTBYIOT.
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13 Knacc FTP. /loBepeHHblii MapmipyT/Kanaj

CewmeiictBa ki1acca FTP coaepxar TpeboBaHMS KaK K IOBEPEHHOMY MapllpPyTy CBSI3U MEXITY MOJIb30Ba-
reasivu 1 PBO, Tak W K OgoBepeHHOMY KaHaimy cBssu Mexny @BO u mpyrmmu moBepeHHBIMU
npoaykramu UT. JloBepeHHbIE MaplIPYThl U KaHAJIbl UMEIOT ClIenyolre oblire CBOiCTRa:
— MapIIPYT CBSI3M CO3MACTCS C MCITOJIb30BAaHUEM BHYTPEHHUX 1 BHEITHUX KaHAJIOB KOMMYHUKAITN (B
COOTBETCTBUY C KOMITOHEHTOM), KOTOPBIE M30JIUPYIOT MACHTU(PUIIMPOBAHHOE TTOMMHOKECTBO TaH-
HBIX 1 KoMaHa @BO oT ocTanbHOM YacTH JaHHBIX Mojb3oBareieit u @BO,;

— WCTIO30BaHME MapIIpPyTa CBSI3W MOXeT OBITh MHULIMMPOBAHO ToTb3oBaTesieM u/mm ®BO (B coot-
BETCTBUU C KOMITOHEHTOM);

— MapuipyT CBSI3U CIOCOOEH 00eCHEeUnTh JOBEPUE TOMY, YTO TIOJIb30BATENb B3aUMOJEHCTBYET C Tpedye-
MbeIMA PBO i ®BO — ¢ TpebyeMBIM TTOTh30BaTeIeM (B COOTBETCTBHH C KOMITIOHEHTOM).

31ech dosepenHblli KAHAA — BTO KaHAJl CBSI3U, KOTOPBI MOXET ObITh MHULIMUPOBAH JI000M U3 CBSI3bI-
BaIOIINXCS CTOPOH M OOECITEYNBAECT CBOMCTBO HEOTKA3yeMOCTH 1O OTHOIIEHWIO K MACHTUYHOCTH CTOPOH
KaHaJIa.

Jloeepennvuii mapuwpym TpenOCTABISIET MOJb30BATENSIM CPEACTBA [JIs1 BBIMOJTHEHUST QYHKUIMA TyTeM
obecrieueHUsI MpstMoro B3ammoeiicTBrst ¢ @BO. JloBepeHHBIN MapIIPyT OOBITHO KeJlaTeJieH TTPY HadaTbHOM
WACHTU(PUKAIIAN W/WTN ayTeHTUOUKAITIY TTOJIh30BaTe I, HO MOXeT OBITh TakKe TIPUMEHEH Ha TTPOTSIKEHIHT
BCEro ceaHca nosb3oBatesist. OOMEHBI [0 JOBEPEHHOMY MapIIpPYTy MOTYT ObITh UHULIMMPOBAHbI MOJIb30BATEIEM
nm @BO. lNapanaTupyercs, YTO OTBETHI MTOTH30BATENSI ¢ IPUMEHEHMEM JOBEpEHHOTO MapIIpyTa OyIyT 3aly-
IIEHBI OT MOAV(WKALINK VITA PACKPBHITHAS HETOBEPEHHBIMH MPHTOXKEHUSIMHA.

Hexomnosuums kinacca FTP Ha cocTaBhsiolie ero KOMIOHEHThI MpuBeaeHa Ha pucyHke 13.1.

Knacc FTP: JoBepeHHbIn mapupyT/
KaHan

FTP_ITC JoBepeHHbIii kaHan nepenayvm
mexgy ¢BO — 1
FTP_TRP JoeepeHHbI MapLupyT — 1

Pucynok 13.1 — Jlekommno3unuus kiacca «JloBepeHHbIN MaplIpyT/KaHal»

13.1 JloBepennsrii kanaa nepenaun mexay @O (FTP_ITC)

XapakTepHucTuKa ceMelicTBa

CewmetictBo FTP_ITC omnpenensieT mpaBwmia co3gaHus qoBepeHHOTo KaHana Mmexny @bO n npyrumm
JoBepeHHbIMU TpoaykTtaMu VT aJist BBIMOJHEHUS OTiepaliiii, KpUTUUHBIX JU1s1 6€30MaCHOCTU. DTO CEMEMCTBO
CJIeyeT UCIIOJIb30BaTh BCAKMIA pa3, KOraa UMEI0TCs TpeOOBaHUs 0€30MaCHOM Nepeiayr JaHHbBIX MOIb30BATENS
i ®BO Mexny OO 1 apyruMu noBepeHHBIMI nipoaykTamu UT.

PanxxupoBaHue KOMITIOHEHTOB

FTP_ITC JoBepeHHbIn kKaHan nepenadu
mexay ®BO

FTP_ITC.1 «JloBepeHHbIi KaHad nepemxaunt Mmexay @BO» comepxut tpedoBanme, aroosr PBO mpemo-
CTaBWJIM JTOBEPEHHBIN KaHaJ CBA3M MEXIYy HUMU CAaMUMM M IPYTHM TOBEPeHHBIM TTpoaykToM UT.

Vnpasnenue: FTP_ITC.1

Hnsa dyHkuuit ynpapiaeHus u3 kiacca FMT MoxeT paccMaTpuBaThesl clieaylolliee AefiCTBUeE.

a) MameneHnue Habopa omnepainuii, KOTOphIe TPeOYIOT JOBEPEHHOTO KaHaja (€C/IM TAKOBOM MMEETCS).

Aynut: FTP_ITC.1

Ecmu B 113/3b Brimoueno cemeiictBo FAU _GEN «I'eHepanst maHHBIX ayanTa 06€30MaCHOCTH», TO
clieayeT mpeaycMOTPETh BO3MOXHOCTh (B 3aBUCUMOCTH OT BHIOpaHHOTO YPOBHS) ayAuTa CIEIYIOLIUX Aeki-
CTBUIA/COOBITHIA/TIapaMETPOB.

a) MuHuManbHbIl: cOOl (PYHKUMI TOBEPEHHOTO KaHaia.

0) MuHMMaIbHbBIN: MIeHTU(UKALIMSI UHULKMATOpa 1 aapecaTa OTKa3aBIIUX (GyHKLIMWN TOBEpEeHHOTO Ka-

HaJja.
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B) ba3oBEIii: Bce TTOMBITKY UCITONB30BaHMS (PYHKIINA JOBEPEHHOTO KaHaa.
r) bazoBblit: uaeHTUUKALKS UHUALIMATOPA U aapecara BceX (DyHKIIMI JOBEPEHHOIO KaHaa.
FTP_ITC.1 JdoBepennnlii Kanaa nepeaaun mexay @bO
Hepapxmaeckuii m1s1: HeT moAYMHEHHBIX KOMITOHEHTOB.
FTP_ITC.1.1 ®BO a0/3KHBI NPeIOCTABIATH KAHAJT CBA3H MEXKIY CO00i H yIaIeHHbIM I0BEPEHHbIM MPO-
nykroM UT, KoTopblil JOTHYECKH OTJIMYAM OT JIPYTHX KAHAJIOB CBA3H M 00ecmevynBaeT
YBEPEHHYIO HWICHTH()HKAIIMIO €r0 KOHEYHBIX CTOPOH, a TAKIKE 3aNIMTY JAAHHBIX KaHAJIA OT
MoaGHKAINNA WA PACKPBITHSA.
FTP_ITC.1.2 ®BO noxubI 103B0UTH [BbI0Op: DB O, yoasennstii dosepennsiii npodyxm HT| naunun-
POBATh CBA3b Yepe3 J0BEPEHHbII KaHa.
FTP_ITC.1.3 ®BO n0/0KHb MHATAMPOBATH CBS3b YePe3 I0OBEPEHHBIH KAHAN /IS BbINOJHEHHS [Ha3HAYe-
HHE: CNuUCcoK (yHKyuil, 043 Komopovix mpedyemcs 0oeepenHblil Kanail.
3aBUCHMMOCTHU: OTCYTCTBYIOT.
13.2 Jlosepennsiii mapmpyt (FTP_TRP)
XapakTeprCcTHKa CeMeiicTBa
CewmeiictBo FTP_TRP onpenensier TpeboBaHWsI yCTAaHOBKM U MOJIEPKAHUS TOBEPEHHOU CBSI3U MEXITY
nob3oBatessiMu 1 @BO. [loBepeHHBII MapIIpyT MOXKET ITOTPeOOBaThCS IJIST JTI0OOTO CBI3aHHOTO ¢ Oe30Imac-
HOCTBIO B3anMozeiicTBrsi. OOMeH 10 JOBEpEHHOMY MapIIpyTy MOXET ObITh MHUIIMMPOBAH TTOJIE30BaTesIeM TIpH
B3anmoneiictBun ¢ ®BO mwm ke camu @BO MOTYT YCTaHOBUTH CBSI3h C MOJB30BATENIEM 10 JOBEPECHHOMY
MapIIpyTy.
PamxmpoBaHre KOMITOHEHTOB

FTP_TRP JoBepeHHbIin MapLpyT — 1

FTP_TRP.1 «/[loBepeHHbIIt MapuIpyT» COAEPXUT TpeboBaHUE, UTOObI JOBEPEHHBIM MapIIpyT
mexxmy @BO 1 nmop3oBaTesIeM MPeToCTaBIISIICS IUTSI COBOKYITHOCTH COOBITHIA, OTIPEIeIEHHBIX Pa3paboTINKOM
[13/3B. Bo3MOXHOCTS MHUIIMUPOBATH TOBEPEHHBIN MapIIpyT MOTYT UMETh MoJb3oBaTenb v/ OBO.
Vnpasnenue: FTP_TRP.1
Hnsa ¢yHkuuit ynpasneHust u3 kjiacca FMT moxeTt paccMaTpuBaThCs ClleAylolliee AeiCTBUE.
a) Mismenenne Habopa omeparinii, KOTOpbie TPeOYyIOT TOBEPEHHOTO MapIlpyTa, €CIM OH MMEETCS.
Aynut: FTP_TRP.1
Ecmm B I13/3b Brimoueno cemeiictBo FAU _GEN «I'enepaniis maHHBIX aynuTa 0€30TTacCHOCTH», TO
cemyeT TIPeayCMOTPETh BO3MOXKHOCTD (B 3aBUCHMMOCTH OT BBIOPAHHOTO YPOBHS) ayInTa CICIYIOIINX Oeii-
CTBUI/COOBITHI/TTAapaMETPOB.
a) MuHuMaJbHBIN: OOl (DYHKIIMIT JOBEPEHHOTO MapIlIpyTa.
0) MuHMMaNIbHBIN: MACHTU(PUKAIINS TT0JIB30BaTeJIei, aCCOIIMMPOBAHHBIX CO BCEMM OTKAa3aMU JOBEPEH-
HOTO MapHipyTa (€CJIi 3T0 BO3MOXHO).

B) ba3oBeIit: Bce MOMBITKY MCITOIB30BAaHUST (PYHKIINIT TOBEPEHHOTO MapIIIpyTa.

r) ba3oBwIit: moeHTHGUKALINS TTOTH30BaTENIe, ACCOIMUPOBAHHBIX CO BCEMH BBI30BAMU TOBEPEHHOTO
Mapiipyta (€CJI 3TO BO3BMOXHO).

FTP_TRP.1 [oBepeHHblii MapmipyT

Hepapxmaeckuii m1s: HeT mogAUMHEHHBIX KOMITOHEHTOB.

FTP_TRP.1.1 ®BO n0o/KHBI NPEIOCTABIATh MAPHIPYT CBA3H MEXKIYy c000il m [BbIOOp: yoaaennotil,

A0KabHbl] TOJb30BaTEIEM, KOTOPBIH JOTHYECKH OTJIHYAM OT APYTHX MAPIIPYTOB CBA3H
H 00ecneYnBaeT yBepeHHyl0 HIeHTA(HKAIMIO €ro KOHEYHBIX CTOPOH, a TaKKe 3aIMHTY
nepeaaBaeMbIX JAHHBIX OT MOAMGHKAIAN HIA PACKDPBITHS.

FTP_TRP.1.2 ®BO no/xabI N03BOJHTH [BBIOOP: Db O, A0KasbHbie noab3oeamenu, yoaieHHble NOAb30-

éameau] MHAIMAPOBATD CBA3b Yepe3 0BEPEHHbIIA MAPIIPYT.

FTP_TRP.1.3 ®BO n0oKabI TPEOOBATH HCIOJIH30BAHASA JOBEPEHHOTO MAPIMIPYTA AJIs [BBIOOD: Hauaib-

Has aymenmuuxauus noavioeamens, [Ha3HaueHue: dpyaue ycayzu, 0451 KOMopvix mpe-
o6yemcs doseepennviii mapupym]].

3aBUCHMMOCTHU; OTCYTCTBYIOT.
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IMPUJTOXEHUE A
(cripaBOYHOE)

3ameuanus Mo NPUMEHEHHIO (DYHKIMOHAILHBIX TPeOOBaHMIi 0€30MACHOCTH

IMpunoxenust A — I1 comepXxat HOMOJHUTENbHYIO CITPABOYHYIO MH(OPMAIINIO 110 UCITOIb30BAHUIO CEMEICTB U
KOMITOHEHTOB, OIpeAeJeHHbIX B HOPMATUBHBIX 3JIEMEHTAX HACTOSIIEro CTaHAapTa, KOTOpas MOXET MOHaZo0UThCS
MoTpeduTeNIsiM, pa3paboTYMKaM WM OLIEHIIMKAM TIPU UCIIOJIb30BAaHUM KOMIIOHEHTOB. JIJIs1 yIIpOIIeHUsT TTIOMCcKa Tpe-
OyeMoli MHMOpMaIMU TIOPSIIOK CJIENOBaHUS KJIaCCOB, CEMENCTB M KOMITIOHEHTOB B TNMPUJIOXKEHUSIX TOT Xe€, YTO U B
HOPMAaTHUBHBIX dJIEMEHTaX HacTosliero cranaapra. CTpyKTypa MpeAcTaBiIeHUs] KJIacCOB, CEMEMCTB U KOMITOHEHTOB B
MPUJIOXKEHUSIX OTJIMYAETCS OT MX TMPEIIIeCTBYIOUIEro OMUCAHUS, TaK KaK MPUIOXEHHUS colepXkaT TOJIbKO BCIIOMOTra-
TeJIbHYI0 MH(MOPMAIIHIO.

A.1 CrpykTtypa 3amevyaHmii

Paznen omnpenensieT conepxxanve u GopMy 3amMedaHuil, OTHOCAIIMXCA K (PYyHKIIMOHAJIbHBIM TpeboBaHusM OK.

A.l.l CtrpykTypa Knacca

CrpykTypa (yHKIIMOHAJIBHOTO Kjacca B npuioxeHusix B — I1 mpuBeneHa Ha pucynke A.l.

DYHKLUMOHANBHBIN KNacc

— Wmsa knacca

— MpeacraBneHue knacca

— ®yHKUMOHanbHbIE CEMENCTBa

Pucynoxk A.1 — Ctpykrypa (pyHKIIMOHAJIBHOTO KJlacca

A.1.1.1 Umsa knacca

YHuKanbHOE MMS KJlacca, OINpeesieHHOe B HOPMATUBHBIX 3JIEMEHTAaX HACTOSIIEro CTaHaapra.

A.1.1.2 TpencraBieHue Kiacca

B npencrasnenuun knacca B mpunoxenussx B — Il npuBonurtcs nHdopmaiivst 06 MCIOIb30BaHUM CEMEICTB U
KOMITOHEHTOB KJlacca. DTa nHMOpMaIvsl JOTIOJHSIETCS pUCYHKOM, MOKa3bIBAIOLIMM OpPraHM3allI0 KaXa0ro Kjiacca 1
CEeMEICTB B KaXIIOM KJjlacce, a TaKxKe MepapXuuyecKre CBSI3U MeXIy KOMIIOHEHTaMM B KaXXIOM CEMEMCTRBE.

Al2 CtpykTypa ceMeicTBa

CtpykTypa (PyHKIMOHATLHOTO CEMEICTBA B 3aMEUaHUsIX MO NMPUMEHEHUIO TIpUBeIeHa Ha pUCYHKe A.2

dyHKUMOHANbHOE CEMENCTBO

— Wms cemeiictea

1 3amevaHuns onsa nonb3oBartens

1 3amevaHus AOng oueHuunka

— KoMMoHeHTbI

Pucynok A.2 — CrpykTypa GyHKIMOHAJIBHOTO CEMENCTBA B 3aMEYaHMSIX 110 TIPUMEHEHUIO
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A.1.2.1 ma cemeiicTBa

YHUKaNIbHOE UMST CeMeiCTBa, OMNpeleIeHHOe B HOPMAaTUBHBIX 3JIEMEHTAX HACTOSINEro CTaHmapTa.

A.1.2.2 3ameuaHus IS TTOJIB30BATEIIS

3ameuanus 041 noavzoeamens COAEPXKAT JOMOJHUTEIbHYIO MHMOPMAIIUIO, KOTOpash MPEACTaBIsIeT UHTepeC IS
MOTeHIMATbHBIX MMOJIb30BaTeNIel ceMelcTBa, TaKUX Kak pa3paborynku 13, 3B, GpyHKIMOHATBHBIX TTAKETOB, a TaKXKe
00. OTu 3aMedyaHusd UMEIOT MH(GOPMATUBHBIA XapakKTep MU MOTYT OXBAThIBaTh IPEAYIPEXICHUS 00 OrpaHUUYEHUSIX
MIPUMEHEHUST U TeX acTeKTaxX, KOTOpble TPeOYIOT 0cOO0ro BHUMAHUS TP MCIOJb30BaHUM KOMIIOHEHTOB.

A.1.2.3 3ameuaHus IS OLIEHIIIUKA

3ameuanusn 0aa oyeHwuka comepxar o0y MHAOPMALNIO, KOTopas MpeACTaBlIsIeT MHTepeC I pa3paboTdu-
KoB ¥ oleHIMKOB OO Tpu TpoBepKe ero Ha COOTBETCTBME KOMIIOHEHTaM ceMelicTBa. 3aMeyaHUs] HOCSIT MH(popMa-
TUBHBINA XapaKTep U MOTYT OTHOCUTBCS K Pa3IMUHBLIM O0JIACTAM, KOTOpPhIE TPeOYIOT 0COO0r0 BHUMAHUS MPU OLIEHKE.
OHM MOTYT BKJIIOYATh B ce0s pa3bsiCHEHNE Ha3HAYCHUS U OIpeleIeHNe BO3MOXKHBIX MyTelt MHTepIIpeTaliuy TpeboBa-
HMI, a TaKXe TIPeIOCTEPEXEHNS U TIPeAyNPEKICHUS, TTPEACTaBIAIONINE OCOObI MHTEpeC MJIsI OLIEHIINKOB.

3aMevaHus I MOJIb30BaTeNsl W OLIEHIIMKA He 00sI3aTeIbHBI U TIPUBOASTCS TOJIBKO MPU HEOOXOIUMOCTH.

Al3 CTpyKTypa KOMMONOHEHTAa

CtpykTypa (YHKLMOHAJILHBIX KOMIIOHEHTOB B 3aMeUaHUsIX M0 MPUMEHEHUIO MMOKa3aHa Ha pUCYHKe A.3

A.1.3.1 Unentuduxaiums KoMIo-

HEHTa KomMnoHeHT

YHuKanmbHOEe UMSI KOMITOHEHTA,
onpeesieHHOE B HOPMAaTUBHBIX 3JIEMEH-
Tax HACTOSIILETO CTaHAapTa. ||

A.1.3.2 O6ocHOBaHME KOMITOHEH-
Ta ¥ 3aMeYaHUs 10 MPUMEHEHUIO

B 3TOM ITyHKTE MOXET COAepPKaTh-
¢ mobast OTHOCSIIASACA K KOMITIOHEHTY
nHdopmaius.

Ob6ocHosanue COOEPKUT TaKue Ie-
Taju, KOTOpbIE YyTOUHSIOT 001iue dhop-
MYJUPOBKH MPUMEHUTEIBHO K OTpeme-
JICHHOMY YPOBHIO; €T0 CJIeAyeT MCIIOJb-
30BaTh TOJBKO B TOM CJIydae, €CJIM Ha 3TOM YPOBHE TpeOyeTcs paclIMpeHHOE OIMCaHue.

NaeHTudukauma KoMnoHeHTa

O60oCcHOBaHME KOMMOHEHTAa
1 3amMeYvaHns Mo NpPYMeHeHo

— PaspelueHHble onepauun

Pucynok A.3 — CrpykTypa yHKIIMOHAIBHOTO KOMITOHEHTA

3ameuanus no npumeHeHur0 CONEPXKaT JAOMOJIHUTEIbHOE YTOUHEHUE B BUIIE OMUCAHUSI, OTHOCSILETOCS K OMpee-
JICHHOMY KOMITOHEHTY. DTO YTOUHEHHE MOXEeT KacaThCsl 3aMeUaHUid IJIs TT0JIb30BaTes sl U/UJIu OLIEHIIMKA, KaK yKa3a-
HO B A.1.2. BTO yTOUYHEHME MOXET UCITOIb30BaThCS MPU O0BSICHEHUU TIPUPOJIBI 3aBUCUMOCTE! (Harmpumep, COBMECTHO
npuMeHsieMasi UHGOpMalusl UKW OTeparus).

OTOT pasnen He obsi3aTesieH U BBOAUTCS MPU HEOOXOIUMOCTH.

A.1.3.3 PaszpetieHHble onepaiuu

B 3T0i1 yacTu Kaxmoro KOMIIOHEHTAa COJAEPXKATCsl PeKOMEHIallMU T10 BBITTOJTHEHUIO pa3pellieHHbIX B 9TOM KOM-
TIOHEHTE OTEepaluid.

DTOT MyHKT He 00s13aTe/IeH U BBOAUTCSI TOJIBKO MPU HEOOXOJUMOCTH.

A.2 Tabauma 3aBucuMocTei

B tabnuue A.l1 mokaszaHbl NpsiMbie, KOCBEHHbBIE U BbIOMpPaeMble 3aBUCMMOCTH (DYHKIIMOHATbHBIX KOMITIOHEHTOB.
KaxmoMy  KOMIMOHEHTY, OT KOTOPOTrO 3aBUCAT Kakue-1u0o (hyHKIMOHAJIbHbIE KOMIIOHEHTBI, OTBeleHa rpada.
KaxnoMmy (¢yHKIIMOHAbHOMY  KOMIIOHEHTY OTBeJeHa CTpoKa. 3HAKM Ha TepeceyeHWM CTPOK U rpad Tabauilbl
YKa3bIBalOT XapakKTep 3aBUCHMOCTH COOTBETCTBYIOIIMX KOMIIOHEHTOB: «X» — TMpsiMasi 3aBUCMMOCTb; «-» — KOCBEH-
Hasl, a «<0» — BBIOMpaemas.

Brioupaemyio 3aBucuMoCTb paccMoTpuM Ha npumepe KomrnoHeHta FDP_ETC.1, tpeGyloiero mpucyTcTBust
mmbo komrnoHeHta FDP_ACC.1, n1u6o xomnonenra FDP_IFC.1. Tak, ecau BboiOpan kommnoHeHT FDP_ACC.1, To
npucyrctBue FDP_IFC.1 Heobsi3arenbHO 1 HaobopoT. Eciu nepeceyeHue cTpoku U rpadbl TabAUIIBI MTyCTO, KOMIIO-
HEHT U3 CTPOKM HE 3aBMCUT OT KOMIIOHEHTa U3 Tpadml.
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Ta6auuma A.l1 — 3aBUCMMOCTU (DYHKLIMOHAJILHBIX KOMIIOHEHTOB
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IMPUJTOXEHUE b
(cripaBOYHOE)

(I)yHKl.ll/IOHaJ]bHBIe KJIaCChbl, CeMeiCTBAa M KOMIIOHEHThbI

l_[pI/I.TIO)KGHI/IH B—1II coacpKaTt 3aM€YaHusd MO IMPUMEHCHUIO (byHKL[I/IOHa)'[I)HI)IX KJIaCcCoOB, OMPECACICHHBIX paHEC
B HACTOAILICM CTaHOapTe.

IMPUJTOXEHUE B
(cripaBOYHOE)

Ayant 6e3omacHocta (FAU)

CewmeiictBa aynuta OK mpenocrasnsior apropam [13/3b BO3MOXHOCTb OIpeAeuTh TPEOOBAHUS IS MOHUTO-
pMHTa EMCTBUIA TTOJIb30BaTE/IsI U B HEKOTOPBIX ClIydasiX 0OHAPYXXUTh CYIIECTBYIOLINME, BO3MOXHBIE UM TOTOBSIILIMECS
HapymeHust [1bO. ®ynkuuu aynura 6e3onacHocT OO ormpeneieHbl, YTOObI TTOMOYb OCYLIECTBISITH KOHTPOJIb 3a
OTHOCSIIMMHUCS K 0€30TaCHOCTU COOBITUSIMU, W BBICTYMAIOT KaK CAEPKMBAIOIINI (DaKTOp HapyllleHW 6e301acHOCTH.
TpeboBaHusT ceMeiCTB ayauTa UCMOAB3YIOT (DYHKIIMU, BKIIOUYAOIIME B ce0s 3allUTy NaHHBIX ayauTa, (popmar 3amnu-
CcH, BBIOOP COOBITMII, a TaKXe WHCTPYMEHTaJbHBIE CPEICTBAa aHajau3a, CUTHAJbl OTOBEILIEHUS TPWU HapylIeHUU M
aHaJIU3 B peajbHOM MacluTabe BpemeHU. KypHaa ayauTa clieAyeT MpeacTaBUTh B dopmMare, JOCTYITHOM YeJIOBEKY
b0 SBHO (HANpUMMep, XpaHs XypHasl aynuTa B TakoM ¢dopmare), MO0 HesIBHO (Harpumep, NMPUMEHsSs UHCTPY-
MEHTaJIbHbIE CPEJCTBA IMpeABapUTEIbHON 00pabOTKM JAaHHBIX aylnUTa) WU XK€ C MCMOJb30BAaHUEM OOOMX METOIOB.

[Ipu coctaBneHuu TpedoBaHumit aynuta 6e3onacHocTu aBTopy [13/3b cienyer ob6paiiath BHUMaHUE Ha B3aUMO-
CBSI3b CEMENCTB U KOMITOHEHTOB aynuTa. Bo3MOXHOCTb peaiu3alid COBOKYMHOCTU TPEOOBAHUI ayAuTa B COOTBET-
CTBUHU CO CITMCKaMH 3aBUCHMOCTEl KOMITOHEHTOB MOXET TIPUBECTH U K HEKOTOPHIM HelocTaTKaM (hYHKIIMHU ayauTa.
Tak, mpu npoBeficHUM ayauTa BCeX COOBITUI, OTHOCSIIUXCS K O€30MacHOCTH, OHU HE CTPYIIUPYIOTCS 110 OTpeieeH-
HOMY TIPUHIIMITY, HAIpUMep 10 TPUHAJIEXHOCTH K OTIEIbHOMY MOJIb30BATENI0 U OOBEKTY.

TpebOoBaHusa aynuTa B pacnpeAeieHHON cpele

Peanuzanus tpeGoBaHMil ayauTa sl ceTel W JAPYTMX OOJBIIMX CHCTEM MOXET 3HAYMTEJbHO OTJIMYAThCS OT
peanu3anuu TaKuxX TpeOOBaHUI B aBTOHOMHOM cucteme. 7151 GOJbIINX U CIOXHBIX CUCTEM TpebyeTcst 6oJiee Tpomy-
MaHHBII TUTaH cOopa M yIIpaBJIeHUs TaHHBIMM ayauTa, MTOCKOJBKY UX TPyAHEEe WHTEepIPEeTUPOBaTh (M daXKe XPaHUTh).
OOBIYHBIN CITUCOK, YIOPSIOUYECHHBIN 0 BPEMEHU, WM Xe XypHaJl COOBITUI, MOABEPTaIOIINXCS ayauTy, He TIpUMe-
HUMBI B TJIOOQJIbHBIX, HE CUHXPOHU3WPOBAHHBIX CETAX, TIe OMHOBPEMEHHO TMPOUCXOIUT MHOXKECTBO COOBITHIA.

Kpome Toro, B pacnpeneneHHom OO B pa3MUHBIX XOCT-KOMITbIOTEpaX M CepBepax MOTYT ObITh pa3iuvHbIE
MTOJIUTUKKM HasHaueHUsT uMeH. UToObl m36eXkaTh M3OBLITOYHOCTH M «CTOJKHOBEHUS» UMEH, MOXET IMOTpe6oBaThCs
oOleceTeBoe comiallleHre 00 UX COracCOBAHHOM MPEACTABIECHUM ISl ayauTa.

[ns o6cmyxuBaHUSI pacripefieIeHHONW CUCTeMbl MOXKET MOTPe0OBaThCS XPAHUJIUIIE NaHHBIX ayauTa U3 MHOTUX
00BEKTOB, JIOCTYITHOE MOTEHIMAJIBHO IIMPOKOMY KPYTY YIOJHOMOYEHHBIX MOJIb30BaTEIeH.

Haxkonen, K 3710ynoTpe6ieHusIM yIIOJHOMOUYEHHBIX TOJIb30BaTe/ieli CBOMMU MpaBaMU CJIEAYeT OTHECTU CUCTe-
MaTUYeCcKOe YHUUITOXEHUE OTHETbHBIX 00JacTell XpaHeHHUs] TaHHBIX ayauTa, OTHOCAIIMUXCS K ICHCTBUSM aIMUHMCT-
paropa.

Hexommnosunus kinacca FAU Ha cocTaBisionime ero KOMIIOHEHThI MoKa3aHa Ha pucyHke B.1.

B.1 AsromaTuueckas peakuus ayauta de3omacuocta (FAU_ARP)

Cewmerictio FAU_ARP conepxut TpeboBaHus o odbpaboTke coObiTuii aynura. KoHkpeTrHoe TpeboBaHUE MO-
KeT BKIIIOYaTh B ceOs TpeboBaHUs CUTHasa TpeBoru wim aeiictBuii ®BO (aBromaTuueckast peakius). Hampumep,
®BO moryT obecrieurBaTh MOJAa4Yy CUTHAJa TPEBOTH B pealbHOM BpPeMEHHU, TIpephbIBAaHME TPOLIECCa C BBISIBICHHBIM
HapylleHueM, MpeKpalleHue 00CIyXUBaHUS, OJIOKMPOBAHUE WJIM 3aKPBITUE YUETHBIX NAHHBIX MOJb30BaTENS.

3aMevaHus 10 MPUMEHEHUIO

Co0biTHe aynuTa OMpeaesiseTcs Kak «BO3MOXHOE HapyllleHre 6e30MacHOCTU», €CJIM TaK yKa3aHO B KOMIIOHEH-
tax cemeiictBa FAU_SAA.

FAU_ARP.1 Curnanni HapymeHus 0e30macHOCTH

3aMeuyaHus MO MPUMEHEHUIO [IJIS1 TOJIb30BATENS

[Ipu curHazne TpeBOru CieayeT MPeaNnpUHSTh ONpeeeHHbIe AeicTBUsS. OHM MOTYT BKJIIOYATh B ce0st MHGOPMU-
pOBaHUE YMOJIHOMOYEHHOTO MOJIb30BATENSl, MPENOCTABIEHUE YIOJHOMOUYEHHOMY MOJIb30BATENI0 MEPEUHSI BO3ZMOX-
HBIX M€p MIPOTHUBOJECHCTBUS WM X€ BBITIOJIHEHUE KOppeKTupytoumx neicteuii. Asropy I13/3b cienyeT 66T 0cOOEHHO
BHUMATEJIbHBIM TPU OTIpENeICHUN TIOCeI0BATeIBHOCTU MPOBEACHUS TaKUX ICCTBUIA.

Onepanuu

HazHnauyeHnue
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B snemente FAU_ARP.1.1 aBropy I13/3B cienyer onpenennTsb AeiicTBHS, NpeNPAHAMAEMBIE B CJIy4ae BO3MOK-
HOTO Hapymienus Oe3omacHocTH. IIpuMepoM CIMCKa TakWX AEHCTBHi SBASETCA: «AH(POPMHPOBATDL YHOJIHOMOYEHHOTO
MOJIb30BaTENs, OJOKAPOBATh CYObEKTa, NEHCTBHS KOTOPOTO MOTYT NMPHBECTH K HAPYNIEHWIO 0e30macHOCTH». MOXKHO
TaKXkKe YKa3aTb, YTO NpeJNpHHUMAEMbIE JEHCTBHS MOTYT ONpeeNsThCsl YNOJIHOMOYEHHBIM NO0Jb30BATEIEM.

B.2 T'eHepanus JaHHBIX
ayamra 0e3omacHOCTH
(FAU_GEN)

CewmeiictBo FAU_GEN
COIEPXKUT TPeOOBAHUS T10 CIIe- —
nuduUKaIru cOObITUN ayauTa,
KOTOpBIE CJIeqyeT TeHepUupo-
BaTh ¢ ucnoib3oBaHnem ®bO 1
JUIST COOBITUI, OTHOCSIIMXCS
K 6e30MacHOCTH. FAU_GEN leHepauus faHHbIX ayauTa

DTO CeMEHCTBO OpraHu- ©e30nacHoOCTU
30BaHO TaK, YTOOBI M30eKaTh
3aBUCUMOCTEN OT BCEX KOMIIO- 2
HEHTOB, TPEOYIOIIMX MOIIep-
KKJ aynuTa. B KaxkaoM KoMITo- 2
HEHTE MMEeeTCsl TTOJTOTOBIEH-
Hasl CeKIUs «AyIauT», B KOTO-
poil TIepevyrCIeHbl COOBLITHS,
rnpeajaraemMble sl ayauTa B
ero ¢pyHKIMOHAJIBHON o0sac-
™. ConepxxaHue yKa3aHHOM
00J1acTH ayauTa UCIIOIb3YeTCS 1
apropom [13/3b npu cocras-
nenun [13/3b nns 3aBepiie-
HMSI OTlepaldii 3TOro KOMIO-
HeHTa. TakuM ob6pa3om, cIie-
HUdUKALIKUS TOTO, YTO MOXET 3
MOo/IBepraThes ayauTy B yHK-
LIMOHAJIbHOM 00J1acTH, Comep-
KUATCSI B yKa3aHHOW 00J1acTH. —

Cnucok coObITHH, TIO-
TeHIIMAJTbHO TOJIBEPraeMBbIX
ayUTy, TOJHOCTbIO 3aBUCHUT 1 2
OT JIpYrux (OYHKIMOHATbHBIX
cemelicTs B I13/3b. HOSTO]\fy FAU_STG XpaHeHue aaHHbIX ayguta
B OINMMCAHUE KaXIOTO CeMeli- 6e30NaCHOCTH
CTBa CJIeZlyeT BKJIIOYaTh CIU-
COK COOBITMI, OTHOCSIIIUXCS 3 4
K CEMEHUCTBY U MOTECHIUATLHO

MOJABEPraeMbIX aymauTy, s
KaKI0TO KOMITOHEHTa ceMeii- Pucynok B.1 — Jlekomnosuuusa xyuacca «AyauT 6€30IacHOCTI»

AyauT 6esonacHocTH

FAU_ARP Astomaruyeckas peakums ayaura 1
6esonacHocTn

— FAU_SAA Ananus ayguta 6e3onacHocTu 1

— FAU_SAR [lpocmoTp ayguTta 6e3onacHocTu L 2

FAU_SEL Bbibop cobbiTuin ayauta 1
HesonacHocTn

ctBa. Kaxmoe coObITHE B CMUCKE MOTEHIIMAIBHO MOABEPTaeMbIX ayAUTY COOBITUM, crienndUIUPOBaHHOE B (YHKIIMO-
HaJIbHOM CeMeICTBe, ClelyeT TaM e OTHECTH K OJHOMY M3 TPUHSITHIX YPOBHEN reHepaluu coObITUI aynuTta (T. €.
MMHMMaJIbHOMY, 0a30BOMY, AeTaJU3UpOBaHHOMY). DTo Tipenoctasiser aBTopy [13/3b mndopmanuo, nossosio-
1yl0 00ecrneuynThb, YTOObI BCe COOBITHUS, MOTEHIIMAIBHO MoJBepraeMble aynuTy, Obutn crneuuduimpoBansl B [13/36.
Crepyronuit mpuMep MOKa3bIBaeT, KaK HEOOX0AMMO CielIM(PUIIMPOBATH COOBITHS, MOTEHLIMATBLHO TIOJBEPTaeMbIe ayauTy,
B COOTBETCTBYIOLIMUX (PYHKIIMOHAJBHBIX CEMEMCTBAX.

«Ecmu B T13/3B BkmouyeHo cemeiictBo FAU _GEN «['eHepauusi 7aHHBIX aynuTa 0€30MacHOCTH», TO CIEIYEeT
MPeAyCMOTPETh BO3MOXHOCTb (B 3aBUCMMOCTHM OT BBIOPAHHOTO YPOBHS) ayAMTa CIEAYIOLIUX NeWCTBUS/COOBITU/Ta-
paMeTpoB.

a) MuHUMAaJbHbBINA: YCIIEIIHOE UCIOIb30BaHUe (YHKUMN aIMUHUCTPATUBHOTO YIpaBJieHUs aTpubytamu 6e30-
MacHOCTH TOJIb30BaTENS.

6) ba3oBblIii: Bce MOMBITKY MCITOIb30BaHUS (PYHKIIMI afMUHUCTPATUBHOTO YIIpaBaeHUs aTpuOyTamu Oe3omnac-
HOCTH TIOJIb30BaTelIs.

B) BazoBwiil: nuneHTUDUKALMSA MOIUGUIIMPOBAHHBIX aTpUOYTOB 6€30MACHOCTH MOJIb30BATENS.

r) Jetanu3upoBaHHBIN: HOBbIE 3HAYEHMSI aTPUOYTOB, 3a UCKITIOYEHUEM YyBCTBUTEJbHBIX aTpuOyTOB (Hampu-
Mep, TapoJieit, Kiodeil mudpoBaHus)».
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st Kaxkmoro BBIGPaHHOTO (PYHKIIMOHAJBHOTO KOMITOHEHTa B OOIIYI0 COBOKYITHOCTb COOBITUI, TTOTEHIIMATLHO
MO/IBepraeMbIX ayauTy, CJeAyeT BKIIOYUTh Te YKa3aHHbIE B HEM COOBITHsS, KOTOPbIE COOTBETCTBYIOT YPOBHIO, yCTa-
HosieHHoMy B FAU_ GEN. Ecnu, nonyctum, B npusBeneHHoM Bbilie npumepe B FAU GEN BbiOpaH ypoBeHb «0a3o0-
BBIl», COOBITUS, YKa3aHHBIC B TOIIYHKTaX a), 6) ¥ B), CJeAyeT OTHECTH K MOTEHIIMAIbHO MOABEpracMbIM ayIauTy.

OOpaTuTe BHMMaHWE, YTO KaTeropupoBaHUE COOBITUI, TMOTEHIMATbHO TOABEPraeMbIX ayauTy, MEepPapXUUHO.
Hanpumep, ecnu kenatenbHa «['eHepalyst 6a30BOr0 ayauTa», TO BCe COOBITHS, MOTECHUIMAIBLHO TOJABEpracMble Kak
MMHUMaJIbHOMY, TaK M 0a3oBoMy ayauTy, cieayeT BkiIouuTh B [13/3B ¢ momolibio COOTBETCTBYIOIIEH omepauuu
Ha3HAYeHUsI, 32 UCKIIIOUEHUEM CJIydasi, Koraa coObITHe 00jiee BBICOKOTO YPOBHSI MMEET OOJIBIIYIO eTalnu3alnio, YeM
cobbiTHe Oosee HU3Koro ypoBHs. Ecnu kenarenbHa «[eHepainus neranusupoBaHHoOro ayauTa», To B [13/3b cnenyer
BKJTIOUHUTH BCE COOBITHS, MTOTCHIIMAILHO TOABEpTaeMblie ayauTy (MMHUMAJIbHOMY, 6a30BOMY U JIeTaJU3UPOBAHHOMY).

ITo yemotrpenuto aBropoB [13/3B6 B criicok COOBITHI, MOTEHIIMAIBHO MOABEPTracMbIX ayIUTy, MOTYT BKIIIOYaTh-
Csl COOBITHS TIOMUMO TPeOyeMBbIX JIJisi TaHHOTO ypoBHs ayauTa. Hanpumep, B [13/3b MoOXHO 3asiBUTh TOJTBKO BO3MOX-
HOCTH MPOBEIECHUS MUHUMAJIbHOTO ayINTa, HECMOTPST Ha BKITIOYeHUE OOJIBIION YacTH BOBMOXHOCTE! 6a30BOTO ayauTa,
MTOCKOJIbKY HEKOTOpbIe M3 OCTaBIIMXCS BCTYIMAIOT B MpOTHBOpeure ¢ orpaHudyeHusmu I13/3b (Hampumep, mMoryT
TpeboBaTh cOOpa HEAOCTYITHBIX TaHHBIX).

3aMevaHus 10 MPUMEHEHUIO

DyHKIIMOHATBHBIE BO3MOXHOCTH, BBITTOJIHEHUE KOTOPBIX MOPOXKIACT COOBITHS, MOTEHIIMATBLHO TOABEPracMble
aynuty, ciaenyeT yctaHaBiauBaTh B [13 wim 3B kak ¢yHKIMOHAILHBIE TPEOOBAHMSI.

Huxe nmpuBeaeHbI TpUMEPBI TUTIOB COOBITHI, KOTOPBIE CIEAYET ONMPeNeTUTh KakK MOTEHIIMAIBHO MOABepracMble
ayauTy B KaxnoM dyHkiunoHaabHoM koMmmoHeHTe [13/3b:

a) BBemeHue 06bekTOB 13 OP B agpecHOE MPOCTPAHCTBO CYOBEKTA;

0) ynmajseHue OOBEKTOB;

B) TMpeIoCTaBIeHWE WM OTMEHa TpaB WJIM BO3MOXHOCTE! MOCTyMa;

I') U3MEHEHUE aTPUOYTOB OE30MACHOCTH CYObEKTa WJIM OOBEKTa;

1) TIPOBEPKM TOJUTUKHU, BhIoaHIeMble DBO Kak pe3ynbrar 3ampoca CyOobeKTa;

€) MCIOJIb30BaHUe TpaB AOCTYIA IJIsT 06X0/1a TTPOBEPOK MOJIUTHKH,

K) UCTIOJIb30BaHME (QDYHKIMI MACHTU(DUKALIMN U ayTeHTU(DUKALINH;

W) IeWCTBUSI, TIpEANPUHUMAEeMbIe ONEepaTopoM U/WIIM YITOJHOMOYEHHBIM TOJIb30BaTesieM (HarpuMep, MoaaB-
JIeHre Takoro mexaHusma 3anmTtel ®BO, Kak JOCTYITHBIE YEJIOBEKY METKH);

K) BBOJ/BBIBOJ JaHHBIX C/HAa 3aMeHSIEMBIX HOCHUTENeH (TaKWX, KaK TeyaTHble MaTepuaibl, JICHTHI, JUCKETHI).

FAU_GEN.1 I'eHepauus JaHHBIX ayJuTa

3aMevaHus 1Mo MPUMEHEHUIO IS TI0Jb30BaTest

Kommnonent FAU_GEN.1 onpenensier TpeboBaHUs 10 MASHTUGUKALIMKU COOBITUI, TOTEHIIMAIBHO TTOABEpTae-
MBIX ayANTYy, IJIs KOTOPBIX CJieyeT FeHepupoBaTh 3aMCH ayanTa, U COCTaB MH(GOPMAIIUU B OTUX 3aIUCHX.

Ecnu I1BO He mpeaycMmaTpuBaeT acCoMallii COOBITUM ayauTa ¢ MOCHTU(MUKATOPOM II0JIb30BaTeNsd, TO JOCTa-
TOYHO TIpuMeHeHUs1 ToibKo komroHeHTa FAU GEN.1. Bro xe npuemiemo u B ciaydae, koraa I[13/3b comepxur
TpeboBaHMS TTPUBATHOCTU. Ecli ke HE0OXOMMMO TOAKITIOUEeHNe UIeHTH(GUKATOPa TOJb30BaTeNsl, MOXHO TOTIOTHHU-
TeabHO ucnonb3oBath FAU GEN.2.

3aMevaHus 1Mo MPUMEHEHUIO JIJIsT OlleHIINKA

HMwmeercsa 3aBucumocts or FPT_STM. Ecnu TouHOe 3HayeHMe BpeMeHU coObITHil misi naHHoro OO Hecylue-
CTBEHHO, TO MOXET OBITh CTPOTO OOOCHOBAH OTKa3aB OT 3TOW 3aBUCHUMOCTH.

Onepanuuu

BubGop

Jas FAU_GEN.1.16 B pa3nene ayaura (p)yHKOMOHANbHBIX TpeOoBanmii, Bxonammx B [13/3B, ciexyer BoiOpaTh
YPOBEHb COOBITHIA, MOTEHIMAJIHLHO NMOABEPTraeMbIX aAyAUTY, YKa3aHHDBIA B pasjelie ayauTa APYruX (pyHKIHMOHAIBHBIX KOM-
NMoHeHTOB, BKoYeHHBIX B [13/3B. DTOT ypoBeHH MOKET OBITh «MAHAMAJBLHBIM», «Da30BbIM», «AETAJH3HPOBAHHBIM»>
WIH «HeompeaeJeHHbIM». Eciim BeIOHpaeTcs «Heompe/esieHHbI» ypoBeHb, TO aBTopy I13/3B ciemyer mepeunciauTsh B
FAU_GEN.1.18 Bce cOOBITHSA, KOTOPbleé OH OTHOCHT K MOTEHIHAJIbHO NMOJABEPraeMbIM AyJAUTy, H 3TOT 3JEMEHT
(FAU_GEN.1.16) M0OXHO He WCHOJb30BATH.

HazHnauyeHnue

Jasa FAU_GEN.1.1s aBtopy I13/3B cienyeT cOCTaBATh CNHCOK HHBIX COOBITHIA, MOTEHIHAJILHO MOABEPraeMbIX
ayJauTy, AJiA BKJIIOYEHHSA B CIMCOK COOBITHIA, MOTEHIHAJILHO MOABEPraeMbIX aAyIUTY. DTO MOTYT ObITh COOBITHA U3 (YHK-
NHOHAJBHBIX TPeOOBaHHWIi, MOTEHIHAJbHO MOJBEpPraeMbie AyAUTY 0o0jiee BBICOKOTO YPOBHSA, 4eM Tpedyercd B
FAN_GEN.1.16, a TakKe COObITHS, TeHEepHpyEMbIe MPA HCHOJIb30BAHUN crienUIHPOBAHHOrO WHTEpdeiica NPUKIAI-
Horo nporpamMvupoBanus (APT).

Jns FAU_GEN.1.26 asropy I13/3B caenyer nyis Bcex cOObITHI, OTEHIHAIBLHO MOIBEPraeMbIX AyYAMTY W BKJIIO-
yennbix B I13/3B, cocTaBuTh CNMCOK MHOI MHGOPMANMHA, UMEIOUIEH OTHOIEHHE K AYAMTY, JJA BKIIOYEHHS B 3aMHCH
COOBITHII ayaMTA.

92



I'OCT P ICO/MOBK 15408-2—2002

FAU_GEN.2 Accouuanusi uaeHTH()UKATOPA MOJIb30BATENS

3aMevaHus 1Mo MPUMEHEHUIO IS TI0Jb30BaTest

Kommnonent FAU_GEN.2 cBsizaH K TpeOGOBaHMEM MCIIOJIb30BaHUST UIEHTU(PUKATOPOB TOIb30BaTeEN TIPU yue-
T€ COOBITUI, MOTEHIWAJBbHO TMOABEPTaeMbIX ayAUTy. DTOT KOMITIOHEHT CJieAyeT WCIOJIb30BaTh B JOTOJHEHHE K
FAU_GEN.1 «['eHepauus qaHHbIX ayIUTa».

TpeboBaHMs aymuTa W MPUBATHOCTH MOTYT MPOTHBOPEUYUTH APYT Apyry. I[Ipy MpoBeneHUM ayauTa XelaTeabHO
3HaTh, KTO BBIMOJTHWI AciicTBue. [Tonmb3oBaTeb MOXET He IMOXKeJaTh MpeaaBaTh CBOW JAEMCTBMS OTJIacKe, a TaKXke
MOXET HE 3aXOTEeTb, UTOOBI €T0 UAEHTU(PULUUPOBAIN ApyTue Jula (HampuMep, Ha caiite moucka padbotel). TpeboBaHue
3alIUTHl UACHTU(MUKATOPA TTOJb30BaTeNIst MOXKET TaKXKe COIePXAThCs B MOJUTUKE O€30TaCHOCTA OpraHu3anuu. B takux
ciIyyasx eI ayauTa U COXpaHeHUs TTPUBATHOCTH TIPSAMO TTPOTUBOIIOJIOXHEI IpyT Apyry. [ToaToMy, ecu Tpu BBITION-
HEHUU TpeOOBaHWIA ayanuTa HEOOXOAUMO COXPAHUTh IMPUBATHOCTh, B 3TOM KOMITOHEHTE MOXHO MCIIOJb30BaTh MCEBI0-
HMM T0JTb30BaTelsA. TpeOoBaHUS TIO ONpeaeIeHUIO MOJJIMHHOTO UMEHU TOJTh30BaTells 10 IMICEBIOHUMY CoAepKaTcs B
knacce «[IpuBaTHOCTB».

B.3 Anaim3 ayaura 6e3onacnoctu (FAU_SAA)

CemerictBo FAU_SAA omnpenesnsier TpeOoBaHMST UISI aBTOMAaTU3UPOBAHHBIX CPENCTB, KOTOPbIE aHAIU3UPYIOT
roKasaTtesii (PYHKIIMOHUPOBAHUST CUCTEMBI M TAHHBIC ayJauTa B LEJISIX TTOMCKA BO3MOXHBIX MJIM PeaIbHBIX HapyIIeHUIA
6e30macHOCTU. DTO aHAJIM3 MOXET MCIIOJb30BaThCS IS MOIIEPKKN KaK 00HApy>KeHUsI BTOPKEHHUSI, TaK U aBTOMATH-
YeCKOM peaklMy Ha OXHIaeMoe HapylleHue 0e301MacHOCTH.

HevictBust mis BeimonHeHUss DBO nipy o6HapyXeHUU OXUIaeMOTO WIM MOTeHIMAIbHOTO HapyIIeHWS OTpejie-
Jsitorest B KoMnoHeHTax cemelictBa FAU ARP «ABTomaTtuueckasi peakiusi aynura 6€301macHOCTU».

3aMevaHus 10 MPUMEHEHUIO

Ins aHanu3a B peXMMe pealbHOTO BPEMEHM JaHHbIC ayIuTa MOTYT IMpeoOpa3oBhIBAThCS HE TOJILKO B (hopmar,
WCIIOJTb3YEeMBIN TSI aBTOMATUYeCKON 00paboTKU, HO Takke W B (opMmaT, yIOOHBIN ISl MPOCMOTpa YIIOJTHOMOYEH-
HBIMU TTOJTb30BaTEIISIMU.

FAU_SAA.1 Ananu3 NOTEHIMAJIbHOTO HAPYIIEHUS

3aMevaHus Mo MPUMEHEHUIO I TT0Jb30BaTest

Kommnonent FAU_SAA.1 ucnionb3yercs sl OnpenesieHUsI COBOKYITHOCTU COOBITHIA, TOTEHIIMATbHO TTOABEpTa-
€MBIX ayauTy, MOSIBIIEHHE KOTOPBIX (KaXIOTo OTACIBHO MW B COBOKYITHOCTHM) yKa3bIBaeT Ha IMOTEHIMAJIbHbBIC Hapy-
menus [MTBO, n nmpaBwil, MPUMEHSEMBIX JUISI aHAIW3a 3TUX HapYIICHUH.

Onepanuu

HazHnaueHnue

Jasa FAU_SAA.1.2a asropy I13/3B cieayer onpeaeanTh COBOKYNHOCTh COOBITHIA, MOTEHIMAILHO MOABEPraeMbIX
ayJauTy, nposiBJieHHE KOTOPBIX (KaXKIO0r0 B OTAEJILHOCTH WM COBMECTHO) OyJeT YKa3bIBATHCA HA BO3MOIKHbBIE HAPYIIEHUS
IBO.

HazHnaueHnue

B FAU_SAA.1.26 astopy I13/3B ciaexyer onpenenuts Jito0Obie apyrue npasmia, Koropbie ®BO cienyer ucnos-
30BaTh JJIf AHAJIM3A JKYPHAJIA ayAWTa. DTH MPABUJIA MOTYT BKJIIOYATb B c€0s KOHKPETHBIE TPEOOBAHUS, COTJIACHO KOTO-
PbIM HEO0XOIHUMO, YTOOBI B TEYEHHE YKA3aHHOTO NMEPHoIa BpeMeHH (HAampuMep, YCTAHOBJIEHHOTO BPeMEHN CYTOK, 3a/1aH-
HOTO MHTEPBAJA BPEMEHH) NMPOM3ONLIA ONpe/ieeHHbIEe COOBITHSA.

FAU_SAA.2 BpisiBjieHNe aHOMAJIMH, OCHOBAHHOE Ha mpodmuiie

3aMevaHus 1Mo MPUMEHEHUIO IS T0Jb30BaTest

IIpogpunsv ABNAETCS CTPYKTYPOI, XapaKTepu3yIollieil TToBeIeHe TT0JIb30BaTeNIei U/Wi CyObeKTOB; OH ONMKMChIBA-
€T pa3JIMuHbBIE CITOCOOBI B3aMMOIeCTBYS TIoNIb3oBarteseii/cyorekToB ¢ @BO. 111a610HBI MCIOIB30BaHMS AJIs TTOJIb30-
BaTeJeli/CyObeKTOB YCTaHABIMBAIOTCS 1O OTHOIICHHWIO K Pa3MYHBIM BHIAM Pe3yJIbTaTOB WX HEATEIBHOCTH, BKIIO-
yasi, HalIpuMep, 11abJIOHBl BO3SHUKHOBEHMSI MCKITIOUUTEIBHBIX CUTYallUi, A0JOHBI UCIIOJNb30BaHUS PECypcoB (KOr-
Jla, KaKWX, KakK), Ia0JIOHBI BBITTOJHSIEMBIX ACHCTBUN. Mempuku npoguas CCbIIAIOTCS Ha CIIOCOOBI, KOTOPBHIMU pa3-
JINYHBIE BUIBI IEATETLHOCTH OTpaXaroTcs B poduie (HampuMep, U3MepeHHe UCITOIb30BAaHHBIX PECYPCOB, CUYCTUNKU
COOBITHI, TaliMephl).

Kaxmerit mpoduib mpeacTaBiseT coboii oxXumaeMble abJIOHBI UCTIOJIB30BaHUS, BBITIONHSAEMbIC YJIeHAMU TPYII-
TBI, HAa KOTOPYIO OH OPUEHTUPOBAH (Uesesas epynna npoguis). DTOT MAOIOH MOXET OCHOBBIBATHCS Ha TIPEAIIECTBY-
IO1IEM MCITOJTb30BaHMU (11a0JI0H MPEIbICTOPUH) WM Ha OOBIYHOM MCITOJIb30BAaHWUH TI0JIb30BATEISIMU TTOAOOHBIX IIeJTe-
BBIX Ipymn (oXumgaemoe oBeaeHue). Llenesas rpyrmima mpoduist BKITIOYaeT B ceOsl OHOTO WM HECKOJIBKUX TOJTh30BaTe-
neit, B3aumogpeictByommx ¢ ®BO. e TeTbHOCTD KaXI0To YeHa IPYIITB JaHHOTO MPOodWIa aHATU3UPYETCS MHCTPY-
MEHTaJIbHBIMU CPEICTBAMU, YTOOBI CPAaBHUTH €€ C I1abJIOHOM, TpeNCTaBIeHHBIM B mpodwte. [IpuMepamu LeaeBbIX
TPYIIT MPOMUIIS SIBIISIIOTCS:

a) yY4eTHbIE JaHHbIE €IMHCTBEHHOTO MOJb30BaTENI — OAWH MPOo(UIb Ha TOJB30BATEN;

6) emuHbIii MAeHTH(HUKATOP WM O0UIME YYETHbIE JAaHHBIE TPYMNBI — OOVH MPOMWIb Ha BCeX MOJIb30BaTeNEH C
€IMHBIM TPYITITOBBIM MACHTU(PUKATOPOM WM OOIIMMM YYETHBIMUA TAHHBIMU TPYITITHI;
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B) OmepamMOHHAsA POJib — OAMH MpoduIb Ha BCEX IOJIb30BaTesieid, BHITTOTHSIONINX NaHHYIO OTEpPallMOHHYIO
poJib;

I') CHCTEMA B eJIOM — OJVH Mpo(uIb Ha BCEX TMOJIb30BaTeNel CUCTEMBbI.

KaxnoMy wiieHy 1iesieBoii Tpynibl Mpoduisi TpucBanuBalOT MHAWBUAYAIbHbBIA PEUTUHT MOA03PUTEIbHON aKTUB-
HOCTH, TTOKa3bIBAIOLIUI, HACKOJIBKO €ro JesITeJIbHOCTh COOTBETCTBYET 11a0JIOHY MCIOJIb30BaHUSI CUCTEMbI, YCTAHOB-
JICHHOMY B TIpohuJie 3TOM TPYyTIIIHI.

CJI0XHOCTb CpPeICTB OOHAPYXEHUsI OTKJIOHEHWI B 3HAYMTEIBLHOW CTENEeHU OYIeT ONMpeAessIThCsS YUCIOM lieJie-
BBIX IpymIl, npeaycMoTpeHHbIX B [13/3B, 1 cOXXHOCTBIO METPUKHU MPOPUIIS.

OTOT KOMIMOHEHT MCIOJIb3YIOT AJIsI OTpeNeeHUs] KaK COBOKYITHOCTH COOBITUI, MOTEHIIMAIbHO MOABEpracMbIX
ayJauTy, TIOSIBJIEHNE KOTOPBIX (KaXI0TO B OTAEJIBHOCTU UM COBMECTHO) YKa3biBaeT Ha BO3MOXHbIe HapylieHus 150,
TaK ¥ TIpaBUJI TIPOBEJIEHUS aHAJIM3a HapylIeHU. BTa COBOKYITHOCTb COOBITUI M TTPaBU MOXET ObITh MOAM(UIIMPOBAHA
YIIOJITHOMOUYEHHBIM T0JIb30BaTeNIeM MyTeM 00aBiIeHUsI, MOAU(UKAIIMA WIX yOaJeHUs] COOBITUIM WJIM TIpaBUII.

[Tpu cocraBnenuu I13/3b crienyeT rnepeyncanTb BUABI IEITEIBHOCTH, KOTOPbIE CJIEAYET OTCIEXMBATh U aHAJIM -
3upoBath ¢ ucrnonb3doBanueM ®BO. Apropy I13/3b ciemyer ocobo ykaszaTh, Kakash WHGOPMAIUS O IEATCIbHOCTH
MoJjib30BaTeNieil Heo0XoAMMa TIPU COCTaBJIEHUU TTPODUICH MUCITOIb30BaAHUS CUCTEMBI.

FAU_SAA.2 conmepxur TpeboBanue, 4To0sl ®BO compoBoxaany mpoduin UCIoIb30BaHus cucTeMbl. [lof co-
MPOBOXIEHUEM TTOHUMAETCs aKTUBHOE ydyacTHe NEeTEeKTOpa OTKJIOHEHWH B OOHOBJIEHUM TPOGMWIS MCIOJIb30BaHUS
CHCTEMBbI B COOTBETCTBUY C HOBBIMU JIEWCTBUSMU, BBITTOJHIEMBIMU YWIEHAMU LIEJIEBOW TPYIIBI 3TOro nmpoduis. Bax-
Ho, yTo0ObI aBTopoM [13/3b Oblna ompenenseHa MeTprKa MpeACTaBICHUS AESITETbHOCTH Tojb3oBaTens. UHauBum Mo-
JKET BBITIOJTHSTh THICSUM PA3IMYHBIX JEWCTBUI, HO JETEKTOP OTKJIOHEHUH CIOCOOEH OTOOpaTh ISl KOHTPOJIS TOJIBKO
HEKOTOpble U3 HUX. Pe3yabTaThl aHOMAJIbHON NESITEIbHOCTU MHTETPUPYIOTCS B NTPOMWIb TaK e, KaK U pe3ylbTaThl
HOPMaJIbHOM AesITeTbHOCTH (TIPU YCJIIOBUYM BBITIOJIHEHUSI MOHUTOPUHTA 3TUX NEeUCTBUIA). To, YTO CUMTANIOCh OTKJIOHE-
HUMEM YEThIpe Mecsiia Ha3aj, CErOIHsI MOXET CTaThb HOPMO# (M HA0OOPOT) M3-3a U3MEHEHUS YCIOBUIl pabOTHI MOJTb30-
Baresneit. ®BO He OyayT cOCOOHBI yueCTh U3MEHEHUE CUTYALIMU, €CJIM B aJIFTOPUTMAX OOHOBJIEHUS MPOdUIs HE OTpa-
JKeHa Kakasi-mubo aHoMajibHasl JesITeJIbHOCTb TOJIb30BaTeseH.

AJIIMUHUCTpPATUBHBIC YBEIOMJICHUS CleAyeT MOBOIUTH MO YIMOJHOMOYEHHOTO IMOJib30BaTe/lsl TaKUM O0pa3oMm,
yTOOBI OH TTOHMMAaJ BaXXHOCTb PEHUTHMHTA MOAO3PUTEIHHON aKTUBHOCTH.

Astopy [13/3b cnenyet onpenenntb, KaK UHTEPIIPETUPOBATh PEUTUHTY MOJA03PUTEIbLHONW aKTUBHOCTU U yCJIO-
BUSI, TIPM KOTOPBIX B Cllyyae aHOMAaJIbHOTO TMOBEIEHUs HYXXHO oOpaliarhcsl K MexaHu3Mmy KomrnoHeHTa FAU_ARP.

Onepanuu

BrebGop

Jasa FAU_SAA.2.1 asropy I13/3B caenyer onpenenuts nejesyio rpynmy npoduisa. Omun I13/3B MoxeT BKiIoO-
9aTh B ce0s HECKOJBKO IeJIeBBIX rpynn mpoduis.

Jns FAU_SAA.2.3 astopy [13/3B caenyer onpeaeauts ycjiosus, npu Kotopbix @®BO coo0maioT 006 aHoMaJIbHOM
TOBEJIEHUN. YCJIOBHS MOTYT BKJIIOYATh B €051 JOCTHXKEHHE PETHHIOM NMOI03PUTEIbHON AKTUBHOCTH HEKOTOPOTO 3HAYe-
HHS WM OCHOBBIBATHCS HA OMpe/ieJIEHHOM BHI€ AaHOMAJBHOTO TOBEIEHMS.

FAU_SAA.3 IIpocTas 3BpUCTHKA ATaKH

3aMeuyaHus 1O NMPUMEHEHUIO IJIS1 TOJIb30BATENS

Ha npaxktuke cinyvait, korna cpeacTa aHaju3a MOTYT TOYHO TpeAcKa3aTh 0XUAaeMoe HapylieHue 0e30MmacHo-
CTH, SIBJIIETCSl penkoi ynaueil. Tem He MeHee CYIIECTBYIOT HEKOTOPbIE CUCTEMHbIE COOBITHSI, BaXHbIE HACTOJbKO,
YTO BCETJa 3aC/Iy>KUBAIOT OTIEIbHOTO OTCIeXUBaHUs. [IpruMepamMu Takux COOBITUI SIBISIOTCS yaajaeHue daiiia ¢ Kio-
YeBBHIMU JaHHBIMU Ge3oracHoctn DBO (HampuMep, dalijia maposieit) WK MOMbITKA YAaJEHHOTO MOJIb30BaTells TOJTy-
YUTh aAMUHUCTPATUBHBIC MpPUBWIIETUU. Takrue COOBITUSI HAa3bIBAIOT XaApakmepHviMU, TIOCKOJIbKY OHUM, B OTJIMYUE OT
OCTaJIbHBIX COOBITUI, CBUIETEIBCTBYIOT O TMOIMBITKAX BTOPXKEHUSI B CUCTEMY.

CJIOXHOCTb CpPEe/ICTB aHaM3a B 3HAUMUTEJbHOW CTEreHU OyJeT 3aBUMCETb OT Ha3HAYeHWUil, CIETaHHBIX aBTOPOM
[13/3b npu onpeneneHnn 6a30BOro MHOXECTBA XapaKTEPHbBIX COOBITU.

B I13/3b crnenyer nepeyuciautb coobitus, otciexuBaeMble DBO ¢ nenbio ux ananusa. Astopy I13/3b crenyer
yKa3aTh, HA OCHOBaHUM Kakoi MHMOpMAIMK O COOBITUM €r0 CJIeAyeT OTHECTU K XapaKTePHBIM.

AJIMUHUCTPATUBHBIC YBEIOMJICHUS CIEAyeT JOBOIUTH MO YIMOJHOMOYEHHOTO IMOJib30BaTe/lsl TaAKUM 00pa3oMm,
yTOOBI OH TTIOHMMAaJI 3HAYEHUE ITUX COOBITUI M MPUEMIIEMYI0 peaklUio Ha HUX.

IMpu crienupuKavy 3TUX TpeOOBaHUH TTPETYCMOTPEHA BO3MOXHOCTD TIPUBJICYCHNS] MHBIX UICTOYHUKOB TAHHBIX
0 (PyHKIIMOHMPOBAHUM CUCTEMbI, KPOME JaHHBIX ayIuTa. DTO OBLUIO CAENAHO C LIeJIbI0 PACHIMPEHMS] MPUBJIEKAEMbIX
METO/IOB OOHApYyXEHUsI BTOPXKEHUS, KOTOPbIE TIpY aHaJIM3e Moka3zaTeseil (yHKIMOHUPOBAHUS CUCTEMBI UCIIOJIb3YIOT
He TOJIbKO JaHHBIe aynauTa (MMpUMepaMu APYTMX TUIIOB MCTOYHUKOB JAHHBIX SBIISIIOTCS MapaMeTphl CeTEeBBIX IeiTar-
paMM, JaHHBIE O pecypcax/yueTe Uiu KOMOMHAIIMKA Pa3IMUYHBIX CUCTEMHBIX JTAHHBIX).

OnemeHTsl FAU_SAA.3 He TpeOyloT, 4YTOObI peanu3aliusl 9BPUCTUK paclio3HaBaHUS MPSMON aTaKu OCYIIECTB-
Janach TeMu ke caMbiMi PBO, BBITIOIHEHNE KOTOPHIX MOMIEXKUT MOHUTOPUHTY. [T03TOMY KOMITOHEHTBI, TPUMEHSI -
eMble /U1l OOHapyXeHMST BTOPXKEHMSI, MOXHO pa3pabaThiBaTh HE3aBUCHMO OT CUCTEMbI, MOKa3aTeJu (PYHKIIMOHUPO-
BaHUSI KOTOPO# MOJIeXaT aHaIu3y.
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Onepanuu

HaznauyeHnue

Jaa FAU_SAA.3.1 astopy I13/3b ciaeayer uaeHTH(UIMPOBATL 0a30BO€ MOAMHOKECTBO CHCTEMHBIX COOBITHIA,
TOSIBJIEHAE KOTOPbIX, B OTJIMYAE OT MHBIX MOKa3aTeeil (PyHKIMOHHPOBAHUA CHCTEMbI, MOKET YKa3bIBATh HA HAPYIIEHHE
IBO. K HuM oTHOCATCA KaK COOBITHS, CaMH MO cede YKa3biBaiomue Ha oueBuaHbie Hapymenns [1BO, Tak u coobITHs,
TOSIBJIEHHE KOTOPBIX ABJIAETCSA AOCTATOYHbIM OCHOBAHHEM ]IS IPUHATHSA MeP NMPEAOCTOPOKHOCTH.

Jasa FAU_SAA.3.2 astopy I13/3B cienyer cnenuuuupoBaTh HH(POPMAIMIO, HCIOJIL3YEMYIO TIPH oNpeaAeSieHHH
nokasareJeii (pyHKIHOHHPOBaHUA cucTeMbl. MH(popManusa SBiasgeTcaA HCXOAHOM AJI HHCTPYMEHTAJIBHBIX CPEJICTB aHAJIM-
3a nokasarteJeil PYHKIHOHMPOBAHUS cucTeMbl, puMeHseMbix B OO. B a1y undopManuio MOryT BXOJUTb JAHHbIE Ay/AH-
Ta, KOMOMHAIIMA JAHHBIX AYJUTA C JPYTHMHM CHCTEMHBIMH JAHHLIMH W JAHHbIE, OTJIMYHBIE OT HaHHbIX ayauta. Ilpum
coctapiennu [13/3B cienyer TOYHO ompenenTh, KAKME CHCTEMHbIE COOBITHS M ATPUOYTHI COOBITHI HCHONB3YIOTCS B
KavyecTBe MCXOIHOM mHpopMammu.

FAU_SAA.4 CnoxHasi 3BpUCTHKA aTaKu

3aMevaHus 1Mo MPUMEHEHUIO I T0Jb30BaTest

Ha npaxktuke cinyyait, Korma cpeacTa aHaju3a MOTYT TOYHO TpeAcKa3aTh OXUAaeMoe HapylieHue 6e30MmacHo-
CTH, SIBJIIETCSl penkoi ynadeil. Tem He MeHee CYIIECTBYIOT HEKOTOPbIE CUCTEMHbIE COOBITHSI, BaXHbIE HACTOJbKO,
YTO BCETJa 3aC/Iy>KUBAIOT OTIEIBLHOTO OTCIeXXuBaHUs. [IpruMepamMu Takux COOBITUI SIBISIIOTCS yaajaeHue daiiia ¢ Kio-
YeBBHIMU JaHHBIMU Ge3oracHoctn @BO (HampuMep, daiiia maposieit) WM MOMbITKA YAaJEHHOTO MOJIb30BaTells TTOJTy-
YUTb aAMUHUCTPATUBHBIC TPUBWICTUU. Takue COOBITUS Ha3bIBAIOT XapakmepHuiMu, TTIOCKOIbKY OHU, B OTJIWYUE OT
OCTaJIbHBIX COOBITUI, CBUAETEIBCTBYIOT O TTOMBITKAX BTOPXKEHMS B cucTeMy. [lociaenoBaTeIbHOCTh COOBITHI SIBIISETCS
YIOPSIIOYSHHBIM MHOXKECTBOM XapaKTePHBIX COOBITHII, KOTOPBIE MOTYT YKa3biBaTh Ha TOMBITKA BTOPKEHUS.

CJIOXHOCTb CPENCTB aHajn3a B 3HAYMTEJIbHON CTeTIeHUW OyleT 3aBUCETh OT Ha3HAYEHMIA, CIeaHHBIX aBTOPOM
[13/3b npu onpeneneHun 6a30BOro MHOXECTBA XapaKTePHBIX COOBITUI M MOCAEA0BATEIBHOCTU COOBITUI.

Asrtopy [13/3b cnenyer onpenenutb 6a30BOe MHOXECTBO XapaKTEPHBIX COOBITUI M MOCIEA0BATEIbHOCTEN CO-
ObITUIA, KOTOpBIe OymyT mpenctaBieHsl B ®BO. [lomoaHUTETbHBIE XapaKTepHBIE COOBITHSI W TOCIEIOBATEIbHOCTH
COOBITHI MOTYT OBITH OTIpEHe/IEeHBl Pa3pabOTYNKOM CHCTEMEI.

B I13/3b crneayer mepeuncinuTh COOBITHS, KOTOPBIE ciieayeT oTciexuBaTh @BO ¢ 1enblo Ux aHanu3a. ABTOPY
[13/3b cnenyer yka3zaTb, Ha OCHOBaHMM KaKOW MH(OpPMAIIMK O COOBITUM €T0 MOXHO OTHECTH K XapaKTEepPHBIM.

AIMMHUCTPATUBHBIE YBEIOMJIEHUSI CJeNyeT JHOBOAMTH OO YIOJHOMOYEHHOTO IOJIB30BaTesI TaKUM OOpa3oM,
YTOOBI OH TIOHWMAJI 3HAYeHUE 3TUX COOBITUN U MPUEMJIEMYIO peaKIIUi0 Ha HHUX.

Ipu cienmpuKanyy 3TUX TpeOOBaHUH TTPETYCMOTPEHAa BO3MOXHOCTD TIPUBJICYCHUS MHBIX UICTOYHUKOB TAHHBIX
0 (DYHKIIMOHUPOBAHWU CUCTEMBI, KPOME JAHHBIX ayauTa. DTO OBLIO CHEIaHO C IENbI0 pacIIUpeHUs MPUBIEKAaeMbIX
METOJ0B OOHAPYXEHMS BTOPXKEHUSI, KOTOPbIe TIPU aHaIM3e MoKasaTesiell (DYyHKIIMOHUPOBAHUS CHUCTEMBI MCITOJIB3YIOT
He TOJIbKO JaHHBIe ayauTa (MIpUMepaMu APYTMX TUIIOB MCTOYHUKOB JAHHBIX SBIISIIOTCS MapaMeTphl CeTEeBBIX IeiTar-
paMM, JaHHBIE O pecypcax/yyeTe WM KOMOWHAIMU pa3IMUYHBIX CUCTEMHBIX AaHHBIX). [loatomy ot aBtopa I13/3b
TpebyeTcs crenupUIIMPOBaTh BUILI JAHHBIX, MCTIOJb3YeMbIX ITPY KOHTPOJIE MOKa3aTelei (yHKIIMOHUPOBAHUS CUCTE-
MBI.

OnemeHTsl FAU_SAA.4 He TpeOyloT, 4YTOOBI peaau3alivsl 9BPUCTUK paclio3HaBaHUS TPSMON aTaKu OCYIIECTB-
nanack TeMu xe cambiMu PBO, BhIMOTHEHWE KOTOPHIX MOMIEXKUT MOHUTOPUHTY. [109TOMY KOMITOHEHTHI, TTPUMEHS -
eMble TSI OOHapyKeHUsI BTOPXKEHUSI, MOXHO pa3pabaThiBaTh HE3aBUCUMO OT CHCTEMBI, ITOKa3aTeNn (YHKIIMOHUPO-
BaHUSI KOTOPO MOJIeXaT aHaIu3Yy.

Onepanuu

HazHnauyeHnue

Jasa FAU_SAA.4.1 asropy I13/3B caenyer nnenTuduuupoBaTh 0a30B0e MHOXKECTBO NepeyHs MOCIeI0BATEIbHO-
cTeil CHCTEMHBIX COOBITHIA, COBNAJeHHE KOTOPBIX THIHYHO AJI1 M3BECTHBIX CIIEHAPHEB NMPOHHKHOBEHHA. DTH MOCIEN0-
BaTeJIbHOCTH COOBITHIi MPEICTABIAIOT M3BECTHbIE CHEHAPUNA NMpoHHKHOBeHnA. Kaxkmoe coObiTHE B MOC/Ie10BATEIbHOCTH
cJeayeT CONMOCTABIATh C KOHTPOJIMPYEMBIMH CHCTEMHBIMH COOBITHSAMM, H €CJIH B HTOTe BCE CHCTEMHbIE COOBITHS MPO-
H30ILIH B JEiCTBATEILHOCTH, 3TO MOATBEPKAAET (0TOOPAXKAET) MONMBITKY MPOHAKHOBEHMS.

Hna FAU_SAA.4.1 asropy [13/3b cnenyer cnenuduiimpoBats 6a30Boe MOAMHOXECTBO CUCTEMHBIX COOBITHH,
TTOSIBIIEHME KOTOPBIX, B OTJIMYME OT MHBIX TOKa3areseil (GyHKIIMOHUPOBAHUS CUCTEMBI, MOXKET YKa3bIBaTh Ha Hapylle-
nue [1BO. K HUM oTHOCSATCS KaK cOOBITHS, caMM T10 ceOe yKasbIBalollle Ha oueBUmHbIe HapyiieHus [1BO, tak n
COOBITHSI, TIOSIBJICHUE KOTOPHIX SIBIISETCS JAOCTATOYHBIM OCHOBAaHUEM ISl MIPUHSITUS MEP MPEeIOCTOPOKHOCTH.

Hna FAU_SAA.4.2 asropy I13/3b cnenyer cnieunduunpoBath WHGOpMaIIMIO, UCIIOIb3YeMYIO ITPU OTpeaeIeHU!
roKaszatesieid PyHKIMOHUPOBaHUS cucTeMbl. MHMOpMAaIIWs SABJISIETCST UCXOMHOM 1T MHCTPYMEHTAJIbHBIX CPEICTB aHa-
JIM3a ToKa3aTteseil QyHKIIMOHUPOBaHUSI CHCTeMBI, mpuMeHsieMbIX B OO. B a1y nHbOpManio MOTYT BXOAUTH JaHHBIE
ayanTa, KOMOMHAIIMY JaHHBIX ayIuTa ¢ IPYTUMU CUCTEMHBIMM JAHHBIMM W JaHHBIe, OTJUYHBIE OT JaHHBIX ayauTa.
IIpu cocraBnenuu I13/3b ciaemyer TOUHO OMpeneNUTh, KAKMe CUCTEMHbBIE COOBITUSI M aTPUOYThI COOBITUI MCITOJb3Y-
IOTCSI B Ka4eCTBe MCXOTHON MHMOPMAIIUH.

B.4 IIpocmotp aynura o6e3omacHocta (FAU_SAR)

CemerictBo FAU_SAR ornpenensier TpeG0BaHUsI, OTHOCSIIMECS K TMTPOCMOTPY MH(MOPMALIMW ayIuTa.
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Cnenyet, yToObl GYHKIMK TPEAOCTABIISIIM BO3MOXKHOCTb OTOMPATh NaHHbIE ayauTa A0 WIKA MOC]IE COXPaHEHUS,
obecrieynBasi, HalpuMep, BOZMOXHOCTb U30MPATEBHOTO MPOCMOTPA NAHHBIX O CJIEAYIOIIMX NEHCTBUSIX:

- IEUCTBUS OJHOTO WMJIM HECKOJIbKUX MOJb30BatTeseil (HanmpuMmep, uaeHTuduKaius, ayreHTudbuKauus, BXoa B
OO u aeiicTBUS 110 YIIPaBJIEHUIO JOCTYIIOM);

- IEWCTBUSI, BBIMIOJHEHHbBIE HaJ OmpeaeJeHHbIM 00bekTOM nan pecypcom OO;

- BCE COOBITUSI U3 YKa3aHHOTO MHOXECTBA UCKJIIOUUTEIbHBIX COOBITUI, MOABEPraloOILUXCS AYAUTY;

- NeUCTBUs, CBA3aHHBIE C omnpeneiaeHHbM atpubytom [1HO.

3aMeuaHus Mo NPUMEHEHUIO

Buasl npocMmotpa paznnyarotcst no GyHKIMOHATbHBIM BO3MOXHOCTSAM. OOBIUHBINM MPOCMOTP MO3BOJISIET TOJIBKO
MpOCMaTPUBATh TaHHbIE aynuTa. BeIOOpOUHBIN MPOCMOTp 0OJiee CI0XKEH U COAEPXKUT TPeOOBAHUS BO3MOXHOCTH MO-
MCKa Ha OCHOBAaHWU OJTHOTO WJIM HECKOJIbKUX KPUTEPUEB C JIOTUUECKUMU (T. €. TUTIA «U/WIW») OTHOLIEHUSIMU, COPTHU-
POBKU WK GUABTPALIMU JAHHBIX ayauTa O UX IPOCMOTpa.

FAU_SAR.1 IlpocmoTp ayaura

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNst

Kommnonent FAU_SAR.1 ucnonb3yercs st orpeaesieHuss BO3MOXHOCTY YMTaTh 3alMCU ayauTa JJIsl TI0JIb30Ba-
Tesiei U/Uau YIOJIHOMOYEHHBIX N0JIb30BaTeIei. DTH 3aMucH aynauTta OyayT NPeACTaBIsATbCS B YIOOHOM Ul MOJb30Ba-
Tesist BUAe. Y Mosib30BaTeell pa3iuuHbIX TUIIOB MOTYT ObITh pa3Hble TPEOOBAaHMS K MPENCTABICHUIO JAHHBIX ayIUTA.

CoaepxaHue 3anuceil aynura, NpeiHa3HAuYEHHbIX A1 MPOCMOTPA, MOXET ObITh YCTAHOBJIEHO 3apaHee.

Onepanuu

HazHnauyeHnue

B FAU_SAR.1.1 asropy I13/3B caexyer yka3aTh yHOJTHOMOYEHHBIX MOJIb30BaTeN€eil, KOTOPbIe MOTYT MPOCMAT-
puBaTh AaHHbie ayauTa. Ecam 310 HeoOxomumo, asTop I13/3B mMoxer ykazarh posm 6e3onacnoctu (cv. FMT_SMR.1
«Poymm 0e3omacHoCTH»).

B FAU_SAR.1.1 asropy I13/3B caexyer yka3aTs, Kakue BUIbI HH(GOPMAIMA MOXKET MOJTyYaTh U3 3aMHUCeil ayauTa
JAHHBII MOJIb30BaTeNb. [IpuMepaMu SBASIOTCS: «BCA MHGOPMALHS», «ATEHTAGUKATOP CYObEKTa», «BCA MH(OPMALMAS U3
3anuceil ayAuTa, MMEIOIMX CCHUIKH HA 3TOr0 MOJb30BATEIs».

FAU_SAR.2 OrpandyeHHbli IPOCMOTP ayauTa

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNst

B xomnonente FAU_SAR.2 ompeaensercsi, yTo HM OIMH TOJb30BaTeNb, He ykazaHHbii B FAU_SAR.1, He
CMOXKET YMTATh 3alMCH ayauTa.

FAU_SAR.3 Bbi0opouHblii IPOCMOTpP ayAnTA

3aMeuaHusl MO MPUMEHEHUIO ISl TOJb30BaTeNsI

Kommnonent FAU_SAR.3 onpenensier BO3MOXHOCTb BBIOOPOYHOTO MTPOCMOTpa AaHHBIX ayauTa. Eciu mpocMoTp
MPOBOJIUTCSI HA OCHOBE HECKOJbKUX KPUTEPUEB, TO CIEAYET, UTOOBl OHU OBLIM JIOTUYECKU CBSI3aHbI (HAIpUMeED,
ONEPALUSIMU «U», «AJIU»), @ UHCTPYMEHTAJbHbIE CPEACTBA MPENOCTABUIM BO3ZMOXHOCTb OOpaOOTKM JAHHBIX ayquTa
(HampuMmep, COPTUPOBKHU, (puiabTpauun).

Onepanuuu

BubGop

Jasa FAU_SAR.3.1 asropy I13/3B caenyer BbIOpaTh, Kakue AEiCTBHA: MOMCK, COPTHPOBKY WM YNOPSI0YEHHE
MoryT BemosHATE PBO.

HazHnauyeHue

Jns FAU_SAR.3.1 asropy I13/3B cienyeT Ha3HAYMTh KPUTEPHH, BO3MOKHO JIOTHIECKHA CBSI3AHHBbIE, HA OCHOBA-
HAH KOTOPBIX MPOM3BOJASAT BHIOOP JAHHBIX AYJUTA IS NPOCMOTPa. JIorHuecKne CBSI3M HCHOJB3YIOT NMPH ONpeIeIeHNN,
TPOU3BOJUTCS JIH ONMEPANsS HAX OTAEIbHBIMH ATPUOYTAMH WIM HAJ COBOKYNHOCTBbIO aTpmOyToB. Ilpumepamm Takoro
HA3HAYEHHS MOXKET ObITh: «NPHKJIATHASA 3271a4a, YIETHbIE JAHHbIE H/WIA MECTO HAXOXKIEHHS MOJb30BaTeNs». B aToM
cJIydyae Omepamuio MOKHO ObLIO 0bI cienuduIpPoOBaTH C MOMOMBIO JII000 KOMOMHAIIMA ITHX TPEX ATPUOYTOB: MPUKIAN-
HOW 33Ja4d, YYETHBIX JAHHBIX MO0Jb30BATENS U MECTA €r0 HAXOXJEHHUS.

B.5 Boibop coowiTnii aynura 6e3omacaoctn (FAU_SEL)

CemerictBo FAU_SEL copepxut TpeGoBaHUsI, CBSI3aHHbIE C OTOOPOM, KaKue COOBITHS, TOTEHUMAIbHO TOJI-
Bepraemble ayauTy, IeHCTBUTENbHO noajiexar aynuty. CoObITHS, TOTEHIMAIBHO TTOABEPTraeMble ayauTy, ONpeaesoT-
cs B ceMeiictBe FAU_GEN «I'eHepaiius faHHBIX ayauTa 0€30MacHOCTH», HO JIJIS1 BBITTOJIHEHUS ayAUTa 3TUX COOBITUI
WX CJIeAyeT OIpeaeuTh Kak Beioupaembie B KomnoHeHte FAU_SEL.1.

3ameuyaHus 1O NMPUMEHEHUIO

OTO ceMmelcTBO obecreurmBaeT, YTOObl MOXHO ObLJIO TPEeIOTBPaTUTh pa3pacTaHue XypHajia ayauTa OO0 TaKuX
pa3MepoB, KOT/ia OH CTAHOBUTCS OECTIOJIE3HBIM, ITyTeM OTpeAeIeHUs PUeMIIeMOI U30MPaTEIbHOCTU COOBITUI ayauTa
0e30IMacHOCTH.

FAU_SEL.1 U30npaTejbHblii ayauT

3aMeuyaHusl 1O TIPUMEHEHUIO [IJIS1 TMOJIb30BaTENS
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Kommnonent FAU_SEL.1 onpenensier Kputepuu, UCIIOIb3yeMble sl OTOOpa COOBITUIA, KOTOPbIE TOIBEPTHYTCSI
aynuty. Kpurepuu MoryT nomyckarh BKJIIOUEHWE WM UCKITIOYEHUE COOBITHI M3 COBOKYITHOCTH COOBITHIA, MOABEPraro-
IIMXCSl ay[IUTy, HA OCHOBE aTpUOYTOB IOJIb30BaTeel, CYOBEKTOB U OOBEKTOB WJIM TUIIOB COOBITHIA.

st 5TOro KOMIOHEHTAa HE MPEANoJaraeTcsl CylleCTBOBaHUWE UACHTU(MUKATOPOB OTAEIbHBIX MOJIb30BATENEIH,
YTO TMO3BOJISIET MPUMEHSTDH ero sl Takux OO, Kak, HallpuMep, MaplIpyTU3aTOPbl, KOTOPbIE MOTYT HE MOIePK1BATh
MOHATHE TOJIb30BATEIEH.

B pacnipeneneHHol cpee B KauyecTBe KPUTEPUSI [Is1 0TOOpA COOBITUI, KOTOPbIE MOABEPTHYTCSl AyAUTYy, MOXKET
OBITh UCIIOIb30BAH UAEHTU(MUKATOD y371a CETHU.

IIpaBa ynmoJIHOMOYEHHBIX MOJIb30BaTe/eH MO TPOCMOTPY WM MOAUGUKALIUK YCIOBUI O0TOOpa OYAYT PeryiInpo-
BaTbcsA QYHKIUAMU yrpapieHuss komnoHeHTa FMT_MTD.1 «Ynpasnenne nanHbiMu ®BO».

Onepanun

BrebGop

Jns FAU_SEL.1.1a asropy I13/3B cienyer BoiOpaTh, HA KAKAX aTPAOYTAX 0€30MACHOCTH OCHOBAHA M30MpaTeJib-
HOCTb ayauTa: WaeHTHIMNKATOP 00beKTa, HACHTH(UKATOP MOJb30BATENA, HACHTH(PHUKATOP CYOheKTa, HACHTH(UKATOP
y3/1a C€TH WJIM THI COOBITHA.

HasunaueHue

Jns FAU_SEL.1.16 astopy I13/3B ciexyeT onpeaeanTs CINCOK JOMOJHUTEILHBIX ATPHOYTOB, HA KOTOPBIX OC-
HOBaHA M30WPATEILHOCTD AYIATA.

B.6 Xpanenne mannbix ayaura 6ezonacHoctn (FAU_STG)

CewmetictBo FAU_STG onuceiBaeT TpeboBaHUS IO XpaHEHUIO JaHHBIX ayauTa JJIsl TTOCIEeIyIOIIeTo NCI0JIb30Ba-
HMSI, BKJIIOYasi TpeOOBaHMSI KOHTPOJISA 3a ToTepeil MHGbOpMalUMy ayauTa M3-3a cOOSI CUCTEMBbl, HamaueHus W/Wiu
MPEeBHIIEHUST 00beMa TaMATH, OTBEICHHOM MIJIST XpaHEHUSI.

FAU_STG.1 3amuiienHoe XxpaHeHHe XKypPHAJIa ayJuTa

3aMeuaHusi Mo MPUMEHEHUIO Ul MOJb30BaTeNst

ITockonbKY B pacIipeieIeHHOM Cpelie paclojioXeHUe XypHaia ayauTa, KoTopblit Haxogutces B OJJd, He o6s3a-
TEJIbHO COBITaJAeT C pacrojioxeHueM (YHKIMH TeHepaluu AaHHbIX ayauTa, aBTop [13/3b moxer morpeboBaTh obec-
TeYeHUsT HEOTKA3yeMOCTH OTIPAaBICHUS 3alMCH ayliuTa I MPOBEACHUS ayTeHTU(UKALIMK OTIIpaBUTEs TIepel 3aHe-
CEHUEM 3aMuCH B XypHaJ ayauTa.

®BO OyayT 3amMIIaTh XypHaI ayauTa OT HeCaHKIIMOHMPOBAHHOTO YHMUTOXEHUS Wian Moaudukamuu. OTMe-
TUM, YTO B HEKOTOPBIX CHMCTEMax ayauTop (poJib) MOXET He pacroJiaraTh MOJHOMOYMSIMM Ha yhajJeHue 3amuceit
ayJuiTa B T€YEHUE OINPENETICHHOrO MepUoia BpeMEHU.

Onepanuuu

BrebGop

B FAU_STG.1.2 astopy I13/3B cienyer cnenudunupoBats, 10kabl 1 PBO mpenoTspamath WM TOJBKO
BBISIBJISITh MOJM(PUKALHMIO XKYPHAJIA AyAMTA.

FAU_STG.2 I'apanTun AOCTYNHOCTH JAHHBIX ayJUTa

3aMeuaHusl MO MPUMEHEHUIO Ul MOJb30BaTeNst

Kommnonent FAU_STG.2 no3Bonsier aBTopy [13/3b onpenennts MeTpuky isl XXypHajia ayauTa.

IMockonbKy B pacmpeneieHHOU cpelie pacojiokeHue XypHaa aynuTta, Kotopslii Haxoautcst B O D, He 06s13a-
TEJbHO COBITaJAeT C pacrojioxXeHueM (QYHKIMN TeHepaluy AaHHbIX ayauTa, aBTop [13/3b moxer morpeboBaTh obec-
MeYeHUsT HEOTKA3yeMOCTH OTIPAaBICHUS 3alMCU ayliTa WIKN MPOBEACHUS ayTeHTU(UKALIMK OTIIpaBUTENs TIepe]l 3aHe-
CEHUEM 3aMuCH B XypHaJl ayauTa.

Onepanuuu

BubGop

B FAU_STG.2.2 aBtopy I13/3b cnenyeT crienudupoBath 10/kKHBI I @BO npepoTBpalliaTh WM TOJbKO BbISIB-
JIATh MOAVGDUKALIVIO XypHaJia ayIuTa.

B FAU_STG.2.3 asropy I13/3B caenyer cnenudunmuposats ycjiosue, npu KotopoM ®BO n0okHbI OBITH BCe elme
CIOCOOHBI COMPOBOXKIATH ONPeE/IeIEHHBIN 00'beM JAHHBIX ayAUTA. DTO MOXKET OBITh OHO U3 CJIEAYIOINNX YCJIOBHIl: mepe-
TOJIHEHHe KYPHAJIA ayauTa, c0oil, aTaka.

HazHnauyeHue

B FAU_STG.2.3 asropy I13/3B caeayer cnenupunupoBath MeTpuKy, KoTopyio ®BO moKHbl 00ecneduTs Mpu
NPEACTABJIEHAM KYPHAJIA ayauTa. DTA METPUKA OTPAHUYMBAET NOTEPI0 JAHHBIX YKA3aHHEM MAKCHMAJbLHOTO YHCJIA 3aNu-
ceil, KOTOpPble HEOOXOIMMO COXPAHSATh, WIH BPEMEHEM, B TeUeHHEe KOTOPOro odecmeunBaercs xpanenne 3amuceii. Ilpu-
MepOM METPHKH MOXKeT ObITh ynciio «100000», yka3piBaomee, 4To KypHaa ayauta paccuntan Ha 100000 3anuceii.

FAU_STG.3 JleiicTBus B ciiydae BO3MOXKHOI NMOTEPH JAHHBIX ayAUTA

3aMeuaHusl Mo MPUMEHEHUIO Ul TOJb30BaTeNst

Kommnonent FAU_STG.3 comepXuT TpeboBaHME BBHITIOJHEHUSI OTIPeIeJIEHHBIX IEUCTBUI B ClIyyae MpPeBbILICHUS
JKYPHQJIOM ayaIuTa HEKOTOPOTO 3apaHee OMpelesisieMoro mpeaesna.
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Onepanuu

HasHnaueHue

B FAU_STG.3.1 astopy I13/3b ciienyer yka3aThb 3HaueHHEe 3apaHee ompeneisemoro mpenena. Eciam ¢yHkoum
yUpaBJieHHs TOMYCKAIOT, YTO YNOJHOMOYEHHbIH M0JIb30BATEIb MOXKET €10 M3MEHHTh, TO OHO fABJISETCS 3HAUYCHHEM IO
ymomgannio. ABTop I13/3B6 MoXkeT M03BOJIATH YIOJHOMOYEHHOMY TOJIb30BATENI0 BCET/IA ONPENENATh 3TO OTPAHHYEHHE,
B 3ToM ciyyae Ha3HAUYeHHEe MOXKET WHMETh BHJ: «OTPAHHYEHHE YCTAHABJIMBAET YNOJHOMOYEHHBIH MOJb30BATEb>.

B FAU_STG.3.1 asropy I13/3B caenyer cnenndnuupoBaTh NeiicTBAA, NPpeINPHHAMAEMBIE B CJIy4ae BO3MOKHOTO
nepenoJHeHNs KyPHAJIA ayAUTa. DTH IeiCTBAS MOTYT BKJIIOYATH B ce0s HH(GOPMUPOBAHNE YIIOJHOMOYEHHOTO MOJIb30Ba-
TeJs.

FAU_STG.4 IlpeaoTspaiienne noTepu JaHHbIX ayJUTa

3aMeyaHUs IO TIPUMEHEHWIO JIIST TIOJTh30BATEIS

B xomnonente FAU_STG.4 onpenensiercs pexkxum dyHkunonrposanus OO npu nepenoJHeHU U XypHaiia ayau-
Ta: MO0 UTHOPUPOBAHME 3aIMCEll ayanTa, MO0 MpruocTaHOBKA (hyHKIMOoHUpoBaHUsT OO TS TIpeOTBpAIleHUS BO3-
HUKHOBEHUSI COOBITUIA, TTOMBEPTAIOIINXCS AYAUTY. YCTaHABIMBACTCS, UTO, HE3aBUCHUMO OT TIPUHSITOTO PEIICHMUS,
YIIOJTHOMOUYEHHBII TIOJTh30BATENb, MMEIOINI COOTBETCTBYIOIINE TPaBa, MOXET MPONOJDKATh TeHEPUPOBATH COOBITHUS
(me¥icTBUS), TIOABEPTAIOIINECS AYIUTY. DTO AeaeTcsl TOTOMY, YTO B MPOTUBHOM CJIydae YITOJHOMOYCHHBIN alMUHMU-
CTpaTOp HE CMOT OBbI OCYIIIECTBUTD JTaXe Tiepe3aIryck cucteMbl. ClieyeT TakkKe MPeayCMOTPETh ACUCTBUS, IPSAITPUHI-
Maemble @BO mpu mepenoHEHNUN XypHajia ayinuTa, MOCKOJIbKY WTHOPUPOBAHME COOBITHI, CIIOCOOCTBYIOIIEE JIyd-
mreit noctymHoct OO, MpuBeneT Takke W K BO3MOXHOCTH COBEPIIATh JACUCTBUS, HE OCTaBJIsSIl O HUX 3alucell U He
OTHOCSI UX Ha CUYET OMpPEAETICHHOTO TMOJIb30BaTE.

Onepanuu

BrebGop

B FAU_STG.4.1 asropy I13/3B caeayer Boiopath, 1okubl 1 PBO B ciyyae mepenoHeHns KypHAJIA ayauTa
HTHOPUPOBATH NMPOBE/IEHAE AYAUTA, CJIEAYET JIM NPeJOTBPAMATD JeiCTBHS, MOABEPralomecs ayJAuTy, WA CJIeAyeT HOBbIE
3aNACH MOMEIMATh BMECTO CTAPbIX.

HasHnaueHue

B FAU_STG.4.1 aBropy I13/3B cieayer ompenejuTh Apyrde AeWCTBHS, NPeANPAHAMAEMbIE TIPH HEJOCTATKE
NaMSATH IS JAHHBIX AyJUTA, TAKAEe KaK WH()OPMHPOBAHHE YIHOJTHOMOYEHHOTO MOJIb30BATES.

MMPUJIOXEHUWE T
(crpaBOYHOE)

Cea3b (FCO)

Knacc FCO conmepxut TpeboBaHusI, KOTOpPEIe UMEIOT BaxkHoe 3HadueHue misg OO, MCIoIb3yeMOoro Ijisg oOMeHa
nHbopmaimeit. CeMmeiicTBa 3TOTo Kjacca MpeaHa3HavYeHbl JJIsT 00ecreueHrs] He0TKa3yeMOCTH (T. €. HEBO3MOXKHOCTH
OTpHUILIATH (haKT OTIPABICHUS WU MOJYYEeHUS TiepeaaBacMoil MHGopMalum).

JexoMImo3uIIns Kjlacca Ha COCTaBIISIONINE er0 KOMIIOHEHTHI TToKa3aHa Ha pucyHke I.1.

B aTOoM KJ1acce UCmonb30BaHO MO-
Caasb HsATUE «MHopMauus». MHbopmanus
31eCh MHTEPIPETUPYETCS KaK OOBEeKT,
NpeaHa3HauYeHHbI A1 repeaayu, KOTo-

PBIif MOXET COAEPXKATh COOOILIEHUE IIIEK-
FCO_NRO HeoTkazyeMoCTb OTNpaBneHus 1 2 TPOHHOM TIOUTHI, (aill WIH COBOKYI-
HOCTb aTpUOYTOB MpPeNONpeaeeHHbIX

TUTIOB.
FCO_NRR HeotkadyemMocCTb nony4yeHusi 1 2 TepMuHBI «10Ka3aTeJIbCTBO OT-
MPABJIECHUS» U «0KA3aTEIbCTBO MOJIyYe-

HUSI» TIPUHATH B JuTepaTtype. OmHako
HEOOXOAMMO MMETh B BUIY, UTO TEPMHUH
«I0KA3aTeTbCTBO» MOXET WHTEPIPETUPOBAThCI KaK B IOPUIMYECKOM CMEIC/E, TaK U B (DopMe MaTeMaTH4eCKOro
000CcHOBaHUS. B KOMITOHEHTaX 3TOTO KJTacca «10Ka3aTeJbcTBO» TIOHUMAETCS KaK «CBUIETEIILCTBO», T. €. ®BO memoHcT-
PUPYIOT HEOTKAa3yeMOCTh 0OMeHa WH(opMaIineii.

I'.1 Heorkasyemocts ornpasiennsi (FCO_NRO)

«HeoTkazyeMocTh OTIIpaBICHUS» OMpENesIeT TPeOOBAaHUS TIO TIPEAOCTABICHUIO TOIB30BATEISIM/CYObEeKTaM
CBHIETETbCTBA UICHTUYHOCTH OTIPABUTENI HEKOTOpOoi nHpopManmu. OTIIpaBUTEh HE CMOXKET OTPUIIATh (DAKT Tepe-
a4 MH(GOPMAIIMU, TIOCKOJIBKY CBUIETENBCTBO OTIpaBiIeHUs (HarpuMep, HuMbpoBas MOANMUCH) TOKA3bIBaeT CBS3b

Pucynok I'.1 — Jlekomno3uiusa kinacca «CBSI3b»
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MeXIy OTIpaBUTeNeM U TepeaaHHoil nHdopmanmeii. [ToyyaTenb UM TPeThs CTOPOHA MOXET MPOBEPUTH CBUIETEIb-
CTBO OTIIpaBieHUs. He cienyer momyckaTh BO3MOXHOCTH IOMAETKA 3TOTO CBUIETELCTBA.

3aMeuyaHUs IUTSI TTOJTB30BATENS

Ecnm nHbopMaIus win accolMUpOBaHHbBIE ¢ HEWl aTpUOYTHl KaKUM-JIN60 00pa3oM M3MEHSIOTCSI, TTOATBEPXKIE-
HME MPaBUJILHOCTU CBUAETEIBCTBA OTIPABICHUS MOXKET JaTh OTPULIATENBbHBINA pe3yibrar. [Toatomy aBropy I13/3b
caenyet npeaycMoTpeTh BkodeHue B [13/3b TpeboBanuii ienoctHocty n3 komnoHeHta FDP_UIT.1 «LlenocTHOCTD
TIepe1aBaeMbIX TAHHBIX».

HeoTka3yeMOCTh CBsi3aHa ¢ HECKOJIbKMMH PA3TUYHBIMU POJIIMU, BBHITIOJHSIEMBIMA OJTHUM WU HECKOJbKUMU
cyobekTamu. Bo-mepBbiX, 3TO CyOBEKT, KOTOPBIN 3ampalinBaeT CBUIETENbCTBO oTnpasiaeHus (Toibko B FCO_NRO.1
«M3buparenbHOe OKA3aTeNbCTBO OTIpPaBIeHUs»). Bo-BTOpBIX, — TMojy4yaTesib U/UIU Opyrue CyObeKThbl, KOTOPbIM
TIPEIOCTABIISIETCS CBUIETENILCTBO (Hampumep, HoTapuyc). M B-TpeTbuX, — CyObeKT, KOTOPBIii 3ampallBaeT Bepudu-
Kallio CBUIETENBCTBO OTIPABICHUS, HAIIpUMeEp TOJydaTe b WIN TPEThe JINIO, HAIpuMep apouTp.

Astopy [13/3b Heobxonumo crieliu@uIMpoBaTh YCIOBUS, BHIMOJHEHNE KOTOPBIX O0ECIeUYNBAET BOZMOXHOCTh
BepUOUIIMPOBATh TPABMIBHOCTb CBUAETENILCTBA. [IpMEpOM TaKOTO YCIOBUSI MOXET OBITh BO3MOXHOCTD BepU(MUKAIIUS
CBHUICTEIbCTBA B TeUEHUE CYTOK. DTH YCJIOBMS TO3BOJISIOT TakKe MPUCIIOCOOUTh HEOTKA3yeMOCTh K IOPUINYECKUM
TpeOOBaHMSAM, TaKUM, HalpuMep, KakK HaJlMdue BO3MOXKHOCTHM TIPEIOCTaBICHUS CBUAETEIbCTBA B TeYCHUE HECKOJIb-
KUX JIET.

B GombIIMHCTBE cilydaeB MACHTU(MUKATOP OTIpaBUTENs OyAeT COBIamaTh ¢ UACHTU(MUKATOPOM TOJb30BATENS,
KOTOPBIII MTHUIIMKUPOBAJ Tiepenady. B HekoTopsix ciydasix aBTop I13/3B MoxeT He moxenaTh 3KCIIOPTUPOBATH UIEHTH -
(dukarop monp3oBatessi. B aToM ciydae eMy HEOOXOAMMO MPUHSATH pPellleHre, HYXXHO JIM TIPUBJIeKaTh 3TOT KJIacC WA
K€ MCIOIb30BaTh NACHTU(UKATOP TIpoBaiiiepa YCIyT CBSI3U WU UACHTU(HUKATOP y3J1a CETH.

Astop I13/3b MoxeT ncrnoab30BaTh MOMEHT Tiepeayu MHGOPMALIMKU B IOTIOJTHEHUE K UIEHTU(HUKATOPY TTOJIb30-
BaTeNisl WUIM BMecTo Hero. Hampumep, 3ampochl OyayT pacCMOTPEHBI, €CIM OHM OBbIIM OTIPAaBICHBI A0 M3BECTHOTO
cpoka. B TakoM ciydae TpeGoBaHUSI MOTYT OBITh MPUCTIOCOOJIEHBI K MCITOJb30BAaHUIO METOK BpeMEHM (BPEMEHH OT-
TpaBJIeHUS).

FCO_NRO.1 N30upaTenbHoe A0KA3aTeJbCTBO OTHPABJICHHUS

Onepanuuu

HazHnaueHue

B FCO_NRO.1.1 aBropy I13/3B cuenyer yka3atb THmbI Cy0beKTOB MHGOpPMANMHA, IS KOTOPBHIX Tpedyercs
TPeIOCTABJICHAE CBUIETEIHCTBA OTIPABJICHASA, HANIPHMEP COOOMIEHHS 3JIEKTPOHHOM MOYTHI.

BubGop

B FCO_NRO.1.1 aBropy I13/3b cieayer cnemudumupoBaTh NmoJb30BaTENs/CYy0ObEKT, KOTOPBI MOXKET 3amMpo-
CHTh CBHJIETEJIbCTBO OTNPABJICHHUS.

HazHnaueHnue

B FCO_NRO.1.1 aBtopy I13/3B B cooTBeTCTBHM C BEIGOPOM cieayeT cnenupuoupoBaTh TPETHUX JIHI, KOTOPbIE
MOTYT 3aNPOCUTh CBHAETEILCTBO OTHpaBieHusA. TpeTbUM JIMIIOM MOXKET ObITh apOMTP, CYIAbsA HJIH IOPUINIECKHI OpPraH.

B FCO_NRO.1.2 astopy I13/3b ciaenyeT BHECTH B CIHCOK T€ aTPpHOYTbl, KOTOpPbIE JOJIKHBI OBITh CBSA3AHBI C
uHpopManueil, HANpUMep HACHTH(UKATOP OTIPABUTEJISA, BpeMs W MECTO OTNPABJIECHHS.

B FCO_NRO.1.2 asropy I13/3B cieayer BHeCTH B CNMCOK Te MH()OPMAIMOHHBIE MOJA, ATPHOYTHI KOTOPbHIX
00ecreYnBalOT CBHIETENLCTBO OTIPABJICHASA, HATIPAMEP TEKCT COOOIMIEHHUS.

BrubGop

B FCO_NRO.1.3 asropy I13/3b caeayer cnemuuuuapoBaTh NOJIb30BaTENsA/CyObEKT, KOTOPBI MOXKET Bepudu-
HUPOBATh CBHIETEILCTBO OTNPABJICHHUS.

HazHnaueHue

B FCO_NRO.1.3 aBropy I13/3b B cooTBeTCTBIM C BEIGOPOM cieayeT cnenuuoupoBaTh TPETHUX JIHI, KOTOPbIE
MoryT BepuuIEpOBaTh CBUAETEIbCTBO OTHPABJICHHUS.

B FCO_NRO.1.3 aBtopy I13/3b caenyet chpopMupoBaTh CIMCOK OrPAHHYEHHIA, IPA KOTOPBIX MOKET ObITh BEpH-
¢umupoBano cBuaeresbcTBO. Hanmpumep, cBHIETEIbCTBO MOXKET ObITh BepuGHUIMPOBAHO TOJHKO B Te4eHHE CYTOK. Jlo-
NMyCTUMO HA3HAYEHHE «HEeMeIJEHHO» WM «HeOTPAHUYEHHO».

FCO-NRO.2 IIpunyaurenbHoe A0Ka3aTeJbCTBO OTHPABJIEHHS

Onepanun

HaznauyeHnue

B FCO_NRO.2.1 aBropy I13/3b cnenyer yka3zaTh TUIBI CyObEKTOB MH(POPMAIIUU, IS KOTOPBIX TpeOyeTcs Tpe-
JIOCTaBJICHWE CBUACTEILCTBA OTIPABICHUS, HAIIPUMEpP COOOIICHUST 3JIeKTPOHHON ITOYTEHI.

B FCO_NRO.2.2 aBropy [13/3b cnenyer BHeCTH B CIIMCOK T€ aTpuUOYThI, KOTOPHIE JOJKHBI OBITH CBSI3AHBI C
MHbOpMaIMeit, HapuMep UACHTU(HUKATOP OTIPABUTENSI, BPEMSI M MECTO OTIPaBJICHUSI.
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B FCO_NRO.2.2 asropy [13/3b cnenyer BHecTH B CIUCOK Te MH(POPMALMOHHBIE TMOJIsI, aTPUOYThl KOTOPBIX
00ecreynBaloT CBUAETEIbCTBO OTIPABJIEHUSI, HAIPUMEP, TEKCT COOOIICHUSI.

Breb6op

B FCO_NRO.2.3 aBropy I13/3b crnenyet cnietimduiimpoBath 1Moab30BaTes/Cy0ObeKT, KOTOPbIi MOXET Bepudu-
LIMPOBATh CBUIIETETLCTBO OTIPABICHUS.

HasunaueHue

B FCO_NRO.2.3 aBropy I[13/3b B cOOTBETCTBMY C BBIOOPOM ClieyeT CrielMUIUPOBATh TPEThUX JIUL], KOTOPBIE
MOTYT BepU(DULIMPOBATH CBUAETEICTBO OTIPABICHUS. TPEeTbUM JIMIIOM MOXET ObITh apOUTP, CYAbs UJIU IOPUIUYECKUI
opraH.

B FCO_NRO.2.3 asropy I13/3b cineayer ccopmMupoBaTh CIIMCOK OTPAaHUYEHUI, TIPU KOTOPBIX MOXET OBITh
BepudUUIMPOBaHO CBUAETENLCTBO. Hanmpumep, CBUAETETBCTBO MOXET ObITh BEpUGMUIIMPOBAHO TOJBKO B TEUEHUE CYTOK.
HornyctumMo Ha3HaYeHHWE «HEMEMNJIEHHO» WJIM «HEOTPAaHUUYEHHO».

I'.2 Heorka3zyemocTts nonydenusi (FCO_NRR)

«HeoTkazyeMoCTb MojydeHUs1» OMpeaesisieT TpeOoBaHUs MO MPEAOCTaBICHUIO MOJIb30BATENSIM/CYObEKTAM CBU-
JIETEIbCTBA O TOM, YTO MH(OpMauus Obula MpUHsTa nonyyatesneM. [lonyyarenb HE CMOXET OTpULIATh (PakT npuema
nHbopMalMy, MOCKOJbKY CBUIETEIbCTBO MOJyYeHUs (Hampumep, UudpoBas MOAMUCH) AOKA3bIBAET CBSI3b MEXIY
aTpubyTtamu nojydatesst 1 uHGopMaimeid. OTIpaBUTENb WIM TPEThS CTOPOHA MOXKET MPOBEPUTH CBUIETEIBCTBO MOJTY-
yeHus. He cieayer gomnyckaTb BO3MOXHOCTb MOJIETKY 3TOTO CBUAETEIbCTBA.

3aMeuaHusl AJsl MOJIb30BATESI

Cnenyer MMeTh B BUJY, UTO MPENOCTABICHUE CBUAETENbCTBA MOJYyYeHUS] MHGOPMALIMU, 03HAYAET TOJIBKO, YTO
OHa JI0CTaBjeHa, a He TO, YTO UHbOopMauus 00s3aTeJIbHO MPOUYUTAHA WM TMOHSATA.

Ecnu nndopmanus uam accouuMupoBaHHbBIE ¢ HEl aTpuOyThl KaKMM-JTM00 00pa3soM M3MEHSIOTCS, TpoBEpKa
MPaBUWILHOCTY CBUETEIbCTBA TOJIyYEHUSI MOXET AaTh OTpuLiaTeNibHbIN pe3ynabraT. [loatomy aBropy [13/3b cnenyer
npeaycMotpeth BktoueHue B [13/3b tpeboBanuit nenoctHocty 3 KomnoHeHTa FDP_UIT.1 «llenocTHocTh nepena-
BaeMBbIX TAHHBIX».

HeotkasyeMocTh CBsI3aHa C HECKOJIbKMMU PA3TUYHBIMU POJIIMU, BBHITIOJIHSIEMBIMUA OTHUM WU HECKOJIbKUMU
cyobekTamu. Bo-mepBbiX, 3TO CyOBEKT, KOTOPBIN 3arpalivBaeT CBUaeTeabcTBO nonyueHus (tonbko B FCO NRR.1
«M3buparenbHOe 10Ka3aTENbCTBO MOJyYeHMs»). Bo-BTOpbIX, — moJryyaTenb U/WIK Apyrue CyObeKThbl, KOTOPBIM Tpe-
JIOCTAaBJISIETCSl CBUETENILCTBO (HArpumep, Hotapuyc). M B-TpeTbux, — CyObBeKT, KOTOPBIN 3ampalinBaeT Bepuduka-
LIUIO0 CBUAETENbCTBA TOJyUeHUsI, HAIIpUMep OTIIPAaBUTENIb WM TPEThsl CTOPOHA, HAapuUMep apouTp.

Astopy [13/3b Heobxonumo crieliuuIMpoBaTh YCIOBUs, BHIMOJHEHNE KOTOPBIX O0ECIeUYnBAET BOZMOXHOCTh
BepuGUIIMPOBATh MPABUIBLHOCTb CBUAETENIbCTBA. [IpMepoM TaKoro yCaoBUsI MOXET ObITh BO3MOXHOCTb BepuduKauumn
CBUJIETEJICTBA B TEUEHUE CYTOK. DTHU YCIOBUS TIO3BOJISIOT TakKXkKe MPUCIIOCOOUTh HEOTKAa3yeMOCTh K IOPUINYECKUM
TpeOOBaHMSIM, TAKUM, HAalIpUMep, KaK HaJIuuue BO3MOXHOCTHU MPENOCTABICHUS] CBUAETEIbCTBA B TEUEHWE HECKOJIb-
KUX JIET.

B OonbluMHCTBE ciayyaeB MAeHTUMUKATOP MosyyaTesss OyneT coBmagaTh ¢ WAEHTU(GUKATOPOM MOJb30BaTENS,
KOTOpBIi MpUHsI nepenavy. B HekoTopsix ciyyasx aBrop [13/3b MoxeT He moxesnaTh repeaaBaTh CBeeHUST 00 UACH-
TudUKaTope noyub3oBaresisi. B aTom ciyyae eMy HEOOXOAMMO TIPUHSThH pellieHre, HYXKHO JIM MPUBJIeKaTh 3TOT KJacc
WJIY X€ UCTI0JIb30BaTh UIEHTU(MUKATOP MpoBaiiepa yCIyr CBSI3U WX UIESHTU(DUKATOP y3j1a CETH.

Agstop [13/3b MoxeT ucrosb30BaTh MOMEHT TTOJTyYeHUS] MH(POPMALIMKU B JOTIOJTHEHUE K MACHTU(MUKATOPY MOTb30-
Bartessl WK BMecTo Hero. Hampumep, 3asiBKM O MpeioKeHUSIX OyIyT PAaCCMOTPEHBI, €CJIM MOCTYMUIU 10 YCTaHOBJICH-
Horo cpoka. Koraa npeajioxeHue orpaHMueHO U3BECTHBIM CPOKOM, 3aKa3bl OYIyT PACCMOTPEHbBI, ECJIM OHU MOJYyYEHbI
10 3TOTO cpoka. B Takom ciiyyae TpeOGOBaHMSI MOTYT OBITh MPUCTIOCOOJIEHBI K UCIIOJIb30BAHUIO METOK BPEeMEHHU (Bpeme-
HU TOJYYEHUSs).

FCO_NRR.1 U30npaTeabHoe 10KA3aTEILCTBO MOJYYEHHS

Onepanuu

HazHnauyeHue

B FCO_NRR.1.1 asropy I13/3B ciaexyer ykazath THIBI Cy0ObeKTOB WH(poOpMAmum, IS KOTOPHIX TpedyeTcs
TPeIOCTABJICHAE CBUIETELCTBA NMOJYIEHHS, HATIPUMEP COOOUIEHHS JJIEKTPOHHOI MOYTHI.

BubGop

B FCO_NRR.1.1 astopy I13/3b ciaenyer cnenuuuupoBaTh MoJb30BATENA/CY0bEKT, KOTOPBI MOXKET 3ampo-
CHTh CBHIETEJIbCTBO MOJYYEHHS.

HazHnaueHnue

B FCO_NRR.1.1 asropy I13/3B5 B cooTBeTCTBHH C BLIOOPOM CieAyeT cnemupuIupoBaTh TPETHHX JIHI, KOTOPbIE
MOTYT 3aNPOCUTh CBHAETEILCTBO NMOJyYeHns. TpeTbuM JMIOM MOXKET ObITh apOUTP, CyAbs WIH IOPHAMYECKHIA OpraH.

B FCO_NRR.1.2 asropy I13/3B cieayer BHECTH B CHHCOK Te aTPHOYTHI, KOTOPbIe JOJIZKHBI ObITh CBA3AHBI C
uH(popmanueid, Hanpumep UAEHTU(GUKATOP MOJIYYATENsI, BPEMS M MECTO MOJTyYeHHs.

B FCO_NRR.1.2 astopy I13/3b cieayer BHeCTH B CNHCOK Te WHGODMANHMOHHbIE NMOJA, ATPHOYTHI KOTOPbHIX
00ecreYnBalOT CBHIETENCTBO MOJYUeHHSA, HANIPUMEP TEKCT COOOMIECHHS.
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BrebGop

B FCO_NRR.1.3 asropy I13/3b cieayer cnenuuuupoBaTh nojib30BaTesA/cy0beKT, KOTOPBIi MOXKET Bepudu-
IHPOBATH CBUAETENbCTBO MOJTYYEHHS.

HazHnaueHnue

B FCO_NRR.1.3 asropy I13/3B B cooTBeTCTBHH C BLIOOPOM CieAyeT cnenupuIupoBaTh TPEThHX JIHI, KOTOPbIE
MOTYT BepH()MIUPOBATH CBUAETENbCTBO MOJTYyYEHHS.

B FCO_NRR.1.3 aBropy I13/3B cieayer copMupoBaTh CHHCOK OrpaHMYEHHiA, NPH KOTOPbIX MOKET ObITh BepH-
¢umupoBano cBuaeresbcTBo. Hanmpumep, cBHIETEIbCTBO MOXKET ObITh BepuGHUIMPOBAHO TOJLKO B Te4eHHe CYTOK. Jlo-
NMyCTHMO Ha3HAYEHHE «HEMENJIEHHO» W «HEOTPAHMYEHHO».

FCO-NRR.2 IlpunyaurenbHoe 10KA3aTENbCTBO MOJTYYeHHS

Onepanuu

HazHnauyeHue

B FCO_NRR.2.1 aBropy [13/3b cnenyer ykazaTh TUIIbI CyObeKTOB UH(POPMAIINK, IJIsI KOTOPBIX TpeOyeTcs Tpe-
JIOCTaBJIEHUE CBUAETENbCTBA TMOJYYeHUS, HATIPUMEP COOOIIECHUSI 3JTEKTPOHHOUN TOUTHI.

B FCO_NRR.2.2 aBropy I13/3b cienyer BHECTHM B CIUMCOK T€ aTpUOYThI, KOTOPbIE JOJIKHBI OBITh CBSI3aHBI C
nHdopmaneit, HaripuMep MASHTUGMUKATOP MOJydaTesnsl, BpeMsl U MECTO TOJIyYeHUsI.

B FCO_NRR.2.2 aBropy I13/3b cieayer BHecTHM B CMUCOK Te MH(POpPMAIMOHHBIE TMOJIsI, aTPUOYThl KOTOPBIX
00ecTneynBaOT CBUIETENBCTBO MOJyYEHUsI, HallpUMep, TEKCT COOOIIEHMSI.

BrebGop

B FCO_NRR.2.3 aBropy [13/3b cneayer crienimduinpoBath moib30BaTess/CyobeKT, KOTOPbIi MOXeT Bepudu-
LIMPOBATh CBUIIETETLCTBO MOJTYYSHUS.

HazHnaueHue

B FCO_NRR.2.3 asropy [13/3b B cooTBeTCTBMU C BEIOOPOM clieyeT crieuUIIMpoOBaTh TPEThUX JIMLI, KOTOPBIE
MOTYT BepU(ULUPOBATH CBUAETEICTBO MOJyUYeHUsI. TPETbUM JIMIIOM MOXET ObITh apOUTp, CYIbsl WU IOPUAUYECKUI
opraH.

B FCO_NRR.2.3 aBtopy [13/3b cneayer chopmupoBaTh CIIUCOK OTpaHUYEHUI, TIPU KOTOPBIX MOXKET OBITh
BepuUIIMPOBAHO CBUIETEILCTBO. Hampumep, CBUAETENHCTBO MOXKET ObITh BEPUMUILIMPOBAHO TOJIHKO B TEUEHNE CYTOK.
HornyctTumMo Ha3HayeHHWE «HEMEMNJIEHHO» WIM «HEOTPaHUUYEHHO».

NMPUJITOXEHUE ][]
(cripaBOYHOE)

Kpunrorpadguueckas nongepxka (FCS)

®BO MOTYT MCTOIB30BaTh KPUIITOTpaduuecKrue (PYHKIMOHATbHBIE BO3MOXHOCTHU UTSI COACUCTBMS TOCTHIXE-
HUIO HEKOTOPBIX, HauboJiee BaXXHBIX 1Ieeil 0e30MacHOCTH, K HUM OTHOCSTCS (HO MMU HE OTPaHUYMBAIOTCS) CIELy-
Iole Leu: MACHTUUKAIUSA W ayTeHTUMUKAINSI, HEOTKa3yeMOCTb, MOBEPEHHBIN MaplIpyT, JOBEPEHHBIM KaHal,
paznenenue naHHbix. Knacc FCS npumensitor, korna OO umeet Kpunrtorpadguieckue QyHKIMU, KOTOPbIE MOTYT ObITh
peayn30BaHbl anmapaTHbIMKM, TPOrPaMMHO-AIIapaTHBIMKU W/WJIA TTPOTPAMMHBIMU CPEICTBAMMU.

Knacc FCS cocrout u3 aByx cemeiicts: FCS_CKM «Ynpasnenue kpunrorpapuyeckumu kinodamu» 1 FCS_COP
«Kpunrorpaduueckue ornepauun». B cemeiictee FCS_CKM paccMoTpeHbl acreKThl yIpaBaeHUsT KPUTITOrpapuiecku-
MM Kiwoudamu, Torga kak B cemeiictee FCS _COP paccmorpeHo mpakTtuueckoe MpUMeEHEHHe 3TUX KpuITorpaduyec-
KUX KITIOYEH.

Hexomno3sunus kiaacca FCS Ha cocTaBisionie ero KOMIOHEHThl Moka3aHa Ha pucyHke [1.1.

[ns kaxmoro Meroja TeHepaluu KpuIl-
Torpapuueckux Kimoueit, peanusoBanHoro B OO,
aptopy [13/3b cneayeT mpuMeHUTb KOMITOHEHT
FCS_CKM.1.

s kaxkmoro MeTo/ia pacrpesiesieH st Kpur-
Torpapuueckux Kimoueit, peanusoBanHoro B OO0,

aropy I13/3b cnenyer mpuMeHUTb KOMIOHEHTHI ——
FCS_CKM.2. || x YnpaeneHue kpuntorpacuieckumm

Kno4vamu

KpunTtorpaduyeckas
nogaepxka

zl
JI1st Kaxkaoro MeToaa JOCTyIa K KpUIITorpa-
(nyeckum Kitouam, peanuzoBaHHoro B OO, aB-
topy I13/3b cnenyer mpuMeHUTb KOMIOHEHT 4
FCS_CKM.3. |

[ns kaxmoro Metona YHUUTOXEHUS] KPUII-
Torpadprueckux Kiwueil, peasuzosaHHoro B OO0, — FCS_COP Kpuntorpadmueckue onepawuu
aptopy [13/3b cneayeT mpuMeHUTb KOMITOHEHT
FCS_CKM 4.
st kaxnoit u3 kpunrorpaduueckux ornepa-

|

Pucynok /1.1 — Jdexommnosunus kiacca «Kpunrorpapuueckast
TOIEPXKKa»
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uuit, peannzoBaHHbIX B OO, Takux Kak HMdpoBas MOANKUCH, IM(POBaHNWE TaHHBIX, COTJIACOBaHUE KITIOUYE, X3IUPO-
BaHue U T. 1., aBTopy I[13/3b cnenyer mpumeHuts komnoneHt FCS_COP.1.

KpunTorpapuueckne (GyHKIMOHAIBHBIE BO3MOXHOCTH TPUMEHUMBI JJII TOCTVIKEHMS Iiejieil 6e30TacHOCTH,
crietmduimpoBaHHbiX B kinacce FCO, a takke B cemeiictBax FDP_DAU, FDP_SDI, FDP_UCT, FDP_UIT, FIA_SOS,
FIA_UAU. B cnyuae, korna kpuntorpadudeckre GpyHKIMOHATbHBIE BO3MOXHOCTH MCTOJIB3YIOT ISl JOCTUXEHUS 11e-
Jieit 6e30MaCHOCTH U3 JPYTUX KJIACCOB, 1IEJIU, TPeOyIolre MPUMEHEeHNS] KpUTITOTpauIecKux CpeCcTB, Crieluduimpy-
10T B OTAENbHBIX KOMITOHeHTax. Lleau knacca FSC cnemyet yuuThiBaTh, KOraa MOTPeOUTENN HYXKAAIOTCSI B KPUTITOTpa-
(rueckrx GyHKIMOHANTBHBIX BO3MOXHOCTSAX OO.

J.1 Yopasienue kpunrorpadpmnyeckumu kmovamu (FCS_CKM)

3aMeuaHusl AJs1 OJIb30BATES

Kpunrorpapuuecknumu KiitouaMu HEOOXOAMMO YIIPaBJIsATh Ha MPOTSKEHUN BCETO MX cyliecTBOBaHUsI. OCHOBHbI-
MM 3TallaMyu XU3HEHHOTO 1IMKJa KpUnTorpaduyeckKux Kitouei sBISIoTCS: TeHepalus, pacnpeaeieHue, BBOJ B ek -
CTBME, XpaHeHUE, AOCTYN (HAmpuMep, K pe3epBHOMY KOIMMPOBAHUIO, Mepenaye Ha XpaHEHUE, apXMBallMM M BOCCTa-
HOBJICHUIO) U YHUYTOXEHMUE.

006s13aTeIbHO MPUCYTCTBYIOT TPU CTAIMU: TeHepallus, XxpaHeHUe U YHUUTOXeHue. Hanuuue npyrux ctanuit 3aBu-
CUT OT TNPUHATOM cTpaTeruu ymnpasieHusl Kiwodamu. [Tockoabky OO He 00si3aTelbHO MCMOJIB3YIOT Ha BCEX 3Tarax
>KMU3HEHHOTO IIMKJIa KJII0Ueil, TO UM MOXKET BBITIOJHATHCS, HAIPUMED, TOJIbBKO TeHepalus WU YHUUYTOXEHUE KPUIITOT-
padUIeCKNX KITIOUEH.

Cemericteo FCS_CKM npenHazHauyeHO ISl TTOAAEPXKKM XU3HEHHOTO 1IMKJIA U MO3TOMY OIpeaesieT TpeboBa-
HMS K CHAEAYIOUIMM IEUCTBUAM C KpPUINTOrpaMuecKMMM KIIIOUaMu: TeHepalus, pacrnpeaeieHnue, T0CTYI K HUM U UX
YHUUYTOXEHHUE. DTO CeMEeNCTBO ClIeyeT UCIOIb30BaTh B CllydasiX, Korja UMeroTcsl QyHKIIMOHAIbHbIE TpeOOBaHUS YII-
paBlieHUs KpUnTorpaduyecKuMu KitoyaMH.

Ecnu B [13/3b Bkimouen kommnoHeHT cemerictBa FAU _GEN «I'eHepanusi JaHHBIX ayquTa 0€30MacHOCTU», TO
ayJIuTy CleoyeT MoABepraTb COObITHS, CBSI3aHHbIE C:

a) aTpubyTamMu 00beKTa, KOTOPblE MOTYT COAEPKaTh CBEJEHUS O MOJb30BaTEIe JAHHOTO KPUNTOrpaduyecKoro
KJII04a, poJid TI0JIb30BaTENs, KpUNTOrpauuecKux ornepalusix, B KOTOPbIX MCIOJAb3YeTCSl JTaHHBIM KpUII-
TorpadMuecKrii Kiou, uaeHTudUKaTope KPUINTorpauueckoro Kjiwya U ero cpoke JAecTBUS;

0) mapameTpamMu 00BEKTa, BKJIIOUYas 3HAYEHMS] KpUNTorpaduyeckoro Kitoyda (Kjiro4deil), 3a MCKJIIOYEHHEM JTIO0-
0011 YyBCTBUTENbHOW MH(MOPMALIMK, HAIPUMEP CEKPETHBIX WM MPUBATHBIX KPUNTOrpachUueCcKUX KIYeH.

[ns reHepaiuy Kpunrorpaduueckux Kiodeir 00bIYHO UCTIONB3YIOT ciiydyaiiHbie yncia. Torga BMecto FIA SOS.2
«I'enepanus cekperoB @BO» cienyeT ncnonb3obath KomnoHeHT FCS_ CKM.1. Komnonent FIA SOS.2 cnenyet npu-
MEHSIThb, KOT/Ia TeHepallusl CIydalHbIX YMCeN TPeOYeTCsl UISl UHBIX LeJei.

FCS_CKM.1 T'enepanus kpuntorpaduyecKux Kioyeii

3aMeuyaHus MO MPUMEHEHUIO IJIS1 TOJIb30BATENS

Kommnonent FCS_CKM.1 conepXut TpeGoBaHUs 1O OTNpeAeIeHUIO IJTMHbI KpUNTOrpaduuecKux KIodeil 1 me-
TO/Ia UX TeHEPalMM, YTO MOXET OBITh CIEJIaHO B COOTBETCTBUM C HEKOTOPBIMM MPUHSATHIMU cTaHaapTtaMu. Ero cienmyer
WCTIOJIb30BAaTh ISl OTIpEe/ICHUST JUIMHBI KpUTITOrpachuuecKux Kitouei 1 Merona (T. e. airoputMa) ux reHepauuu. s
OJIHOTO M TOTO X€ METO/Aa U HeCKOJbKMX 3HAYEHMH JJTMHBI KJIF0UYa 3TOT KOMIIOHEHT TpeOyeTcsl UCTI0Ib30BaTh TOJBKO
onuH pas. JnnHa Kiitoya MOXeT ObITh OHON W TOM Xe WM Pa3HOM /ISl pa3IMYHbIX CYIIHOCTEH, a TakKXe ObITh MO0
BXOJHBIM, JTMOO BBIXOJAHBIM 3HAUEHUEM aJIrOpUTMa.

Onepanuu

HasHnaueHue

B FCS_CKM.1.1 astopy I13/3B cienyer ompeneanTtb, KAKOil aJrOPUTM reHePANdA KPUNTOrpadmIecKux K-
geii OyaeT MCoJIb30BaATHCA.

B FCS_CKM.1.1 astopy I13/3b caexyer omnpeaeamuTth, KaKoil JJIHHBI KpunTorpadmyecKne Kiounm OyayT HC-
noJb30BaThcda. Clienyer, 4To0BI JJIMHA KJIH0Ya COOTBETCTBOBAJIA BHIOPAHHOMY AJTOPUTMY W NMPEANOJIATaeMOMY NPUMEHe-
HHUIO KJII0Ya.

B FCS_CKM.1.1 asropy I13/3B cieayer ompeneidTh CTAHAAPT, KOTOPBI YCTAHABJIMBAET METOJ TeHEPANNH
Kpunrorpaguyeckux Kimovei. IIpn 3T0M MOXKHO KaK CChUIATBCSA, TAK H HE CCLIATHCA HA OJMH HJIM HECKOJBLKO OMy0JIm-
KOBAHHBIX CTAHJAPTOB, HANIPUMEP HA MEKIYHAPOAHBIE, TOCYIaPCTBEHHbIE, OTPACEBbIE WM CTAHAAPTHI NMPEATNPHATHA.

FCS_CKM.2 Pacnpeaenienne Kpunrorpaguyeckux Kimouei

3aMmeuyaHus 1O MPUMEHEHUIO [IJIS1 TOJIb30BATENS

Komnonent FCS_CKM.2 copepXuT TpeboBaHUE OIpeAesieHUsT METO/Aa paclipele/ieHUs] KIoueil, KOTOpbIi
MOXET COOTBETCTBOBAaTb HEKOTOPOMY TMPUHSTOMY CTaHAApTY.

Onepanuuu

HasHaueHue

B FCS_CKM.2.1 aeropy I13/3b caexyer onpeneauTb, KAKOW METOI MCHOJb3yeTCA IS pacnpeneeHnss KpHII-
TorpaduyecKux Kiouei.
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B FCS_CKM.2.1 astopy I13/3B cieayer ompemeiadTs CTAHIAPT, KOTOPbIi YCTAHABIMBAET METOJ pacmpeseie-
HUA KpunrTorpaduyeckux Kmwoyei. IIpm 3ToM MOXKHO KaK CChLIAThCS, TaK M HE CChUIATHCA HA OJAMH WJIH HECKOJBKO
ONyOQJMKOBAHHBIX CTAHAAPTOB, HANMPHUMEP HA MEXKIYHAPOIHbIE, TOCYAAPCTBEHHbIE, OTPACJIEBbIE WM CTAHIAPTHI MpeJ-
NpUATHA.

FCS_CKM.3 Jloctyn K KpuntorpapuyeckKum KI04yam

3aMeuyaHus MO MPUMEHEHUIO IJIS1 TOJIb30BATENS

Kommnonent FCS_CKM.3 comepxut TpeboBaHMe OIpeAesieH!s] METoa A0CTyNa K KpUNTOrpapuyecKuM KITo-
yaM, KOTODPBIi MOXET COOTBETCTBOBATh HEKOTOPOMY IMPUHSITOMY CTaHIAPTY.

Onepanuu

HazHnauyeHue

B FCS_CKM.3.1 asropy I13/3B cieayer omnpeaejuTh MCHOJb3yeMbIii THN JAOCTYNAa K KpunrTorpaduyecKum
kiaoyam. [Ipumepamn onepanuii ¢ KpunrorpaduuecKMMH KJIIOYaMH, K KOTOPBIM NPEAOCTABASETCS NOCTYH, SBISAIOTCS (HO
He OrpaHNYMBAIOTCA MMH): pe3epBHOE KONMPOBaHHE, APXMBUPOBAHNE, NEpeAaya HA XpaHEeHHEe U BOCCTAHOBJIEHHE.

B FCS_CKM.3.1 astopy I13/3B cienyer onpeaennTh, KAKOi METO/ OYAET HCHOJb30BATHCSA JJIA JOCTYNA KPHII-
TorpagyecKuM KIo4am.

B FCS_CKM.3.1 astopy II3/3B cienyer omnpeneauTh CTAHAAPT, B KOTOPOM ONHCAH MCHOJb3YEMBIi METO
Jnoctyna K Kpunrorpaguyecknm kiaoyam. Ilpum 3T0M MOXKHO KaK CChUIATHCA, TAK M HE CCLIATHCS HA OJUH WJIH HECKOJIb-
KO ONyOJMKOBAHHBIX CTAHAAPTOB, HAMPUMEP HA MEXKIYHAPOIHbIE, TOCYIAPCTBEHHbIE, OTPACJIEBbIE MM CTAHAAPTHI Mpei-
NpUATHA.

FCS_CKM.4 YHuuToxeHue KpuntorpaduyecKux Kioyei

3aMmeuyaHus MO MPUMEHEHUIO IJIS1 TOJIb30BaTENS

Kommonent FCS_CKM .4 copepxuT TpeboBaHME ONpeaeieHUs MeTO/Ia YHUUTOXEHWsI KPUTITOrpapuyecKux Kio-
yel, KOTOPbIi MOXET COOTBETCTBOBATb HEKOTOPOMY TNPUHSTOMY CTaHIApTY.

Onepanuuu

HazHnaueHue

B FCS_CKM.4.1 asropy I13/3B cieayer ompeneiuTb, KaKOil METOH OyIeT MCHOJb30BAH i YHHYTOKEHHS
KpunrorpaguyecKux Kiloyei.

B FCS_CKM.4.1 asropy I13/3b caenyer ompeneidTh CTAaHIAPT, KOTOPbI YCTAHABJIMBAET METOM JHKBHIANH
Kpunrorpaguyeckux Kimovei. IIpn 3ToM MOKHO KaK CChUIATBCSA, TAK H HE CChLIATHCA HA OJMH HJIM HECKOJBLKO OMy0Jm-
KOBAHHBIX CTaHAAPTOB, HANMPUMEP HA MEXKAYHAPOJHbIE, TOCYAAPCTBEHHbIE, OTPACJIEBbIE WM CTAHIAPTHI MPENPUSTHS.

1.2 Kpuntorpaduueckue onepanun (FCS_COP)

3ameuaHus ISl TIOJIb30BaTEIsI

Y kpunrorpaduyeckoit ornepauru MOTYT ObITh OWMH WIM HECKOJIbKO KPUIITOTpapuIecKuX pexkuMOB OrepaluH,
acCOIMMPOBAHHBIX ¢ Hell. B aTom citydae ero (Mx) HeOOXOAMMO OTpeaeuThb. [IpuMepamMu Kpuntorpad@uuecKux pexu-
MOB OTIEpallnil SIBISIOTCS ClieTieHre OJIOKOB 3alnpoOBaHHOTO TEKCTa, OCYIIECTBICHUE 0OpAaTHOI CBSI3U IO BBIXOIY,
MPUMEHEHUE BJIEKTPOHHON KHWTU KOJOB U OCYIIECTBICHWE OOpaTHOM CBA3M MO 3alin(ppOBaHHOMY TEKCTY.

Kpunrorpaguyeckue onepaiiuy MOTYT UCTIOIb30BATHCS IS MOAAEPXKKHU OTHON MM HECKOJIBbKUX (DYHKIIMIA Oe30-
nacHoctu OO. MoxeT BO3HUKHYTh HeoOxoauMocThb B utepauusix komnoHeHra FCS_COP B 3aBucumocTtu ort:

a) MPUKJIaJHOM MpOrpaMMbl TOJIb30BATENsI, JJIsI KOTOPOW MoHanoOuaach naHHasi (yHKIIUS;

6) MpUMEHEHUST PA3IMYHBIX KPUTITOrpaMUeCKUX aJITOPUTMOB U/WIIM JJIMHBI KPUTITOTpahUIECKUX KITIOUCH;

B) TUIIa WJIW YYBCTBUTEIBHOCTU 0OpabaThIBAeMbIX JAaHHBIX.

Ecnu B 113/3b Bxitouen kommoHeHT cemeiictBa FAU/GEN «['eHepaiivsi gaHHBIX ayauTa 0€30MacHOCTH», TO
ayINUTy CJIeyeT MoABepraTh COOBITHS, CBSA3aHHbBIE C:

T) TUIIAaMU KPUTITOTPaUISCKUX OTepalii, K KOTOPBIM MOTYT OTHOCUTBLCSI TeHepauus W/Wiu BepubUKaIUs
IMGPOBBIX TOAMKCEN, TeHepalMsl KPUIITOTpahUUeCKIMX KOHTPOIBHBIX CYMM JUISI O0eCTICUeHMS 1eIOCTHOCTH /WK
BepudUKAIMM KOHTPOJIBHBIX CYyMM, X3ILIMPOBaHME (BBIYMCICHUE X3II-00pa3a coollieHus), 3amncdpoBaHue U/WIN
pacinndpoBaHue JaHHBIX, 3allM(GPOBaHNE W/WIK paciiMdpoBaHre KpUNTOrpad®ruecKX KITIoUel; corlacoBaHe KPUII-
TorpadUUeCKNX KIIOUel 1 TeHepalus CyJaiiHbIX YUCEe;

1) aTpuOyTaMu CyObeKTa, KOTOpPbIe MOTYT BKJIIOYAaThb B ceOs KaK pOJIM CYOBEKTOB, TaK M IMOJb30BaTelei,
aCCOIMHUPOBAHHBIX C 3TUMM CyOBEKTaMU;

€) aTpubyTaMu 00beKTa, KOTOPbIe MOTYT BKJIIOUaTh B ce0sI CBEIEHMS O IMOJIB30BATENISIX KPUIITOTPAUIECKOTO
KJII0Ya, POJIU TTOJIB30BaTeN s, KpUNITOTpaIecKOM ONepamu, i KOTOPOM MCTIONb3yeTCsa MaHHBIM K04, UIECHTH-
(ukarope kKpunTorpa@uIeckoro Kioda U cpoke ero AeCTBUS.

FCS_COP.1 Kpunrorpadpuyeckue onepanuu

3aMevaHus Mo MPUMEHEHUIO IS T0Jb30BaTest

B aTOM KOMIIOHEHTE comepxkarcs TpeOOBaHUST yKasaHUs KPUNTOrpadUUeCKUX aJrOpUTMOB U JUIMHBI KITIOYEi,
WCIIOJIb3YEMBIX TIPY  BBITTOJIHEHUW OTIPEACNIIeMbIX  KPUIITOTpachUUECKUX OIepaluii 1 OCHOBAaHHBIX Ha HEKOTOPOM
MIPUHSTOM CTaHOapTe.

Onepanuu

103



I'OCT P ICO/MOBK 15408-2—2002

HasunaueHue

B FCS_COP.1.1 astopy I13/3B cieayer onpeneauth BoINMOHsAeMbIe KpunTorpagudeckue onepanun. TunaaHb-
MH KpunTorpadMuecKuMH ONepanusMi SBJISIOTCA TeHepanus u/wim BepuduKanus mH(POBBIX NMOANKACEi, reHepanus
KpunTorpagmyecKuXx KOHTPOJBHBIX CyMM ISl 00ecredeHdsl HeJOCTHOCTH H/Win BepnHUKANMA KOHTPOJIBHBIX CYMM,
0e3omacHoe X3MMpPOBaHWE (BHIYACIEHHE XIMI-00pa3a coodmenns), 3ammbpoBanne W/Wim pacm@poBaHHe NAHHBIX,
3ammdposanne u/mwm pacmmdppoBanne KpunTorpaduIecKux KIOUYeil, COrTACOBAHHE KPUNTOrpad)uuecKnx Kioueil u
reHepanus ciaydaiinpix yucen. Kpunrorpaduueckne onepamun MOTryT BBIOJHATHCS C JAHHBIMHA KaK NOJb30BATENS, TAK
u ®BO.

B FCS_COP.1.1 asropy I13/3B ciaexyer onpenennTs, Kakoii KpunTorpagpuaecKuii aropuT™ GyAeT MCHoJb30-
Ban. O0obraHO mpuMensioT aaroputMbl THna DES, RSA, IDEA, Ho MOTyT HCHIOJIB30BATBCSA M IPYTHE.

B FCS_COP.1.1 asropy I13/3B caenyer onpeaeanTtsb, KaKoii JJMHBI KPUATOTPA(QHIECKHE KITIOYA OYIYT HCHOJb-
30BaThcA. Heo0xoaumMo, 9T00BI JJIMHA KJTI0YA COOTBETCTBOBAJIA BHIOPAHHOMY AJITOPATMY M MPEANOJIATaeMOMY NpUMEHe-
HUI0 KJTI0YA.

B FCS_COP.1.1 aBropy I13/3B ciaenyer cnenuuiMpoBaTh CTAHAAPT, B COOTBETCTBHH C KOTOPHIM BbINOJIHAIOT-
ca unenTudunupoBannbie Kpunrorpadmyeckue onepamun. [Ipu 3TOM MOXKHO KaK CChUIATBCHA, TAK W HE CCHUIATHCA HA
OJMH WIH HECKOJbKO OMyOJIMKOBAHHBIX CTAHIAPTOB, HANMPAMED HA MEKIYHAPOIHbIE, TOCYIAPCTBEHHBIE, OTPACJEBbIE
WM CTAHAAPTHI NPEANPUSTHS.

IMPUJTOXEHUE E
(cripaBOYHOE)

3amuTa gaHHbIX nojab3osatens (FDP)

Knacc FDP comepxur cemeiicTBa, onpeaensonie TpedboBanms K GyHKuuaM 6e3onacHoct OO U MOJIUTUKAM
dyukuuii 6ezonacHoct OO, CBSI3aHHBIM C 3alIMTON JaHHBIX TMOJb30BaTessa. DTOT Kiacc ornuvaercs ot FIA u FPT
TE€M, YTO OIpenessseT KOMIOHEHTHI AJIs1 3alllMThl JaHHBIX Mojib3oBaTes, Torna Kak FIA ompeaenseT KOMIOHEHTHI
JUTSL 3alIUTBI aTpUOYTOB, aCCOLIMMPOBAHHBIX ¢ TTosb3oBateiaeM, a FPT — i sammutel nHGopMaunu ®BO.

DTOT KJIacC He COAEPKUT SIBHOTO TpeOOBaHUS «MaHAATHOTO yrpaBieHus noctyrnoM» (Mandatory Access Controls
— MAC) win TpagulIMOHHOTO «IMCKpPELMOHHOTO yrnpaBieHus: goctynom» (Discretionary Access Controls — DAC);
TeM He MeHee Takue TpeOOBaHUs MOTYT OBbITh BBIPAKEHBI C MCIOJIb30BAHWEM KOMIIOHEHTOB 3TOTO Kjlacca.

Knacc FDP ne xacaercs sBHO KOH(PUIECHIMATLHOCTH, LIETOCTHOCTH WJIM JOCTYITHOCTH, Yallle BCETO COUYeTalio-
muxcs B nojautuke u mexaHusmax. Tem He meHee B [13/3b monutuky 6e3onacHoct OO HEOOXOIUMO aaeKBaTHO
pacrpoCTpaHUTh HAa 3TU TPU LIEJIH.

3aKkJII0YMTEIbHBIM aCleKTOM 3TOTO Kjacca SIBJISIETCS TO, YTO OH CHelu(UIMpyeT yrpaBieHHe AOCTYIIOM B
TEPMUHAX «omepanuii». «Onepaius» onpenesieTcs: Kak crieliuuueckuii TUI A0CTyTa K KOHKPETHOMY 00bekTy. B 3aBu-
CUMOCTH OT YpOBHS abcTpakuuu onucaHusi aBropoM [13/3b aTux onepaiinii, OHM MOTYT OTIPEAETATHCS KaK «UTEHUE»
W/WJN «3alUCh» WM KakK 0oJiee CJIIOXHBIE orepalu, HalmpuMep «00OHOBJIEHUE 0a3bl JaHHBIX».

[MonuTrKy yripaBaeHUsT JOCTYIIOM OIPEAEISIOT JOCTYIT K XpaHWINIaM WHopMaluu. ATpuOyThI TIpeACTaBICHbI
aTpubytamu Mecta xpaHeHus. Kak Toysbko mHGboOpMalusl cYWTaHa U3 XpaHWJMWILA, JIMII0, UMEIOIee JTOCTYI K HeW,
MOXET OECKOHTPOJBHO MCIOJb30BaTh 3Ty MHGMOPMAIINIO, BKJIIOYAs €€ 3aliCh B Pa3jIMYHbE XpaHUJIUIIA C APYTUMU
atpubytamMu. HammpoTuB, MOMUTHKK yIIpaBIeHUsT THPOPMAIMOHHBIMY TTOTOKAMU KOHTPOJIUPYIOT TOCTYN K WH(pOpMa-
1IMU, HE3aBUCUMO OT MeCTa €€ XpaHeHUsl. ATpUOYThl MHGOPMALIMK, KOTOPbIE MOTYT OBITh (MJIM HE OBITh, KaK B clydyae
MHOTOYPOBHEBBIX 0a3 JaHHBIX) aCCOLMMPOBAHBI ¢ aTpUOyTaMM MeCTa XpaHEHMs, OCTalOTCsl ¢ MHGpOpPMaLIMel Mpu ee
nepemMelneHnu. I[lomyyartenp gocrtyma K MHGOpPMAlLMM HE UMEET BO3MOXHOCTU U3MEHSTH €€ aTpuOyThl 0e3 SIBHOTO
paspeluieHus.

Knacc FDP He paccmarpuBaeTcsl Kak IMOJHAs TAKCOHOMUSI TIOJIUTUK yrpasiaeHus: poctyrnoM WMT, mockonbKy
MOTYT OBITh MpeiokeHbl nHble. CloJa BKIIIOUEHBI T€ MOJUTUKHU, UISI KOTOPBIX crielndukaius TpeboBaHN OCHOBaHa
Ha HaKOIJIEHHOM OIIbITE NMPUMEHEHHUS CYIIEeCTBYIOIIMX cucTeM. Bo3MOXHBI 1 apyrue ¢opMbl IOCTyMa, KOTOPblE He
VUTEHBI B UMEIONIUXCS (OPMYTUPOBKAX.

Tak, MOXXHO TIpeICTaBUTh ceOe 3a1auyy UMETh CIOCOOBI ypaBieHUs] MHGOPMAIIMOHHBIM ITOTOKOM, OTIpenessie-
MbI€ TI0JIb30BaTeIeM (HarpuMep, peaansylollre aBTOMaTU3MPOBaHHYO 00paboTKy nHbopMmanuu «He st moctopoH-
HUX»). [TogoOHbIe TOHSITUSA MOTJIA OBl OBITH YUTEHBI MYyTEM YTOYHEHUS UM PaCIIMPEeHUs] KOMITOHEHTOB Kiacca FDP.
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Haxkonen, nmpu paccMoTpeHMU KoMIOHEeHTOB kjiacca FDP BaxkHO MOMHUTB, 4TO 3TM KOMIIOHEHTHI comepxkaT
TpeboBaHus il (PYHKIUI, KOTOPble MOTYT OBITh peajn30BaHbl MEXaHW3MaMHU, KOTOpbIE CIIy>XKaT WU MOTJU Obl
CIIYXXUTb W IIJIs1 ApYTUX Liesei. Hanmpumep, Bo3aMoxxHO hopmupoBaHue monuTuku yrpasieHus goctynom (FDP_ACC),
kotopas ucrnojs3yeT MmeTku (FDP_IFF.1) kak ocHOBy misi MexaHW3Ma yrpaBieHUs] AOCTYIIOM.

IMonuTuka 6e3omacHocT OO MOXET COMEepKaTh HECKOJIBKO MOMUTUK GyHKUMi 6e3onacHocTr (ITDB), kaxnas
13 KOTOPBIX OyIeT uaeHTU(GUIIMPOBaHA KOMIIOHEHTaMU IBYX OPUEHTUPOBaHHBIX Ha onuTuku cemeiicts8 FDP_ACC u
FDP_IFC. Btv nmonutuku OynyT, Kak MpaBUIO, YYUTHIBATh aCMeKThl KOH(PUACHIIMATbHOCTH, 1IEJIOCTHOCTU U JOCTYII-
HOCTM TaK, KaK 3TO MmoTpeOyeTcsd mis ymoBiaeTBopeHUs TpeboBanmii Kk OO. CremyeT moOeCIOKOMTHLCS, YTOOBI Ha
KaXIblii 00BbEKT 0053aTeIbHO PacIIpoCTpaHsIach 1Mo MeHbleit Mepe ogHa [TIMB 1 4TOGHI MpU peanu3aiyu pa3auIHbIX
I[1®OB He Bo3HMKAIN KOH(IUKTEI.

Hexommnosuius kinacca FDP Ha coctaBisiiolne ero KOMIOHEHTHI TipuBeneHa Ha pucyHkax E.1 u E.2.

38UJ,I/ITa OaHHbIX NONb3oBaTens

|| FDP_ACC lMonuTtuka ynpaeneHusa goc- 1 2
Tyrom
|| FDP_ACF ®yHkuun ynpasneHus goc- 1
Tynom
— FDP_DAU AyTeHTudukauma gaHHbIX 1 2
1
|| FDP_ETC 3kcnopT gaHHbIX 3a npeaensl
nevctena ®BO
2
|| FDP_IFC Monutuka ynpaeneHnsa nHgop- 1 2
MaLUMOHHBLIMU NOTOKaMKU
1 2
|| FDP_IFF ®yHkuun ynpaenenus uHdop- 3 4 5
MaLUMOHHBIMU NOTOKaMM1
6

Pucynok E.1 — Jlexommo3uius Kiacca «3ammuTa JaHHBIX ITOJIb30BaTEISI»

Bo Bpems paspabotku [13/3b ¢ ncnonb3oBaHueM KOMITIOHeHTOB Kiiacca FDP mpu ux mpocmoTpe 1 BbIOOpE
HEOOXOAMMO PYKOBOJACTBOBATHCS CIIECAYIOIIUM.

TpeboBanus kinacca FDP onpenenensl B TepmMuHax GyHkiuii 6e3omacHoct (PB), kKotoprie peanusyior [TOB.
IMockonbky OO MoXeT OMHOBpeMEHHO clieoBaTh HeckonbkuM I1DB, aBTopy I13/3b Heo6XxoauMO maTh KaXkmoul U3
[T®B HaszBaHMe, HA KOTOPOE MOXHO CChIIATHCS B IPYTMX ceMeicTBaX. DTO Ha3BaHME OyIeT 3aTeM MCIOJb30BaThCs B
KaXJIOM KOMIIOHEHTEe, BHIOPAHHOM JUISl OTIpeJiesIeHUs] YacTu TpeOOBaHMIA IS COOTBETCTBYOIIEH (BYHKIIMU. DTO TO-
3BOJISIET aBTOPY JIETKO yKa3aThb O0JIACTh JEMCTBUSI, HAIpUMEP OXBaTbIBaeMble OOBEKTHI U OIepalvu, YIOJTHOMOYEH-
HbIE TIOJIb30BATENN U T. II.

Kaxk mpaBuiio, Kaxaoe oTobpaxkeHre KOMIIOHEHTa MOXET UCIIOIb30BaThCsT TONBKO i ogHou [TDB. TTostomy,
ec [TOB crienmdumpoBaHa B KOMITIOHEHTE, TO OHa Oy/eT MpUMeHeHa BO BCEX 3JIEMEHTaX 3TOr0 KOMITOHEHTa. DTH
KOMITOHEHTbI MOTYT oTtoOpaxarbesi B [13/3b HeckonbKo pa3, eciiv XeJaTelbHO yYeCTb HECKOJbKO TMOJUTHUK.

Kiroyom K BbIOOPY KOMITOHEHTOB M3 3TOTO CEMEMCTBA SIBJISIETCS HAJIMUME TTOJTHOCTBIO OTpeeSIeHHON TTOTUTH -
ku 6e3zonacHoctu OO0, obecnieurBatouieil MpaBuibHbIN BEIOOP KoMnoHeHTOB U3 cemeiictB FDP_ACC u FDP_IFC. B
FDP_ACC u FDP_IFC npucBauBatoT uMsi COOTBETCTBEHHO KaX1O¥ MOJUTHUKE YIPaBIeHUs TOCTYIIOM WK MH(popma-
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LIMOHHBIMM NoTOKamMu. Kpowme Toro, 3T
3awuTa AaHHbIX NONb3oBaTens KOMITOHEHTBI OINpPEIeSTIOT CYyOBheKTHI,
00BEKTHI M OTepaluu, BXOAsIIne B 00-
1 JIacTh IEMCTBUSI COOTBETCTBYIOIIECH (DyH-
Kuuu Oe3omacHoctu. [lpeamnonaraercs,
FDP_ITC MMNopT AaHHbIX 13-3a Npeaenos 4TO MMEHA STUX MOMUTUK GYIyT MCTIONb-

- neiictaus B0 30BaThCsI TIOBCEMECTHO B TeX (hyHKIIMO-
HaJIbHBIX KOMITOHEHTaX, KOTOpbIe MMe-
2 10T OTIepallIo 3aMpallnBalolly0 Ha3Ha-
yeHue win Beioop <«I1DB ynpasmeHust
noctynom» u/unn «I1®B yrnpapneHus
1 2 nHdopMaMOHHBIMU TIOTOKamMu». [1pa-
BWJIa, KOTOpbIE OTpeAesiioT (hyHKIIMO-
HaJIbHbIE BO3MOXHOCTU MMEHOBAHHBIX
] FDP_ITT Mepenaqa & npeaenax OO OB ynpaBaeHus AOCTYIIOM WJIA WH-
(opMallMOHHBIMM TTIOTOKaMU, OyIyT yC-
3 4 taHoBjeHbl B cemeiictBax FDP_ACF u
FDP_IFF cooTrBeTcTBeHHO.

Hwxe npuBeneHa pekoMeHyeMast
— FDP_RIP 3awuta octatouHon uHgopmaLum 1 2 MOoCI€aA0BATCIIbHOCTD IIPUMECHCHUSA 3TO-
_ ro kjacca npu nocrpoenuu [13/3B, nis
Yero HeoOXOAMMO WIAEHTUMUIIMPOBATH
cienyloliee.

a) OcyliecTBasieMble TTOJIUTUKH,
npuMeHuB cemeiictea FDP_ACC u
FDP_IFC. OTu cemeiicTBa onpenensior
— FDP_SDI LlenocTHOCTb XpaHUMbIX AaHHbIX 1 2 0671aCTh IeHCTBUSA KaXIoil TOIUTHKY,
YpPOBEHb JAeTalu3alluyd yNpaBieHUS U
MOTYT WIEHTU(UIIMPOBATh HEKOTOPbIE
MpaBuia ClIe10BaHUs TTOJTUTHUKE.

6) TpeOyemble  KOMITIOHEHTHI,
MOCJie Yero BHIMOJIHUTD BCE MPUMEHSIe-
1 MbI€ OTiepalii B KOMIIOHEHTaX, OTHO-
csmxes K nonutukam. Onepainmu Ha-
FDP_UIT 3awmTta uenocTHOCTH AaHHbIX 3HAYEHUS MOTYT BBINIOJHATBCI KakK B
nonb3oBarens Npu nepegade mexay PO 00001IeHHOM BUe (HaAlpumep, «BCe
(daiinbl»), TaK U KOHKpETHO («daitabl
2 3 «A», «B» 11 T. 1.) B 3aBUCUMOCTH OT YPOB-
HS IeTau3aluu.

Pucynok E.2 — JlekoMno3uiius kiacca «3aiiuTa JaHHBIX MOJIb30BaTe s> B) Bce mpuMeHsieMble KOMIMOHEH-

(TpooskKeHue) ThI, OTHOCSIIMECS K GYHKIUSIM, U3 Ce-
meiictB FDP_ACF u FDP_IFF, cBsizanHbie ¢ nMeHOBaHHBIMU TTofuTKamu u3 cemeiictB FDP_ACC u FDP_IFC.
BoImonHuTh onepanyu, 4ToObl TOJyYUTh KOMITIOHEHTHI, OTpeAesaIole TpaBuiia 3Tux noJuTtuk. Cienyer oTpasuTh B
KOMITOHEHTaxX TpeOOBaHUS K BbIOpAaHHBIM (DYHKILMSIM, KaK MOJHOCThIO C(HOPMYIMPOBaHHbBIE, TaK U Tpe/aroiaraeMblie
(kotopeie OyayT 3aBepiieHbl B 3B).

r) Tex, komy OyzeT npegocTaBieHa BO3MOXHOCTD YIIpaBieHUsT aTpuOyTaMu (yHKIIMI O€30MacHOCTH U UX U3Me-
HEeHUS, HallpMMep TOJIbKO aIMUHUCTPATOpPy 0€30MacHOCTH, TOJbKO BIANEblly 00beKTa U T. A., ITOCJE Yero BeIOpaTh
COOTBETCTBYIOIIIME KOMIMOHEHTHI U3 Ki1acca FMT «YrpapieHue 6€301macHOCTbIO» M BBITIOJIHUTH B HUX OTepaluu. 31ech
MOTYT OBbITh TIOJIE3HBI YTOUHEHUS U1l UAEHTU(DUKALUY HENOCTAIOIINX CBOMCTB, HAIPUMEP HEKOTOPbIE WM BCE U3ME-
HEHUS HEOOXOAMMO BBITIOJHSTh TOJIBKO C MCMOJb30BAaHMEM JOBEPEHHOTO MapllipyTa.

1) Bce mopxonsiue koMnoHeHTH Kiacca FMT, HeoOxonumble as crieliuKaliud HavyaadbHbIX 3HAYEHUH HO-
BBIX O0OBEKTOB U CYyOBEKTOB.

e) Bce xomnonentsl cemeiictBa FDP_ROL, nmpuMeHsiemblie a0 oTKaTta K MPeaLIECTBYIOIIEMY COCTOSIHUIO.

k) Bce TpeboBaHus u3 cemeiictea FDP_RIP, npumeHsieMmble s 3alliMThl OCTaTOYHON MHGOPMaLINK.

n) Bce komnonentsl 3 cemeiicts FDP_ITC u FDP_ETC, ucnonb3yemble Ipu UMIIOPTE WK IKCIIOPTE JAaH-
HBIX, YKa3aB, KaK CJIeAyeT oOpalllaThCsl IIPH 3TOM C aTpuOyTamMu Oe30MacHOCTH.

K) Bce mcnonb3yeMble KOMIOHEHTHI, OTHOCsSIIMECS K BHyTpeHHUM nepenayam OO, uz cemeiictea FDP_ITT.

1) TpeGoBaHMS 3alUTHI LIEJIOCTHOCTU XpaHUMoit nHpopmauuu u3z FDP_SDI.

M) Bce mpuMeHsieMble KOMITOHEHTHI, OTHOCSIIMECS K Tiepeaade qaHHbIx Mexay PBO, us cemeiicts FDP_UCT
nnu FDP_UIT.

E.1 Iloautuka ynpasiaenus aocrynom (FDP_ACC)

— FDP_ROL Ortkart 1 2

FDP_UCT 3awuTta KoHbuaeHUMansHOCTU OaHHbIX 1
nonsb3oBatens npu nepegaye mexay 60O
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B ocnoBy cemeiictBa FDP_ACC mnonoxeHa KOHIIETLMS TPOM3BOJIbHOTO YITpaBIeHUST B3aUMOIeCTBUEM CYyObeK-
TOB M 00BEKTOB. O0MacTh M 1eIb YIPABJICHUS OMPENENSIOTCS aTpuOyTaMuy TojydaTessi TpaB JocTyrna (cyObekTa),
aTpubyTaMy XpaHWJIMILIA JAHHBIX, K KOTOPOMY TPEIOCTaBIsIeTCS MOCTYI (00beKTa), NeMCTBUSIMU (omepausaMu) 1
acCOLIMMPOBAHHBIMU TIPAaBUJIAMU YIIPABJIEHUS JOCTYIIOM.

3aMeuaHusl AJs1 OJIb30BATES

KOoMIOHEHTHI 3TOTO ceMeicTBa Jal0T BO3MOXHOCTh MAacHTU(dUKauu (o umeHn) [MPB ynpasmeHust mocTy-
TOM, B OCHOBE KOTOPBIX JIeXAaT TPAAUIIMOHHBIE MEXaHU3MbI TUCKpelIMOHHOTO yrpasieHus noctynom (DAC). B cemeii-
CTBE OTPEIENSIIOTCS CyOBbEKThl, OOBEKTHl U ONepalii, KOTOpble BXOASAT B 00JIaCTh NEUCTBUS UACHTU(DUIIMPOBAHHBIX
MTOJINTHK yTpaBlieHus goctynom. [IpaBuia, onpenensionye GyHKIMOHaIbHBIE Bo3MoxxHocT [TDB ynpasienus goc-
Tyrnom, OyAyT yCTaHOBJIEHBI Ipyrumu cemelictBamu, TakuMu kKak FDP_ACF u FDP_RIP. [Ipennonaraercs, uto nume-
Ha [1®b, unentudunmrpoBanHbie B ceMeiictBe FDP_ACC, GynyT UCITOIB30BaThCS MTOBCEMECTHO B TeX (DYHKIIMOHAIb-
HBIX KOMITOHEHTaX, KOTOPBIe MMEIOT OTepallnio, 3alpalluBalollyo Ha3HaueHrue uin Beioop «[1®B ympasmeHnus moc-
TYTIOM>».

B oGnacte neiictBusa [1MOB ynpaBieHUs TOCTYIIOM BXOAMT MHOXECTBO TpUaA «CYOBEKT, OOBEKT, OINepaluu».
CrnemoBaTeIbHO, Ha CYOBEKT MOTYT pacrpocTpaHAThcs Heckonbko ITMPB, HO TONBKO B Pa3IMUHBIX COYETAHMAX C
o0beKkTaMM U omepaiusamMu. PazymeeTcsi, To e OTHOCUTCS U K 00BbEKTaM, M K Omepalusim.

BaxneimmM acrnieKToM (GYHKLIMM YIpaBiIeHUs AOCTYnoM, ocyuecTrisiommii [TI®B ympasieHus mocTynom,
SIBJISIETCS TIPEIOCTABJIEHUE TOJIb30BATENISIM BO3MOXHOCTH MOAM(DUIIMPOBATh aTpUOYTHI yripaBieHus noctyrnoM. Cemeri-
ctBo FDP_ACC nnst aroro He nmpenHazHaueHo. YacTb OTHOCSIIMXCS K 3TOil mpobjieMe TpeOOBaHWT He ompenesieHa,
HO WX MOXHO BBECTM KaK YTOUHEHHE; YaCThb COJNEPXKUTCSI B IPYTUX CEMEMCTBAX M Kjaccax, Harpumep B kinacce FMT
«YnpagieHue 6e30MacHOCTHIO».

B cemeiictBe FDP_ACC Her TpeGoBaHUIl ayouTa, MOCKOJBKY OH CIelUUIUpPYeT ToIbKo TpeboBaHus [1PB
yrpasieHus focTynom. TpeboBaHMs ayauTa MPUCYTCTBYIOT B CeMeNCTBaxX, CienUIIMPYOIMNX (GYHKIIUU TSI YIOBJIET-
BopeHus [1DB ynpaBieHust 1OCTyNOM, MACHTUMUIMPOBAHHBIX B 3TOM CeMEMCTBe.

D10 cemeiicTBO TnipeaocTtaisieT aBropy [13/3b Bo3MoxXHOCTh crienMdUKaUM HECKOJBbKUX MOJIUTUK, HalIpUMep
xectkyto [TDB ynpaBneHust 1OCTYIIOM B OIHOM 00JIACTH NEWCTBUS M TUOKYIO B Ipyroit. st criennuKauu HeCKOIb-
KUX TIOJIUTUK YIIPaBJIEHUS JOCTYIIOM KOMITOHEHTHI 3TOT0 ceMeicTBa MOTYT ucrojb3oBaThesl B [13/3b Heckonbko pas
IUUIS1 pa3JIMYHbIX MOJMHOXECTB orepaiuii 1 00beKToB. ATo npuMeHuMo K OO, B KOTOPBIX MTPELYCMOTPEHO HECKOJIbKO
MOJIMTHK ISl pa3IMYHbBIX MOJAMHOXECTB ornepaiuii 1 00bekToB. Jpyrumu cioBamu, asropy [13/3b cnenyer crietupu-
LIMPOBaTh, MpUMeHssa KoMnoHeHT ACC, Heobxonumyto nHdopmanuio o Kaxnoi u3 [1®B, kotopeie 6yayT ocyliecTs-
narbess ®BO. Hampumep, I13/36 mns OO, Bkiovaroiero B cedst Tpu [IPB, kaxmas m3 KOTOPBIX ACUCTBYET ISt
CBOEIi YacTH 00BEKTOB, CYyOBEKTOB U onepaiiuii B ipenenax OO, OyaeT coaepxkath 1o onHoMmy komroneHty FDP_ACC.1
«OrpaHWYeHHOE YIpaBJIieHHe TOCTYNOM» st Kaxaoi u3 Tpex I1Db.

FDP_ACC.1 OrpannyeHHoe ynpasjieHHE TOCTYNOM

3aMeuyaHus 1O MPUMEHEHUIO IJIS1 MOJIb30BaTENS

TepMUHBI «OOBEKT» U «CYOBEKT» MPUMEHSIIOT /ISl 000011eHHOTO npeaocTaBieHust aneMeHToB OO. [Insa kaxmoi
peain3yeMoi TOJIUTUKM HEOOXOAMMO YETKO UIEHTU(ULIMPOBATh CYITHOCTH 3T NonuTuku. B I13 00beKThl 1 onepanuun
MOXHO TPEACTAaBUTh C MCMOJb30BAHUEM THUIIOB, HAallpUMep MMEHOBAaHHbIE OOBEKTHI, XpaHWIWIIA JAHHBIX, JOCTYI
IUIS YTeHUs U T. 1. {7151 KOHKpEeTHO! CUCTEMbI HEOOXOAMMO YTOUHEHUE 0000IIAIOIINX MTOHATUI «O0BEKT» U «CYOBEKT»,
HanpuMep (aiiibl, perucTpbl, MOPTHI, MPUCOCAUHEHHBIE MPOLIEAYPHI, 3aIIPOCHl HA OTKPBITUE U T. TI.

Kommnonent FDP_ACC.1 onpenensier, 4To MOJIUTUKA PACIIPOCTPaHSIETCS] HA HEKOTOPOE TMOJIHOCTbIO Ompe/e-
JICHHO€ MHOXEeCTBO OTepalluii Ha KaKoM-JIM0O MOJAMHOXECTBe 00beKTOB. OH He HaKJIaJAblBaeT HUKAKUX OTpaHUYEHU I
Ha orepaluy, He BXOISIIME B 3TO MHOXECTBO, B TOM YMCJIE U Olepaluy Ha 00beKTaxX, Ha KOTOPbIX MHbIE ONepaluu
YIIPaBJISIIOTCS.

Onepanuu

HazHnaueHnue

B FDP_ACC.1.1 asropy I13/3B caenyer cnenmudunmuposats yHukaipHo umeHoBanuyio II®B ynpapiaenns nocry-
oM, ocymectsiasgemyio ®BO.

B FDP_ACC.1.1 aBropy I13/3B cuenyer cnenupumupoBaTh CIMCOK CYObEKTOB, 00BEKTOB H ONEpaNHii Cy0heK-
TOB HAa 00'bEKTAX, HA KOTOpbIe pacnpocrpansercs nannas [1OB.

FDP_ACC.2 IlosHoe ynpaBjieHHe NOCTYNOM

3aMeuaHus MO TIPUMEHEHUIO JUIST TTOJIb30BaTesI

Kommonent FDP_ACC.2 comepxut TpeboBanue, 4todbl [1MB ympaBieHUsT DOCTYIOM pacmpocTpaHsiIach Ha
Bce BO3MOXKHEBIE Ofepalliy Haj o0beKTaMu, BKIoueHHbBIMU B T1DB.

Astopy [13/3b HeoOxonumMo MpPoaeMOHCTPUPOBATh, UTO Ha JIOOYI0 KOMOMHAIINIO OOBbEKTOB U CYOBEKTOB pac-
npocTpaHsieTcss Kakas-11uoo [1PB ymnpaBieHUs TOCTYIIOM.

Onepanun

HaznauyeHnue

B FDP_ACC.2.1 aBropy I13/3b cienyer cnenmmduimpoBaTh yHUKaIbHO UMeHOBaHHYI0 [1MB ynpaBneHus 10cTy-
oM, ocymiectBisgemyio @BO.

B FDP_ACC.2.1 aBropy I13/3B caenyer cnenuunupoBaTh CHHCOK CYObEKTOB H 00bEKTOB, HA KOTOpPBIE pac-
npocrpansgercsd nannas IIOB. IIOB oyaer pacnpocTpaHATLCA HA Bce ONEPANMH MEKIY ITHMHA CYObEKTaMH ¥ 00bEKTaMM.

E.2 ®ynkouu ynpasaenns goctynom (FDP_ACF)
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CewmetictBo FDP_ACF onuckiBaet nmpaBuiia st KOHKPETHBIX (DYHKIIMI, KOTOPbIE MOTYT Peain30BaTh MOJUTUKU
yrpasieHus noctyrnomM, umeHoBaHHble B FDP_ACC. B FDP_ACC rakxke ornpezaensieTcsi 006J1acTb NEHCTBUS 3TUX MOJIA-
THUK.

3aMeuaHusl AJs1 MOJIb30BATESI

D10 cemeiicTBO no3BosseT apTopy [13/3b onucaTts nmpaBuiia ynpasieHus 1ocTyrnoM. B pesyabTaTte npasuia noc-
Tyla K 00OBbeKTaM CUCTeMbI He OymyT u3MeHsITbes. [IpuMepom Takoro obbeKTa siBsieTcs pyopuka «HoBocTu mHsI»,
KOTOPYIO YMTATh MOTYT BCE, & U3MEHSITh — TOJIbKO YITOJITHOMOYEHHBIN aAMUHUCTPATOP. DTO CEMENCTBO TakKe MO3BO-
sisiet aBTopy [13/3b yctaHaBnuBaTh MCKITIOYEHMS U3 OOLIMX MIPABUJI YIIpaBAEHUS JOCTYNIOM. Takue UCKIIoYeHUs OyayT
SIBHO pa3peuiaTbh WIK 3anpelaTb aBTOPU3aLMUIO JOCTYNa K 00BEKTY.

Crnenudukaius Apyrux BO3MOXHBIX TUITOB (DYHKIWI YIIpaBJIeHUs, TAKUX KaK IBOMHOE yIpaBlieHHWe, TIpaBuia
MOCJIeI0BATEIbHOCTH OTepallvili Uy yIpaBJeHWe UCKITIOYEHUSIMU, SIBHO He mpeaycMorpeHa. OmMHAKO 3TH MeXaHU3-
MBI, KaK U MeXaHU3M THUCKPEIIMOHHOTO YIPaBJICHUS TOCTYIIOM, MOXHO MPEICTaBUTh C TTOMOIIBIO UMEIOIIMXCSI KOM-
TTOHEHTOB MPU BHUMATEJIbHOM OTHOIIECHWH K (hOPMYJHUPOBAHUIO MPABUII YIIPABICHUS JOCTYIIOM.

B atom ceMelicTBe MOXXHO omnpenenuTh psan @b ynpasieHus 1OCTyroM, UMEIOIINX B OCHOBE:

CIMUCKY KOHTPOJISI A0CTyNa (MaTpulia I0CTyma);
criennUKalMY YIIpaBIeHUsT JOCTYIIOM Ha OCHOBE BpEMEHH,
crieurbUKaluy YIpaBieHUsl 1OCTyIOM Ha OCHOBE MCTOYHUKA;

- aTpUOYTHI YIIpaBJIeHUS TOCTYIIOM, YIIpaBJisieMble UX BJIaACIbIEM.

FDP_ACF.1 YupaBienne A0CTYIIOM, OCHOBAHHO€ HA aTPHOYTaX 0€30MACHOCTH

3aMeuyaHus MO MPUMEHEHUIO [IJIS1 TOJIb30BATENS

Kommnonent FDP_ACF.1 npenocrasisier TpeOoBaHUS K MEXaHM3MY, MOCPEIHUYAIOIIEMY TIPU YIIpaBJIeHUN J10-
CTYIIOM, OCHOBAaHHOMY Ha aTpuOyTax 0e30MacHOCTH CYObEKTOB U 00BEKTOB. Kaxablii 00beKT U CyObEKT UMEET COBO-
KYITHOCTb aCCOIMMPOBAHHBIX C HUM aTpUOYTOB, TAKMX KaK PacIoJiOKEHWe, BpeMsT CO3IaHus, TIpaBa JOCTymna (Harpu-
Mep, CIIMCKM KOHTPOJISI J0CTyMa). DTOT KOMITOHEHT no3BosisieT apropy [13/3b cneundunmpoBars aTpubyThl, KOTOpPbIE
OyIyT MCIOJIb30BAThCS MJIsI TOCPENHUYECTBA MPU YIPABICHUU JTOCTYIIOM, a TakKe MpaBujia yIpaBlIeH!s JOCTYIIOM Ha
OCHOBE 3THUX aTPUOYTOB.

[Mpumepsl aTpuOyTOB, KOTOpBIe MOXeT Ha3zHavyaTh aBrop [13/3B, mpeacraBieHbl HUXeE.

Ampubym <«udenmughukamop» MOXET ObITb aCCOLMUPOBAH C MOJIb30BATENSIMU, CYOBEKTAMU WM OOBEKTaAMU JIJIs
WCIIOJIb30BaHMS TIPU MocpeaHndectBe. [IpuMepaMu 3TOro aTprudyTa MOTYT OBITH UM 3aTPY30YHOTO MOAYJIS TTPOrpaM-
MBI, WCTIOJIb3YeMOU MpU CO3lAaHWM CyObeKTa, WM aTpuOyT 0e30MacHOCTH, Ha3HAYEHHBIN 3arpy304HOMY MOYJIIO
MpOTpaMMBI.

Ampubym «epems» MOXET UCIOJb30BATbCS ISl OMpPEIENEHMs, YTO AOCTYI OYyIEeT MpPedoCTaBIsITbCS TOJBKO B
yKa3aHHBIC BpeMsl CYTOK, THM HEIeIW WU KaJleHAApHBIN TOJI.

Ampubym <«mecmonoaodiceHue» MOT Obl ONMpPENENsITh MeCTO Kak (OpMUPOBaHUS 3ampoca Ha olnepaluio, Tak U
BBITIOJIHEHUS OTepalluy, Jubo To u npyroe. [IpuMeHeHUWe TaKuUX aTpUOYyTOB MOXET OCHOBBIBATHCS Ha BHYTPEHHMX
TabIMIaX U COMTOCTaBIeHUS Jorndeckux nHtepdeiicoB @bO ¢ MecTaMu pacmosOXeHUST TEPMUHAIOB, MIPOIECCO-
pPOBHU T. 1.

Ampubym «epynnuposanue» IO3BOJSIET, B LIEJIAX YIIPABICHUS JOCTYITOM, aCCOLIMUPOBATH €IMHYIO TPYIITY TOJIb30-
Bartesiell ¢ HeKoTopoii ornepaiueit. [Ipy HeoOxoquMocTH, s cienuuKaluu MaKCMMaabHOTO YKciia TPYII M0JIb30Ba-
TeJiel, ToIb30BaTesIeil B IpyIIIe U IPyIIl, B KOTOPble MOXET OJJHOBPEMEHHO BXOIUThH IMOJIb30BaTE/b, CIEAYET UCTIONb-
30BaTh ONEPALUIO YTOUHEHUS.

Kommnonent FDP_ACF.1 comepxur takxke TpeOGoBaHUs, AatoniMe GyHKIMSIM YIpaBlIeHUs TOCTYIIOM BO3MOX-
HOCTb SIBHO TPEAOCTABIISITh WU 3aMpellaTh JOCTYI K 00beKTaM Ha OCHOBaHWU aTpUOYTOB O6e30macHOCTU. Ero MoxHo
WCTIOJIb30BaTh ISl MPEIOCTaBICHUS MOJHOMOYMI, MpaB A0CTyNa WM paspelneHus: poctymna B npenenax O0. Takue
TTOJTHOMOYMSI, TIpaBa WIM pa3pellleHUsT MOXXHO TIPUMEHSITh K TTOJIb30BaTeIsIM, CyObeKTaM (ITPeICTaBISIONM TTOJIb30-
Barejiell WM MPWIOXKEHUSI) U O0BbEKTaM.

Onepanuu

HazHnauyeHnue

B FDP_ACEF.1.1 aBropy I13/3B caeayer cnemudumupoats ums [IOB ynpasiienns A0CTynom, ocCymecTBlisie-
moit ®BO. Ums u odnacts aeiicteus [1OB ynpasienus 1ocTynoM onpeaensiorcs B KomnonenTax cemeiictsa FDP_ACC.

B FDP_ACF.1.1 aBropy I13/3B caexyer cnemudumupoBaTs aTpudyThi 6€30MACHOCTH U/WJIM IMEHOBAHHBIE TPYIIIBI
aTpuOyTOB 0€30MACHOCTH, KOTOpble (DYyHKIHsA OyJeT MCHOb30BaTh MpH cnenudukanun npaBui. TakuMu aTpuOyTamm
0€30MaCHOCTH MOTYT ObITb, HATIPUMEP, WACHTH()HUKATOP NOJIb30BATENS, HWICHTH()HUKATOP CYObEKTA, POIb, BPeMS CYTOK,
MECTONOJIOKEHHE, CIMHCKM KOHTPOJA JAOCTYNa, a TaKXKe JI0Oble Jpyrue aTpuoyThl, cnenuuIMpPOBaHHbIE ABTOPOM
I13/3B. /las yno0cTBa CCHIIOK HA aTPHOYTHI 0€30MACHOCTH HEOTHOKPATHOTO MPUMEHEHHST MOKHO BBECTH HMEHOBAHHBIE
Tpynubl aTpuOyTOB O0e3onacHocTH. VIMeHOBaHHbIE TPYNIIBI MOTYT OKA3aThCSA MOJE3HbIMH NMPH ACCONMANMH «POJieii», On-
penenennbix B cemeiictee FMT_SMR «Posm ynpagieHus 6€30MaCHOCTbIO», H COOTBETCTBYIOIMIMX HM ATPUOYTOB C CyOBEK-
Tamu. JIpyruMu ciioBaMH, KaXKIyl0 PoJib MOXKHO CBA3aTh ¢ HMEHOBAHHO# IPYyNNoOil aTpHOYTOB.

B FDP_ACEF.1.2 asropy I13/3B cuenyer cnemudumuposats s nannoii [IOB npasuia ynpasieHus 10CTYIOM
KOHTPOJHPYEMBIX CYOBEKTOB K KOHTDPOJHMPYEMbIM O0BEKTaM M K KOHTPOJHMpPYEMbIM ONEpPAIHUAM HA KOHTPOJHPYEMBIX
00bekTax. DTH NpaBWjIa ONPENEeNAIOT, KOraa J0CTYN NMPedOCTaBIsAETCA, a KOria B HeM 0TKa3aHo. B HAX MoryT ObITh
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cnemuumupoBansl (GyHKIUH ynpaBieHHS TOCTYNOM 00HIEro xapakrepa (HCHOJNb3YOINUE, HANPHMEP, OObIYHbIE OWTHI
pa3pelleHusi) WM CTPYKTYPUPOBaHHble (yHKIMH YNpaBjieHHs JOCTYNOM (MCHOJb3YIOIUe, HAPUMEP, CIIUCKH KOHTPOJIS
JIOCTyma).

B FDP_ACEF.1.3 asropy I13/3B cienyer cnenuunuapoBaTh OCHOBAHHbIE HA ATPHOYTAX 0€30MACHOCTH MPABUIIA,
KOTOpbIEe OYIYT HCHOIb30BATHCS ISl IBHOTO Pa3pemieHnsl JO0CTYNa CYyObeKTOB K 00beKTaM W JONOJHAIOT MPABWIA, yCTa-
HoBJieHHble B FDP_ACF.1.1. Onu BoiHecensl B otaenbHblil 3jeMeHT FDP_ACF.1.3, nocko/bKy onuchbiBalOT HCKII0Ye-
HAS 13 mpaBmi, yctaHoBieHHsix B FDP_ACF.1.1. Hanpumep, npasniia SBHOTO pa3penieHus JOCTYNA MOTYT ObITh OCHO-
BaHBI HA BEKTOPE MOJIHOMOYMIi, ACCONMHPOBAHHOM C CYO'b€KTOM M BCET/Ia 00eCIeYnBAIOIMAM €My JOCTYIl K 00beKTaM, Ha
KoTopbie pacmpocrpanserca cnenudunupyemas [1®B ynpapiaenns noctynom. Ecim momo0Hasi BO3MOKHOCTb HeXKeja-
TeabHa, To aBTopy I13/3B caexyer ykazarh «HeT» B maHHO# omepamuu.

B FDP_ACF.1.4 asropy [13/3B cienyer cnenuunupoBaTh OCHOBAHHbIE HA ATPHOYTAX 0€30MACHOCTH MPABUIIA,
KOTOpbIe OYIYT HCHOIb30BATHCS ISl IBHOTO 0TKA3a B JAOCTYIe CYObEKTOB K 00BEKTAM W JIOMOJHSIOT MPABHJIA, YCTAHOB-
Jennbie B FDP_ACF.1.1. Onu Bbinecennl B otaenbHbiii 31eMeHT FDP_ACF.1.4, n0CK0JIbKY ONMCBIBAIOT MCKIIOUEHUS
u3 npaBui, yctaHoieHHsix B FDP_ACF.1.1. Hanpumep, npaBmia sSBHOTO 0TKa3a B JIOCTYNE MOTYT ObIThb OCHOBAHBI HA
BEKTOpeE MOJHOMOYHI, ACCONUAPOBAHHOM C CYOHEKTOM H SIBHO 0TKA3bIBAIOIIEM €My B JOCTYIe K 00bEeKTaM, HA KOTOpPbIe
pacnpoctpanserca cnenupumupyemas IIPB ynpasienus nocrynoM. Ecim noao0Has BO3MOXKHOCTh HeXendaTelbHa, TO
astopy I13/3B caenyer yka3ath «HeT» B 1aHHOIi onepamuu.

E.3 Ayrentudukanusa aannsix (FDP_DAU)

Cemericteo FDP_DAU onucsiBaeT crieirinaibHble yHKIUU, UCTIOIb3YyeMble ISl ayTeHTU(DUKALIMU «CTaTUYeC-
KWX» JTaHHBIX.

3aMeuaHusl AJs1 OJIb30BATES

KoMnoHeHThl 3TOro ceMeiicTBa UCMONb3YIOT MPU HATMYUU TPEOOBAHUST ayTEHTU(DUKALIMU «CTaTUYECKUX» NaH-
HBIX, T. €., KOrJa JaHHble 0003HaYaloTCsl, HO He nepeaaTcs. (3aMeTuM, YTo NpU Nepeaaye AaHHbIX 1Jis1 o0ecreyeHus
HEOTKa3yeMOCTH OTIpaBieHus1 nH(opmau ucroib3dytot cemelictio FCO_NRO).

FDP_DAU.1 Ba3oas ayreHTHdHKaAIMA JAHHBIX

3aMeuaHusl Mo MPUMEHEHUIO Ul MOJb30BaTeNsI

Kommnonent FDP_DAU.1 MoxeT ObITh peaqnu3oBaH ¢ MOMOIIbIO OAHOCTOPOHHUX X3UI-GQYHKIUN (KpUTITOrpa-
(buyeckoit KOHTPOJBHOW CYMMBbI, OTOOpaK€HUSl OTIEUYATKOB MaJlblieB, X3UI-00pa3a CcOOOlIeHUs) AJIS TeHepauuu
X31L-3HAYEHUS ONMPEAELISIEMOrO TOKYMEHTa, KOTOPOE MOXKET MCIOJIb30BaThCsl MPU BepubUKaALMU NPAaBUIBHOCTU WU
MOAJMHHOCTHU cojepxallieiicsi B HeM WHGbOpMalUu.

Onepanuu

HazHnaueHnue

B FDP_DAU.1.1 asropy I13/3B caeayer cnenupunupoBath COHCOK 0OHEKTOB WM THNOB HWHGOpPMAIMH, IS
KoTopbix ®BO 10JKHBI OBITh B COCTOSHHA T€HEPHPOBATH CBUETEIHCTBO AYTEHTH(HUKANNNA JAHHBIX.

B FDP_DAU.1.2 asropy I13/3B ciaeayer cnenuduuupoBaTh CIMCOK CYO'b€KTOB, KOTOPbIE OYAYT B COCTOSTHAH
BepH(UIHAPOBATH CBHIETEILCTBA AYTEHTH()UKAINH JAHHBIX JJI 00BEKTOB, YKa3aHHBIX B MpeabyIymeM djiemente. Crm-
COK MOXKET MPOCTO MePeYHCIuTh CYOHEKTOB, €CJH BCEe OHM M3BECTHBI, WJIH JK€ ONMHCAHHE CYOBEKTOB B CIICKE MOMKET
HOCHTD 00Jiee OOIMMii XapaKTep ¥ CChUIATHCA HA «THI» CYOBbEKTa, HAPUMED HA MICHTH(DHIUPOBAHHYIO POJIb.

FDP_DAU.2 AyrenTudukanus AaHHbIX ¢ uaeHTHdUKanuei rapaira

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNsI

Kommnonent FDP_DAU.2 nonogHUTENbHO CONEPXKUT TpeOOBaHWE HaIW4usl BO3MOXHOCTH BepUDULIMPOBATH
UACHTU(HUKATOP TOJIb30BATENSI, TIPEJOCTABISIONIEr0 rapaHTUIO ayTeHTUDUKALIMKU (HAPpUMED, HOBEPEHHOTO TPEThE-
ro JI11a).

Onepanuuu

HazHnaueHnue

B FDP_DAU.2.1 aBtopy I13/3b caenyer crnenuduimpoBaTh CIIMCOK 00BEKTOB WJIX TUNOB MHMOpMAIIUU, IS
koTopblx DBO MOTKHEI OBITH B COCTOSTHUY TeHEPUPOBATH CBUNETEHCTBO ayTeHTU(DUKAIIMY TaHHBIX.

B FDP_DAU.2.2 aBropy [13/3b crneayer cneunduunpoBath CMUCOK CYObEKTOB, KOTOPbIE OYIYyT B COCTOSIHUU
Bepu(PUUMPOBATh CBUAETENBbCTBA AYTEHTU(DUKALUMUU NAHHBIX VIS OOBbEKTOB, YKa3aHHBIX B MPEIbIIYLIEM DJIEMEHTE, a
Takxke UIeHTHGHUKATOP MOJb30BATENSA, KOTOPBIA CO3AaJ CBUAETEJIbCTBO AYTEHTH(DUKANMH AAHHBIX.

E.4 Bkcmopr nannsix 3a npenenst neiicrsusa @0 (FDP_ETC)

Cewmericteo FDP_ETC onpenensier pyHK1muy 1151 3KcnopTa faHHbIX nojib3oBatens u3 OO takum oOpa3om, 4To
uX aTpuOyThl 6€30MACHOCTA MOTYT WM MOJHOCTBIO COXPAHSTHCS, WA UTHOPUPOBATHCS MPU DKCIOPTE ITUX AAHHBIX.
CoracoBaHHOCTb 3THUX aTpuOyTOB Ge3omacHocTu obecneumBaercs: ceMmeiicteoMm FPT TDC «CornacoBaHHOCTh aH-
HbIX ®BO Mexny ®BO».

B cemeiictee FDP_ETC Takxke paccmaTpuBaloTCs OTpaHMYEHUS Ha 3KCIOPT U accolManusi aTpuoyToB 6e3omnac-
HOCTHU C 3KCIOPTUPYEMBIMU JTaHHBIMU MOJb30BATES.

3aMeuaHusl AJs1 MOJIb30BATES

FDP_ETC u cootBetcTBylolee cemeiictBo mist ummnopta nanHbix FDP_ITC onpenenstor, kak OO moctymaer ¢
JMAHHBIMM TIOJIb30BaTeleit, mepenaBaeMbiMu 13 OJ® u nocrymarommmu B Hee. Paktuyecku, cemeiicteo FDP_ETC
obecreynBaeT SKCINOPT JaHHBIX MOJIb30BATENEH U CBA3AHHBIX C HUMU aTpuOyTOB 0€30MacCHOCTH.

B aTOM cemeiicTBE MOTYT paccMaTpUBATbCS CAEAYIOUIUE ACHCTBUSL:
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a) 3KCIHOPT NAaHHBIX MOJb30BaTeNeN 0e3 KaKux-11ubo aTpuOyTOB OE30MaCHOCTH;

0) 9KCMOPT AAaHHBIX MOJb30BaTeNel ¢ aTpubyTamMu 0€30MacHOCTH, ACCOUMMPOBAHHBIMU C 3TUMU JAAHHBIMU,
Npu4eM aTpuOyThl 0€30MaCHOCTU OJHO3HAYHO MPENCTABISIIOT SKCMOPTUPYEMbIE JaHHbIE MOJIb30BATES.

Ecimm npumeHstiotcst Heckobko [1MDB ympaBiaeHus AOCTYNOM W/Wiv MHGOPMAIIMOHHBIMU TTOTOKAMU, TO MO-
KET MOTPeOOBaThCS MOBTOPUTH 3TOT KOMIIOHEHT OTACIBHO JJISI KaXKA0U MOJUTUKY (T.€. TIPUMEHUTh K HEMY OIepaliuio
WUTEpaln).

FDP_ETC.1 DKcnopT JaHHBIX MOJIb30BaTeNs 0e3 aTpudyToB 0€30MaCHOCTH

3aMeuaHusi MO MPUMEHEHUIO ISl TOJb30BaTeNst

Kommnonent FDP_ETC.1 ucnons3yetcst st cneundukanuu sKcnopra nHGopmanuuu 6e3 akcrnopra aTpubyToB
06e30MacHOCTH.

Onepanuu

HasHnaueHue

B FDP_ETC.1.1 asropy I13/3B caeayer cnenudmnmuposats, kakue [IOB ynpapiaenns nocrynom u/wim ungop-
MAINMOHHBIMHA TOTOKAMH OYIYT OCYHMIECTBJISATHCSA NMPH IKCHOPTE JAAHHBIX MOJb3oBaTeNs. J[anHble mojb30BaTess, KOTO-
pble IKCHOPTUPYIOTCA ITOi (yHKIMEH, orpaHHIMBaIOTCH HasHavenneM stux [1DB.

FDP_ETC.2 DKcnopT JaHHBIX NOJIb30BATENS C ATPHOYTAMHA (0€30MACHOCTH

3aMeuaHusl Mo MPUMEHEHUIO Ul MOJb30BaTeNst

JlaHHbIE MOJIb30BaTelsl SKCIOPTUPYIOTCS BMECTE CO CBOMMM aTpuOyTaMu 0e30MacHOCTU. DTU aTpuOyThl 6e30-
MacHOCTU OJTHO3HAUYHO aCCOLMPOBAaHbI C JAHHBIMU MOJIb30BaTEs1. ACCOLMALINSI MOXET YCTAHABIMBATHCS PA3TUUHBIMU
criocobamu. K cnocobam ycTaHOBIIEHHUSI aCCOLIMALIMU OTHOCATCS COBMECTHOE (pU3nyeckoe pa3MellleHUe TaHHbIX MOJIb30-
Batesist U apTuOyTOB Oe30MmacHOCTU (HampuMep, Ha OJHON AMCKETEe) WIM MCIOJb30BaHUE KpUNTOrpadpuueckux npu-
€MOB, TaKMX KaK UU(poBble MOANKUCH, JISI aCCOLMALIMU STUX aTPUOYTOB M JAHHBIX MoJib3oBatess. s obecrieueHus
MOJIyYeHUS MPaBUIbHBIX 3HAUYEHUI aTpUOYTOB APYTUM ITOBepeHHbIM MpoaykToM T MOXHO Mcnoab30BaTh CEMECTBO
FTP_ITC «/loBepeHHnslii kaHan nepegaun Mexay ®BO», B To Bpemst kak cemeiictBo FPT_TDC «CoriacoBaHHOCTb
naHHbeIx DBO Mexny @BO» MoXeT MPUMEHSTBCS I TOCTHKEHUSI YBEPEHHOCTH B TTPaBUIBHOM MHTEPIIPETAIUN 3TUX
atpubyTtoB. B cBoto ouepensn, cemeiictBo FTP_TRP «JloBepeHHBIIT MapuIpyT» MOXET MPUMEHSITbCS JIJIsI JOCTUXKEHUS
YBEPEHHOCTH B MHULAALIMU SKCIIOPTA HAIEXKALIMUM TOJIb30BATEIEM.

Onepanuu

HasunaueHue

B FDP_ETC.2.1 asropy I13/3B caeayer cnenudmnmuposats, kakue [IOB ynpapiaenns nocrynom u/mim ungop-
MAINMOHHBIMHA TOTOKAMH OYIYT OCYHMIECTBJIATHCSA NPH IKCHOPTE JAAHHBIX MOJb3oBaTeNds. J[anHbie moib30BaTess, KOTO-
pble IKCHOPTUPYIOTCA ITOi (yHKIMEH, orpaHHIMBAIOTCH HasHavenneM stux [1DB.

B FDP_ETC.2.4 aBropy I13/3B cienyer cnenuunupoBaTh Bce AOMOJHATETbHbIE MPABAJIA YIIPABJIEHAS IKCHOP-
TOM WM yka3ath «Her» npm nx orcyrcrBun. Dt npasmia 0yayt peammsosanbl @50 B nonosnenne K [I1OB ynpasienus
JOCTYNOM W/wm uHpopMannoHHsIME NOTOKamu, Beiopannsiva B FDP_ETC.2.1.

E.5 Iosntuka ynpasienus ungopmannonnsiva norokamu (FDP_IFC)

B cemeiictBe FDP_IFC unentudunmpyiorcs [1®B ynpasieHust "HGOPMAIIMOHHBIMU MTOTOKAMU U CTIEU(ULIA-
pyIoTcs 00JIaCTH ASUCTBUS KaXKION TaKOM MOJIUTUKM.

[pumepaMu MOAUTUK OE30MACHOCTU, KOTOPbIE MOTYT OBbITh MPUMEHEHBI, SIBIISIIOTCS:

- Mozenb 6e3onacHoctu beina u Jla [Magynst (Bell and La Padula [B&L]);

- Mofienb 1esnoctTHocTh buba (Biba [Bibal);

- HeBmematenbcTBo (Non-Interference) [Gogul, Gogu?2].

3aMeuaHusl AJs1 OJIb30BATES

KoMIOHEHTHI 3TOTO ceMelicTBa HaloT BO3MOXHOCTh uaeHTUdUKauu [1PB ynpaBneHus nHGOpMaMOHHBIMUI
MMOTOKAMHU, OCYILECTBISIEMBIX TPAAUIIMOHHBIMA MeXaHU3MaM1 MaHIATHOTO YIIpaBJICHUS TOCTYIIOM TIPY UX HAJIMIUU B
00. OnHako MX BO3MOXHOCTH IHAPE TPAAULIMOHHBIX MEXaHM3MOB MaHIATHOTO yIpaBieHUsI HOCTYroM. OHU MOTYT
MCTOJIb30BAThCS [JIs1 ONPEAEIEHUS MOJIUTUK HEBMEIATEIbCTBA U MOJUTUK, OCHOBAHHBIX Ha MEPexXoaax MexIy COCTO-
auusiMu. B atom cemeiictBe mas kaxnoi us [IDB ynpasiaeHuss nHbopMauuoHHbIMU moTokaMu OO ompenessioTcst
cyObekThl, UH(MOpPMaLUs U ONepaluu nepeMelleHus nHGopMalu K cyobekTaM U oT cyobekToB. [IpaBuia, onpene-
Jsronme pyHKIMOHaIbHbIe Bo3MoxHocTH [IDB ynpaBineHuss nHOOPMAaIMOHHBIMYM ITOTOKAMM, OYIYT YCTaHOBJICHBI
npyrumu cemeiictBamu, Takumu Kak FDP_IFF u FDP_RIP. TI®B ynpasnenust nHGOpMaIllMOHHBIMU TOTOKAMU, KME-
HOBAaHHBIE 3/1€Ch, B NaJbHEWIIIEM OYIyT MCIOAb30BATLCS MOBCEMECTHO B TeX (DYHKIMOHATbHBIX KOMIIOHEHTaX, KOTO-
pbie BKIIOYAIOT B cebs omepallnio, 3ampalilnBaliolyio Ha3HadyeHe win Beioop «I1MDB ynpaneHuss nHOOpMaIMOHHBI-
MU TTOTOKAMU».

KoMmnoHeHThl 3TOT0 cemeiicTBa 10CTaTOYHO TMOKU. OHU MO3BOJSIIOT cieUM(PUUMPOBaTH JOMEH YIPaBJIEHUS T0-
TOKaMU, He TpeOysl, YTOObl MEeXaHW3M YIpaBJieHUs ObLI OCHOBAaH Ha MeTKax. PasHble 37eMeHTbhl KOMIIOHEHTOB YII-
paBieHuss UHOOPMALUMOHHBIMUA MOTOKAMU TaKXKe JOMYCKAIOT PA3IMYHYIO CTENEHb UCKIIOUEHUIN U3 OCYLLECTBISIEMOI
TTOJIUTUKH.

Kaxnaa ITDOB pacrpocTpaHsieTcs HA HEKOTOPOE MHOXKECTBO TPUAJ: «CYObEeKT, MH(POpMALKs, Olepaluu repe-
MelleHUsS] MHGOPMAIUU K CYObeKTaM M OT CYObeKTOB». HeKoTophie MOTUTUKY YIIpaBieHUsS WH(GOPMAIIMOHHBIMU T10-
TOKAMU MOTYT UMETb OYEHb MOAPOOHYIO AETATU3ALIMIO U OMUCHIBATh CYOBEKThl HEMOCPEACTBEHHO B TEPMUHAX MpOLIeC-
COB ONEPalMOHHON CUCTEeMBbl. [Ipyrue MmojJuTUKU MOTYT OINpPEAENSIThCS C MEHBIIMMU MOAPOOHOCTSIMU M OINMKCHIBATH
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CyOBEKTHI B TEpPMUHAX TTOJIb30BaTENel WM KaHAJIOB BBOJA/BbiBOAA. Eciu monuTuka yripapieHuss UHGOPMallMOHHBIMU
MOTOKaMH 3a7aHa HeJA0CTaTOYHO MOAPOOHO, TO YETKOE orpejesieHue Tpedyembix pyHkiuii 6e3omacHoctd UT moxer
0Ka3aTbCsl HEBBIMMOJHUMBIM. B TakoM ciyyae 1iesiecooOpa3Hee OMUChIBaTh MOJUTUKM yIIpaBiaeHUs MHGOPMAIIMOHHBIMU
IMOTOKAaMU Kak IieJin 0e3ormacHocT. Torma Tpedyemble pyHKuny 6e3onacHocTd T MoxHO crieuuinpoBaTh, UCXOAS
U3 9TUX LIEJIEHA.

Bo BTropom kommonente (FDP_IFC.2 «IloixHoe ympaBieHue WHGOPMAIMOHHBIMUA TIOTOKaMM») Kaxnas [1Db
yrpasieHus ”HGOPMAIIMOHHBIMU TTOTOKAMU OYyJET OXBaThIBaTh BCE BO3MOXHBIE OIepaluy nepemMeleHust nHpopma-
LMY K CyOBEKTaM U OT cyObeKTOB o yrpasienueM stoit [1MOB. Boee Toro, TpebyeTcst, yToObl Bce MHGOPMALIMOH -
HBIE TTOTOKW OBbIIM OXBaueHBbI Kakoii-mmoo [MMPB, mostoMy mig KakIoro AeMCTBHS, BBI3BABIIETO TepeMelleHue WH-
(bopmanuu, OyaeT cylecTBOBaTbh COBOKYIMTHOCTb MpPaBWJI, OMPENEISIONINX, SIBISETCS M JaHHOE AeHCTBHUE JOMYCTH-
MbIM. Ecii JaHHBI MHGOPMAIIMOHHBIN TTOTOK MOAYMHEH HecKOJNbKUM [1MPB, To He06X0MMMO eTo pa3pellicHre BCeMU
STUMU TIOJIMTUKAMU JIO €T0 Hayvasa.

[Monutuka ynpaBiaeHus: MHGOPMALIMOHHBIMU TTOTOKAMU OXBAThIBAET MOJHOCTbIO OMNpEAeIeHHOe MHOXECTBO
ornepauuit. s HEKOTOPbIX MHGOPMALIMOHHBIX TIOTOKOB 3TOT OXBAT MOXET OBITh «IMOJIHBIM», & JJISl APYTUX MMOTOKOB OH
MOXKET OTHOCHUTBCSI TOJIbKO K HEKOTOPBIM U3 MPEIyCMOTPEHHBIX [JIsSi HUX OTIepalnii.

[Monutrka ynpasjaeHMsI JOCTYIIOM obecrieurBaeT JA0CTYN K 00beKTaM, coaepxauuM nHdopmanuto. [Monuruka
yrpasieHus ”HGOPMAlIMOHHBIMU MOTOKAMM 00eCIieYrBaeT AOCTYN K MH(GOPMallMK, He3aBUCMMO OT MECTa €€ XpaHe-
HUsA. ATpUOYyTHl MH(pOPMALIUU, KOTOPbIE MOTYT ObITh (MJIU HE ObITh, KaK JJIS MHOTOYPOBHEBBIX 0a3 JaHHBIX) acCOLM-
WPpOBaHbI C aTpUOyTaMM MecTa XpaHEHUs, OCTalOTCs ¢ MHMopMalmeit mpu ee nepemenieHnu. [lomyyatensb qocTymna K
nHOpMaIK HE MMeeT BO3MOXHOCTHU 0€3 SIBHOTO pa3pellleHUsI U3MEHSITh ee aTpuOyTHI.

Bo3MoXHBI pa3inuHbie ypOBHU TpeACTaBIeHUS MHGOPMAIIMOHHBIX MOTOKOB 1 onepauuii. B 3b nHdopmaimoH-
HbIe TIOTOKM U OTEpallMi MOXHO CIelu(UIIMpoBaTh HA YPOBHE KOHKPETHOW CUCTeMbl, HAaIIpMMep B TepMMHAaXx Take-
toB TCP/IP, mpoxonsiiux yepe3 MexxceTeBoi 3kpaH 1o u3BectHbiM [P-aapecam. B I13 nHdpopmanmoHHble MOTOKU U
orepaly MOXHO TIPEACTaBUTh C MCIOJIb30BAHUEM CJIEAYIONIMX TUMOB: 3JEKTPOHHAs TOYTa, XpaHUJIUILIA AAHHBIX,
JIOCTYTI TSl YTEHUS U T. 1.

Kommonentsl cemeiictBa FDP_IFC Moryr HeogHokpaTHO mpuMeHsiTbes B [13/3B K pasnuuHbIM MOAMHOXE-
CTBaM orepaluii 1 00bEKTOB (T. €. K HUM MOXET ObITh TPUMEHEHA orepalius uTepauu). To MO3BOJUT aAanTUPOBaTh
naHHoe ceMmeiictBo K OO, BKIIOYAIOUIMM B €€0s1 HECKOJbKO MOJUTUK, KaxXaasi U3 KOTOPBIX ACUCTBYEeT Ha COOCTBEH-
HOE TMOJAMHOXECTBO CYOBbeKTOB, MHGOPMALIMU U OTIEpalnil.

FDP_IFC.1 OrpannyenHoe ynpasjieHne WHGOPMALHMOHHBLIMH MOTOKAMM

3ameuaHus MO NMPUMEHEHUIO [IJISI TOJIb30BATENS

Kommnonent FDP_IFC.1 comepxut TpeboBaHUE, YTOOBI MOJUTHKA YIpaBleHUs WH(POPMAIMOHHBIM MTOTOKOM
MPUMEHSIACH K TTOAMHOXECTBY BO3MOXHBIX ornepanuit B OO.

Onepanuu

HasHnaueHue

B FDP_IFC.1.1 aBropy I13/3B cnenyer cnenupunuposats yHUKaabHO nMenoBannyw [1®B ynpasaenns undop-
MAIMOHHBIMH TOTOKaMH, ocymecTBasemyiw PBO.

B FDP_IFC.1.1 aBropy I13/3B caeayer cnemuduoupoBaTh CHHCOK Cy0beKTOB, HHGOPMAIMA W ONEpPAIHii, BbI-
3pIBAIONINX NMEpPeMeNieHne ynpapisemMoii nHdopMauu K ynpasjisgeMbiM Cy0ObeKTaM H OT HAX, HA KOTOPbIE pacpoCTpaHs-
erca nannasa IIPB. Kak ykazaHo Bbille, 3TOT CHNHCOK CYOHEKTOB MOXKET ObITh 3aJIaH C PA3JMYHON CTENEHBIO IeTaIN3a-
nuM, onpenensgeMoii morpedoHoctamu asropa I13/3B. OH MoxkeT, HanmpuMmep, cnenuUIMPOBATh NMOJIb30BaTEEH, YCT-
poiicTBa mim npounecchl. MH(popManus MoKeT OTHOCHTbCS K TAKMM JIaHHBIM, KK 3JIEKTPOHHAS MOYTA, CETeBbie MPOTO-
KOJIbI, HJIM K€ K 00Jjiee KOHKPETHbIM 00bEKTaM, AHAJIOTHYHBIM 00bEKTaM, CHenu(UIMPOBAHHLIM B MOJATHKE YNpaBJie-
Hua poctynoM. Ecim mndopManusa coaepKuTcsa B 00beKTe, KOTOPBI MOIYAHEH MOJUTHKE YNpPaBJieHHS JAOCTYNOM, TO
TOJUTHKA YNPABJIEHHA JOCTYNIOM ¥ HH()OPMAIMOHHBIMM TOTOKAMH HEOOXOAMMO MPUMEHATh COBMECTHO, MpEXIe 4eM
HAYHETCA mepeMenienne cnenuuuupoBaHHON HHGOPMAIMA B 00bHEKT WM M3 HETO.

FDP_IFC.2 TlonHoe ynpaBjiende MH()OPMALUMOHHBIMM MOTOKAMH

3ameuyaHus MO NMPUMEHEHUIO VIS TOJIb30BATENS

Kommnonent FDP_IFC.2 comepxut TpeboBaHue, 4toobl [1PB ympasieHus mHGOPMAIMOHHBIMA TOTOKaAMU
pacnpocTpaHsIach Ha BCE BO3MOXHBIE ONEpallu, BbI3bIBalolie UHGOOPMALIMOHHBIE TOTOKU K CYOBEKTaM U OT CYOBbeK-
TOB, BKIIOYeHHBIX B [TDB.

Astopy [13/3b HE0oOXoaMMO MPOAEMOHCTPUPOBATh, YTO Ha JIIOOYI0 KOMOMHAIIMI0 WHMOPMAIIMOHHBIX TTOTOKOB
1 cyOBEeKTOB pacripocTpaHseTcss Kakas-m6o [IDB ynpasieHuss nHOOPMAIMOHHBIM TOTOKOM.

Onepanuu

HasHnaueHue

B FDP_IFC.2.1 aBtropy I13/3b cnemyer cnenmduunupoBaTh YHUKAJIbHO UMeHOBaHHYI0 [1DB ynpaBieHust nH-
(bopMallMOHHBIMU TIOTOKaMH, ocyinecTBisieMyio ®BO.

B FDP_IFC.2.1 asropy I13/3B cienyer cnenmpunmpoBath CHHCOK CYObeKTOB M MH(OPMAIMH, HA KOTOpbIE
oyner pacnpoctpansatbesa nannas [IOB. IIOB Gyaer pacnpocTpaHATbLCA HA BCe ONEpaliH, BbI3bIBAIOMIKE NepeMenieHne
310l MHOPMAIMH K 3THM cy0beKTam M oT HHX. Kak yka3zaHO BbIIIE, 3TOT CIIUCOK CYOBEKTOB MOXKET OBITh 3aJaH C
pa3IMYHON CTETeHbIO JAeTaln3aluu, omnpeneisieMoit morpedbHoctsimu aBtopa I13/36. OH MoxeT, HanpuMmep, crenu-
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¢uuumpoBaTh nosib3oBareseil, ycrpoiictea win npoiecchl. MHGopMalus MOXET OTHOCUTBCS K TaKUM IaHHBIM, KakK
2JIEKTPOHHAsI MOYTA, CETEBbIE MPOTOKOJbI, WIM Xe K 00Jee KOHKPETHbIM OOBEKTaM, aHaJOTMYHBIM OOBEKTaM,
creunbULIMPOBAHHBIM B MOJUTUKE YIIpaBieHus aoctynoM. Eciu nnbopmalius conepxurcs B 00beKTe, KOTOPbIiA MO/~
YUHEH TMOJUTUKE YMNPaBACHUS] AOCTYIOM, TO MOJUTUKMU YNpPaBICHUS OOCTYNOM UM MHGOPMALUMOHHBIMUA MOTOKAMU
HEOOXOAUMO TPUMEHSITb COBMECTHO, MPEXIEe YeM HauyHeTcs MepemMelleHue crneiuduuupoBaHHOi uHbOpMaUUU B
O0OBEKT WJIN U3 HETO.

E.6 ®ynkuun ynpapienns nadopmanuonnsiva notokamn (FDP_IFF)

CewmeiictBo FDP_IFF omnuceiBaeT mpaBujia st KOHKPETHBIX (DYHKIIWI, KOTOpbIe MOTYT peaiusoBath [1DB ym-
paBiieHus1 MHGOPMALIMOHHBIMU TToToOKamu, uMeHoBaHHble B FDP_IFC, rme takke ompeaesieHa o0jacTh AeHUCTBUS
COOTBETCTBYIOILIEH MONUTUKU. CeMEeCTBO COAEPXKUT J1Ba TUIA TPEOOBAHUIA: ONMH CBSI3aH C OOBIYHBIMU UH(POPMALIOH-
HBIMU MOTOKaMM, a BTOPOM — € Hepa3peuleHHbIMU UHGOPMALMOHHBIMUA MOTOKaMU (CKPBITHIMU KaHalaMu), 3ampe-
IMIEHHBIMUA ONHOUN Wiu HeckoiabkuMu [1PB. DT0 pasmeneHue BO3HUKAET, IMOTOMY YTO MpoOiieMa Hepa3pelIeHHBIX
MHGOPMAITMOHHBIX TTOTOKOB B HEKOTOPOM CMBICTIC TIPOTUBOPEYUT OCTANBHBIM actiektam [1DB ynpasienus nadop-
MalMOHHBIMU noToKamu. HepaspeleHHble MHGOPMALIMOHHBIE TOTOKA BO3HUKAIOT B HApYLIEHUE MOJUTUKU, MO3TO-
My OHU HE SIBJISIIOTCSI PE3yJbTaTOM MPUMEHEHUST MOJUTUKM.

3aMeuaHusl AJs1 OJIb30BATES

st peanusaliuy HaJeXXHOW 3alIUThl OT PACKPBITUS MU MOAU(PUKALIMHU B YCIOBUSIX HENOBEPEHHOTO MTPOrpaMM-
HOro obecrnieyeHust TpeOyeTcsl ynpasasiTh UHOOPMAUMOHHBIMU TTOTOKaMU. OZHOTO YIpaBieHUs] JOCTYIIOM HeIoCTa-
TOYHO, TaK KaK MpPU HEM KOHTPOJUPYETCS TOJBbKO AOCTYN K XpaHWIMILAM, YTO MO3BOJISIET MH(pOpPMalINU, COlEpxKa-
meiicss B HUX, OECKOHTPOJIBHO PACTIPOCTPAHSITHCSI B CUCTEME.

B sTOM cemeiicTBe ynoTpebJsieTcsl BBIpaXkeHUE «TUIbl Hepa3pelleHHbIX UHGOPMALIMOHHBIX TOTOKOB». DTO BbIpa-
JKEHUE MOXET MPUMEHSIThCS MPU CCbUIKE Ha U3BECTHBIE TUIbI KJACCU(PUKALMU MTOTOKOB TAKUE KaK «KaHaJbl MaMsSITH»
WU «KaHaJIbl CUHXPOHU3AllMU BpeMeHH{le KaHasbl)», UJIW Xe Ha UHYI0 KilaccuduKaluio, OTpaxarolilyio noTpedHo-
ctu aBtopa I[13/3b.

I'u6kocth 5TUX KOMNoHeHTOB no3BosisieT cneuuduuuposats B FDP_IFF.1 u FDP_IFF.2 nonutuky noaHomo-
YUii, JalOIIyI0 BO3MOXHOCTh KOHTposmpyemMoro ooxoma ITPB B uenoM mwim yactmuHo. Ecnm HeobxomuMo 3apaHee
npenonpenenutb ooxon IPB, apropy I13/3b cremyer mpeaycMoTpeTh TPUMEHEHHNE TTOJTUTUKK TTOTHOMOYUIA.

FDP_IFF.1 IIpocTeie aTpuOyTH H€30MaCHOCTH

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNsI

Kommnonent FDP_IFF.1 comepxut TpeGoBaHusI HaIMUMsl aTpuOyTOB 6€30MacHOCTH Y UH(pOpMALUM U CyObeK-
TOB, SIBJISIIOLLUXCS] OTIPABUTENSIMU WM TIoJydareasiMu 3Toil nHbopmauu. CienyeT Takxe YYUTbIBaTh aTpUuOyThl Oe-
30MAaCHOCTUA MECT XpaHEeHUs] UHGOPMALIMK, €CIU TPeOyeTcsl UX yyacTue B yIpaBjleHUU UHMOPMALMOHHBIMU MOTOKA-
MU WJIM €CJIA Ha OTU aTpUOYThl PACIIPOCTPAHSIETCS TOJUTHKA YIIPABIECHUS TOCTYIOM. DTOT KOMIIOHEHT crieubuLmpy-
€T KJII0UEBbIE OCYILECTBIsIEMble MPaBUia U OMUCHIBAET, KaK BBOASTCS aTpuOyThl 6e3onacHocTh. Hampumep, KoMmo-
HEHT CJIelyeT MPUMEHsTh, Koraa XoTsa 06l ogHa u3 [1DB ymnpasreHus mHOOPMAaIMOHHBIMY TTOTOKAMU OCHOBaHA Ha
MeTKaX, KaK 3TO OIpeAe/sieT Moaesb NoMuTUKU O6e3onacHoctu bemra u Jla IMagyner [B&L], HO 2! atpubyThl 6€30-
MacCHOCTU He 00pPa3yloT UepapXuIo.

OTOT KOMIIOHEHT HE OMNpPEeNesieT AeTalu MPUCBOCHUsI 3HAaUeHU I aTprbyTaM 6€30MacHOCTH (T. €. MOJb30BaTeIeM
nuiu npoueccoM). ['MOKOCTb MOJUTUKU MPEAOCTABISIETCS ONEpallMsIMU Ha3HAYeHUsI, KOTOPbIE TTO3BOJISIIOT, MPU HEOO-
XOAMMOCTH, creuubULMPOBaTh JOMOTHUTEIbHBIE TPEOOBAHUS K MOJUTUKE U (DYHKLUSM.

Kommnonent FDP_IFF.1 Taxxke mpemocrtasisier TpeOGoBaHUS K (GYHKIMSIM YIpaBieHUs WH(GOPMalMOHHBIMU
MOTOKaMU, 4TOOBI OHM MOIJIM SIBHO pa3pellaTh WIM 3anpeliaTb WHGOPMALMOHHBINA MOTOK Ha OCHOBE aTpUOYTOB
6e3onacHOCTU. OH MOXET MPUMEHSTHCS IJIsl peaiu3alry MOJUTUKU MOJTHOMOYME, MpeaycMaTpuBalolleid UCKIoue-
HUSI U3 OCHOBHOI MOJUTUKU, ONPENETIEHHON B 3TOM KOMIIOHEHTE.

Onepanun

HasunaueHue

B FDP_IFF.1.1 astopy I13/3B caeayer cnenudunuposats [I1®B ynpaBienns nadopMAnNnOHHBIME NOTOKAMH,
ocymectBiasembie ®BO. UM u odaacts aeiicteus [1PB ynpapiaenns: uaGopManHOHHBIMA MOTOKAMH ONpPEAETSAIOTCA B
komnonenTax cemeiicrea FDP_IFC.

B FDP_IFF.1.1 apropy I13/3B cienyer cnemuduuupoBaTh MUHAMAJIBHOE YACJIO W THN ATPHOYTOB 0e30mMaCHOC-
TH, KOTOpPBIE OYIYT HCIOJb30BATHCA MpH crenupukanud npapmwi. Taknvm aTpudyTamu 06€30MACHOCTH MOTYT OBITh, Ha-
npuMep, uaeHTAGHUKATOP Cy0beKTa, YPOBEHh YYBCTBHTEILHOCTH CYObEKTa, YPOBEHb JAONMYCKa CYObeKTa K mH(GOPMAINH,
YPOBEHb YYBCTBUTEJIbHOCTH WH(popmManmu u T. 1. CiexyeT, 4T00bl MUHUMAIbHOE YHCJIO ATPUOYTOB 0€30MACHOCTH KaXK-
JIOTO THNA OBLIO JOCTATOYHBIM IS MO/IEPKKA MOTPEOHOCTEH Cpespl.

B FDP_IFF.1.2 aBropy I13/3B cieayer cnenuuuupoBaTh Ajis Kaxaoii onepanud peamsyembie ®BO n ocHo-
BaHHbIE HA ATPUOYTAX 0€30NMACHOCTH OTHOIIEHHS, KOTOPble HEOOXOANMO MOAIEPKABATH MEXKIY ATPUOYTAMH 0€30MaACHO-
CTH Cy0beKTOB W MHGOpMANHN.

B FDP_IFF.1.3 asrtopy I13/3B cuenyer cnennpunmpoBath Bce nonoiHuTebHbie npapmwia [1OB ynpasienus
uHGoOpMANHOHHBIME TOTOKaMH, KoTopsie o1 ®PBO Tpedyerca peamm3oBath. Eciim domojHMTEbHbIE MpPaBHJIA HE WC-
noJib3yotcs, To aBropy I13/3b caenyer ykazats «HeT» npH BBINOJHEHHH paccCMATPHBAEMOIi ONepalyH.
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B FDP_IFF.1.4 astopy I13/3B cuenyer cnemuumupoBaTh Bce NONONHATENbHBIE Bo3MoxkHOCTH [IDB, KOTO-
poie oT ®BO TpedyeTcs npenoctasutb. Eciim qonoHETEIbHBIE BO3MOXKHOCTH He MpPeAOCTABISIOTCS, TO aBTopy I13/3B
ciaenyer yka3atb «HeTr» npu BbINOJHEHHH PACCMATPUBAEMO ONEPAINH.

B FDP_IFF.1.5 astopy I13/3B ciaenyer cnenudunupoBath OCHOBAHHbIE HA ATPHOYTAX 0€30MACHOCTH MPaBHMIIA,
SIBHO pa3pemiaomue MH(OPMANMOHHbIE MOTOKH U AONOJHSAIOMIME MPABUIA, ONpe/ejeHHbie B MPeIbIAYIIMX JJeMEHTaX.
Onu BoiHeceHbl B oTaeibHbIA 3jeMeHT FDP_IFF.1.5, nockoabKy onuchIBalOT MCKJIIOYEHHS W3 NMPABHJ B NpPeIbIIyHIHX
ajemeHTax. Hampumep, npaBuja ABHOTO pa3pemeHds WHGOPMANMOHHOTO NMOTOKA MOTYT ObITh OCHOBAaHBI HA BEKTOpE
MOJTHOMOYHIi, ACCOIMMAPOBAHHOM C CYOBEKTOM M BCEIa 00eCIeYnBAIONINM eMy BO3MOKHOCTh HHHIIMAPOBATDH NMepeMernie-
HAe uHGOpPMAINK, HA KOTOPYIO pacnpocTpansercsa cnenudpunuposannas [IOB. Ecin nogo6Has BO3MOKHOCTh HeXKeja-
TeabHa, To aBTopy I13/3B caeayer ykazarh «HeT» B maHHO# omepamuu.

B FDP_IFF.1.6 asropy I13/3B ciaenyer cnenudunupoBaTh OCHOBAHHBIE HA ATPUOYTaX 0€30MACHOCTH MPaBHUIIA,
SIBHO 3ampemjaoimye MH(MOPMANMOHHBIE MOTOKH M JONOJHSAIONIME NMPABHIA, ONpe/ejeHHbie B MPeIbIAYIINX JJeMEHTaX.
Onu BoiHeceHbl B oTaeibHbIA 3jieMeHT FDP_IFF.1.6, nockoabKy OnMCHIBAIOT MCKJIIOYEHHS W3 NMPABUJ B NpPeIbIIyIIMX
ajeMentax. Hanmpumep, mpaBmwia sBHOTO 3ampemeHus WH()OPMANMOHHOTO MOTOKA MOTYT OBITh OCHOBAHBI HA BEKTOpE
TOJTHOMOYHIi, ACCOIMAPOBAHHOM C CYOBEKTOM M BCEIAa OTKA3BIBAIONINM €My B BO3MOXKHOCTH HHHIMAPOBATDH MepeMernne-
HAe uHGOPMAINH, HA KOTOPYIO pacnpocTpansercsa cnenudpunuposannas [IOB. Ecim nogo6Has BO3MOKHOCTh HeXKeja-
TeabHa, To aBTopy I13/3B caeayer ykazarh «HeT» B maHHO# omepamuu.

FDP_IFF.2 Uepapxndeckne aTpuoOyTsl 06€30MaCHOCTH

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNsI

Komnonent FDP_IFF.2 comepxut Tpe6oBaHue, utoobl Bce [1PB ynpapneHns nHOOPMaMOHHBIMKA TTOTOKaMU
B [1BO umcnons3oBanu mepapxmiyeckue aTpuOyThl 0€30MaCHOCTH, KOTOPhIe 00pa3yloT HEKOTOPYIO CTPYKTYpY.

Hanpumep, 3TOT KOMIIOHEHT ClieAyeT MPUMEHSITh, Koraa XoTst 66l onHa u3 [1Db ynpapneHus nHGoOpMaMoH-
HbBIMU MOTOKaMM OCHOBAaHA Ha METKaX, KaK 3TO OMpenessieT MoJAesb noautuku oa3zonacHoctu benna u Jla TManynel
[B&L], u 31 atpubyThl 6e30MacCHOCTU OOpPa3yIOT UEPAPXUIO.

BaxxHo oTMeTUTBh, YTO TpeOOBaHUS MepapXUUECKUX OTHoUIeHUH, uaeHtuduiupyemsie B FDP_IFF.2.7, npume-
HUMBI TOJIBKO K aTpubyTamM 0e30MacHOCTH YIpaBiIeHUsT MHGOopMaIMOHHBIMU TToToKamu it [1DB ynpasieHus wH-
(bopmanoHHbIMM TIOTOKaMU, uaeHTUdUUMpoBaHHBIM B FDP_IFF.2.1. BTOT KOMNOHEHT He MPUMEHUM K IPYTUM
[®B, Hanpumep K [1DB yrpaBiaeHUs TOCTYIIOM.

Kommnonent FDP_IFF.2, xak u mpeablayiiumii, MOXeT UCITOIb30BAThCS ISl peaiu3aliii MOJUTUKHU TTOJTHOMO-
Yuii, cofepxKallleil mpaBuia, MO3BOJSIIOLIME SIBHO pa3pelliaTh WM 3alpeliatb MHGOPMALIMOHHbIE MOTOKH.

B cnyyae, xorma Heo6xoauMo crieluunpoBaTh HecKoIbKo [TDB ynpapneHuss HGOPMALIMOHHBIMU TTOTOKA-
MM, Kaxjaasi U3 KOTOPbIX OyIeT UMEeTh COOCTBEHHBIE aTpUOYTHl 0E€30MACHOCTU, HE CBSI3aHHbBIE C aTPUOyTaMU IPYruX
noymtuk, B [13/3b creayer cnenuduimpoBaTh 3TOT KOMIIOHEHT ist Kaxnoil n3 [IPB (T. e. BHIMOJHUTH UISI HETO
ornepauuio urepauun). Eciu atoro He caenath, To paznuyHbie yactu FDP_IFF.2.7 Moryt npotuBopeyuThb ApyT ApYTY,
MOCKOJIbKY He OyIyT CBSI3aHbI HEOOXOIMMBIMU COOTHOILIEHUSIMU.

Onepanun

HasHnaueHue

B FDP_IFF.2.1 aBropy I13/3b cinenyer cnetmuduimponars [1PB ynpasneHnss "HGOPMAIIMOHHBIMUA TIOTOKAMMU,
ocymiectBisieMble ®BO. UMs u o6macth aeiictBusa [1DB ynpasieHus nHGOpMaLMOHHBIMU TOTOKAMHU OTIPEACIISTIOTCS
B KomnoHeHTax cemeiictea FDP_IFC.

B FDP_IFF.2.1 aBtopy I13/3b cnenyer crietiuduiimpoBaTh MUHUMAaJIBHOE YHCJIO Y TUIT aTpUOYTOB Ge30MacHOC-
TH, KOTOpbIE OYAYT MCIOJb30BaThCS NpHU crieuuduKauu npabpwi. Takumu aTpuOyTamMu 0€30MacHOCTA MOTYT OBITh,
HampuMep, UaeHTU(UKATOp cyObekTa, YypOBeHb YYBCTBUTEJIBHOCTU CyOBEKTa, YPOBEHb JIOIMycKa cCyObekTa K MHMOp-
Malluu, YpOBeHb UyBCTBUTEIbHOCTY MH(MOpMaLuu 1 T. 1. Cineayet, 4ToObl MUHUMAaJbHOE YMCJIO aTpuOyTOB O€30TacHO-
CTU KaXIIOTro TUMA ObLJIO TOCTATOUHBIM JJISI MOMAECPXKKU MOTPEOHOCTEH Cpelibl.

B FDP_IFF.2.1 aBropy I13/3b crneayer crienmbUIIMpoBaTh s Kaxknoi onepanuu peanusyembie ®BO 1 ocHo-
BaHHble Ha aTpuOyTax OE30MaCHOCTU OTHOUIEHUsI, KOTOPble HEOOXOAMMO MOANAECPXKUBATh MeXay aTpubyramu 6e30-
MaCHOCTU CYObEKTOB U MH(MOPMAIK. DTH OTHOMIEHHS CJIEyeT OCHOBBLIBATh HA YNOPAI0YEHHBIX CBA3AX MEXKIY aTpuoy-
TaMH 0€30MaCHOCTH.

B FDP_IFF.2.3 aBropy I13/3b cienyeT cneruduipoBaTh Bce NOMOTHUTENbHBIE MTpaBuia [1DB ynpasreHus
MHGOPMAIIMOHHBIMU TTOTOKaMHU, KoTopble 0T ®BO TpebyeTcs peannsoBath. ECM HOMOTHUTENbHBIE TIPaBUIa HE WC-
noJe3ytotcs, To apropy I13/3b cienyer ykazars «HeT» mpu BbITIOJIHEHMU paccMaTpUMBaeMoOil orepaiuu.

B FDP_IFF.2.4 aBropy I13/3b cienyeT criennbuIIMpoBaTh Bce TOTIOJHUTEIbHBIE Bo3MoXHOCTH [1MDB, KoTOphIe
or ®BO TpebyeTcs mpenoctaBUTh. ECM AOMONTHUTENbHBIE BO3MOXHOCTU HE TIpedocTaBisiioTcs, To aBTopy I13/3b
cienyet ykazath «HeT» mpu BBITIOJIHEHMU paccMaTpUBaeMOii Oreparnu.

B FDP_IFF.2.5 aBropy [13/3b caenyer cneuuduiimpoBaTb OCHOBaHHbIE Ha aTprOyTax 6€30MacHOCTH TTpaBUIa,
SIBHO pa3peliaroiye MHPOpMalMOHHbIE TOTOKU U JOTIOJHSIOUIME MPaBuia, ONpeeIeHHbIe B MPEAbIAYIINX 2JEMEH-
tax. OHU BbIHECeHbI B oTHneabHbIN 371eMeHT FDP_IFF.2.5, mockobKy onmuchIiBalOT UCKITIOYEHMS M3 TIPABUJI B TIPEIbIIY-
mux aneMmeHTax. Hampumep, mpaBuia sBHOTo paspeileHus WHGOPMAIIMOHHOTO TMOTOKAa MOTYT ObITh OCHOBaHbI Ha
BEKTOpE MOJIHOMOYMIA, aCCOLIMMPOBAHHOM C CyOBEKTOM M BCeraa 00ecrneyrBaollUM €My BO3MOXHOCTb MHULIMUPO-
BaTh TiepeMelnieHre nHhOopMAIu, Ha KOTOpYyIo pactpocTpaHsieTcs crenubuipoBanHas [1OB. Ecnu momobHas Bo3-
MOXHOCTb HexesaTesnbHa, To aBTopy I[13/3b cienyer ykazath «Her» B 1aHHO# omnepauuu.
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B FDP_IFF.2.6 aBtopy I13/3b cnenyet cieruduipoBaTh OCHOBaHHBIE Ha aTprOyTax 6€30MacHOCTH TpaBuJIa,
SIBHO 3ampeliaiolire nHGOPMalMOHHbIE MOTOKU U TOMOJHSIOIME TIPaBUIa, ONpeaeeHHbIe B IPEAbIIYIIMX 2JIEMEH-
tax. OHU BeIHECEHBI B oTAeAbHBIN 25ieMeHT FDP_TFF.2.6, MOCKOJMbKY OMUCHIBAIOT UCKITIOYEHUS U3 TTPABUJI B ITPEABITY-
mux aseMeHtax. Hanpumep, npaBuia sIBHOTO 3amnpelieHus] MTHMOPMAUUMOHHOTO MOTOKA MOTYT ObITb OCHOBAaHbI Ha
BEKTOpE MOJHOMOYMIA, aCCOLIMMPOBAHHOM C CyOBEKTOM U BCErla OTKAa3bIBAIOIIMM €MY B BO3MOXHOCTU MHULIMUPO-
BaTh TepeMeleHne MHhOopMauu, Ha KOTOPYIo pacripoctpaHsiercs crieruduimpoBanHas [1OB. Eciu mogobHast Bo3-
MOXXHOCTb HexesaTesnbHa, To aBTopy I[13/3b cnenyer ykazath «Her» B 1aHHO# omnepauuu.

FDP_IFF.3 Orpannyenne Hepa3pemieHHbIX WH(OPMALMOHHBIX MOTOKOB

3aMeuaHusi MO MPUMEHEHUIO ISl TOJb30BaTeNst

Komnonent FDP_IFF.3 cienyer ncrnonb3oBath, Korma ogHa min Heckonbko ITDB comepkaT TpeOGoBaHUS IO
yMPaBJICHUI0 HEPa3pelIeHHbIMU UH(HOOPMAMOHHBIMU MMOTOKAMM, HO HU OJHAa U3 HUX HE BKJIOYaeT B cebsi TpeboBa-
HMS UX YCTpaHEHMUs.

[nsa cneunduiMpoBaHHBIX Hepa3pelleHHbIX WH(GOPMAIIMOHHBIX MOTOKOB CJIEAyeT YCTAaHOBUTh MAaKCUMaJIbHO
nornyctumbie MHTeHcuBHOCTU. Kpome Toro, aBTop I13/3b nmeeT BO3MOXHOCTD OIpeneauTb, HEOOXOAMMO JIU TOJABEP-
rath ayauTy HepaspellleHHble MHOOPMAaIIMOHHbIE TTOTOKH.

Onepanuu

HasunaueHue

B FDP_IFF.3.1 astopy I13/3B caeayer cnemudunuposats [1®B ynpaBienns nadopMAnnoOHHBIME NOTOKAMH,
ocymectBiasembie ®BO. Ums u odaacts aeiicteus [1PB ynpapiaenns uaGopMaNIHOHHBIMA MOTOKAMH ONPEAETSIIOTCS B
komnonenTax cemeiicrea FDP_IFC.

B FDP_IFF.3.1 asropy I13/3B cienyer cnenuduuupoBaTh THNBI HePa3peleHHBIX HH()OPMANMOHHBIX MOTOKOB,
MAaKCHMAJIbHAS MHTEHCHBHOCTh KOTOPbIX OrpaHHYHMBAETCH.

B FDP_IFF.3.1 apropy I13/3B ciaeayer cnmenuunupoBaTh MAKCHMAIbHYI) HHTEHCHMBHOCTH, TOMYCTHMYIO IS
Ka)KJ0ro u3 MIeHTH()PUIHPOBAHHBIX Hepa3pemeHHbIX HH(OPMAIMOHHBIX NMOTOKOB.

FDP_IFF.4 YacTnuHoe ycTpaneHne Hepa3pelmleHHbIX WHGOPMALMOHHBIX NMOTOKOB

3aMeuaHusl MO MPUMEHEHUIO ISl TOJb30BaTeNsI

Kommnonent FDP_IFF.4 cienyer ucrnonb3oBaTh, Korma ogHa min Heckosnbko ITDB comepkaT TpeOGoBaHUS IO
VIpaBJICHUIO HEpa3pelleHHbIMA WH(MOPMAIIMOHHBIMU TTOTOKAMU M TIPU 3TOM XOTS Obl OTHA U3 HMX BKJIIOUAeT B ceOsl
TpeOOBaHUSI YCTPAHEHUSI XOTSI Obl OJHOTO HEPa3peuIeHHOro UHMOOPMALMOHHOIO MOTOKA.

Onepanuuu

HasunaueHue

B FDP_IFF.4.1 aBropy I13/3b cinenyer cnetudumponars [1PB ynpaneHnss "HGOPMAIIMOHHBIMUA TIOTOKAMM,
ocymiectBisieMble ®BO. Ms u o6macth aeiictBusa [1DB ynpasieHus nHGOpMaLIMOHHBIMU ITOTOKAMHU OTIPEACIISTIOTCS
B KomnoHeHTax cemeiictea FDP_IFC.

B FDP_IFF.4.1 asropy [13/3b cneayet cneunduiinpoBath TUITBI Hepa3pellieHHbIX UH(POPMAIIMOHHBIX TTOTOKOB,
MakKcUMajibHasi MHTEHCUBHOCTb KOTOPBIX OrpaHWYMBAETCS.

B FDP_IFF.4.1 aBropy I13/3b cienyer crienimduumpoBaTh MaKCUMaJIbHYIO MHTEHCUBHOCTD, JOMYCTUMYIO IS
KaXJI0ro U3 UIEHTU(OULIMPOBAHHBIX HEpPa3pellleHHbIX MH(DOPMAIITMOHHBIX TTOTOKOB.

B FDP_IFF.4.2 asropy I13/3B cienyer cnenuduuupoBaTh THNBI HePa3pelieHHBIX HWH()OPMAIMOHHBIX MOTOKOB,
nojJieXXamux ycrpaHeHno. CHHCOK He MOXKeT ObIThb MyCThIM, MOCKOJBKY JTAHHBIA KOMIOHEHT CONEPKHT TpeOOBaHHME
yCTPaHEeHHsA XOTA Obl YACTH Hepa3pemeHHbIX HHGOPMANMOHHBIX MOTOKOB.

FDP_IFF.5 OrcyrcTBue Hepa3pemeHHbIX WHGOPMALMOHHLIX MOTOKOB

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNsI

Komnonent FDP_IFF.5 cienyet ucnonb3oBath, Korma [1®B, comepxkaliue TpeGoBaHUS O YIPaBICHUIO He-
pa3peuieHHbIMU UH(MOPMallMOHHBIMU MOTOKAMM, BKJIIOYAIOT B ce0si TpeOoBaHME MOJHOrO UX ycTpaHeHusi. OmHako
apropy [13/3b cienyeT BHUMATENbHO U3YyYUTh, KAKOE BIMSIHUE MOJOOHOE YCTPAHEHUE MOXET OKa3aTb Ha HOPMaJlb-
Hoe dyHkuuoHupoBaHue OO. [IpakTuka NOKa3bIBa€T BOBMOXHOCTb OMOCPEAOBAHHOIO BIUSIHUSI HEPA3PEUIEHHbBIX UH-
GopManlMOHHEBIX ITOTOKOB Ha padory OO, mo3ToMy HMX IIOJHOE YCTpaHEHME MOXET IPMBECTH K HeKeJaTeJbHBIM
MOCJEACTBUSIM.

Onepanuu

HasunaueHnue

B FDP_IFF.5.1 asropy I13/3B caenyer cnemuumupoats IIOB ynpapienns wHGOpMAIHOHHBIMA MOTOKAMH,
JUTS KOTOpoii nH(opMannoHHbie MOTOKH TpedyeTcs ycTpanuth. Ums u odnacts aeiicteus [IOB ynpasnenus nadopma-
IHOHHBIMH TIOTOKAMH OmpeneasioTcsa B komnoHentrax cemeiictsa FDP_IFC.

FDP_IFF.6 MoHuTOpHHI Hepa3pelleHHbIX MH(OPMALMOHHBIX MOTOKOB

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNst

Komnonent FDP_IFF.6 cienyer ncnosib3oBath, korma oT ®BO TpebyeTcst poBeaecHEe MOHUTOPUHTA Hepas-
pelIeHHbIX MTHOOPMAIIMOHHBIX TTOTOKOB, MHTEHCUBHOCTb KOTOPBIX MPEBBIIIAET CHIeHU(pUIIMPOBAHHOE TOPOrOBOE 3HA-
yeHue. Ecnu takoil moTok TpedyeTcsl MOABEPTHYTh AYAUTY, TO 3TOT KOMIIOHEHT MOXET CIYXUTb UCTOUHUKOM COOBITUI
aynuta st kKomroHeHToB cemelictBa FAU _GEN «['eHepanysi JaHHBIX aynuta 6e3011acHOCTH».

Onepanun

HasunaueHue
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B FDP_IFF.6.1 asropy I13/3B caeayer cnemuumuposats IIOB ynpapienns uaGOpMAIHOHHBIMA MOTOKAMH,
ocymectBiasembie ®BO. Umsa u odaacts aeiicteus [1PB ynpaBienns uaGOpMAHOHHBIMA MOTOKAMH ONpPEAEISAIOTCS B
komnonenTax cemeiicrea FDP_IFC.

B FDP_IFF.6.1 asropy I13/3b caenyer cnemudumupoBaTs THIBI Hepa3pemeHHbIX HHGOPMANMOHHBIX TOTOKOB,
NMOJIeXKAMMX MOHUTOPUHTY HA TPEBbIlIEHHE MAKCHMAJILHOTO 3HAYEHHS MHTEHCHBHOCTH.

B FDP_IFF.6.1 aropy I13/3B caenyer cnenuunupoBaTh MAKCUMATbHYI0 HHTEHCHBHOCTD, MPEBbINIEHHE KOTO-
poii Hepa3pemeHHbIM HH(OPMAIMOHHBIM MOTOKOM OyneT orciexusatbesa ®BO.

E.7 Amnopt panneix u3-3a npenenos aeiicteua PO (FDP_ITC)

CewmeiictBo FDP_ITC onpenensieT MexaHU3MBI JUTSI UMITOPTa TaHHBIX MToTb3oBaTesss B OO u3-3a npexaenoB O D
TakKUM 00pa3oM, 4TOOBI aTpUOYTHl 0E30TACHOCTU JaHHBIX TOJI30BATENSI TIPU 3TOM COXpaHsUIMCh. COrjlacoBaHHOCTD
3TUX aTpubyTOB O6e3omacHocTu onpenensercsa cemeiictBom FPT_TDC «CornacoBanHocTh faHHBIX @BO Mexxny OBO».

B FDP_ITC takxe paccMaTpuBaloTCsl OrpaHUYEHHUs Ha UMIIOPT, crielinduKaiys aTpubyToB 6e301acHOCTH MOJIb30-
BaTejieM M accollMaliusi aTpuOyTOB O€30MaCcHOCTH M JaHHBIX MOJIb30BaTENS.

3ameuaHus ISl TIOJIb30BaTeIsI

FDP_ITC u cootBetcTBylo11Iee ceMmeiicTBO mist akcropTta naHHbix FDP_ETC onpenensitor, kak OO nocrtynaet
C JaHHBIMU TIoJIb3oBaresieil, moctynamommmu B OJP u mepemaBaeMbiMu 13 Hee. OHO CBSI3aHO ¢ Ha3HaYeHHEM W
WTHOPVMPOBAHUEM aTpUOYTOB 06€30MaCHOCTHM JAHHBIX MOJIb30BaTeJIsl.

B cemeiicTBe MOTYT paccMaTpUBaThCs CJIEAYIOLINE NEHCTBUS:

a) UMIIOPT AAHHBIX TOJIb30BaTessi ¢ OecpopmMaTHOTO (MO OTHOIIEHWIO K 0OE30MacHOCTM) HOcUTeNsl (Takoro,
Kak TMOKMI AMCK, MarHUTHAas JIEHTa, CKaHep, BUAECO- WM ayluOCUTHas) 0e3 aTpuOyTOB 06e30MmacHOCTU U ¢u3nyec-
Kasi MapKMpOBKa HOCHUTEJNS /ISl YKa3aHUS Ha €ro coiepXKaHue;

0) MUMITOPT JAAHHBIX TMOJIb30BaTENIsI, BKIIIOYasi aTpuOyThl O€3011aCHOCTH, C HOCUTENSl M BepudUKaLUs COOTBET-
CcTBUST aTpuOYTOB 0€30MaCHOCTH OOBEKTa;

B) MMIOPT JAHHBIX MOJb30BaTENs, BKIOUYash aTpuOyThl 0€30MaCHOCTU, C HOCUTENSI C MCTIOJIb30BAaHUEM KpPUII-
TorpapyecKrx METOIOB JJIsI 3alIMThl aCCOLMALUU JAHHBIX MOJIb30BaTesl ¢ aTpUOyTaMu 6e30MacCHOCTH.

Cemericteo FDP_ITC He nmeeT OoTHOIIEHHUS K OINpeAesIeHNI0 BOBMOXHOCTY MMIIOPTa JAHHBIX TMOJb30BaTeIs.
31ech paccMaTpUBaIOTCS JUIIb 3HAYEHUST aTpUOYTOB 06€30MacCHOCTH JIJIsl aCCOLIMAllMU C UMIIOPTUPYEMbIMU JTaHHBIMU
MOJIb30BaTENS.

EcTb 1Be BOBMOXHOCTH MPU MMIIOPTE NAHHBIX MOJIb30BATENS: IMOO OHU OJHO3HAYHO ACCOLMUPYIOTCS C JOCTO-
BEpHBIMU aTpuOyTamMu 0e30MacHOCTM OO0bEeKTa (3HAYEHUSI U CMbICT aTpuOYTOB OE30MACHOCTU HE MEHSIIOTCS), OO
HUKaKue TOCTOBEPHbIE aTpUOYThl 6€30MacHOCTU (WM BOOOIE Kakue-a11u60 aTpuOyThl 6€30MaCHOCTH) HE MOTYT ObITh
MOJyYeHbI OT UCTOYHUKA JTaHHBIX. B 3TOM cemeiicTBe paccMOTpeHbl 00€ BOZMOXHOCTH.

Ecnau umerorcst nocToBepHbie aTpuOyThl 0€30MAaCHOCTH, UX MOXHO acCOLMMPOBATh C JAHHBIMU TTOJb30BATENS
(usnyecku (aTpuOyThl 6€30MACHOCTU HAXOMATCS HA TOM XK€ CaMOM HOCUTEJNe) WIM JIOTUYeCKu (aTpuOyThl Ge3omnac-
HOCTU TIepealoTcsl OTAEIbHO, HO BKIJIIOUAIOT B ce0s1 YHUKAIbHYI0 MAEHTU(DUKALMIO 00beKTa, HAIpUMep KPUIITOrpa-
(bryeckylo KOHTPOJIbHYIO CYyMMY).

CeMelCTBO CBSI3aHO C MMIOPTOM JIaHHBIX TMOJIb30BaTelisi U COMPOBOXICHUEM MX acCOLMAIlMU C aTpuOyTaMu
6e30macHOCTY B cOOTBeTCTBUM ¢ TpeboBaHusiMu IIDB. C acnekraMu MMIIOpTa, KOTOPbIe HAXOmATCS BHE 00JacTH
NIEMCTBUS 3TOTO ceMmelcTBa (HampuMep, ¢ HeMPOTUBOPEUMBOCTHIO, JOBEPEHHBIMU KaHajlaMH, 1€JIOCTHOCTbIO), CBSI-
3aHbl apyrue cemeiictBa. bonee toro, B cemeiictee FDP_ITC paccmarpuBaeTcst ToJbKO UHTEpGEIC A1l BHIMOJTHEHUS
UMIIOpTa. YuyacTue B Iepenayde ¢ IPyroil CTOpoHbl (Kak MCTOYHMKA) paccMmarpuBaetcsl B cemeiictee FDP_ETC.

Xopol1I0 U3BECTHHI ClIeAyIole TpeOOBaHUs UMIIOpTa:

I') UMIIOPT JAaHHBIX MOJIb30BaTeNsl 0e3 KaKUX-I1100 aTpuOyTOB 06€30MacCHOCTH;

J1) UMIMOPT JAHHBIX TOJIb30BaTeNIsI, BKJIIOYAsl acCOLMMPOBAHHBIE C HUMHU aTpUOYThl 0E30MaCHOCTHU, TpPUYEM
aTpuOyThl 0€30MAaCHOCTH OJHO3HAYHO MPEJICTaBISIOT UMIIOPTUPYEMYIO MH(pOpMaLUIO.

ODTH TpeOOBaHUS UMITOPTA MOTYT OBITH peanr3oBaHbl PBO npu yyactin mim 6e3 yyacTus 4eJoBeKa B COOTBET-
ctBuu ¢ orpanndeHusMu UT u monutukoit 6e3omacHOCTM opraHu3aiuu. Hampumep, eciau maHHbIEe MOJb30BaTENS
MOJYYEeHBI 10 «KOH(UIEHIMATbHOMY» KaHajly, aTpuOyThl 0€30MacHOCTA 00beKTa OyIyT yCTAHOBJIEHBI KaK «KOH(U-
NIEHIIUAJIbHBIC».

Ecimm nmpumeHstiotcst Heckonbko [1MB ymnpaBiaeHust 1OCTYNOM U/Wiv MHGOPMAIIMOHHBIMU TTOTOKAMU, TO MO-
JKeT MOTPebOBaThCSl MOBTOPUTH 3TOT KOMITIOHEHT OTAEIbHO IS KAKI0M MOJUTUKHU (T. € IPUMEHUTh K HEMY OTepalinio
ATepaInn).

FDP_ITC.1 NMnopT JaHHBIX MOJb30BaTelsA €3 aTpuOyTOB 0€30MaACHOCTH

3aMeuyaHus MO TPUMEHEHUIO JUISI TTOJIb30BaTeNsI

Kommnonent FDP_ITC.1 ucnonb3yercs ans crieliu@uKaiuym MMITIOpTa JaHHBIX MOJIb30BaTENs, HE UMEIOLINX J10-
CTOBEPHBIX (MM BOOOIIEe HUKAKKX) aTpUOyTOB 0e30MacHOCTU. Dta QyHKUMS TpeOyeT, YTOObl aTpuOyThl Oe3omacHoC-
TU TaHHBIX TOJb3oBaTesss nHuIuupoBanuck ®BO. TIpaBura nMmopTa Moxet crienudunposats u astop I13/36. B
HEKOTOPBIX Cpelax MOXET MOTpeOOBaThCsl MCIOIb30BaHUE ISl MepeJayu 3TUX aTpuOyTOB MeXaHM3Ma JOBEPEHHOTO
MaplipyTa WA KaHaja.
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Onepanuu

HasHnaueHue

B FDP_ITC.1.1 aBtopy I13/3B cuenyer cnemndummposats, kakue [I1®B ynpaBienns nocrynom u/mm ungop-
MAIMOHHBIMA MOTOKAMH OYIYT OCYHIECTBJIATHCS NMPH MMIOPTE AAHHBIX moyb3oBareisda B O @. /lannbie nosb3oBaTens,
KOTOpble MMIOPTUPYIOTCA ITOi (PyHKIMEH, OrpaHMIMBAIOTCA Ha3HauYeHneM 3Tux [1DB.

B FDP_ITC.1.3 aBropy I13/3B cienyer cienuuuupoBaTh Bce JOMOJIHATENbHbIE MPABHIA YNPABJICHAS UMIIOP-
TOM WM yKa3ath «HeT» mpm oTCyTCTBHM TakoBbIX. DTH mpaBmia Oynyt peaim3osanbi ®BO B nomonnenne k [1DB
yupasJieHHs JOCTYIIOM W/Wid WH()OPMANMOHHBIMA MOTOKaMu, BeiOpanabiM B FDP_ITC.1.1.

FDP_ITC.2 UMnopt JaHHBIX MOJb30BATENs C aTPHOYTAMH 0e30MACHOCTH

3aMeuaHusl Mo MPUMEHEHUIO ISl MOJb30BaTeNsI

Kommnonent FDP_ITC.2 ucnonb3dyetcst a1t crieliMduKanym MMIopTa JaHHBIX MOJIb30BaTENsl, UMEIOLIUX JOCTO-
BEpHbIe aTpUOyThl OE30MACHOCTU, ACCOLIMMPOBAHHbBIE C HUMU. DTa (QYHKILIUSI UCIOJb3YeT aTpUOyThl O€30MaCHOCTH,
TOYHO U OJIHO3HAYHO CBSI3aHHBIE C OOBEKTAMU Ha HOCUTEJE UMIIOPTUPYEMbIX JaHHbIX. [locie 3aBeplieHust uMInopra
Takue 00bEKThI OYAYT UMETh T€ Xe aTpuOyThl 6e3oracHocTu. [1pu aToM Tpedyercs npusiedeHue cemeiictea FPT _TDC
111 obecrieyeHusl HEMPOTUBOPEYMBOCTH NaHHBIX. [IpaBuia nmnopra Moxer crietmduimposats 1 aBTop 113/3B6.

Onepanuuu

HazHnauyeHue

B FDP_ITC.2.1 aBropy I13/3B cuenyer cnemudumuposats, kakue [1®B ynpaBienns nocrynom u/mm ungop-
MAINHOHHBIMA MOTOKAMH OYIYT OCYHIECTBJISATHCS NMPH MMIOPTE AAHHBIX moyb3oBareisda B O ®@. /lannbie mosb3oBaTens,
KOTOpble MMIOPTUPYIOTCA ITOi (yHKIHMeEi, orpaHmInBaOTcd HasHavenneM I1DB.

B FDP_ITC.2.5 asropy I13/3B cienyer cnemupunupoBaTs Bce JONOJHUTEIbHbIE MPABWIIA YIPABJICHAS HUMIOP-
TOM WM yKa3ath «Her» npu ux orcyrcrBun. Dti npasuia oyayTt peaau3osansi ®BO B nonosnenne K [1PB ynpasie-
HHAS OCTYNOM W/WiH WH()OPMANMOHHBIMA MOTOKaMu, BeiOpanabiM B FDP_ITC.2.1.

E.8 Ilepenaya B npeaenax OO (FDP_ITT)

CewmerictBo FDP_ITT comepxut TpebGoBaHUsI, CBSI3aHHbBIE C 3allIMTON JAHHBIX MMOJb30BATES TIPU UX Tiepenaye
MexXny pasauyHbiMU yacTaMu OO mo BHYTpeHHeMY KaHaly. OTUM oHo otiuuaercsi ot ceMmeiictB FDP_UCT u
FDP_UIT, koTopble 06ecreunBaOT 3allUTy JaHHBIX MOJb30BaTeNsl TIPH MX Mepeaade Mexay pasnudHbiMu @BO 1o
BHelIHeMYy KaHaiy, a Takke oT cemeiictB FDP_ETC u EDP_ITC, koTopsle cBsI3aHbI C Mepeaavyeil JaHHBIX 3a Tpefie-
JIBI WA U3-3a ipenenoB neiicteus @BO.

3aMeuaHusl AJsl MOJb30BATEsI

TpeboBanust aToro cemeiicta nosposstor apropy [13/3b cneunduimpoBarh XenaTeabHbI CMIOCOO 3alIUTHI
JIAHHBIX TI0JIb30BaTesl BO BpeMsi Ux nepeaayu B npeaeaax OO. DTo MOXeT ObITh 3alllUTa OT PACKPLITUSI, MOAUGbUKALUU
WJIM HapylIEHUs] TOCTYMHOCTH.

[Mpunsitue peweHust o creneHu GU3NYECKOTO pa3ieieHus], B YCIOBUSIX KOTOPOIO CleAyeT MUCIOJAb30BaTh 3TO
CEMENCTBO, 3aBUCUT OT MPEIoaaraeMoii cpelpl 3KcIulyatauuu. B HeGnaronpusiTHO# cpee MOTyT BO3HUKATh PUCKH,
CBsI3aHHbIE ¢ nepenadeit Mmexay yactamMu OO, pa3ieseHHbBIMU BCETO JIMILb CUCTEMHOI IMHOU. B Gosiee GiaronpusiT-
HOW cpefie JJIsl mepefaud MOXHO UCIT0JIb30BaTh OObIUHBIE CETEBbIE CPENCTBA.

Ecnmu mpumenstitoTest Heckonbko [1DB ympasieHus 10CTyrioM W/Wiv WHOOPMAIIMOHHBIMU TTOTOKAMU, TO MO-
KET MOTPeOOBATLCSI MOBTOPUThH 3TOT KOMITOHEHT OTIAENbHO ISl KaX10 UMEHOBAHHON MOJUTUKU (T. €. IPUMEHUTb K
HEMYy OIlepaluio UTEpaluu).

FDP_ITT.1 Ba3oBas 3amuTa BHyTpeHHEi nepeaavn

Onepauuu

HazHnauyeHnue

B FDP_ITT.1.1 aBropy I13/3B caeayer cnemuumuposats 1B ynpasienus noctynom u/wim nHHOpMATNOH-
HbIMH MOTOKAMH, PACHPOCTPAHAIOIIMECH HA MepeAaBaemMyl0 MH(opmanmio.

BrebGop

B FDP_ITT.1.1 aBropy I13/3B ciaenyer cnenudpunupoBaTh THNBI OMUOOK MEPeIaud, 0T KOTOPBIX CJIeayeT 3amu-
martb, ucnoib3ys ®BO, nannbie MOJIb30BaTENS NMPU UX mepenade. BapuaHTel: packpbiTHe, MOAU(HUKANNS, HETOCTYI-
HOCTb.

FDP_ITT.2 Pa3nenenne nepeaayu mo aTpuoyram

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNst

Kommnonent FDP_ITT.2 moxeTt ObITh UCIIOIB30BaH, HANIPUMED, JIJIsI 00eCriedeHUsT pa3IMUHbIX BUAOB 3alIUThI
nHGbOPMAIMU B COOTBETCTBUM C PA3IUUYHBIMU YPOBHSMU KPUTUUHOCTH.

OnHUM U3 croco0OB pa3lesieHusl JaHHbIX MPU Mepenaye siBseTCsl UCMOAb30BaHUE Pa3leJeHHbIX JIOTUYECKUX
i GU3NIYECKUX KAaHAJIOB.

Onepanuuu

HazHnauyeHnue

B FDP_ITT.2.1 aBropy I13/35b cnenyet cnenuduimponars [1POB ynpaBneHUs: 10CTyIIOM U/ MHGOPMAIIMOH-
HbBIMU MOTOKAMU, PACMpOCTPAHSIOLIMECS] HAa MepeaaBaeMyio MH(popMaluio.
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BubGop

B FDP_ITT.2.1 aBropy I13/3b cnenyer crienimduiinpoBath TUIIBI OLIUOOK Mepeaadn, OT KOTOPBIX CIEAYET 3ally-
maTh, ucnob3yss ®BO, naHHbBIe MOTL30BaATENS TIPU UX Tepenave. BapraHTbl: pacKpbITUE, MOIUMUKAIIUS, HETOCTYII-
HOCTb.

HasHnaueHue

B FDP_ITT.2.2 asropy I13/3B caeayer cnenuunupoBath aTpudyThl 0E€30MACHOCTH, MO 3HAYEHUSAM KOTOPHIX
®BO OynyT onpeneiaTh, KOT/AA JaHHBIE, epechbliaeMble MeXay (hu3ndeckn pasaeieHnbiMa gactamua OO, TpedyoT pas-
nenennsi. Hanpumep, AaHHble M0Jb30BATENS, ACCOUMUPOBAHHbIE C HAEHTH(UKATOPOM OJHOIO Biajefblia, NepeJalTcs
OTIEJBHO OT JAAHHBIX, ACCONMHPOBAHHBIX ¢ WAeHTH(HUKATOpaMH APYrUX BiaxenbieB. Torma ajis onpenesieHdss HeEOOX0-
JMMOCTH pa3JieieHdsi TaHHbIX NPH NepeJaye MCNoJib3yeTcs 3HaYeHne WiIeHTHUKATOPA UX BiaJeNbua.

FDP_ITT.3 MoOHMTOPUHT LEJOCTHOCTH

3aMeuaHusl Mo MPUMEHEHUIO IS TOJb30BaTeNst

Komnonent FDP_ITT.3 ucnons3yercs B coueranuu ¢ FDP_ITT.1 wnu FDP_ITT.2. On oGecnieunBaeT, 4ToObI
®BO nmpoBepsIM 1ETOCTHOCTD MOTYYEeHHBIX JaHHBIX Tojib3oBates (1 ux atpubytoB). Kommonentst FDP_ITT.1 win
FDP_ITT.2 npenocTaBsaT naHHble crIOcOOOM, 3alllMaOIIMM AaHHbIe OT Moaudukauuu, a FDP_ITT.3 no3Boaut 06-
HApYXUTh HEKOTOPbIE U3 MOAU(DUKALIUA.

Astop [13/3b nomxeH crienmduumpoBaTh BUIBI OIIMOOK, TToaexanux ooHapyxenuto. Astopy I13/3b cnenyet
pPaccMOTpeTh, TOMUMO MPOYUX HAPYILIEHUH LEJTOCTHOCTH, CJIEAYIOIIME BUIbl OLUMOOK NaHHBIX: MOAUGbUKALUS, MO/-
ME€Ha, HEBOCCTAHABJIMBAEMOE M3MEHEHUE MOCJIEA0BATEIbHOCTA, MTOBTOPHOE MCIOJIb30BAHUE, HETIOJHOTA.

Astopy I13/3b HeoOGxoauMoO crielMGUIIMPOBaTh, KakKue AecTBUS cienyeT npeanpuHsatb ®BO mpu o6Hapyxe-
HUM OLIMOKU, HaNpUMep UTHOPUPOBATh JaHHbIE MOJIb30BATENsl, 3alIPOCUTh JaHHbIE MOBTOPHO, COOOUIUTH YIOJIHO-
MOYEHHOMY aJMHUHUCTPATOPy, HANIPaBUTh TpaduK MO APYrMM KaHajaM.

Onepanuu

HasHnaueHue

B FDP_ITT.3.1 astopy I13/3b cienyer cnenudunuposats, kakune [1®PB ynpapiaenns gocrynom u/mim nHpop-
MAIMOHHBIMHA MOTOKAMH PACIPOCTPAHAIOTCA HA MepeaaBaeMylo H NPOBePsIeMyI0 HA OITHOKN MEJOCTHOCTH MH(OPMALHIO.

B FDP_ITT.3.1 asropy I13/3b cieayer cnenupunapoBaTh THIBI BO3MOXKHBIX OHIHOOK HEJIOCTHOCTH, OTCJIEXKH-
BaeMbIX BO BpeMs NepeAayd AAHHBIX MO0Jb30BATENS.

B FDP_ITT.3.2 aBropy I13/3B cuenyer cnemudunuposats aeiicTBus, npeanpuaamaemsie ®BO B ciayyae ooHa-
pyxenus ommoku nejsoctHoct. @50, Hanpumep, MOTYT 3aNPOCUTDH MOBTOPHYIO Nepeaady JaHHBIX moab3oBareisd. [IDB,
cnemuumuposannsie B FDP_ITT.3.1, 6yayT ocymecTBasATbCS Kak eiicTeus, npeanpuanmaembie @BO.

FDP_ITT.4 MoOHATOPUHT LEJOCTHOCTH MO ATPHOyTAM

Kommnonent FDP_ITT.4 ucnons3yetcs B couetannu ¢ FDP_ITT.2. Ou ob6ecnieunBaet, yto661 ®BO mpoBepstin
LIEJIOCTHOCTh MOJYYEHHBIX JaHHBIX MOJIb30BATENS, MEPENaHHBIX 10 Pa3leJeHHbIM KaHajiaM (B COOTBETCTBUU CO 3Ha-
YEHUSIMU CITelIM(PUIIMPOBaHHBIX aTpuOyTOB O6e30omacHocTH). KommoneHT no3posser apropy [13/3b cneuuduiimposarts
NENCTBUS, TIpeaNPpUHUMAaeMble B cllyyae OOHApy>KeHUSI OIUUOKHU LEJTOCTHOCTH.

KoMmnoHeHT, HampuMmep, MOXET MCIOJIb30BaThCs M1 OOecreyeHUs: KakK OOHapyXeHUsl Pa3IMYHbIX OLIMOOK
LIEJIOCTHOCTH, TaK U JeUCTBUI Haa MHGbOPMALIMEN HA PA3IUYHBIX YPOBHSX LEJIOCTHOCTH.

Astop I[13/3b nomxeH crienmduumpoBaTh BUIBI OIIMOOK, TToaexanux ooHapyxenuto. Astopy I13/3b cnenyet
pPaccMOTpETh, TOMUMO MPOYUX HAPYILIEHUH LEJTOCTHOCTU, CJAEAYIOIIME BUIbl OLUMOOK NaHHBIX: MOAMGbUKALUS, TTO-
ME€Ha, HEBOCCTAHABJIMBAEMOE M3MEHEHUE MOCJIEA0BATENbHOCTA, MOBTOPHOE MCIOJb30BAHUE, HETIOJHOTA.

Astopy [13/3b cnenyer cnietiuduimpoBaTh aTpuOYThI (M aCCOUMMPOBAHHBIE C HUMU KaHaIbI Tepeaadyu), Tpedy-
I0LM€ MOHUTOPUHIA OLIUOOK 1I€JIOCTHOCTH.

Astopy I13/3b HeoOGxoauMoO crelMGUIIMPOBaTh, KakKue AecTBUS cienyeT npeanpuHatb ®BO mpu o6Hapyxe-
HUM OLIMOKU, HaNpUMep UTHOPUPOBATh JaHHbIE MOJIb30BaTENsl, 3alIPOCUTh JAaHHbIE MOBTOPHO, COOOUIUTH YITOJIHO-
MOYEHHOMY aIMUHUCTPATOpPy, HaNpaBUTh TpaduK MO APYrMM KaHayaM.

Onepanun

HasHnaueHue

B FDP_ITT.4.1 aBropy I13/3b caenyet cnenmduiumponaTh, Kakue [1MDB ynpaBneHuss ToCcTyroM u/Wid WHGOP-
MalMOHHBIMU MOTOKAaMU PACMPOCTPAHSIOTCSI Ha MepelaBaeMylo U MPOBEPSIEMYIO Ha OLIMOKU 1[EIOCTHOCTU UHGOP-
Maluio.

B FDP_ITT.4.1 aBropy I13/3b cnenyeT cneunduinpoBaTh TUITBI BO3MOXHBIX OIIMOOK 11€JIOCTHOCTH, OTCIIEXKM -
BaeMbIX BO BpeMsl Mepeqauyu JaHHbIX MOJIb30BATES.

B FDP_ITT.4.1 astopy I13/3b caeayer cienuunupoBaTh CIMCOK aTPUOYTOB 0€30MACHOCTH, TPEOYIONHX Pa3/ie-
JIeHHs] KaHAJIOB Nepenayd. DTOT CHMCOK WCHOJb3yeTcs Ui ONpefeeHHs TOro, KaKue JaHHbIe MOJb30BaTeNss OyAyT
OTCJIEKMBATHCS HA ONMMOKM IEJIOCTHOCTH HA OCHOBE ATPHOYTOB 0€30MACHOCTH JAHHBIX M KAHAJIOB NMEpeNavd JAaHHbBIX.
DTOT 37eMeHT npsavMo 3aBucHT oT KomnoHnenTta FDP_ITT.2 «Pa3nenenne nepeaayn mo aTpuoyram».

B FDP_ITT.4.2 aBropy I13/3b cnenyet cietuduiimpoBath aeiicTBust, mpeanpuHuMaeMbie ®BO B ciyyae o6Ha-
pyxeHUs omm6Oku menoctHoctd. @BO, HampuMep, MOTYT 3aIIPOCUTHh TTOBTOPHYIO TIepenady JaHHBIX ITOTh30BaTENs.
[M®B, cnenuduuuposanusle B FDP_ITT.4.1, GyayT ocylIecTBIATLCS KaK AeMCTBUSA, TTpearnpuHuMaembie @BO.
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E.9 3amuta ocrarounoii undopmanun (FDP_RIP)

Cemeiictio FDP_RIP cBsizdaHo ¢ HeoOXOmMMOCTbIO OOecTiedeHUs MOCaeaAyIoleld HeTOCTYITHOCTH yIaJleHHOM!
nHGOpPMAIMK ¥ OTCYTCTBMSI BO BHOBb CO3AaHHBIX 00beKTax MH(POpMAIIMK U3 OOBbEKTOB, paHee MCIOJIb30BABIIMXCS B
00. D710 ceMelCcTBO HEe MPUMEHSIETCSI K 00beKTaM, XpaHUMbIM aBTOHOMHO.

3ameuaHus ISl TIOJIb30BaTeIsI

DTO CeMENCTBO COAEPXKUT TpeOOBaHMSI 3alIMThl MH(MOPMAIIMK, KOTOpas YXe JIOTUYECKHU yaajieHa Ui OCBOOOX-
JleHa (HeIOCTYITHA /ISl TI0JIb30BaTesisl, HO BCe e1lle HaXOAUTCS B MpeaeiaXx CUCTeMbl U MOXET ObITh BOCCTaHOBJIEHA). B
YaCTHOCTH, 3TO OTHOCHUTCS K MH(MOPMAIMU, KOTOpas CONEPXKUTCA B 00BbEeKTe KakK 4acTh pecypcoB @BO MHorokpar-
HOTO WMCIOJIb30BaHMSI, KOT/Ia YHUUTOXEeHNE O00BbeKTa Heo0s3aTeIbHO SKBMBAJEHTHO YHUUTOXEHHUIO pecypca WU Ka-
KOi1-1Mb0 yacTu pecypca.

CeMelcTBO TIPUMEHUMO TaKXe TPY MOMepEMEHHOM MCITOJb30BAaHUM PAa3TUYHBIMU CYOBEKTaMU PECYPCOB B CH-
creme. Hanpumep, B OOJIBIIMHCTBE OMEPALIMOHHBIX CUCTEM JJIsI OIEPKKU CUCTEMHBIX MPOLIECCOB OOBIYHO UCTIONb3Y-
I0TCS anmnapaTHble perucTpbl (B KadyecTBe pecypcoB). ITOCKOJIBbKY MPOLECCH MOCTOSHHO TEPEeXOaaT M3 aKTUBHOTO
COCTOSIHUSI B COCTOSIHUE OXUAAHUS M OOpaTHO, 3TU PETUCTPhI MOTIEPEMEHHO MCITOIb3YIOTCSI Pa3IMUYHbIMU CyObeKTa-
MH. XOTSI TIOAOOHbBIE JACHCTBUS «IOIKAYKW» MOXHO HE CUMTATh 3aHSITHUEM WJIM OCBOOOXIEHHMEM pecypca, K TaKUM
COOBITUSIM M pecypcaM MOXeT ObITh puMeHeHo cemeiictBo FDP_RIP.

CewmerictBo FDP_RIP 06b1yHO cBsI3aHO ¢ MOCTYIOM K MHGOpPMaIIUU, HE SBISIOIENHCS YacThlo 00BbEKTa, KOTO-
pbIii orpesiesieH B JaHHBIE MOMEHT MJIM K KOTOPOMY OCYIIECTBIISIETCS TOCTYIT; OMHAKO 3TO MPaBUJIO HE BCEraa co0Jo-
naercs. [lycTb, HanpuMep, o0BEKT A sBisieTcs (daitioM, a 00beKT B — nrckoMm, Ha KOTOPOM pa3mMelliaeTcst 3TOT daii.
Korna o6bexT A ynmajeH, AOCTYNI K ero ocTaTouHoil mHpopmauuu ornpenensiercss cemeiictBom FDP_RIP, xors ona
BCE €lle OCTaeTcsl YyacTbio odbekTa B.

BaxHo umerts B Buay, yto FDP_RIP npumensiercs tonbko kK oobekTam Tuma on-line, a He off-line (T. e. He K
ABTOHOMHBIM OOBEKTaM, TaKMM KaK pe3epBHbIE KOMUM OOBEKTOB HAa MarHUTHBIX JieHTax). Hampumep, ecnu B OO
ynansiercst ¢aiin, B8 FDP_RIP moxeTr ObiTh 0TOOpaxkeHO TpeOGoBaHME OTCYTCTBUS JIIOOOW OCTaTOYHON MHGbOpMalUu
MpU OCBOOOXIECHUU pecypca; TeM He MeHee PBO He MOTYT pacrpoCTpaHWTh OCYIIECTBJICHHWE 3TOTO TpeOOBaHUST Ha
TOT X€ CaMblIil ¢hailyl, CyIIeCTBYIOIIMI B BUIe aBTOHOMHOI pe3epBHOM kommu. CiemoBaTeabHO, 3TOT (aiiyl mo-mpe-
XHeMy aocTyneH. Eciiu BaxkHO 0o0ecneyuTh HeIOCTYITHOCTh, TO aBTopy [13/3b crienyeTr ynocTtoBepuThCs, UTO COOTBET-
CTByIOIIAsl 1IeJb 0€30MacHOCTU MJISI Cpellbl OTpaXkeHa B PYKOBOJACTBE aJMUHUCTpaTopa MPUMEHUTEIbHO K aBTOHOM-
HBIM OOBEKTaM.

Cemerictea FDP_RIP u FDP_ROL moryt Bctynath B KOHMJIUKT, KOTa B TIEPBOM OTOOpaXeHO TpeOOoBaHUE
YHUUYTOXEHUsI OCTaTOYHON MHMOpMaIMu BO BpeMsl mepeqay oO0beKTa OT MPUIOXKEeHUS K (GyHKIUSIM 0e30MacHOCTH
(T. e. mpu 0CBOOOXIEeHUU 00beKTa). [T0aTOMY pe3ynbTaT BHIMOJHEHHUS Olepaliui BbIOOpa «HEIOCTYITHOCTh MPU OCBO-
6oxneHuu pecypca» B FDP_RIP Henb3s coBmectuts ¢ ucnonbzoBannem FDP_ROL un3-3a BO3MOXHOTO OTCYTCTBUSI
nHdopmam, HeOOXOAMMOM ISl OTKaTa B mpenbiayinee coctosHue. B atom ciyyae B FDP_RIP crnenyer BeiOpath
«HEIOCTYITHOCTbh TIPU paclpeieieHn pecypca», 4yTo mo3BoJisieT ucnojb3oBath FDP_ROL, xots umeercs puck, uto
pecypc, conepxaBinii MHGopMaInio, pacrpesesieH HOBOMY 00bEeKTY 0 BBITIOJHEeHUs oTKata. Eciu 210 mpousoier,
TO OTKAT OyJIeT HEBO3MOXKEH.

B FDP_RIP Her TpeGoBaHuMii aynuTa U3-3a TOrO, YTO B HEM HE OTpakeHbl (DYHKIIMU, BbI3bIBAEMbIE MOJIb30BA-
TeJeM. AyIUT pacrpefe/IeHHBIX MU 0CBOOOXICHHBIX pecypcoB OyIeT BO3MOXeH Kak JacTb onepaunii [IOB ynpasie-
HUS JOCTYNIOM WM MWH(GOPMALIMOHHBIMU MOTOKAMM.

DTO ceMeMCTBO clieyeT MPUMEHSITh K 00beKTaM, creluduirpoBaHHbiM B [1DB yrnpaBieHUsT JOCTYIIOM WK
nHdopmanMoHHbIMU MoTOKaMu aBTopoM [13/3B.

FDP_RIP.1 OrpannyeHHasi 3aUTa 0CTATOYHOH MHpOPMALMHU

3aMeuyaHus 1O MPUMEHEHMIO JIJIsI TOJIb30BATENS

Kommnonent FDP_RIP.1 conepxut tpeboBanue, uto ®BO GymyT obecreunBaTh ISl TTOAMHOXECTBa 00BEKTOB
OO oTcyTcTBUE B paclpele/eHHOM 3TUM O0BbeKTaM WM OCBOOOXICHHOM MMM pecypce NOCTYMHOM OCTaTOYHON WMH-
dopmarmu.

Onepanuu

BrubGop

B FDP_RIP.1.1 aBropy I13/3B cienyer cnenudunupoBaTs, B KAKOM HMEHHO CJIy4ae, NPH PacnpeieeHAd Wi
0CBOOOXKIEHHH PECYPCOB, BbI3bIBaeTcd (yHKIMSA 3aMUATHI 0CTATOYHOM MH(pOpMamMH.

HazHnaueHnue

B FDP_RIP.1.1 aBropy I13/3B cienyer npuBecTH CIMCOK 00BEKTOB, ISl KOTOPBIX BBINOJHAETCS 3AIUTA OCTA-
TOYHO# WHopManum.

FDP_RIP.2 Ilonnas 3amuTa ocTaTtoyHoi nadgopmManumn

3ameuyaHus 1O NMPUMEHEHUIO [IJIS1 TOJIb30BATENS

Kommnonent FDP_RIP.2 conepxur tpedoBanue, yto ®BO 6ynyT obecrneunBath Wil Beex 00bekToB OO OTCYT-
CTBME B paclpeleieHHOM 3TUM OOBbeKTaM WJIM OCBOOOXIEHHOM MMM pecypce AOCTYMHOW OCTaTOYHOM MH(pOpMaluu.

Onepanun

BubGop

B FDP_RIP.2.1 aBropy [13/3b cneayer cneunduiimpoBarb, B KAKOM UMEHHO Cilyyae, TIpu pacripeie/IeHun Uuin
OCBOOOXIEHUU PECYPCOB, BBI3bIBAETCS (DYHKIIMS 3alMThl OCTATOYHOU MHGMOPMALINN.
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E.10 Otkar (FDP_ROL)

Cewmericteo FDP_ROL cBsi3aHO ¢ HE0OXOAMMOCTBIO BO3BpATa B MOJHOCTHIO OINpeeIeHHOE JOMYCTUMOE COCTO-
sIHUE, HalpuMep, KOraa IMoJb30BaTeslo TpeOyeTcsl OTMEHUTh MonuduKaluo ¢daiia Wi OTMEHUTb TPaH3aKIUU TIPU
HE3aKOHUYEHHOM CepuU TpaH3aKLUMi MPUMEHUTEIbHO K 0a3e NTaHHBIX.

OTO ceMENCTBO MpPEeJHa3HAYEHO ISl COAEHCTBUS TOJb30BATENI0 B BO3BPALEHUM B MOJHOCTBIO OMpPENEIEHHOE
JIOTTYCTUMOE COCTOSTHUE TOC/Ie TOT0, KaK OH PEln OTMEHUTbh HEKOTOPYIO COBOKYITHOCTb MOCJAEAHUX ACHCTBUI WU,
IUIS1 pacTnipeie/ieHHOW 0a3bl TaHHBIX, BEPHYTh BCE paclpele/ieHHbIe KOTTMK 0a3bl JaHHBIX K COCTOSIHUIO TIepe BBITION -
HEHWEeM OTMEHEHHOW Orepaluu.

CewmeiictBa FDP_RIP u FDP_ROL Bcrynaer B koHbaukT, korna FDP_RIP ycraHaBauBaet, 4yTo coaepxaHue
pecypca CTaHOBUTCS HEIOCTYITHBIM MPU OCBOOOXIeHUU pecypca oobekToM. Torma FDP_RIP Henb3st nucnonb3oBath
coBmecTHO ¢ FDP_ROL u3-3a orcyrcTBus Heobxonumoii s otkara nHdopmanuu. FDP_RIP moxHo ucnonb3oBaTh
coBmecTHO ¢ FDP_ROL, eciu FDP_RIP ycranasnuBaer, 4To Npu pacnpeieieHUuH pecypca OoObeKTy Tpeablayliee
cojiepxXaHue pecypca OylneT HeJIOCTYyITHO. DTO BO3MOXHO MOTOMY, UTO JJisl ycrenrHoro otkata mexaHusm FDP_ROL
MOJYYUT OOCTYI K Tpeabiayleid nHopMaimm, Kotopasi Bce ele MoxeT HaxonuTbes: B OO.

Ha tpeGoBaHue oTkaTa HaKJIaIbIBalOTCS HEKOTOPbIE orpaHuveHusi. Hampumep, TeKCTOBBIN peaakTop OOBIYHO
MO3BOJISIET OTKAT TOJBKO Ha OMNpeesieHHOe YMcio KoMaHa. Jpyroit mpumep cBsi3aH ¢ pe3epBHBIMM Komnusimu. Ecimn
JIEHTa JIJIsS1 pe3epBHOTO KOMMPOBAHUS TepeMaTbhiBajach, a 3aTeM Ha Hee MPOM3BOAMJIACH HOBAsl 3aluCh, TO MEePBOHA-
yajbHas MHGOPMAIIUS He MOXET 0oJjiee ObITh BOCCTAHOBJIEHA. DTO TaKXKe OrpaHUYMBAET BO3MOXHOCTHM OTKaTa.

FDP_ROL.1 Ba3oblii oTKaT

3aMeuyaHus 1O MPUMEHEHUIO IJIS1 MOJIb30BaTENS

Kommnonent FDP_ROL.1 mno3BoJsieT moib30BaTeo Ui CyObeKTYy OTMEHSTh HEKOTOPYIO COBOKYITHOCTH OIle-
paluii Haj TpeaonpeaeIeHHbIM MHOXeCTBOM 00beKTOB. OTMEHa BO3MOXHA TOJIbKO B HEKOTOPBIX Tpejeiax, Harpu-
Mep Ha HEKOTOpOE YMCJIO CMMBOJIOB WM B ONpPENEIeHHOM MHTEpBaJie BpEMEHU.

Onepanuuu

HazHnauyeHue

B FDP_ROL.1.1 asropy I13/3B caenyer cnemupunuposars [I1®B ynpapiaenns roctynom u/mim uHGOpMAHOH-
HBIMHM NOTOKAMH, KOTOpbIE OYAYT OCYHIECTBJAATHCA NMPH BBHINOJHEHNH onepanuii otkata. Heo0xoaumo ynocToBepuThes,
9TO OTKAT HE MCHOJb3yeTcs A ooxona cnemuumuposannsix [1OB.

B FDP_ROL.1.1 asropy I13/3B cienyer cnenndunupoBaTh CIMCOK ONEPANHMid, TOMYCKAIOMMX OTKAT.

B FDP_ROL.1.1 aBropy I13/3b caenyer cnenunoupoBaTh CHHACOK 00BHEKTOB, K KOTOPHIM NMPUMEHHMA TOJIATH-
Ka OTKAaTa.

B FDP_ROL.1.2 aBropy I13/3B caeayer cnemuunupoBaTs OrpaHMdeHHE, B PAMKAX KOTOPOTO MOTYT BBINOJI-
HATbCA ONEpPalMH OTKATa. DTO MOMKET ObITh MHTEPBAJ BPEMEHH; HANPHMEP MOTYT ObITh OTMEHEHBI ONEPAIMH, BbINOJI-
HEHHbIE B T€YEHHE MOCJeTHNX 2 MUH. [[pyrdMH BO3MOXKHBIMH OTPAHHYEHHSMHM MOTYT OBITb MAKCHMAJIbHOE KOJHYECTBO
OTMEHSIEMbIX Omepanuii wim pasmep Oydepa.

FDP_ROL.2 PacuimpeHnslii OTKAT

3aMmeuyaHus 1O MPUMEHEHUIO IJIS1 MOJIb30BaTENS

Kommnonent FDP_ROL.2 conepxur tpeboBanue, 4ytroosl ®BO mpenocTaBisyii BO3MOXHOCTb OTKaTa BCEX OIe-
pauuii, OIHAKO IMOJIb30BaTeIb MOXKET BbIOpATh JIJIs OTKATa TOJbKO YacTh U3 HUX.

Onepanuu

HazHnauyeHue

B FDP_ROL.2.1 aBropy I13/3b caenyer cnieuudunrponars [1DB ynpasienust noctynom u/wimum [1PB ynpasie-
HUSI MHOOPMAIIMOHHBIMU TTOTOKAMU, KOTOPbIE OYAYyT OCYILIECTBISATHCS MPU BHIMIOJIHEHUU omepaiiuii oTkara. Heobxo-
JIMMO YIOCTOBEPUTBCS, YTO OTKAT HE MCIOJNB3YyeTCs Ut o0Xxona crenuduiimpoBaHHbix [1DB.

B FDP_ROL.2.1 aBropy I13/3b cinenyet cneuuduiimpoBaTh CIMCOK 0O0BEKTOB, K KOTOPHIM TPUMEHUMA MOJTUTH -
Ka oTKara.

B FDP_ROL.2.2 asropy I13/3b caeayet cneunduiupoBath OrpaHuYeHe, B paMKaX KOTOPOTO MOTYT BbITOJI-
HSITBCSI OTIEpallUM OTKaTa. DTO MOXET ObITh MHTEPBAJ BPEMEHU; HAIIPUMEDP MOTYT ObITb OTMEHEHBI OTlepalliu, BbITIOJ-
HEHHbIC B TeUEHUE MOCIEIHUX 2 MUH. IpyruMy BO3MOXHBIMU OTPAHUYEHUSIMU MOTYT ObITh MaKCUMaJIbHOE KOJIUYe-
CTBO OTMEHSIEMBIX OTepaluii Ui pasmep Oydepa.

E.11 IenoctHocts xpanumbix Aannbix (FDP_SDI)

CewmetictBo FDP_SDI comepxut TpeboBaHMsI, CBSI3aHHBIE C 3alMTON JAHHBIX MOJIb30BaTEJsl BO BpEMs MX Xpa-
HeHud B npeaenax OD.

3aMmeuaHus [J1S1 TTOJIb30BATEISI

AmmmapaTHbeIe cOOM M OIIMOKM MOTYT BO3ICICTBOBATh Ha JaHHBIC, XpaHUMBbIe B MaMATH. CeMeiCcTBO COMEPKUT
TpebOBaHMS MO0 OOHAPYKEHMIO TAKMX HeTIpeIHaMepeHHBIX olMO0K. B aTOM cemelicTBe Takke paccMaTpuBaeTcsl 1eI0-
CTHOCTh JaHHBIX BO BpeMs MX XpaHEeHMs B 3aITOMUHAIOIINX yCTpoiicTBax B mpenenax O d.

Hnsa npenorBpaieHrs MoaudUKalMu JaHHBIX CYOBEKTOM TpPeOyeTCsI BMECTO 3TOTrO CEMENCTBA MCITOIb30BaTh
cemeiictea FDP_IFF unu FDP_ACF.

FDP_SDI otiuuaercs ot cemeiictBa FDP_ITT «Ilepenaua B mpenenax OO», KOTOpoe 3allIUIIAeT JaHHbIE TTOJIb30-
BaTesisl OT OLIMOOK 1LIEJIOCTHOCTH BO BpeMs ux rnepenauu B npeaenax OO.

FDP_SDI.1 MoOHATOPHHT LEJIOCTHOCTH XPAHMMBIX JAHHBIX

3aMeuaHus MO MPUMEHEHUIO JUISI TTOJIb30BaTeNsI
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Kommnonent FDP_SDI.1 koHTponupyeT MosiBeHUe OUIMOOK 1IeJOCTHOCTY JaHHBIX, XpAaHUMBbIX Ha HOCHTEJE.
Astop I13/3b MoxeT creuuduumnpoBaTh pa3iMuyHbie TUIBI aTPUOYTOB JaHHBIX TMOJIb30BATElNsl, HA KOTOPBIX OyaeT
OCHOBaH MOHUTOPMHT.

Onepanuuu

HazHnauyeHue

B FDP_SDI.1.1 aBropy I13/3B caenyer cnemudunupoBaTh ONMOKH IEJOCTHOCTH, KOTOPbIE OYIYT BbISBISATDH
®DBO.

B FDP_SDI.1.1 astopy I13/3B caeayer cnenudnuupoBaTh aTpuOyThl JAHHBIX MOJIB30BATENSA, KOTOPbIE OYAYT
HCTNOJIb30BATLCSA KAK OCHOBA JJisi MOHMTOPHHIA.

FDP_SDI.2 MOHUTOPHHI LEeJOCTHOCTH XPAHHUMBIX AAHHBIX M NMpPeANPUHAMAEMbIE AeHCTBUSA

3aMeuaHus 1O NMPUMEHEHUIO IJIS1 TOJIb30BaTENS

Kommnonent FDP_SDI.2 koHTponupyeT MosiBieHUe OIIMOOK LEJIOCTHOCTU NaHHBIX, XpAaHUMBbIX Ha HOCHUTEJE.
Astop I13/3b moxer cnenuduMpoBaTh, Kakue IeUCTBUS CIeNyeT MPEeaNnpUHSITh pU 0OHAPYXXEHUHM OLIMOOK 1IeJ10C-
THOCTH.

Onepanuu

HazHnauyeHnue

B FDP_SDI.2.1 aBropy [13/3b crnenyer cneundunmrpoBars OlIMOKU 1IEJIOCTHOCTUA, KOTOPbIe OYAYT BBISIBISTH
®BO.

B FDP_SDI.2.1 aBropy [13/3b cnenyer cneuuduiimpoBatb aTpuOyThl TaHHBIX MOJb30BaTENs, KOTOPbIE OYAyT
HCTI0JIb30BaThCSl KaK OCHOBA JIJII MOHUTOPUHTA.

B FDP_SDI.2.2 astopy I13/3B caenyer cmenupunupoBatsh AeiiCTBHS, NpeINPUHEMAEMBIE PA OOHAPYKEHUH
OUIHOKH NEJOCTHOCTH.

E.12 3amura KOH(UIEHINAIBHOCTH JAHHBIX MOJb30BaTe s npu nepegade mexay @50 (FDP_UCT)

Cewmeticteo FDP_UCT omnpenenseT TpeGoBaHuUs 10 00ecriedyeHU0 KOHGUIESHIIMATbHOCTH JaHHbBIX TTOJIb30BaTe-
JIsSl TIpY X Tiepenade 1o BHeltHeMy KaHany Mexny OO u npyrum noBepeHHbIM nipoayktoM UT. KoHduneHmaaisHOCTD
OCYILECTBIISIETCS MyTeM TPeA0TBpallleHUsI HECAHKIIMOHMPOBAHHOTO PACKPBITUS JAHHBIX TIPY MX Tepeaade MeXIy ABY-
MsI OKOHEYHBIMU TOYKaMu. OKOHEUYHBIMM TOYKaMu MOTyT O6bITh PBO MM mosb3oBaTelb.

3aMeuaHusl AJsl MOJIb30BATEs

DTO ceMeNCTBO NPeIoCTaBIsIeT TpeOOBaHME 3alIMThI JaHHBIX MOIb30BaTess npu nepeaayde. Cemeiictso FPT_ITC,
HampoTUB, UMeeT aejo ¢ faHHbIMU DBO.

FDP_UCT.1 Ba3oBas koHpHIeHINATLHOCTh 00MEHA JAHHbIMHA

3aMeuaHus O IPUMEHEHUIO JISI TIOJIb30BaTeJIs:

®BO MMeT BO3MOXHOCTh 3allIMTUTh OT PACKPBITHSI HEKOTOPBIE JaHHBIC MOJIb30BaTeNsl BO BpeMs oOMeHa.

Onepauuu

HazHnauyeHue

B FDP_UCT.1.1 aBropy I13/3b cuenyer cnennpunuposars [I1OB ynpapiaenns noctynom u/mim uHGOpMAHOH-
HBIMH TOTOKAMH, KOTOpPBbI€ OYAYT OCYHIECTBJIATHCS NMPH OOMEHE NAHHBIMH MOJIb30BATeNA. YKa3aHHbIE MOJATHKHA OyAyT
OCYHIECTBJIATHCA IS NPUHATAS PEIIEHHd 0 TOM, KTO M KAKHMH JAHHBIMA MOXKET 0OMEHHBATHCH.

BrubGop

B FDP_UCT.1.1 aBropy I13/3B cueayer onpeneinTb, NPUMEHAETCA ITOT IJIEMEHT K MEXAHU3MY OTHPABJICHHS
WM NOJyYeHHs JAHHBIX MOJIb30BATENS.

E.13 3amura me1ocTHOCTH JAHHBIX MOJb30BaTeNs npu nepenade Mmexay ®B0 (FDP_UIT)

Cewmericteo FDP_UIT onpenensier TpeboBaHUs 110 00ECIEUEHUIO 1IEIOCTHOCTH AAaHHBIX MOJIb30BATENS TIPU UX
nepenavye Mexny ®BO u apyrum moBepeHHBIM TpoaykToM MT, a Takke Uil MX BOCCTAHOBJICHUST TIpU OOHapyXMBae-
MbIX olbkax. Kak MUHUMYM, 3TO CEMENCTBO KOHTPOJIUPYET LIETOCTHOCTh JAHHBIX MOJIb30BaTeNIsl HA MPEIMET MOIM -
(ukauuu. Kpome TOro, aTo cemMeicTBO MOAACPKUBAET pa3aWyHbIe CIIOCOOBI MCIpaBAeHUsI OOHAPYXEHHbBIX OLIMO0K
11eJIOCTHOCTH.

3aMmeuaHus ISl TIOJIb30BaTEIsI

DTO ceMEeICTBO orpesenseT TpeOoBaHMS MO 00ECIeUYeHHUIO 1IeJIOCTHOCTU TaHHBIX MOJIb30BaTeIsl MpU Tepeaaye,
torma Kak cemeiictBo FPT_ITI umeet neno ¢ nanasiMu ®BO.

Cewmetictea FDP_UIT u FDP_UCT cxonabsl Mmexay co6oit, mockoiabky FDP_UCT cBsizaHo ¢ koHbUAEHITNATb-
HOCTbBIO JaHHBIX TToTb3oBaressa. [loaToMy TOT Xe caMblii MexaHu3M, KoTtopheiil peanudyeT FDP_UIT, mor 661 ncnosnb-
30BaThCA M IS peann3anuu apyrux cemeicts, Takux kak FDP_UCT wiu FDP_ITC.

FDP_UIT.1 enocTHOCTh mepesaBaeMbIX JAHHBIX

3aMeuaHus MO TIPUMEHEHUIO JUISI TTOJIb30BaTeNsI

®BO uMmeroT 6a30ByI0 CITOCOOHOCTL OTIPABIIATH M MOJYyYaTh JaHHBIE MOJB30BATEIIsI CITOCOOOM, TTO3BOISIONIAM
o0HapyxuTh Momudukanuio. Ot ®BO He TpeOyeTcs MOMBITOK BOCCTAHOBICHUS MOANMDUITMPOBAHHBIX TaHHBIX.

Onepanun

HaznauyeHnue

B FDP_UIT.1.1 aBropy I13/3b caenyer cnennpunupoBars [1DB ynpapienns 1ocTynomM u/wim uHGOPMAIHOH-
HBIMH TOTOKAMH, KOTOpPBbI€ OYAYT OCYHIECTBJIATHCS NMPH OOMEHe NAHHBIMH MOJb30BATeNd. YKA3aHHBIE MOJATHKHA OyAyT
OCYIIECTBJATHCS JJIsl NPUHATHS PEHIEHHI 0 TOM, KTO MOXKET OTNPABJIATD WM MOJY4aTh JaHHbIE U KAKME HMEHHO AaHHbIE
MOTYT OBITh OTHPABJIEHBI WA MOJYIEHBI.
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BubGop

B FDP_UIT.1.1 aBropy I13/3B caenyer ompeneautb, npuMeHATH Ju 3TOT djieMeHT K @BO npu oTnpaBiennn
WA TOJyYeHNH OOBEKTOB.

B FDP_UIT.1.1 asropy [13/35b ciienyer onpemennTb, 3aMIMINATD I JAHAbIE OT MOANGHUKANNN, yIATEHHs, BCTABKH
WM TOBTOPEHHS.

B FDP_UIT.1.1 asropy I13/3B caeayer onpenennTb, 0OHAPYKHBATH JId OMMOKA THIA MOAM(UKAINH, yaajie-
HHS, BCTABKH WJIM MOBTOPEHMS.

B FDP_UIT.1.2 asropy I13/3B caeayer onpenennTb, OOHAPYKHBATD JIH OMMOKA THIA MOAM(UKAINH, yIajie-
HHS, BCTABKH WJIM MOBTOPEHMS.

FDP_UIT.2 BoccraHoBieHne nepelaHHbIX JAHHBIX HCTOYHHKOM

3aMeuaHusl N0 MPUMEHEHUIO IS MOJb30BaTeNst

Kommnonent FDP_UIT.2 npenocraBiasieT BO3MOXHOCTb MCMPABICHUS] COBOKYITHOCTU WMIEHTUMULIMPOBAHHBIX
OLIMOOK Mepefayu, eciiv TpedyeTcss — TO C MOMOLIbIO Apyroro nosepeHHoro nponykra UT. TTockonbky apyroit nose-
pennblii poaykT UT Haxomutes 3a npenenamu OJJdD, ®BO He MOTYT YIpaBiIsATh PEKUMOM €ro (PYyHKIIMOHUPOBAHMS.
TeM He MeHee B LEJISIX BOCCTAHOBJIEHUSI BO3MOXHO NpefocTapieHre GyHKINI, 00J1a1aiollnX CIOCOOHOCTbIO BBIMOJI-
HATbCS KOOPIMHUPOBAHO C APYTUM ToBepeHHBIM TipoaykromM MT. ®BO, HanpuMep, MOTYT BKIOYaTh B cebsl (hyHK-
UM, CIIOCOOHBIE MOOYIUTh noBepeHHbI mpoaykT UT, spasiomuiicss ICTOYHUKOM, MOBTOPUTH Mepeaauvy NaHHBIX
mocJie OOHapYXeHUS OITMOKU. DTOT KOMITOHEHT CBSI3aH ¢ BO3MOXHOCThI0O PBO peann3oBath Takoe BOCCTAHOBIICHUE
Mpu omnbKax.

Onepanuu

HasunaueHue

B FDP_UIT.2.1 asropy I13/3B caenyer cnemuumuposats [1®B ynpaBienns 10cTynoM u/mim uHGOPMAIHOH-
HBIMH TIOTOKAMH, KOTOpPbIe OYAYT OCYHIECTBJIATHCS NMPH OOMEHe NAHHBIMH MOJIb30BaTeNd. YKa3aHHbIE MOJATHKHA OyAyT
OCYIIECTBJIATHCSA ISl NPHHATHAS PEHIEHHl 0 TOM, KAKHe JIaHHbIe M KAKHM 00Pa30M MOTYT BOCCTAHABIMBATHCS

B FDP_UIT.2.1 asropy I13/3B cienyer mpuBecTH CHHCOK OMMOOK HEJOCTHOCTH, mocje Kotopbix ®BO ¢ no-
MOUIbIO A0BepeHHOro npoaykTa VT, aBasiomerocss MCTOYHMKOM, B COCTOSIHUM BOCCTAHOBUTh MEPBOHAYAIBHOE COJEpPKa-
HHe JAHHbIX MOJb30BaTEs.

FDP_UIT.3 BoccraHoBieHne nepelaHHbIX JAHHBIX MOJyvYaTeaeM

3aMeuaHusl MO MPUMEHEHUIO ISl TOJb30BaTeNsI

Kommnonent FDP_UIT.3 npenocraBiaser BO3MOXHOCTh MCIPABICHUS] COBOKYITHOCTU WMIEHTUMULIMPOBAHHBIX
omnbok nepenayu. McnpasieHue BbIIONHSIETCS 6€3 MOMOLIM JoBepeHHOro npoaykra UT, siBisiolero uCTOUHUKOM.
Hanpumep, eciu oOHapyxeHbl OMpeneieHHble OMIMOKM, TO HEOOXOAMMa NOCTAaTOYHAasl YCTOWYMBOCTbH MPOTOKOJIA
Tepeaayn, 9ToObl 1aTh BO3MOXHOCTE PBO BHITTOIHUTE BOCCTAHOBICHUE HA OCHOBAHWY KOHTPOJIBHBIX CYMM W JPYTOi
MPpeNyCMOTPEHHOU MPOTOKOJOM MHGbOPMALIUU.

Onepanuu

HasHnauyeHnue

B FDP_UIT.3.1 aBropy I13/3b cnenyet cnetmduimponats [I1OB yrnpaBiaeHUs 10CTYITOM 1/WIW MHPOPMALIMOH-
HBIMU MOTOKAMU, KOTOPbIE OYIYT OCYLIECTBIATHCS MPU OOMEHE NTAaHHBIMU IMOJIb30BATENsl. YKa3aHHbIE MOJUTUKU Oy-
YT OCYLLECTBISIThCS ISl MPUHSITUSL PELIEHUI O TOM, KakKue JaHHbIE U KaKUM 00pa3oM MOTYT BOCCTaHABJIMBATHCS.

B FDP_UIT.3.1 aBtopy I13/3b cienyet npuBecTH CIMCOK OIMMOOK LEIOCTHOCTH, Toce KoTtopbix ®BO, mo-
Jyyaouye AaHHble, B COCTOSIHUM CAMOCTOATENbHO BOCCTAHOBUThH IE€PBOHAYAIBHOE COAEPXKAHUE AAHHBIX MOJIb30-
BateJsl.

MPUJIIOXEHHUE X
(cripaBOYHOE)

Nnentndukanusa u ayrenrudunkanus (FIA)

O6uM TpeboBaHMEM 0E30MACHOCTH SIBJISIETCSI OJHO3HAYHas MAEHTUMUKALMS JIUIAa /WM 00beKTa, BBITIOJ-
Hstoiero B OO ornpeaesneHHble (GYHKIIMUA. DTO MpeIoiaraeT He TOJbKO YCTaHOBJIEHWE 3asiBJIEHHOTO MAEHTU(hUKATO-
pa KaxIoro Mmojib30oBaTesisl, HO Takke M BepU(UKALMIO TOTO, YTO KaXIbIH MOJIb30BaTelb AEHCTBUTEIBHO TOT, 32 KOTO
OH ce0s BBIIAaeT. DTO TOCTUTAETCS TEM, UTO OT MOJIb30BaTelNiell TpedyeTcs npenocTaBisiTh ®BO HekoTopyo MHPOpMa-
M0, Kotopasi, 1Mo cBeaeHusM PBO, neiicTBUTEIBHO acCOUMMPOBAHA ¢ HUMH.

CewmerictBa kiacca FIA omnpenensior TpeboBaHUs K GYHKLIMSIM, YCTAHABIMBAIOIIMM U BEPUDULIMPYIOIINM 3asIB-
JICHHBIN MACHTU(UKATOP KaXA0To mojib3oBatens. MaeHtudukaus u ayreHTUuGUKaus TpeOyTcs 1Sl o0ecreueHust
accolMalny TOoJIb30BaTee ¢ COOTBETCTBYIOIIMMHU aTpUOyTaMu 0€301acHOCTH (TaKMMU, KaK WAeHTU(UKATOD, TPYyII-
bl, POJIK, YPOBHU 0OE€30MACHOCTU WJIU LIEJOCTHOCTH).

OpnHo3HayHasi uaeHTU(hUKALMS YITOJJHOMOUYEHHBIX MMOJIb30BaTeeil U TpaBUJibHAsI accolMalivs aTpubyToB 6e30-
MacHOCTH C TI0JIb30BATEISIMU U CYObEKTaMM KPUTUYHBI JIJISI OCYILECTBJIEHUS OTPEACIeHHBIX TTOJIUTUK 0€30TTaCHOCTH.

CewmeiictBo FIA UID npennazHaueHo 1151 onpeaesieHus UIeHTUdUKATOpa MOoJIb30BaTeNs.

CewmetictBo FIA_UAU npegHasHayeHo 1151 Bepudukanuy uaeHTudrKaropa rnojab3oBaTess.

CewmerictBo FIA_AFL npenHasHayeHo it onpeeneHrs] OrpaHUYeHU Ha YUCJIO0 TIOBTOPHBIX HEYCIEIIHbIX IM0-
MBITOK ayTeHTU(DUKALUU.

121



I'OCT P ICO/MOBK 15408-2—2002

CewmetictBo FIA_ ATD npenHasHaueHo ISl OTpefiesieHUs] aTpUOYyTOB MOJIb30BaTesIeil, TPUMEHSIEMBIX TIPU OCY-
mwecteaenun [1B5O.

CewmetictBo FIA USB npennazHaueHoO 11 KOPPEKTHOW accolMallMu aTpUOyTOB OE30MACHOCTU JJisi KaXJA0TO
YIOJITHOMOYEHHOTO T0JIb30BaTEJIsI.

CewmetictBo FIA_SOS npenHaszHaueHo ajisg reHepaluuu U BepudUKallii CEKPETOB, YIOBIETBOPSIOIIMX YCTAHOB-
JICHHOW METpUKE.

Hexommnosunus kinacca FDP Ha cocraBnsioine ero KOMINOHEHTHl TIpuBeneHa Ha pucyHke K.1.

XK.1 Orka3sl ayreHTHU-
kanuu (FIA_AFL)

CewmeirictBo FIA_AFL co-
NepXKUT TpeOOBaHUS T10 OTpee-
JIGHUIO YKCJIa MOTIBITOK ayTeHTU -
dukauum un gevicreusm ®BO B
ciayyae ux Heynauu. [lapamerpa-
MU, ONpEAesIOIUMIA BO3MOX-
HOE YMCJIO TIOTIBITOK ayTeHTU(dU-
KallMu, Cpeaud TPOYUX, MOTYT
OBITh KOJIMYECTBO TMOMBITOK U J10-
1 MyCTUMBI MHTEPBaJ BPEeMEHU.
[Ipoliecc oTKpbITUST ceaH-
— FIA_SOS Cneuudukauusa cekpeTos €a TI0JIb30BATEJIS MpeAycMaTprBa-
€T B3aMMOJENCTBUE C IMOJIb30BA-
2 TeJieM, MO3BOJISIONIEe OTKPBITh
CeaHC U He3aBUCHUMOE OT (haKTu-
yeckoit peanusauuu. Eciau yncio
HEYCIIELIHBIX MOMbITOK ayTeHTH -
1 2 (vkanum MpeBBICUIO YCTAHOB-
JIECHHO€ 3HayeHue, TO OJOKUpY-
3 I0TCSI YYETHbIE JTaHHBIE TOJIb30-
Barenas W/Wivd TepMUHAN, C KO-
4 TOPOTO BBITIOJHSJINCH 3aIMPOCHI.
— FIA_UAU AyteHTudmkauus nonssoeatens  |— Ecmu yueTHble TaHHBIC MOJIB30-
5 BaTessl 3a0JIOKMPOBaHBbI, TO OH
He MOXeT BOWTH B cuctemy. Eciu
3a0JJOKMPOBAaH TEPMUHAJI, TO OH
6 (MM ero ajgpec) He MOXET ObITh

WCTIONIb30BaH JIJIsl BXO/a B CHCTe-
7 My. OTa CUTyalMs COXPaHMTCS,
MoKa YCJIOBUS IIJISI TTOBTOPEHUSI
MOTBITOK OTKPBITUSI CeaHca He
— FIA_UID NaeHTudrkauus nonssosarens 1 2 OyayT yOOBJIETBOPEHBI.

FIA_AFL.1 O6padoTka oT-
Ka30B ayTeHTH(UKAUMU

3amMeyaHus MO TMpUMEHe-
HUIO ISl TTOJIb30BaTENs

Asrop [13/3b moxet 1160
Pucynok XK.1 — Jlexomnosuuusa knacca «Maentnduxauus v ayreHTUOUKALNSA>  yCTAHOBUTD YHMCJIO HEYCIEIIHBIX
MOMBITOK ayTeHTU(UKaALMK, TU00 MOBEpUTh 3TO pa3paboruuky OO wuau yrnojHOMOYEeHHOMY Tosb3oBarento. Heyc-
TelIHbIe TTOMBITKM ayTeHTU(MUKALIMU HEe TTPOCTO HAKAIIJIMBAIOTCSI, HO CKOpee OYIyT CBSI3aHbl C KAKMM-JIMOO COOBITHEM
ayreHTUdUKauuu. TakuM coOBITUEM MOXET ObITh UMCJIO HEYCITEIIHBIX MOMBITOK C MOMEHTA IOCAEIHEr0 ceaHca, yc-
MEIIHO OTKPBITOTO C JAaHHOTO TepMUHAJA.

Astop I13/3B MoXeT onpeneuTh CIIMCOK IeHCTBUIM, KOTOPBIe JOKHBI IpeanpuHuMatbess @BO B ciydyae oTka-
3a ayTeHTU(UKALIMU. YTIOTHOMOUYEHHOMY aIMUHUCTPATOPY TaKKe MOXET ObITh pa3pellieHO YIPaBiIsiTh 3TUMU COOBITH -
SIMU, €CJIM TaKyl BO3MOXHOCTb Tpemycmotpen aBrop [13/3b. Takumu neicTBUSIMU, Cpely MPOUYMX, MOTYT OBITh:
OTKJIIOUEHUE TepMUHAaJa, OTKIIOYEHUE YUYSTHBIX JaHHBIX MOJb30BaTe/sl WM T0ladya CUTHAIA TPeBOTH aiMUHUCTPATO-
py. YcioBus, Ipu KOTOPBIX MTPOM30iiIeT BO3BpallleHMEe K OOBIYHOMY peXXuMy pabOThl, HEOOXOAUMO crieu(UIIMPOBATh
yepes NeHCTBUS.

YUToOBI TIPEOTBPATUTh TOJHYI HEBO3MOXHOCTH 00CyXuBaHus, B OO 00bIYHO obOecrieunBaeTcsi HEBO3MOX-
HOCTb OJIOKMPOBaHUSI YYETHBIX JAHHBIX MO MEHbILIEH Mepe OAHOTO TOJIb30BaTesl.

WpeHTudukauma n ayteHtudurkaums

— FIA_AFL Otkasbl ayTeHTudukauum 1

FIA_ATD Onpepenexue atpubytos 1
nons3oBarens

—— FIA_USB Ces3biBaHWe Nonb3oBaTenb-CyobekT 1
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Astop I13/3b MoxeT yctaHaBnuBaTh WHbIe aeiicTBus s DBO, oTHocsAIMecs B TOM 4YMCe M K MpaBUIaM
NebIOKMPOBAHMSI MPOLIECCa OTKPBITUSI CeaHca MoJIb30BaTeNsl WK MoJaye CUrHajia TpeBOrd agMuHucTpaTopy. [Ipume-
paMu TaKuUX AEHUCTBUI SIBJISIOTCS: IO MCTEYEHMS] YCTAHOBJIEHHOTO BPEMEHM; TTOKa YIOJIHOMOYEHHBI aMUHUCTPATOP
BHOBb He Je0JOKUPYET TEPMUHAI WIKM YYETHbIE JaHHbIE MOJb30BATENS; 10 UCTEUEHUS] BPEMEHU, CBSI3AHHOTO C Mpe-
NBIIYIIMMUA HEYCTIEITHBIMM TIOTBITKAMU (HampuMmep, Mocjie KaXXA0il HEYCIELIHOUM TOMBITKA BpeMsl OJOKMPOBaHUS
yIBauBaeTCs).

Onepanuu

HazHnauyeHnue

B FIA_AFL.1.1 aBropy I13/3B cieayer cnenupumupoBaTs 3ajaBaeMoe M0 YMOJYAHHIO YHCJIO HEYCHENTHBIX MO-
NBITOK AyTeHTH(UKANMHA, NPH TOCTHKEHHH HJM TPEBbIIIEHAN KOTOPOro OYAYT MHHIMHPOBATHCHA ONpene/ieHHbIE aeii-
ctBusi. B I13/3B M0OXKHO yKa3aTh, 4TO «3TO YACJO BHIOMPAETCSH YNOJHOMOYEHHBIM AJMHHACTPATOPOM».

B FIA_AFL.1.1 aBropy I13/3B cuenyer cnenudunupoBath coobiTus ayrentudurannu. [Ipavepamu ssasiorcs:
YHCJIO HeyYCNeWHbIX MONBbITOK AYTEeHTH(UKANMH ISl JTAHHOTO HWAEHTH(UKATOPA NMOJIb30BaTe s ¢ MOMEHTA MocieaHei
YCHENIHO# TOMbITKA; YHCJIO0 HEYCHEIIHbIX MOMbITOK ayTeHTH(HKAIMH JJiS JAHHOTO TEPMHHAJA C MOMEHTA MOCJIeaHe
yCHENIHO# MONBITKH; YHCJI0O HEYCHEMHbIX MOMBITOK ayTeHTH(UKAamnu 3a nocjennne 10 mun. HeoOxommMo yka3zatb mo
MeHbIIell Mepe OHO COObITHE ayTeHTH(HUKAIMA.

B FIA_AFL.1.2 astopy I13/3B cieayer cnemuumupoBaTs neiicTBASA, MPpeINPHHAMAEMBIE B CIyYae JOCTHKEHUS
WM TIPEBbIIIEHHs NMPeaebHOT0 3HAYEHHSA YHCJIA MONbITOK. TaKMMH AEiCTBHAMA MOTYT ObITh: OJIOKHPOBAHHE YYETHBIX
JAHHBIX HA 5 MUH, 0JOKHPOBAaHME TEPMHUHAJIA HA YBEIHUNBAIOMIMICS WHTEPBAJ BpeMeHH (YNCJIO0 CEKYHI, paBHOe 2", rae
n — YACJIO0 HEYCHEITHBIX MONBITOK) WIN OJOKAPOBAHNE, C YBEAOMJIEHAEM AJIMHHACTPATOPA, YIETHBIX JAHHBIX BIUIOTD 10
€ro CHATHS aJMUHUCTPATOpOM. B onmcanum neicTBmii ciieayeT yKa3aTh NPMHAMAaeMble MEPHI H CPOKH HX JAeidcTBus (MIH
YCJIOBHS MpeKpanieHus JeiCTBUSA 3THX Mep).

XK.2 Onpenenenue arpudyroB non3osarens (FIA_ATD)

Bce ynonHoMoueHHbIE MOJIb30BATENN MOTYT, TOMUMO UAEHTU(UKATOPA MOJIb30BATENSI, UMETh APYTUe aTpuody-
Thl Oe3oracHocTu, npuMmeHsiemble npu ocyuiecTBieHun [1BO. CemeiictBo FIA ATD omnpeaensieTr TpeboBaHUST IS
accolMaly aTpuOyTOB 0€30MaCHOCTHU C IOJIB30BAaTEeISIMU B COOTBETCTBMU ¢ HeoOXomnuMocThio moamepxku [1BO.

3aMeuaHusl AJs1 OJIb30BATESI

CylleCTBYIOT 3aBUCUMOCTHU OT OMpPENeICHUN OTAENbHBIX MOJUTUK Oe3onacHocTu. Cieayet, YToObl TAKUE OMpe-
JIEJIEHUST CONEPKANIU CIUCKU aTpUOYTOB, HEOOXOAUMBIX AJIsSI OCYLIECTBJAEHUS MOJUTUKHU.

FIA_ATD.1 Onpenenenune aTpudyTOB MOJIB30BATENSA

3aMeuaHusl MO MPUMEHEHUIO IS MOJb30BaTeNsI

Kommnonent FIA_ATD.1 cneundunupyet atpulOyThl 6€30MaCHOCTH, KOTOPbIE CJIEAYET MOJIepK1UBAaTh HA YPOB-
HE TMOoJIb30BaTeNsl. DTO 03HAYAET, YTO Ha3HAYEHUE M BO3MOXHOE U3MEHEHUE aTpuOyTOB 0€30MacHOCTU, YKA3aHHBIX B
CIIMCKE, OCYILIECTBIISIETCSl HA YPOBHE MOJIb30BaTeNs (T. €. VISl KaXKI0T0 M0Jb30BaTesisi UHAUBUAYalbHO). MHbIMU clloBa-
MU, HE CJeAyeT, YTOObl U3MEHEHUE aTpUOYTOB U3 CHUCKA, ACCOLIMMPOBAHHOIO C KaKMM-JTUOO IMOJIb30BATENEM, BIIU-
s10 Ha aTpuOyThl 6E30MACHOCTU APYTUX MOJIb30BATEEH.

Ecnu atpubyThl 6e30MacHOCTY NPUHALIEXAT rPyMIe Nojb30Barteseil (HanpuMep, CIUCOK BO3MOXHOCTE Irpymn-
Tbl), TIOJIb30BATE0 TOTPEOYETCS MMETh CChUIKY (KaK aTpuOyT 0e30MacHOCTM) Ha COOTBETCTBYIOILYIO TPYIITY.

Onepanuu

HazHnauyeHnue

B FIA_ATD.1.1 aBtopy I13/3B caeayer cnemudumupoBaTs aTpuOyTHl 6€30MACHOCTH, ACCONMHPYEMbIE ¢ KAaXKIbIM
OTHEJbHBIM MOJIb30BaTeieM. [IpuMepoM MOKET CIYKATh CHHCOK, BKJIIOUAIOIIMIA B ce0sl aTPHOYTHI «yPOBEHb JOMyCKa»,
«AIAeHTAGHUKATOP IPYNIBI», «[PaBay».

XK.3 Cnemudukamus cexkperos (FIA_SOS)

CewmetictBo FIA _SOS omnpenensier TpeboBaHUs K MeXaHM3MaM, KOTOPbIE peaTu3yloT ONpeneeHHYI0 METPUKY
KayecTBa JJIsl IPENOCTABISIEMBIX CEKPETOB U T€HEPUPYIOT CEKPETHI, YAOBIETBOPSIOIINE ONpeneaeHHol MeTpuke. [1pu-
MepaMu TaKMX MEXaHMW3MOB MOTYT ObITh aBTOMaTH4ecKasi IpOBepKa MPeaOCTaBIsIEMbIX MOJIb30BATEISIMUA NAPOJIEH UK
aBTOMaTUYEeCKasl TeHepalusl maposieii.

CekpeTbl MOTYT TeHepupoBaThcsi BHe OO, HampuMep BbIOMpPAThCS MOJIb30BATENISIMA U BBOIUTHCS B CHUCTEMY.
ITpu aTOM MoXeT ObITh UcToab30BaH KoMnoHeHT FIA SOS.1 nns obecrieueHrs] COOTBETCTBUSI CEKPETOB, CTeHEPUPO-
BaHHBIX BHE CUCTEMbI, KOHKPETHBIM YCJIOBUSIM, TAKUM KaK MUHUMAJIBHO OOMYCTUMBIN pa3Mep, OTCYTCTBUE B CJIOBa-
pe U/WUau HempUMEHEHUE paHee.

Cekpethl MoTyT TeHepupoBaThed camuM OO. B aTtoMm ciygae TpeboBaHme, 4ToOB creHepupoBaHHble OO cekpe-
Thl COOTBETCTBOBAJIMU CrieliM(UIIMPOBaHHON MeTpuke, obecrieunBaercss KommnoHeHTom FIA SOS.2.

3aMeuaHusl AJs1 MOJIb30BATEs

CekpeTbl, paccMaTpuBaeMble B TaHHOM CeMeEICTBe, coaepxXaT ayTeHTU(hUKAUUOHHbIE NaHHbIE, MPEAbSBIsIE-
Mbl€ MOJIb30BaTeIEM MEXaHU3MY ayTeHTU(hUKALUY, OCHOBAHHOMY Ha CBEIEHMSIX, KOTOPBIMU pacrojiaraeT noJjb30Ba-
tesab. Koraa ucnonb3yrotcst Kpunrorpaduyeckue KU, BMECTO 9TOTO CEMEICTBA CIeAyeT UCIOIb30BaTh CEMENCTBRA
knacca FCS.

FIA_SOS.1 Bepudukauus cexperos

3aMeuaHusl Mo MPUMEHEHUIO Ul MOJb30BaTeNsI
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CekpeTbl MOTYT co3naBaTbes nojb3oBaTesnieM. KommoneHT FIA SOS.1 oGecneumBaer, 4TOOBI ISl CO3MaHHBIX
M0JIb30BATEJEM CEKPETOB MOIJIO ObITh BEpUPULIMPOBAHO UX COOTBETCTBUE OMPEAECICHHON METPUKE KauecTBa.

Onepanun

HasHnaueHue

B FIA_SOS.1.1 asropy I13/3b cienyer nperocTaBuTh ONpeNeIeHHYI0 METPHKY Ka4eCTBA. DTa METPHKA MOXKET
ObITh cenuUIMPOBAHA KAK COOCTBEHHO OMHCAHWE MPOBEPKH KaYeCTBA WM KaK CChUIKA HA TOCYAAPCTBEHHBI CTaH-
JIapT, ONMpeAeSIONAi METPHKH KaYecTBAa, COOTBETCTBHE KOTOPHIM HeOOXOamMo jisi cekpeToB. K mpmvepam meTpHk
KaYeCTBA OTHOCATCS ONMACAHHME JAOMYyCTAMBIX CHMBOJIBHBIX CTPYKTYP CEKPETOB W/HJIM JOMYCTHMBIX Pa3MepOB CEKPETOB.

FIA_SOS.2 TI'enepamus cexperoB ®BO

KowmmonenT FIA_SOS.2 no3Bonsier @BO reHepupoBaTh CEKPETHI TSI CIIEIIMATBHBIX (DYHKIIWI, TAKAX KaK ayTeH-
TUUKALMS TIO TTApOJTIO.

3aMeuaHusl Mo MPUMEHEHUIO ISl MOJb30BaTeNsI

Ecnu B aniropuTMe reHepaumu CEKPETOB UCMOJb3YETCsl TeHEPATOP MCEeBAOCTYyYalHBIX UMCENl, Ha €r0 BXOJ CJEAy-
€T MOAaBaTh MPOU3BOJIbHBIE BEJUUYMHBI, YTO MPENOCTABISIO Obl BHICOKYIO CTEMEHb HENPENICKa3yeMOCTU BBIXOAHBIX
JNIAHHBIX. DTU TIPOU3BOJIBHBIC BEJTMYMHBI MOTYT OBITh MOJYYEHBI U3 TAKMX JOCTYITHBIX MTapaMETPOB CUCTEMbI, KaK CHC-
TEMHbIC Yachl, 3HAYEHMSI CUCTEMHBIX PETMCTPOB, AaTa, BpeMs W T. J. DTU TMapaMeTphl CleAyeT BbIOMpATh C TaKUM
pacyeToM, YTOOBI KOJMYECTBO MPOU3BOJBHBIX BEIWUYMH, KOTOPOE MOXHO W3 HMX MOJYyYUTb, ObUIO Obl HE MeHee
MUHUMAJIbHOTO YMUCJIa CEKPETOB, KOTOPblE HEOOXOAMMO CT€HEpUPOBATD.

Onepanuu

HasunaueHue

B FIA_SOS.2.1 astopy I13/3b cienyer mpenocTaBuTh ONpeNeIeHHYI0 METPHKY Ka4eCTBA. DTa METPHKA MOXKET
ObITh cenuUIMPOBAHA KAK COOCTBEHHO OMHCAHHWE MPOBEPKH KaYeCTBA MM KaK CChUIKA HA TOCYAAPCTBEHHBIH CTaH-
JIapT, ONMpeAeSIONAi METPHKH KaYecTBAa, COOTBETCTBHE KOTOPHIM HeOOXOoamMo mjisi cekperoB. K mpmvepam merpuk
KaYeCTBa OTHOCATCS ONMACAHHME JAOMYyCTAMBIX CHMBOJBHBIX CTPYKTYP CEKPETOB W/HMJIH JOMYCTHMBIX Pa3MepPOB CEKPETOB.

B FIA_SO0S.2.2 asropy I13/3b caeayer npeacrasuth cimcok (pynkmuii u3 yuciaa ®BO, g KoTopsIX HEOOX0AH-
MO MCHOJIb30BaTh ceKpeTbl, TeHepupyembie @BO. Ipumepom Takoil GyHKIHMH MOKET CIYKHTh MEXaHM3M ayTeHTH(HU-
Kalyuu 1o napoJio.

XK.4 Ayrenrndukaumus noub3osareisn (FIA_UAU)

CewmeiictBo FIA_UAU omnpezaensieT TUTTBI MEXaHU3MOB ayTeHTU(UKAILIMN TTOJIb30BaTelis, mpexocTapisieMbie ®BO.
OHO Takxe ompenessieT Te aTpudyThl, HA KOTOPbIX HEOOX0AMMO 0a3MPOBaTh MEXaHU3MbI ayTEHTU(DUKALIMY TTOTb30Ba-
TeJs.

FIA_UAU.1 Bsioop MoMeHTa ayTeHTH(UKAIIH

3aMeuaHusl Mo MPUMEHEHUIO Ul MOJb30BaTeNst

Kommnonent FIA_UAU.1 conepxur tpeboBaHue, ytobbl aBTop [13/3b omnpeaennn cnucok aAeiicTBUM, KOTOPBIE
BBITIOJTHAIOTCST TIpu TTocpeaqHudecTBe @BO n nomyckatorcs @BO oT UMEeHU MOJIb30BaTENS 10 TOTO, KaK OYIeT Mpou3-
BeJicHA ayTeHTU(DWKAIINS TTOTh30BaTeNsI. DTU ICHCTBUS, BRITIONHsIeMbIe TTpu TocpenHudectse ®BO, He ciemayeT oTHO-
CHUTB K 0€30IMaCHOCTH [IJIS TTOJIb30BaTelieil, HeBEpHO MACHTU(MUIIMPOBABIINX ceOs elle 10 ayTeHTuduKanuu. Bee mpo-
yue AeCTBUS, BBITIOMHsIeMbIe TIpu TTocpenHndectBe @BO 1 He BKITIOUCHHBIE B 3TOT CIUCOK, Pa3pelIaroTcsT MOIb30-
BaTeJl0 TOJIbKO TMOCJIE 3aBEPIIEHUST ayTeHTUhUKALIVY.

OTOT KOMITOHEHT He TIPUMEHUM ISl pa3pellieHusT KaKUX-JI1u00 NeCTBUI 10 BBITTOJHEHUS uaeHTUduKauu. s
3Toro Heobxonumo uctoiab3oBath 1160 FIA UID.1, nu6o FIA_UID.2 ¢ cooTBEeTCTBYIOIIMMU HAa3HAYEHUSIMU.

Onepanuu

HasunaueHue

B FIA_UAU.1.1 aBropy I13/3B ciaenyer cnenuuuupoBaTh CNHCOK AEHCTBHIl, BHIMOJIHAEMBIX MPA MOCPETHEYE-
ctBe @®BO oT MMeHN MOJIB30BaTEISA, MPEXKIE YeM 3aBEPIINTCS AyTeHTH(HKANNSA NOIb30BaTeNId. DTOT CIMCOK HE MOKET
ObITh MycThIM. EC/M TaKMX AeiCTBHIl HET, CJIeyeT BMECTO 3TOT0 KOMIIOHEHTA WCNOJb30BaTh KomnonenT FIA_ UAU.2.
IIpumepoM TakuX NedCTBHIA MOXKET CJOYKHTb 3alpOC O MOMOIIM NMPH BBINOJHEHWH MPOUEAYPHI JOTHYECKOT0 BXOIa B
cucremy.

FIA_UAU.2 Ayrentuduranus 10 JOOBIX AHCTBHIl MOJb30BATENS

3aMeuaHusl Mo MPUMEHEHUIO Ul MOJb30BaTeNsI

Kommonent FIA UAU.2 conepXuT TpeOboBaHWe 3aBepilIeHUs] ayTeHTU(MUKALUY TT0JIb30BATEIsI 0 BHITTOJTHEHUS
JOOBIX meiicTBUl TIpu ocpenHudectBe @BO 0T MMeHM 3TOTO TOIB30BATES.

FIA_UAU.3 Ayrentuduxaums, 3amuieHHas oT nNoaaeJaoK

3aMeuaHusl Mo MPUMEHEHUIO Ul MOJb30BaTeNsI

Kommnonent FIA__UAU.3 comepxut TpeOGoOBaHUS K MeXaHU3MaM, MPEAOCTABIISIONINM 3alUTy ayTeHTU(UKAIII-
OHHBIX JaHHBIX. AYTeHTU(UKAIMOHHbIE JaHHbIE, 3aMMCTBOBAHHbBIE Y JAPYroTo IMOJIb30BaTENSI UIW TMOJTyYeHHbIe He3a-
KOHHBIM CIIOCOOOM, CJeayeT OOHapyXWTb W/WIW OTBEPTHYTb. DTU MEXaHU3Mbl MPENOCTABISIOT YBEPEHHOCTb, UTO
mmoJTb3oBaTeN Ty, ayreHTuduuposanueie @BO, meiicTBUTETbHO Te, KEM OHU TIPEACTABIISIOTCS.

ODTOT KOMIIOHEHT MPUMEHUM TOJIBKO [JISI MEXaHM3MOB ayTeHTU(UKAIIMM, OCHOBAHHBIX Ha YHUKAJIbHBIX ayTeH-
TUGUKAIMOHHBIX JaHHBIX (HarmpumMep, ouomeTpudeckux). ®BO He cMOTyT OOGHAPYXWUTh M TIPEIOTBPATUThH TUPAKUPO-
BaHue mapouda 3a npeneaamu O .
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Onepanuu

BubGop

B FIA_UAU.3.1 asropy I13/3B cuenyer cnenupunupoBatb, oOyayt m @BO o0HapyXKuBaTh M/HIH MPEAOTBPA-
ATh MOMIEJNKY AAHHBIX ayTeHTH()PMKANH.

B FIA_UAU.3.2 asropy I13/3B cienyer cnemudunuposathb, oyayt ju ®BO o0HapykuBaTh M/WIH NpeIOTBPA-
IATh KOMMPOBAHHE NAHHBIX AYTEHTH(PMKALNM.

FIA_UAU.4 Mexanu3mbl 0AHOPa30BOil ayTeHTH(hHKANMM

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNst

Kommnonent FIA UAU.4 comepxut TpeOoBaHMSI K MeXaHU3MaM ayTeHTU(UKAIMK, OCHOBAHHBIM Ha ayTeHTH-
(buKalMOHHBIX JaHHBIX OJHOPA30BOTr0 MCMOJb30BaHUSI. B KauecTBe TakMx NAaHHBIX MOXET MCIOJIb30BaThCSl TO, UTO
M0JIb30BaTEb UMEET WIM 3HAET, HO HE CBOMCTBA caMoro noJib3oparess. [IpruMepsl 0oAHOPa30BbIX JAHHBIX ayTEeHTUhU-
Kaluuy TOJIb30BaTeIsl: ONHOPA30BbIE MapoJiv, 3alln(ppoBaHHbIE METKU BPEMEHU, CllydallHble YMClla CEKPETHOU Tab-
JIUIIBI IPe0Opa3OBaHUI.

Astop I13/3b Moxer onpenenuTsb, K KAKOMY MeXaHU3MY (aMm) ayTeHTU(UKaMU TPUMEHUMBI 3TU TPEOOBaHMUSI.

Onepanuu

HazHnauyeHnue

B FIA_UAU.4.1 asropy I13/3B ciaeayer npuBecTH CHHCOK MEXAHN3MOB ayTeHTH(HKAINNA, K KOTOPHIM NPUMEHS -
eTcsa 9To TpedoBanne. HazHaueHneM MOXKET OBbITh: «BC€ MEXAHU3MBbI ayTeHTH(UKaun». IIpuMepoM HA3HAYEHHS MOXKET
OBbITb: «MeXaHH3MBI AyTeHTH(UKANNA, UCTOJIb3yeMble ISl ayTeHTH(HUKAIMA NO0JIb30BaTENNEil BO BHEIHEH CeTH».

FIA_UAU.5 Coueranne MexaHu3MOB ayTeHTH()HKAIUHI

3aMeuyaHus 1O TIPUMEHEHUIO IJIS1 TOJIb30BATENS

[Mpumenenue kommoneHToB FIA UAU.5 no3Bonsger cnennduiinpoBath TpeOOBaHUS K MPUMEHEHNIO HECKOJIb-
KUX MexaHu3MoB ayTeHTudukanuu B O0O. TpeboBaHMs, TpUMEHsIEMbIe K KaXJI0MYy OTIEJbHOMY MeXaHU3My, HE00XO-
Mo BeIOMpaTh u3 kiaacca FIA. UToObl oTpa3uTh pasinuyaroniecs TpebOBaHMS K pa3HbIM MeXaHU3MaM ayTeHTUdUKa-
LIUY, MOXHO MHOTOKPATHO MCIOJb30BaTh OJUH W TOT K€ BHIOPAHHBII KOMITOHEHT.

[nsa obecrieueHUs] BO3MOXHOCTE MEXaHM3MOB ayTeHTU(UKAIIMU, a TaKXKe TMPaBWJ, ONpPEAessIonMX yCreml-
HOCTb ayTeHTU(UKAIIMU, MOXHO TIpUBJIeKaTh (GPyHKIMM yrpaBieHus u3 kiaacca FMT.

[ns nomycka B cUCTeMy aHOHMMHBIX MOJIb30BaTeIeil MOXXHO BBECTU MEXaHU3M ayTeHTU(UKAIMM TUTIA «OTCYT-
cTBUE ayTeHTUhUKaMKU». Mcrioab30BaHMe 10CTyIIa TAKOTO THMA CJeAyeT YeTKO pa3bsicHUTh B paBuiax FIA UAU.5.2.

Onepanuu

HazHauyeHue

B FIA_UAU.5.1 asropy I13/3B cieayer onpeaeants mpeaocTaBisieMbie Mexanu3mbl ayrenTudukanun. [Ipumve-
POM CIICKA MEXAHH3MOB MOXKET CJIYXKHTh: «OTCYTCTBHE AYTEHTH()HKALMH, MEXAHA3M MapoJsi, OnoMeTpus (CKAaHHPOBA-
HHE CETYATKH), MEXAHHU3M KJI0Ya muppoBaHus».

B FIA_UAU.5.2 asropy I13/3B caeayer cnenuunupoBaTh NpaBuiia, ONMCHIBAIONINE, KAK MEXAHU3MbI 00ecre-
YHBAIOT AYTEHTH()UKANNIO U KOTIA MCHOJb3YeTCS KAaXKAblii U3 HAX. DTO 3HAYAT, YTO IS JIIO0O0H BO3MOXKHON CATyanun
HEO0XO0ANMO YKa3aTh COBOKYNHOCTh MEXAHH3MOB, KOTOPbIE MOIJIM Obl HCMOJIb30BAThCA M ayTeHTHnKanun. [Tpumep
Takoro mpasmia: «/[ias ayreaTudukanum mosb3oBaTelieil, HMEOIMX 0COObIe MPABA JOCTYNA, JOJDKHBI HCNMOJb30BATHCS
COBMECTHO MEXAaHM3M MAPOJIS M OHOMETPHS, MPUYEeM AYTeHTH(UKANNSA yCHEeNIHA NPA YCHENHON ayTeHTH(UKANNA KaxK-
JIbIM MEXaHHU3MOM; JJisi ayTeHTHUKANNHA OCTANBHBIX MOJb30BaTeN€eil JOKEH HCHOJb30BATHCS TOJLKO MEXAHU3M MApo-
Jst».

Astop I13/3B MoxKeT 3a1aTh OrpaHAYEHHS, B PeAEaX KOTOPbIX YNOJHOMOYEHHOMY aJJMAHHCTPATOPY pa3pemeHo
cnenuduIMpPoBaTh KOHKPEeTHbIE MpaBuia. [Ipumep npaBuna: «ayreHTH(UKANKUSA MOJIb30BATEA BCETNa J0JKHA MPOU3BO-
JUThCSl MOCPEJCTBOM AMNAPATHOTO KJI0YA; AAMHHUCTPATOP MOXKET CHenu(UUMPOBATHL AONOJHUTE/bHbIE MEXaHHU3MbI
ayTeHTH()WKANNH, KOTOPbIE TAKIKe HEOOXOIMMO HCNOJIb30BaTh>». ABTOp I13/3B MoXeT 1 He cnenupHIMPOBATH OTPAHA-
9YeHHsl, 2 OCTABUTb BHIOOP MEXAHM3MOB AYTEHTH(WKANMA W WX MPABWI MOJHOCTHI0O HA YCMOTPEHHE YNOJIHOMOYEHHOTO
aJMHHUCTPATOPA.

FIA_UAU.6 IloBTopHas ayrenTuduxkanus

3aMevyaHus Mo MPUMEHEHUIO TSI TI0JTb30BaTes

B xommonenTe FIA_ UAU.6 paccMmartpuBaeTcs TOTEHIIMATbHAS MIOTPEOHOCTD ITOBTOPHON ayTeHTU(MUKAITNH TTOJTb30-
BaTesiell B ompeiAe/icHHbIE MOMEHTHI BPEMEHH. DTO MOXET BO3HUKHYTh IpU obpaineHuu monb3oBatenst K ®BO ¢
3aIIpOCOM O BBITIOJTHEHWU ACUCTBHI, KPUTUYHBIX ITO 6E30MTaCHOCTH, a TaKXKe MPHU 3aIpocax O MOBTOPHOM ayTeHTU (-
KalliK, UCXOASAIINX OT CYITHOCTeM, He cBsi3aHHBIX ¢ ®BO, HampuMep OT cepBepHOTo MPWIOXKEHUSI, KOTOPOe 3arpa-
muBaeT oT ®BO MOBTOPHYIO ayTeHTU(MUWKAIINIO OOCITYy>KNUBaeMOTO KIMEHTA.

Onepanun
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HasHnaueHue

B FIA_UAU.6.1 aeropy I13/3B cienyer npmBecTH CHHCOK YCJIOBHi, TPEOYIOIMX MOBTOPHOW ayTeHTH()HUKANH.
DTOT CHHCOK MOXKET BKJIIOYATh B ce0s 3aBepiieHHe MepHoIa BPEMEHH, BbIIEJIEHHOTO MOJIb30BATEJI0, 3aMPOC MOJIb30Ba-
TEJIS ¢ HeJIbI0 M3MEHEHNs eCTBYIONMX ATPHOYTOB 0€30MACHOCTH WM 3anpoc noiub3oBareisa K @BO ¢ nebio BeIIOIHE-
HHASA HEKOTOPBIX KPHUTHYHBIX (DYHKIHMi 0e30macHOCTH.

Astop I13/3B MoxkeT 3a1aTh Npeieibl, B KOTOPBIX CJIeAyeT AOMYCKATh MOBTOPHYI0 ayTeHTH()UKALNNIO, OCTABHB X
JETANN3ANAI0 HA YCMOTPEHHE YIOJIHOMOYEHHOro aaMuHuCTpaTopa. IlpuMep momo0HOro mpaBmiia: «MOJb30BATENb J10JI-
JKeH MPOXOIUTh MOBTOPHYIO AyTeHTH(UKAIMIO He PelKe OTHOTO pa3a B CYTKH; AIMHUHHCTPATOP MOXKET MOTPeOOBATH (oJiee
YACTYI0 MOBTOPHYI0 ayTeHTH(HMKANMIO, HO He Yame ogHoro pa3a B 10 mun».

FIA_UAU.7 Ayrentuduranus ¢ 3aMANIECHHAON 00PATHOI CBA3BIO

3aMeuaHusl Mo MPUMEHEHUIO Ul MOJb30BaTest

B xommnonente FIA_ UAU.7 paccmarpuBaetcs oOpaTHasi CBSI3b C MOJIb30BaTe/IeM B Ipollecce ayTeHTU(hUKAIIIN.
B HexoTophIx cuctemax obpaTHasi CBSI3b BBIPAXKAETCSI B TOM, UTO MOJIb30BATEI0 COOOIIAETCS KOJIUYECTBO HAOPaHHBIX
WM CHMBOJIOB, HO CAaMU CMMBOJIbI CKPBIBAIOTCS; B APYTMX CUCTEMaX JaXe 3Ta UH(pOpMaIrsi MOXET CUUTAThCSI HETIpU -
eMJIEMOM.

OTOT KOMIIOHEHT CONEPXKUT TpeOOoBaHUE, YTOObI ayTeHTU(DUKALMOHHbBIE JaHHbIE HE BO3BPALAJIUCH MOJIb30BA-
TeJII0 B IEPBOHAYATbHOM BUJE. B pabounx cTaHUMSX MPUHSITO MPEACTABIATh HAOpaHHBIE CUMBOJIBI TAPOJIS YCTOBHBIMU
3HaKaMu (HampuMmep, 3BE3[I0UYKAMU).

Onepanuu

HasunaueHue

B FIA_UAU.7.1 aeropy I13/3b caeayer ompeaeauTs BHJ 00PaTHOI CBA3HM C MOJIb30BATEIEM NpPH NPOBEICHAN
ayrentudurannu. I[IpuMepoM TaKOro Ha3HAYEHUS MOKET CJIYKATH: «UACJIO0 HAOPAHHBIX CHMBOJIOB», IPYTOil THI 00paT-
HOW CBfI3M — «MeXaHu3M ayTeHTH(HUKANWH, Yepe3 KOTOPbIil He yIaJoCh OCYHIECTBUTh ayTeHTH(hUKALUIO».

XK.5 Unentndmnkanus noan3osarens (FIA_UID)

CewmerictBo FIA_UID onpeaensieT ycioBusi, Mpu KOTOPHIX OT TOJIb30BaTeell TpedyeTcs COOCTBeHHAs! UACHTH -
¢ukauusa g0 BeImojHeHUs Ipu nocpeaHuuectse BO kakux-m1b0 MHBIX AEHCTBUI, TPeOYIOLIMX MACHTU(MUKALUN
MOJIb30BaTENS.

FIA_UID.1 Bri6op MoMeHTa HaeHTAGUKANAN

3aMeuaHusl Mo MPUMEHEHUIO Ul MOJb30BaTeNsI

Kommnonent FIA_UID.1 ycranaBnuBaet TpeGoBaHUs 110 uaeHTU(UKaMK rojs3oBateneit. Asrop [13/3b moxeT
yKa3aTb KOHKPETHBIEC AE€UCTBUSI, KOTOPbIE MOTYT ObITh BBIMTOJIHEHBI 10 3aBEPIICHUST UACHTU(DUKALIVY.

IIpu ucnonb3oBaHUM KOMIIOHEHTa YIOMMWHAeMble B HEM JAEWCTBUS, KOTOPbIE NOMYCKAETCSI BBIMOJHSTH MPU
nocpengHudyectBe @PBO mo MaeHTHGUKALNY, CISIyeT Takke MpuBecT U B KommoHeHTe FIA_ UAU.1.

Onepanuu

HasHnauyeHue

B FIA_UID.1.1 aBropy I13/3B cuenyer cnenuuumpoBaTh CHHCOK JeiCTBHIi, BHINOJHIEMbIX MPH MOCPeTHUYE-
ctBe ®BO oT UMeHH MOJIb30BATENS 10 €r0 COOCTBEHHOM MaeHTH(GNKAIMA. DTOT CHHCOK He MOXKeT ObITh MycThiM. Ecm
TpUeMJIEMbIX JEHCTBHMIl HET, CJeAyeT BMECTO 3TOr0 KOMIOHEHTa ucmojb3oBath KommoHeHT FIA_UID.2. Ilpumepom
TAKHX JeHCTBUI MOXET CJIYXHTb 3alpoc 0 MOMOLIM MPH BLINOJHEHUH MPOUENYPbl JIOTHYECKOTO BXOJA B CHCTEMY.

FIA_UID.2 Unentuduranus 10 JTOOBIX AeHCTBHIl MOJIb30BATENS

3aMeuaHusl Mo MPUMEHEHUIO I MOJb30BaTeNsI

Kommnonent FIA_UID.2 comepxut TpeboBaHue UaeHTU(DUKALIMN MToJb30BaTeneil. Jlo naeHTuduKaum moiab3o-
Batenst @BO He HOMYCKAIOT BHIIOTHEHNE MM HUKAKUX HEUCTBUM.

XK.6 CeaspiBanne nmosib3oBateib-cyobekt (FIA_USB)

Hna padorsl ¢ OO ayTeHTUOUIIMPOBAHHBIN MOJIB30BATENb OOBIYHO aKTUBU3UPYET KaKoil-mnbo cyobekT. Torma
aTpuOyThl 06€30MACHOCTU 3TOTO MOJb30BATENSI ACCOUUUPYIOTCS (TTOJHOCTBIO MJIM YaCTUYHO) C 3TUM cyobekToM. Ce-
MmeiictBo FIA USB omnpenensieT TpeGoBaHUSI 1O CO3AaHUIO U COMTPOBOXIEHUIO acCOLIMALIMM aTpUOyTOB 6€30MaCHOCTH
MOJIb30BATENsI C CYObEKTOM, ACUCTBYIOIIMM OT UMEHM MOJIb30BATES.

FIA_USB.1 Cesa3biBaHHe MOJb30BATENb-CYOBEKT

3aMeyaHusl Mo MPUMEHEHUIO IS TI0Jb30BaTeNs

BripaxeHue «IeiCTBYIOLIMI OT UMEHW», UCIIOJIb30BaBIIeeCsS U paHee, TpeOyeT HEKOTOPhIX MOSICHEHUH. YcTa-
HOBJIEHO, YTO CYOBEKT NEHCTBYET OT UMEHMU TOJIb30BATENSI, CO3MABLIETO CYOBEKT UM aKTUBU3UMPOBABLIETO €0 AJIs
peuieHust HeKoTopo# 3agaun. [ToaTomy, Korna cyoObekT CO31aeTcsl, TO OH ACMCTBYET OT UMEHU MOJb30BaTeNsl, UHULU-
MpoBaBUIETO ero coznanue. Eciu monb3oBaTesnb NpeAnoynTaeT aHOHUMHOCTb, CYOBEKT TakKe AEHCTBYET OT €ro umMe-
HU, HO UAEHTUGUKATOP STOTO MOJb30BaTeNsl Hen3BecTeH. Oco0yl0 KaTerOpuio COCTABISIIOT CYOBEKThI, KOTOphIE 00-
CJIY>XXMBAIOT HECKOJIBKUX MOJIb30BaTeNel (HapuMep, cepBepHblii mpouecc). Toraa «BiaaeablueM» 3TOro CyObeKTa Cuu-
TaeTcsl MoJIb30BaTeNb, CO3AABLINI €rO.
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IMPUJTOXEHUE U
(cripaBOYHOE)

Yupasiienne 6e3onacuoctsio (FMT)

Kitacc FMT npeaHasHaueH ajst crienuprKaluy yrpaBieHus HekoTopbiMu acriekTamu ®BO: atpubdyramu 6e30-
MacHOCTH, JAHHBIMU U OTAEIbHBIMU (DYHKIMSIMU. MOTYT OBITh TaKK€ YCTAHOBJIEHBI pa3IMuHbIC POJIA YIIPABICHUS U
ONpEeJeIeHO UX B3aUMOJEHCTBUE, HAPUMED pacnpesiesieHne o0s3aHHOCTEN.

Ecin OO cocTouT U3 HECKONbKUX (PU3NUECKU PA3IEIeHHBIX YacTeil, 00pa3yolluX pacnpeaeieHHYI0 CUCTEMY,
TO TIPOGJIEMBl CHHXPOHM3AIIUK, OTHOCSIIIMECS K pacIIpOCTpaHeHUIO aTpuOyToB Ge3omacHocT, naHHbIX PBO n Monu-
(ukauuy GyHKIMI CTAaHOBITCS OYEHb CJIOXHBIMU, OCOOCHHO KOrna TpedyeTcsl nyonupoBaHue MHGOpPMAILIMU B pas3-
JnuHBIX yacTax OO0. D1t mpobseMbl clieayeT IPUHSITh BO BHUMaHue Mpu Bbioope komrnmoHeHToB FMT _REV.1 «Otwme-
Ha» 1 FMT_SAE.1 «OrpaHuueHHasi Mo BpeMEHM aBTOPU3AlMsI», MTOCKOJIbKY MPU 3TOM BO3MOXHO HapyllleHue HOp-
MayibHOTO BhITIOTHeHUST DBO. B Takoit cuTyalinn peKOMEeHIyeTCsl BOCIIONb30BaThest KomrnioHeHTaMu ceMeiictBa FPT TRC.

Hexommnosuius kinacca FMT Ha cocTaBisiionime ero KOMIOHEHTHI TIpuMBeneHa Ha pucyHke M. 1.

NU.1 VYnpaBneHne  OTAEJbHBIMH
dysakuusmu @50 (FMT_MOF) YnpasneHue 6e30nacHOCTbO

DyHKIIUY ynpaBlIeHWsT U3 Yucla
®BO paloT yImoJIHOMOYEHHBIM MOTh30Ba-
TEJIIM BO3MOXKHOCTh YCTaHaBJIMBAThL OIlE- FMT_MOF YnpaeneHve oTAeNbHbIMU 1
payu 6e3omacHocTt OO U yIpaBiIsaTh UMU. hyHKUMaMU ®BO
OTU aIMUHUCTPATUBHBIE (DYHKIIUM OOBIY-
HO NOJpPAa3ie/siioTCs Ha HECKOJIbKO KaTte-
rOpuii. — 1

a) DyHKLUNKA, OTHOCSIINECST K YII-
aBJ'IeHI)/HO )§IIOCT HO,M eT HOJ‘[I)3OBaS;C— — FMT_MSA Ynpasnetive atpubyramu 2
p Y » yaery BesonacHocTU

JIeit ¥ ayTeHTU(PUKALMU, pealu30BaHHbIE
B O0O. Hanpumep, onpeneneHne 1 0OHOB- — 3
JIEHWE XapaKTepUCTUK 06e30MacHOCTHU
MoJib30BaTeliell (TakKuX, Kak YHUKaIbHbIE
UIEHTU(PUKATOPHI, aCCOLMUPOBAHHBIE C

MMEHAMU TI0JIb30BATENIEN, YUETHBIE IAH- — 1

HBIE TTOJIL30BaTENEN, MapaMeTpsl BXONA B

CHCTEMY), OIpeldeieHue M OOHOBIICHME — FMT_MTD Ynpaenexve aaHHbiMu ®BO 2
CPEICTB YIPABJIEHUSA ayIUTOM CHCTEMBI

(BBIOOD COOBITHI ayauTa, yIpaBieHUE — 3

XypHajJaMyd ayauTa, aHajlu3 XypHana
aynuTa W TeHepalus OTYETOB ayauTa),
orpejieieHUe U OOHOBJIEHHE aTpUOYTOB
MOJUTHUKM, HAa3HAYEHHBIX ITOJIb30BATENIO
(Takux, KaKk ypoBeHb JOIyCKa), Orpesie-
JIeHUE CUCTEMHBIX METOK YIpaBJIeHUS 10-
CTYTIOM, YIIpaBJIEHUE TPyMIlaMHu IOJIb30- —
BaTesen.

6) OyHKIUY yIpaBIeHMS, OTHOCS-
1yecs K KOHTPOJIo nocTynmHocTu. Harnpu-
Mep, ofpeaeneHre U MonuduKaius mna-
paMeTpoB JOCTYITHOCTUA WJIU KBOT pecyp-
COB.

— FMT_REV OtmeHa 1

FMT_SAE Cpok geincteua atpubyta 1
BGesonacHocTH

— FMT_SMR Ponu ynpasneHus 6e30nacHOCTbIO

B) dyHKIMU ynpaBieHUs], CBSI3aH-
HBIE B OCHOBHOM C MHCTaJUIAIIMEN U KOH-
(durypanueit. Hanmpumep, KoHdurypaiust
0O, pyyHO€ BOCCTAaHOBJICHUE, MHCTAaJ-
JIAIUS UCTIpaBIeHUH, oTHocAImMXcsa K 6e3omacHoct OO (MpM MX HAJWYMH), BOCCTAHOBJICHUE W PEUHCTAJIISIIUS
arrmapaTHBIX CPEICTB.

r) OyHKINUK YIpaBIeHN, CBI3aHHbBIE C TEKYLIUM YIIpaBlieHHEeM U colpoBoxneHueM pecypcoB OO. Hampumep,
MTOAKJTIOUEHNE U OTKITIOUeHNE TTepudepUitHBIX YCTPOICTB, YCTAHOBKA CheMHBIX HOCUTENEH MaMATH, pe3epBHOE KO-
poBaHUEe U BOCCTAHOBJIEHHE OOBEKTOB TOJb30BaTEIel M CHCTEMEI.

OTMeTUM, 4TO 3TU QYyHKUMU Tpebyercs nmpenctaBuTh B OO Ha ocHOBe ceMeiicTB, BKItoueHHbIX B [13 wiu 3b. Ha
apropa [13/3b Bo3snaraercst OTBETCTBEHHOCTDb 3a TpenocTaBieHue YHKIMUI YIpaBIeHUsI CUCTeMOI 0e30MmacHbIM 00-
paszom.
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Hormyckaercs BkimoueHre B yncio ®BO dhyHKINMA, KOTOPEIMUA MOXKET YIPaBIATh amMUHUCTpaTop. Hampumep,
MOTYT OBITH TIPETYCMOTPEHBI OTKIIOUeHNE (PYHKIWI ayauTa, IMepekIioueHue CMHXPOHU3AlNA BpeMEeHH, MoIudbuKa-
IS MEXaHU3Ma ayTeHTU(DUKATINN.

FMT_MOF.1 YupasieHue pexuMoM BHINOJHEHNS (HYHKIMil 0€30maCHOCTH

Komnonent FMT_MOF.1 npenocTasisier uaeHTU(GUIIMPOBAHHBIM POJISIM BO3MOXHOCTh YIIpaBieHUs (PyHKIIU-
svu u3 yuciaa @BO. MoxeT moTpeboBaThCs BBISICHUTH TEKYIIee COCTOSTHUE (DYHKITUU 0€30MaCHOCTH, OTKITIOUHTD WA
MOIKITIOUNTH (DYHKITUIO 6€30TTaCHOCTH, MOAU(UIIMPOBATh PEKUM €€ BRITTONHEHUs. [IpruMepoM MoardbuKaimy pexxuma
BBIMTOJIHEHUS SIBJISIETCSl U3BMEHEHUE MEXaHU3MOB ayTeHTU(hUKALIVY.

Onepanuu

BubGop

B FMT_MOF.1.1 asropy I13/3B ciaenyer BoIOpaTh i POJIA BO3MOXKHOCTD CJIEAYIOINX NEHCTBUIi: ompeeie-
HHE PeXNMA BbIMOJHeHH (YHKIMIT 0€30MacCHOCTH, OTKI0OYeHne GyHKIMii 0e30MacHOCTH, MOAKI0YeHue (GpyHkuumii Oe-
30MACHOCTH /WM MOAU(pUKANUA PeXUMA BHINOJTHEHNS (YHKIHA 0€30macHOCTH.

HasunaueHue

B FMT_MOF.1.1 asropy I13/3B caeayer cnenudunupoBats ¢GyHKINA, KOTOPbie MOTYT ObITh MOIGHIMPOBA-
HbI naeHTRGHIMpoBaHHBIME poisamu. [Ipumepamu Takux QyHKIMI SBASOTCA (GYHKINM ayAMTA WA ONpPEeIeHns BpeMe-
HH.

B FMT_MOF.1.1 asropy I13/3B cuenyer cnemudunupoBath posid, KOTOpPbE AOMYCKANTCA K MOAU(pUKANAH
dynxmuii u3 wncia ®BO. Bce Bo3MoxkHbie pon cnenudunuposansl B FMT_SMR.1.

.2 Ynpasienue atpudyramum doe3omacHoctn (FMT_MSA)

Cemerictio FMT_MSA onpenenser TpeGoBaHUS 10 yIIpaBiIeHUIO aTpuOyTaMu 06€30TaCHOCTH.

Y nonb3oBareneil, CyObeKTOB U OOBEKTOB €CTh ACCOLIMMPOBAHHbIE aTPUOYTHI OE30MACHOCTH, KOTOPbIE OKa3bl-
BalOT BAUsSHME Ha pexxuM BoimonHeHUs PBO. [Ipumepamu arprOyToB 6€30MMACHOCTH SIBIISIOTCS] TPYIIIIBI, B KOTOPBIE
BXOAMT TIOJIb30BaTe/b, POJU, KOTOPbIE OH MOXET MPUHUMAaTh, MPUOPUTET Mpoliecca (CyObeKTa), a TakKxXe Mpasa,
KOTOPBIMU HAJIETIEHBI POJTb WJIU TIOTh30BaTelb. MOXeT BOSHUKHYTh HEOOXOIMMOCTH B YIIPABJICHUU 3TUMU aTPUOyTaMuU
0€30MacHOCTU CO CTOPOHBI MOJIb30BaTeNs, CYyObEKTA WM CHELUATBHO YIOJIHOMOYEHHOTO MOJIb30BaTesl (M0Jb30Ba-
TeJIA ¢ SIBHO TPENCTABJICHHBIMU IIpaBaMM TAKOTO YIIPABICHUS).

CyllleCTBEHHO, YTO MpaBO Ha Ha3HayeHUeE MpaB MOJb30BaTENAM caMo Mo cebe sBisieTcs: aTpubyTtom Oe3omnac-
HOCTM M/WJIA TOTEHIIMAbHBIM CyOBEeKTOM yrpaBieHus B KomnoHeHte FMT_ _MSA.1.

Kommnonent FMT_MSA.2 MOXHO HMCIIOJIb30BaTh i o0ecrieueHus, YToObl BHIOpAaHHOE coYeTaHWe aTpuOyTOB
0e30MacHOCTY HaxOAMJIOCh B paMKax 0e30MacHOro coctosiHusl. OmnpeaeneHue, 4To MOHUMATh Kak «be30MacHoe», BO3-
yaraercst Ha pykoBoactBo OO u Mozenb [1BO. Eciau pa3paboTuvK MmpenocTaBusl YETKOE OmpeseseHrue 0e30MacHbIX
3HAUEHUI U JOBOJBI, TOUYEMY UX CJIEAYET CUUTATh Oe30macHbIMU, 3aBUcUMOCThio FMT_MSA.2 ot ADV_SPM.1 Mmox-
HO TpeHeOpeyb.

B HekoTOpBIX ciiydasix CyObeKThl, 00BEKThl WIM YUETHbIE JaHHbIE MOJIb30BaTENIeH co3aaioTcs 3aHoBo. Ecnu npu
9TOM HE 3a7aHbl SIBHO 3HAUY€HUSsI aTpuOyTOB O€30MACHOCTU, CBSI3AHHbBIE C CYOBEKTaMM, OOBbEKTAMU WJIU TMOJIb30BaTE-
JISIMUA, TO HEOOXOIMMO MCIOJIb30BaTh 3HaUeHUsT 1o yMoadyaHuoo. KommoHeHT FMT_ MSA.1 MOXHO UCITOIb30BaTh IS
OTIpe/IeIEHNsI, YTO 3TUMU 3HAUYCHUSIMU, 3aJaBACMBIMU 110 YMOJYAHWIO, MOXHO YIIPABIIATh.

FMT_MSA.1 YnpasieHue aTpudyramMn 0e30MacHOCTH

Kommnonent FMT_MSA.1 nomyckaeT rojib3oBaTelieil, UCIOJHSIOIMNX HEKOTOPbIE PO, K YIIPaBICHUIO UACH-
TUOUIIMPOBAaHHBIMK aTpuOyTaMu Oe3omacHOCTH. [IpUHATHE PONM TOJTH30BATENEM OCYIIECTBISAETCS B KOMITOHEHTE
FMT_SMR.I.

3asaBaeMbIM MO YMOJYAHUIO HA3bIBAETCSl 3HAUEHME MapaMeTpa, KOTOPOe OH MPUHUMAET, Koraa orobpaxaercs
0e3 crnelualbHO YKazaHHOro 3HaueHusl. HavyanbHoe Xe 3HaueHue MpeAoCTaBisieTCs] MPU OTOOpakeHUU (CO3MaHUM)
napameTpa, 3aMmellas 3aJaHHOe M0 YMOJIYaHUIO.

Onepanun

HasunaueHue

B FMT_MSA.1.1 asropy I13/3B cieayer ykazats II®B ynpasienus noctynom wim uHGOPMAIMOHHBIMEA MOTO-
KaMH, ISl KOTOPOil MPUMEHNMBI aTPHOYTHI 0€30MaCHOCTH.

BrubGop

B FMT_MSA.1.1 astopy I13/3B cienyer cnemudumupoBaTh onepanin, KOTOpPble MOKHO NPAMEHSTh K HIEHTH-
¢unupoBannbM aTpudyTam OezonacHoctu. AsTop I13/3B Moxer cnenudunmpoBaTsh, 9T0 POJIb JOMYyCKAETCH K H3MEHe-
HHUI0 32/]aBAE€MbIX M0 YMOJMAHUIO 3HAYEHHIl aATPHOYTOB 0E€30MACHOCTH, 3aMPOCy W MOAM(UKANNM 3HAYEHHI ATPHOYTOB
0e30MaCHOCTH, NMOJTHOMY YAAJIEHHI0 aTPHOYTOB 0€30MACHOCTH, a TaKXKe ONpeAesIATh COOCTBEHHbIE OMEPANMH C HAMH.

HasHnaueHue

B FMT_MSA.1.1, ecau coenan cooTBeTcTByIommii Boioop, apropy I13/3B cienyer cnenmuduumupoBaTh, Kakue
JIOTIOJIHATE IbHBIE OMEePANMH MOXKET BBINOJHATH PoJib. IIpuMepoM Takoil omepamud MOXKET OBITh «CO3AATb».

B FMT_MSA.1.1 asropy I13/3B cienyer cnenndunuapoBath aTpuOyThl 0€30MACHOCTH, KOTOPHIMA MOTYT ONEpPH-
poBath HaeHTH(UIMPOBaHHbIe poan. Jomyckaercs, yro asTop I13/3B cnemudunupyer Bo3MOKHOCTD YIpPaBJaeHHsA 3212~
BAaEeMbIMH 110 YMOTYAHUIO BEIMYMHAMH, TAKMMH KaK 3aJaBaeMbie M0 YMOJTYAHUIO paBa noctyna. Ilpumepavu 3Tux aTpu-
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0yTOB 0€30MACHOCTH ABJSIOTCA: YPOBEHb JOMYCKA, MPHOPUTET YPOBHS OOCIYKHBAHHS, CIUCOK YNPABJIECHHS TOCTYIOM,
npaBa JOCTYNA MO YMOJYAHHIO.

B FMT_MSA.1.1 aBropy I13/3B caenyer cnenndunuapoBath poji, KOTOPbIe HOMYHIEHbI K ONEPAMHSM C ATPUOY-
Tamn Oe3omacHoctd. Bce Bo3moxnbie posm cnemudumuposanst B FMT_SMR.1.

FMT_MSA.2 Be3onacHblie 3HAY€HNSA aTPHOYTOB 0€30MACHOCTH

Komnonent FMT_MSA.2 comepXuT TpeOGoBaHUSI K 3HAYEHUSIM, KOTOPbIE MOTYT MPUCBAMBATbCS aTpuOyTaMu
6e3onacHocTu. Creayetr mpucBauBaTh Takue 3HadeHus, YToobl OO ocTaBajicsl B 6€30MaCHOM COCTOSIHUM.

OmpeneneHne, 9TO SBISIETCS «0€30MACHBIM», B 3TOM KOMITOHEHTE HE PaCKphIBAETCS, HO OCTAaBJICHO IS KJlac-
ca «Paspaborka» (koHkpeTHO, mst komrioHeHTa ADV_SPM.1 «HedopmanbHas Monenb MOJUTUKU GE30TTaCHOCTH
00») u pykoBoacTB. [IpruMepomM MOXET CIIy>KUTb HETPUBUAJIbHBIN NAPOJIb, HA3HAUYAEMbIH TOJb30BATENIO NPU PETUC-
TpaI.

FMT_MSA.3 Nnnnuaau3anus CTaTHIYECKHX aTPHOYTOB

3aMeuaHusl MO MPUMEHEHUIO ISl MOJb30BaTeNsI

Kommnonent FMT_MSA.3 conepxut TpeboBaHus, utoobl ®BO mpenocTaBisii BO3MOXHOCTh KaK MPUCBOCHUS
aTtpubytaM 0€30MacCHOCTU OOBbEKTOB 3HAUEHUI MO YMOJYAHUIO, TaK U MX 3aME€Hbl HaYaJbHbIMU 3HaueHUsIMU. [leii-
CTBUTEJIBHO, [UISI HOBbIX OOBEKTOB BO3MOXHO MMETh MPU CO3[AAHUU pasiuyalollivecsl 3HaueHUus1 aTpudOyToB Oe3ormnac-
HOCTH, €CJIM CYLUECTBYET MEXaHU3M clielMbUKaAIUY MOJTHOMOYMI BO BpeMsl CO31aHUsl 0OBEKTA.

Onepanuu

HasHnaueHue

B FMT_MSA.3.1 asropy I13/3B ciueayer yka3ats [I®B ynpasnenus 1ocTynoM wim nH()OPMANUOHHBIMA MOTO-
KaMH, ISl KOTOPOil MPUMEHNMBI aTPUOYTHI 0€30MaCHOCTH.

BubGop

B FMT_MSA.3.1 asropy I13/3b caenyer cnenudunupoBath, OYIyT Jid 3aJaHHBIE MO YMOJYAHHIO CBOMCTBA
aTpu0yTOB YNPABJIEHHS JOCTYNOM OTPAHMYMBAIMINME, pa3pelIal0MIMA WIH HWHOTO Xapaktepa. B mociemneM ciydae
asropy I13/3b ciienyeT yTOYHHTH XapakTep 3THX CBOWMCTB.

HasHnaueHue

B FMT_MSA.3.2 aBropy I13/3B caenyer cnenudumupoBaTh posid, KOTOPbie TOMYNIEHBI K MOAu(pUKanum 3Ha-
gyeHnii aTpnOyToB Oe3omacHocTH. Bee Bo3Moxubie posm cnemugumuposanst B FMT_SMR.1.

N.3 Ynpasaenne nanasivu @0 (FMT_MTD)

CewmeiictBo FMT_MTD ycranaBnuBaeT TpeboBaHus 1o yrpaBieHnio faHHbiMU DBO. IMpumepamu ganHabix @O
SIBJISIIOTCSI TEKYIllee BpeMsl U XXypHan aynuta. Hanpumep, 3To ceMeiicTBO 1aeT BOZMOXHOCTb CrieliMbUIIUPOBATh, KOMY
pa3peuieHo YuTaTh, YOISITh WM CO3AaBaTh XypHaJl ayluTa.

FMT_MTD.1 Yupasnenue nannsivu @50

Komnonent FMT_MTD.1 no3BosisieT mojib30BaTeIsIM, KOTOPBIM TTPUCBOEHBI OTpPEeIeHHBIE POJIU, YIIPaBIATh
3HayeHUsiMM naHHBIX PBO. HasHaueHune monb3oBarteieit Ha posib paccMOTpeHo B KoMroHeHTe FMT_SMR.1.

3asaBaeMbIM MO YMOJYAHUIO HA3bIBAETCSl 3HAUEHUE MapaMeTpa, KOTOPoe OH MPUHUMAET, KOrna orodpaxaercs
0e3 crnelualbHO YKazaHHOro 3HaueHusl. HavyaibHoe Xe 3HaueHue MpeAoCTaBiIsieTCs] MPU OTOOpakeHUU (CO3MaHUM)
rnapameTpa, 3aMmellas 3aJaHHOe M0 YMOJYAHUIO.

Onepanuuu

Breb6op

B FMT_MTD.1.1 asropy I13/3B ciaeayer cmemuumupoBaTh Onepamud, KOTOPbie MOTYT ObITh MPUMEHEHBI K
uneaTudunmpoBanabiM 1anaeiM @BO. Astop I13/3B moxker cnenuguumMpoBaTh, YTO POJb MOKET U3MEHATH 3aIaHHbIE
10 YMOJMAHHUIO 3HAYECHNS, BHINOJHATh OYHCTKY, YTeHHE, MOAN(DUKANNIO WM noJHoe ynajienne Aanabix @BO. Ilo xena-
a0 aBrop I[13/3B moxer cnenuunupoBaTh Kakoil-1moo Tan onmepamun. «Ounctra nanasix ®BO» o3navaer, 4TO
coJepxKaHue JaHHbIX yIAJifeTcs, HO CaMa CYHIHOCTb OCTAeTCs B CHCTEMe.

HaznaueHnue

B FMT_MTD.1.1, ecan caenan coorBercTBylommii Bbioop, asTopy I13/3B cienyer cnemuduuupoBaTh, Kakne
JIOTIOJIHATE IbHBIE OMEPANMH MOXKET BBIIOJHATH PoJib. IIpuMepoM Takoil omepamum MOXKeT OBITh «CO3/AATh».

B FMT_MTD.1.1 astopy I13/3B caeayer cnenupunupoBars, Kakumu 1aaasiva @50 mMoryT onepupoBaTth nieH-
Tadunuposannsie poju. Jomyckaercs, yro asrop I13/3B cnenudumupyer BO3MOKHOCTb YPABJICHAS 3HAYCHHSAMH, 3a-
JIAaBaeMbIMH 10 YMOJYAHMIO.

B FMT_MTD.1.1 asropy I13/3b caeayer cnenmudnmupoBats poji, KOTOPbIe JOMYHIEHb! K ONEPANASIM C JAHHBI-
v @BO. Bce Bo3moxkHbie poiu cnemupumuposanst B FMT_SMR.1.

FMT_MTD.2 Yupasienne orpanmaeHusMu ganaeix @BO

Komnonent FMT_MTD.2 cnennduuupyeT rpaHUYHbIe 3HaUYeHUS 11 JaHHBIX PBO u neiicTBus, peanpuHm-
MaeMble B Cllyyae UX MpeBblllieHUs. MoryT ObITh YKa3aHbl, HAIPUMED, JOMYCTUMBI 00bEeM XypHaia ayauTa U Ieii-
CTBUS TIPU €T0 MEPENOJHEHUU.

Onepanuuu

HasHnaueHue

B FMT_MTD.2.1 asropy I13/3B cienyer cnemndpunuposars nanusie @50, umelomue orpanndennsi, 1 3Have-
HAS 3THX orpaHwuenmii. [Ipumepom takmx namneix @BO sABiseTcs YNCIO0 MOJB30BaTeNeil, OCYNIECTBUBIIMX BXOJ B
cucremy.
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B FMT_MTD.2.1 asropy I13/3b caeayer cnemudumupoBats pojin, KOTOpbie JOMyHmIeHH! K MOAM(UKANNE KaK
orpannyennii nanaeix ®BO, Tak u JeiicTBMii B ciydae HapyueHns orpanndennii. Bce Bo3MoxHbIe posn cniemudummupo-
Bansl B FMT_SMR.1.

B FMT_MTD.2.2 aBropy I13/3b cneayer cnenuunupoBaTs AeiicTBHS, NPeANPAHAMAEMBIE B CJIyYae MpeBbIIIe-
HAS TpelebHbIX 3HAYeHmil cnemupumupoBannbx JaHHbX @BO. Ilpumepom Takux aeiicTBuii, BomoaHseMbix ®BO,
ABAseTcs MH(OOPMHUPOBAHHE YNOJHOMOYEHHOr0 A/IMHHUCTPATOPA W TeHepalus 3alUCH ayauTa.

FMT_MTD.3 Be3onacusie 1anasie 5O

Komnonent FMT_MTD.3 pacnpocTtpaHsieTcsi Ha TpeOOBaHUSI K 3HAYEHUSIM, KOTOPbIe MOTYT MPUCBAaUBaThCS
nanaeiM @BO. CrenyeT mpucBauBaTh Takde 3HaueHUsI, yTo6bl OO ocTaBajics B 6€30MACHOM COCTOSTHUM.

OmnpeneneHue, 4To SIBJASETCS «0€30MaCHbBIM», B 9TOM KOMIIOHEHTE HE PACKPBIBAETCS, a OCTABJIEHO ISl Kjacca
«PaspaboTka» (koHkpeTHO st komroHeHTa ADV_SPM.1 «HedopmanbHast moaenb noautuku 6e3ornacHoctu OO»)
1 pykoBoncTB. Eciu pazpaboTuuk npeaocTaBui 4YeTKOe OnpeaesieHre 0e30NacHbIX 3HAUeHU U OObSICHEHHE, TTOYEMY
UX CllefiyeT cuuTaTh Oe3onacHbiMU, 3aBucumMocTbio FMT_MSA.2 or ADV_SPM.1 MoxHO npeHeOpeyb.

N.4 Ormena (FMT_REYV)

XapakTepucTuka ceMmeicTBa

Cemerictio FMT_REV cBsizaHO ¢ oTMeHO# aTpuOYyTOB 6€30MacHOCTH pa3IMUHbIX cyliHocTeil B mpenenax OO.

FMT_REV.1 Ormena

B xomnonente FMT_REV.1 cnenudunupytorcs TpedboBaHus 110 oTMeHe 1paB. OH conepXUT TpeOOBaHUE CTeI-
ukanuu mpaBWII OTMEHBI, HATIPUMeEDP:

a) OTMEHA MPOU3OMIET MPU CJAEMYIOLIEM BXOJAE MOJb30BATENSI B CUCTEMY;

0) oTMEHa MPOU3OMAET NMPU CJEAYIOLIEH MOMbITKE OTKPBITh (Baiii;

B) OTMEHA MPOU3OWIET MO UCTEYEHUM YCTAHOBJIEHHOIO BPEMEHM, UTO MOXET O3HauyaTh MEPECMOTP BCEX OT-
KPBITBIX COeTMHEHWH Yepe3 Kaxkmbie X MUH.

Onepanuuu

BebGop

B FMT_REV.1.1 asropy I13/3b cueayer cnenupunupoBath, AOJKHA JH OBITh NMPETOCTABIEHA BO3MOKHOCTD
oTMeHATh ¢ ucnoib3oBanneM ®BO aTpuOyTh 6e30maCHOCTH MOJB30BaTeliel, CyOBEKTOB, 00bEKTOB WM KAKHX-JHOO
HHBIX pecypcoB. Eciim BhIOpaH mocjieHAIA BAPUAHT, TO CJIEAYET HCIOIb30BATh ONEPANUI0 YTOYHEHHS IS ONpe/ieIeHUs
pecypcoB.

HazHnauyeHnue

B FMT_REV.1.1 asropy I13/3B caeayer yka3atb poJii, KOTOpbie JOMYHIEHBI K OTMEHE aTPHOYTOB 0e30mMaACHOC-
TH. Bce Bo3MoxKHbIe ponu cnenudunuposansl B FMT_SMR.1.

B FMT_REV.1.2 aBropy I13/3B caeayer cnemudumuposars npasmia oTMensl. K npaBuiaM, B 4aCTHOCTH, MOTYT
OBITh OTHECEHBI: «Mepe] cleayomeil onepanueii HaJ ACCONMMPOBAHHBIM PECYPCOM» HJIH «IIPH CO3JAHHA KAaXKIOT0 HOBOTO
CyOBeKTa».

.5 Cpok aeiictBus atpudyros de3omacuoctn (FMT_SAE)

CemerictBo FMT_SAE cBsizaHO ¢ BO3MOXHOCTbIO YCTAaHOBJIEHUsI CpOKa JAEHCTBUS aTpUOYTOB 0€30MaCHOCTH.
OHO MOXET MPUMEHSThCS NpU crneluuduKalum TpeOOBaHUI K CPOKY AEUCTBUSI aTpUOYTOB YNpaBIeHUs JOCTYIIOM,
aTpuOyTOB MACHTU(UKALIMM U ayTeHTU(duKauuu, ceptudukaroB (Hampumep, ceptudukaroB kimwodeit tuma X.509),
aTpubyTOB ayauTa U T. II.

FMT_SAE.1 OrpannyeHnasi N0 BpeMeHH aBTOPU3aLUs

Onepanuuu

HazHnauyeHnue

B FMT_SAE.1.1 aBropy I13/3B cienyer mpeacTaBuTh CHHCOK ATPUOYTOB 0€30MACHOCTH, JISi KOTOPBIX MOJIEP-
JKABAETCS OrpaHHYeHre cpoka aeiicteus. [Ipamepom Takoro aTpudyra ABjIsieTCS YPOBEHb JOMYCKA MOJIb30BATEIS.

B FMT_SAE.1.1 aBropy I13/3B ciexyer yka3ath posii, KOTOpbie JOMYNIEHHI K HA3HAYEHHIO CPOKA JEHCTBHS
aTpudyroB O0e3omacHocTH. Bece Bo3MoxkHbIe pom cnenudunmposansi B FMT_SMR.1.

B FMT_SAE.1.2 asropy I13/3B cieayer nmpeacTaBuTh CHUCOK J€iCTBHIl, NMPeINPHHEMAEMBIX 0 OTHOMIEHUIO K
KaXkJ0My aTpudyTy 0€30MacHOCTH, KOT/Ia 3aKAHYHBAETCS CPOK ero AeiicTeus. [Ipumepom siBiseTcs Ha3HAYEHHE YPOBHIO
JIONYCKA MOJIb30BATEJIsA, M0 HCTEYEHAH CPOKA €ro JeiCTBHA, 3HaYeHHuss, MUHMMaJbHOro A Aannoro OO0. Ecim B I13/3b
NMpeAYCMATPUBAETCS M HEMeIJEHHAsS 0TMEHA, TO cjeAyeT cnend(UuuupoBaTh AeiCTBHE «HEMEeIeHHAs] OTMEHA».

1.6 Pomm ynpaBienns 6e3onacuoctoio (FMT_SMR)

Cemerictio FMT_SMR ywMmeHblIlIaeT BeposSITHOCTD yiliepOa, KOTOPbIli MOTYT HaHECTH TOJIb30BaTEIN JACHCTBUSI -
MU, BBIXOISIILUMMU 32 PAMKU Ha3HAYEHHbIX UM (DYHKIIMOHAIbHBIX 00s13aHHOCTEM. B cemeiicTBe Takke paccMaTpuBaeTcs
MPOTUBOJEICTBUE YrpO3e MPUMEHEHUs HEaJeKBATHOTO MEXaHW3Ma, MPEeJOCTaBISIEMOro i 0e30MacHOro yrpasie-
Hus ®BO.

OTO ceMelCTBO CONEPXKUT TpeOOBaHUS K MPEAOCTaBICHUI0 HHOPMaAIKMU N0 MONAEPXKKE UIEHTU(DUKAIUU TOJI-
HOMOYMI MOJb30BaTENsI HA MPUMEHEHUE OTIENbHBIX aAMUHUCTPATUBHBIX (DYHKILIMI, OTHOCSIIMXCSI K O€30MaCHOCTH.
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HexoTopsie neiicTBUsI ynpaBieHUs] MOTYT BBIIIOJHSTh MMOJb30BATENU, IPYTU€ — TOJbKO CHELMaTbHO HAa3HAUEH-
HbIE JIK1IA U3 JaHHOI opraHu3auuu. CeMeicTBO MO3BOJISIET ONPEAEISATh PA3IMUHbIE POJIA, TAKUE KaK BiaJeell, ayau-
TOp, aAMUHUCTPATOP, AEKYPHBIM aIMUHUCTPATOP.

Bce ponu u3 aToro cemeiicTBa cBsi3aHbl ¢ 6e30MacHOCThIO. Kaxiast pojib MOXET MPeaoCTaBsATh IIUPOKUE BO3-
MOXHOCTU (Hampumep, HocTym Ko Bceir ctpykrype UNIX) mam He3HauuTenbHbIE MpaBa (Harpumep, MpaBo YTEHUs
00BEKTOB €IMHCTBEHHOrO TUMA, TaKuX Kak (aitn nomoiuun). Bee ponu onpeaensiorest B 3ToM cemeiictBe. BoamoxHo-
ctu poieit onpenensitorcs: B cemericteax FIA. MOF, FMT_MSA u FMT_MTD.

Hexotopsie TUIIBI pojieii MOTYT OBITh B3aMMHO MCKIOUarolMu. Hanpumep, AeXXypHbIii aiMUHUCTPATOP MO-
KET ObITh CIIOCOOEH OMPEAEsATh U aKTUBU3UPOBATH MOJIb30BATENEN, HO HE YIAIATh UX (3Ta BOBMOXHOCTb 3aKperjieHa
3a pOJIbIO AAMUHUCTPATOPA). DTO CEMENMCTBO AOMYCKAeT cieM(PUKAIMIO MOJIUTUK ABOHOTO YIIPABIECHMUSI.

FMT_SMR.1 Posm 6e30omacHocTH

Kommnonent FMT_SMR.1 omnpenensier paznuuHbie ponu, kotopeie @PBO cnemyer pacno3HaBaTh. B cucreMax
YacTO MPOBOAUTCSI Pa3IMYUE MEXIY BIaAe/blieM CYILIHOCTU, afIMUHUCTPATOPOM U OCTAJIbHBIMU TOJIb30BATENSIMHU.

Onepanuu

HazHnauyeHnue

B FMT_SMR.1. asropy I13/3b caeayer cnemuduuuapoBaTh pojii, KOTOPbiE PACTO3HAIOTCA CHCTEMOi. DTO PoIH,
KOTOpPbIe MOTYT HCHOJHSATH NOJb30BATEH OTHOCHTEIbHO Oe3omacHocTu. [Ipmmeps! posieii: Biaaesnen, ayaurop, aaMu-
HHCTPATOP.

FMT_SMR.2 OrpanndeHns Ha poJid 0e30MaCHOCTH

Kommnonent FMT_SMR.2 cnenmduuupyeT pasnuuHble posiu, kotopsle @BO cienyeT pacrmo3HaBaTh, U yCIO-
BUSI, TIPU KOTOPBIX 3TUMU POJIIMUA MOXHO YIpPaBiIsATh. B cucTteMax 4acTo MPOBOAUTCS pa3inyne MEXIY BiaaesblieM
CYLIHOCTH, aAMUHUCTPATOPOM U APYTUMU MOJIb30BATEISIMMU.

YcnoBus, Hanaraemble Ha POJIM, OMPEACSIOT B3aMMOOTHOLUEHUSI PA3JIMUYHBIX POJIEd, a TaKXe OTpaHUYECHUSs
Ha MPUHITUE POJIU TOJb30BATEIEM.

Onepanun

HazHnauyeHnue

B FMT_SMR.2.1 aBropy [13/3b cnenyeT cietimuduiinpoBaTh poyiv, KOTOPbIE paCITO3HAIOTCSI CUCTEMOM. DTO poJiu,
KOTODPbIE MOTYT UCIOJHSTh MOJIb30BATEIN OTHOCUTENbHO Oe30macHocTU. [Ipumepsl posieil: Biaaaenel, ayaiurop, aaMu-
HUCTPATOP.

B FMT_SMR.2.3 astopy I13/3b ciaenyer cnemudunupoBaTh yCJIOBHS, KOTOPHIM HEOOXOAUMO CJIEAOBATH MPH
ynpasjieHHUH Ha3HayeHneM poJn. IlpuMepaMu Takux ycJaoBUil ABASIOTCA: «3aKA34YHK HE MOXKET HCIOJHATD POJib AyAUTOPA
W aIMAHACTPATOPA» WIH <«MOJb30BATENI0, HCTOJHSIOMEMY POJIb ACCHCTEHTa, HEOOXOJUMO TAKKE MCHOJHATH POJIb
BJIaieJIbLA» .

FMT_SMR.3 Ilpunarue poaeit

Kommnonent FMT_SMR.3 onpeaenser, 4To ajsg MPUHATUS HEKOTOPHIX poJieid HEOOXOIUM TOUHBIN 3arpoc.

Onepanun

HazHnauyeHnue

B FMT_SMR.3.1 asropy I13/3B caeayer cnenudnuupoBaTh pojin, 1Jisi NPAHATAS KOTOPbIX TPeOYeTCS TOUYHbII
3anpoc. [Ipumepbl: ayIuTop U aAMUHUCTPATOP.

MPUJIOKEHUE K
(crpaBOYHOE)

IIpusatHocTs (FPR)

Knacc FPR onuckiBaeT TpeGoBaHMsI, KOTOPbIe MOTYT HaKJIaIbIBAThCS /ISl YIOBIETBOPEHUS MOTPEOHOCTH MOJIb30-
BaTesisl U MPUBATHOCTH, NOIMYCKash MaKCMMaJIbHO BO3MOXHYIO TMOKOCTb CHCTEMbI, HO OCTaBJIsIsl B TO XK€ BPEeMSI BO3-
MOXHOW MOJIEPKKY TOCTATOUHOTO YIpaBieHUs] (PYHKIIMOHUPOBAHUEM CUCTEMBI.

KoMITOHEeHTHI 3TOro Kjlacca TOCTaTOYHO TMOKM, YTOOBI yUYMUTHIBATh, PACIIPOCTPAHSETCS JIU NEeWCTBUE 3aTpebo-
BaHHBIX (DYHKLIMI O€30MacHOCTH Ha YIMOJTHOMOYEHHBIX Tosib3oBareseit. Hampumep, aBrop [13/3b Mor Obl ykazatsb,
YTO He MOTpeOyeTcsl 3aluTa MPUBATHOCTU MOJb30BaTENsl OT MOJb30BATENEH, HANECIEHHbBIX CHEMAIbHBIMU TOJTHOMO-
YUSAMMU.

Hexommnosuius kinacca FPR Ha cocraBnsionine ero KOMNOHEHTHI TpuBeaeHa Ha pucyHke K.1.
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Knacc FPR Bmecte ¢ apy-
MMM KJaccamu (comepKaliuMu
TpeOOBaHMS ayAuTa, yIIpaBIeHUS
JIOCTYTIOM, TIpEIOCTaBJICHUS J0-
— FPR_ANO AHOHUMHOCTb 1 2 BEPEHHOI'0 MaplipyTa U HEOTKa-
3yeMOoCTH) obecrneynBaeT THO-
KOCTb TIpU crieluduKanmnm xena-
TEJIbHOTO peXXrMa IpuBaTHOCTU. B
2 TO e BpeMsi TpeOOBaHHUS 3TOTO
KJacca MOTYT HajaraTh OrpaHu-
YEeHMS Ha UCTTOJIb30BAaHUE KOMIIO-
3 HEHTOB JPYTMX KJIAcCOB, TaKMX
kak FIA mmm FAU. Hanpuwmep,
€CJIM YIOJJHOMOYEHHBIM TT0JIh30-
BaTeJsIM He pa3pellieHO 3HaTh
— FPR_UNL HeB03MOXHOCTbL accoumaumm 1 UIeHTU(HUKATOP MOJIb30BaTE S
(Hanmpumep, B ceMelcTBaxX «AHO-
HUMHOCTb» uiu «IlceBmoHUM-
HOCTb»), TO, OYEBUIHO, HEBO3-
1 2 MOXHO OyIeT OCTaBUTb OTAE/b-
HBIX MOJIb30BATE/Neil OTBETCTBEH-
HBIMM 32 BBITIOJIHSIEMbIE UMU OT-
4 Hocsimecs K 6e301MacHOCTH e -

CTBMSI, Ha KOTOPbIE pacrpocTpa-
HSIIOTCSI TpeOOBaHMUSI TIPUBATHO-
ctu. TeM He MeHee U B 3TOM
ciayyae Bo3MoxHO BkitoueHue B [13/3b TpebGoBaHuit ayaura, Koraa caMO BOZHMKHOBEHUE HEKOTOPBIX COOBITHIA,
CBSI3aHHBIX C 0€30MaCHOCTbIO, BaXXHEE, YEM 3HAHME TOTO, KTO ObUI MX MHUIIMATOPOM.

HomnonHuTtenbHass MHGOPMALKS 110 3TOMY BOIIPOCY MpeJCTaBIeHa B 3aMeUYaHusIX 1Mo npuMeHeHuto Kiacca FAU,
IJe pa3bsICHSIETCS, YTO BMECTO MAEHTU(UKATOpa B KOHTEKCTE aylIuTa MOXET NMPUMEHSITbCS TMCEBIOHUM WJIU JIpyras
nHdopmaiusi, koTopasi Morja 0bl UACHTU(PULIMPOBATH MOJIH30BATES.

DTOT KJIacC CONEPXKUT YeThbIpe ceMeicTBa: «AHOHMMHOCTb», «[IceBIOHMMHOCTE», «HeBO3MOXHOCTH accoiiua-
unu» U «CKPBITHOCTb». TPy MepBbIX CEMENCTBA UMEIOT CJIOKHBIE B3auMocBs3u. [Ipu BbIOOpe cemeiicTBa sl IpUMeHe-
HUS CJIeAYyeT YUUTBIBATh BBISIBJIEHHBIE YTPO3bI. [IJ11 HEKOTOPBIX TUTIOB YIpo3 MPUBAaTHOCTU «[1CeBIOHMMHOCTB» MOIOM -
et Oosbliie, yeM «AHOHHMHOCTb» (HArpuMmep, Mpu TpeOOBaHMM MpoBeneHUs aynurta). Kpome TOro, HeKOTOpHIM
BUJIaM yTpo3 MPUBATHOCTU HAWJIYYIIUM OOPa3oM MPOTUBOCTOUT COUYETAHUE KOMITOHEHTOB M3 HECKOJIBKUX CEeMENCTB.

Bo Bcex cemeiicTBax mpenrnojaraeTcs, YTo MoJib30BaTe b He MPeANpUHUMAET MPSIMO HUKAKUX AeHCTBUH, pac-
KPBIBAIOILIIMX €r0 COOCTBEHHBIN uneHTHGuKaTop. Hampumep, He oxunaetcs, utoosl ®BO ckpbIBaiu UM MOJIbB30BaTe-
JIsl B COOOIIEHUSIX JIEKTPOHHOM MOUTHI WM 0a3bl JaHHBIX.

Bce cemeiicTBa 3TOTO Kj1acca UMEIOT KOMITOHEHTHI, 00JIacTh AeHCTBUSI KOTOPBIX MOXET ObITh 3a/laHa orepaliy-
sIMU. DTU orepanuy 1mo3BosioT aBTopy I[13/3b ykaszaTh Te nelicTBus, obOlMe sl MOJb30BaTeNeil/cCy0beKTOB, KOTO-
PHIM HEOOXOIUMO MPOTUBOACHCTBOBATh ¢ McTonb3oBaHueM DBO. Bo3aMoXHBI TpuMep 0ToOpaXkeHUsT aHOHUMHOCTH:
«®BO 1omKHBI 00€CTIEUNTD, YTOOBI TIOJIb30BATENIN U/VIIH CYOBEKTHI OBUIM HEe CITOCOOHBI OMPENeIUTh MASHTUMDUKATOD
MOJIb30BaTelisl, 00PaTUBIIETOCS 32 TEJEKOHCYJIbTallUei».

Crnenyert, uto6b ®BO npenocTaBIsyiv 3alIUTY OT IeHCTBUI HE TOJIBKO OTAETBHBIX MOJIh30BaTE e, HO U MOJIb30-
Baresieil, OObEAMHUBIIMUXCS IJIs TIOJIydeHUsl ompeaeseHHONH uHbopMmauuu. CTOHKOCTb 3alUThI, MpPeaoCcTaBIsIeMOit
3TUM KJIACCOM, CJIEyeT OmnucaTh Kak croikocTh (pyHkimu cornacHo b u B xk TOCT P UCO/MBK 15408-1.

K.1 Anonumuocts (FPR_ANO)

CemerictBo FPR_ANO oGecnieunBaer, 4ToObl CYyOBEKT MOT MCIIOJIB30BaTh PECYPCHl MIIM YCIYTH 0€3 pacKpbITUS
uaeHTUGUKATOpa €ro Mmojib30BaTe]s.

3ameuaHus ISl TIOJIb30BaTeIsI

JlaHHOEe ceMeNCTBO MpeaHa3HAYeHO ISl OTpEeesIeHUsI, YTO TOJIb30BaTeb WIM CYObEKT CMOXET TMpeArpUuHU-
MaTh IEWCTBUsI, HE pacKpbiBas MAeHTU(UKATOPA MOJb30BATENSI IPYTUM IOJb30BATENISIM, CYObEKTaM MM OOBEKTaM.
D10 cemeiicTBO npeaocTtapisieT aBTopy [13/3b crnocob maeHTHdMKALIMKM COBOKYITHOCTHU T0OJIb30BaTelel, KOTOpPbIe He
CMOTYT y3HAaTh UACHTU(PUKATOP MCIIOJHUTENSI HEKOTOPBIX JCCTBUIMA.

CrienoBaTeibHO, €CU CyOBbEeKT, TOJIb3ysICh aHOHMMHOCTbBIO, BBITIOJHSET HEKOTOPOE NEMCTBUE, IPYroi CyOBEeKT
OyleT He B COCTOSIHUM ONpEeNeuTh HU UACHTU(GUKATOP, HU JaXe CChUIKY Ha MAEHTU(UKATOP IOJIb30BaTelsl,
HCTIOJIb30BABIIIETO MEePBbIi CYOheKT. AHOHMMHOCTh C(DOKYCMpPOBaHA Ha 3allliTe UAeHTU(UKATOpa MOJIb30BaTENsI, a HE
Ha 3auure uaeHTudukaropa cyorekra. [loaroMy naeHTHUGUKATOP CyObEeKTa HE 3alMIIACTCS OT PACKPBITHS.

MpusaTtHOCTL

— FPR_PSE lMNceBAOHUMHOCTD 1

— FPR_UNO CkpbITHOCTb 3

Pucynok K.1 — Jexommosumus knacca «IIpuBaTHOCTE»
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XoTa uaeHTUGUKATOP TIOJb30BaTesl He pasriialllaeTcsl IpyruM cyobeKTaM iM Tosb3oBareisM, ®BO mpsmo
He 3amnpellieHo y3HaBaTh UAeHTU(UKATOp nosb3oBaressa. Eciau He qonyckaercs, 4yroosl ®BO GbUT M3BECTEH UAEHTH-
(ukarop moab3oBatesst, TO MOXHO MpuberHyTh K KomroHeHTY FPR_ANO.2. B stoM ciyuae ®BO He paspelraercs
3arnpaiiMBaTh MHGOPMAIIMIO O TIOJIb30BaTee.

TepMuH «ompenenutb» («determine») cieayeT MOHUMATh B CAMOM IIMPOKOM CMBbICie cyioBa. JJisi KOHKpeTu3a-
uuu TpeboBaHuii K crporocty aBTop [13/3b6 MoxeT BOCIOIb30BaTHCS TTOHITUEM CTOMKOCTU (DYHKIUMA.

B 3TOM KOMITOHEHTE MPOBOAUTCS Pa3MyMe MEXIy TOJIb30BATEISIMU U YITOJTHOMOYEHHBIMU TOJIb30BATEISIMU.
Y1oTHOMOYEHHBI TTOJIb30BaTe/b YaCTO HE YIIOMUHAETCSl B KOMIIOHEHTAX; TOTAAa €My He 3arpelaeTcsl 3HaTh WIEHTH-
(ukarop monb3oBaTensi. OnHAKO HET U SIBHOTO TPeOOBaHMS, YTOOBI YIOJTHOMOYEHHbBIM MOJb30BATE/Ib 0053aTEIHLHO
WMeJ BO3MOXHOCTb OIpENeNuTh MIEHTU(MUKATOP Tojb3oBaTeNs. [Ins 1ocTuXeHus MakCMMalbHOW MPUBATHOCTU B
KOMITIOHEHTE HEOOXOAMMO yKaszaTh, YTO HU TMOJIb30BaTe/ib, HU YIMOJHOMOYEHHBIN IMOJb30BaTe)Ib HE CMOTYT Y3HaTh
UAEeHTU(HUKATOP KOTO-JIMOO MPU BBHITTOJHEHUM KaKOTO-T1M00 JAeCTBUS.

B TO Bpems Kak HEKOTOpbIE CUCTEMBbI 00ecTieyaT aHOHMMHOCTb BCEX MPEIOCTABISIEMbIX YCIYT, B APYTUX CUCTE-
Max OHa TIPeJOCTaBIISIETCSI TOJBKO JUISI HEKOTOPBIX  CcyObekToB/omeparuid. s HEeo0XOoIuMO rnbKoCcTH
BKJIIOUEHA OIepalusi, B KOTOpO# 3amaercs oosacth aeiicteus tpedboBanusi. Ecau aBrop [13/3b 3axoueT oxBaTuTh BCe
CcyOBEKThI/OTIepaliii, MOKHO BOCIOJIb30BaThCS BhIpakeHUeM «Bce cyObeKThl M onepaiuu».

Bo3MmoxxHbIe TpUMEHEHWSI aHOHUMHOCTH BKJIIOUAIOT B ce0s1 3apoCchl KOHOUASHIIMAIBHOTO XapakTepa K oOlie-
JIOCTYITHBIM 0a3aM JaHHBIX, OTBEThI Ha OMPOCHI, MPOBOJMMbIC Yepe3 TeJIeKOMMYHMKAIIMK, UM OCYIIECTBJIEHUE aHO-
HUMHBIX BBITUIA WJIM TIOXXEPTBOBAHUIA.

[IpumMepaMu TTOTEHIIMATBHO BPaXAeOHBIX TMOJIb30BaTeNIel WU CYOBEKTOB SIBISIOTCS MpPOBaliiepbl, CUCTEMHBIC
orepaTtopbl, aODOHEHTHI CBSI3UM M TOJIb30BaTEM, CKPBHITHO BBOJSIIME B CUCTEMY OIacHbIE 3JIEMEHTHI (Hampumep,
«TPOSIHCKMX KOHei1»). Bce oHM MOTYyT n3y4arh 00pa3 NeicTBUA MoJIb30Barteeil (HampuMep, Kakue Mojib30BaTeIn Kakue
YCIIyTY 3aKa3bIBalOT) U 3JI0YMOTPeOIsATh 3TON MH(pOpMaueil.

FPR_ANO.1 AHOHMMHOCTb

3aMeuyaHus 1O NMPUMEHEHUIO [JIS1 TOJIb30BaTENS

Kommnonent FPR_ANO.1 obecnieunBaer, 4ToObl MACHTU(MUKATOP MOJb30BATENS ObLT 3alUILEH OT PACKPHITHSI.
B HekoTOphIX ciyyasix, OMHAKO, YIIOJHOMOUYEHHBIN MOJIb30BaTEIb MOXET OMpPEIeIUTh, KTO TTPOU3BEN OMpeaeIeHHBIC
NEUCTBUS. DTOT KOMIIOHEHT JaeT BO3MOXHOCTh TMOKOTO TIOX0/a, MO3BOJISSI BHIOMPATh MOJUTUKY KaK OrpaHUYEHHOMH,
TaK M MOJIHOM MPUBAaTHOCTH.

Onepanun

HazHauyeHue

B FPR_ANO.1.1 aBropy I13/3B ciaeayer cuenupunupoBaTh COBOKYNHOCTb MOJb30BaTEeld H/WIN CYOHEKTOB,
ot Kotopeix ®BO nHeodxonumo mpemoctaBuTh 3amuTy. Hanpumep, naxe ecim asrop I13/3b cnemudunupyer enun-
CTBEHHYI0 POJIb MOJb30BaTeNids WM cyobekra, ®BO Heo0X0IMMO MPEIOCTABHTH 3AIMUTY HE TOJBKO OT OTIEIbHOTO
TO0JIb30BATEIA MIM CYy0bEKTa, HO M OT COBMECTHO AEHCTBYIOIIHMX MOJb3oBaTeNeil W/WiM cyobekToB. COBOKYNHOCTH
N0Jb30BaTEJIeH, HANPUMEDP, MOXKET ABJIATLCA IPYNNOH NOJb30BaTeNleH, BLICTYNAIOIIMX B OJHOM M TOM Ke POJH WIH
MCHOJIb3YIOIIMX OJAWH W TOT XKe Mpomecc.

B FPR_ANO.1.1 asropy I13/3B caeayer nieHTH(HUIMPOBATH CIMCOK CYO'beKTOB W/HJIM ONIePALHii, /W 00bEKTOB,
JJISl KOTOPbIX MOMJMHHOE UMS NOJIb30BATENA JAHHOTO CYOBhEKTa cledyeT 3alUTHTh, HAIPEUMED <«TOJOCOBAHHE».

FPR_ANO.2 AHoHMMHOCTb 0€3 3ampoca mHpopManuu

3aMeuyaHus MO MPUMEHEHUIO IJIS1 TOJIb30BATENS

Kommnonent FPR_ANO.2 ucnomib3yetcst st obecreueHus Toro, uto ®BO He OGynmeT paspeleHO 3HATh UAEHTH-
(ukarop moab3oBaTeNs.

Onepanun

HazHauyeHnue

B FPR_ANO.2.1 aBtopy I13/3b crenyer cieunduiinpoBaTh COBOKYITHOCTD ITOJIb30BaTe el U/UIu CyObeKTOB, OT
kotopbix ®BO HeoOxomMMO TIpenocTaBUTh 3amnTy. Hanpumep, naxe ecnu aBrop I13/36 cnenmuduiupyeT eqMHCTBEH-
HYIO POJIb MOJIb30BaTelNsd WiIN cyobekta, ®BO He0OX0aAUMO MPETOCTABUTh 3aAIIUTY HE TOJIBKO OT OTACIBHOTO IMOJIb30-
BaTessl WM CyObeKTa, HO U OT COBMECTHO JeHCTBYIOIIMX MOJb30oBaTeneil u/uimm cyobekToB. COBOKYITHOCTD MOJIb30Ba-
TeJIeW, HAIIpUMEDP, MOXKET ABIATHCA TPYMNIION MOJIb30BATENEN, BBICTYNAIOLINX B OJHOW U TOM XK€ POJIUA WIM UCIIOIb3Y-
IOIIMX OAWH M TOT Xe Ipoliecc.

B FPR_ANO.2.1 aBropy [13/3b cnenyer naeHTMGUIMPOBATH CITUCOK CYOBEKTOB M/UW OTIepalvit, U/WUIu 00bEK-
TOB, IIJISI KOTOPBIX MOJUTMHHOE MMS TTOJIb30BaTelsl TaHHOTO CyObeKTa CleayeT 3alllUTUTh, HAIIpUMEpP «TOJIOCOBAHUE».

B FPR_ANO.2.2 apropy I13/3B caeayer maeHTHGUIMPOBATh CHHCOK YCJIYr, HA KOTOPble PACIPOCTPAHAETCS
TpeOOBAHHE AHOHAMHOCTH, HAIPUMEDP «IOCTYN K ONMCAHUIO PadoT».

Jasa FPR_ANO.2.2 asropy I13/3b cienyer HaeHTH(UIMPOBATh CIHCOK CYOHEKTOB, M KOTOPBIX MOIJMHHBIE
HMeHa M0JIb30BaTejIeil CiieayeT 3aIMTHTDh NPH NMPEAOCTABJEHHN cnemupUIMPOBAHHBIX YCYT.

K.2 Ilcesponnmuocts (FPR_PSE)

CewmetictBo FPR_PSE oGecnieunBaet, 4ToOBI MOIb30BaTEb MOT UCITOJIB30BATh PECYPC WK YCIYTY 0€3 pacKpbl-
THUSI CBOETO MACHTU(]UKATOpa, OCTaBasICh B TO XK€ BpeMsI OTBETCTBEHHBI 3a 3TO MCMoJib3oBaHue. [1oab30BaTenb MOXeT
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OBITh OTBETCTBEHHBIM, OYyIy4YH IMPSMO CBSI3aH CO CCBLIKOHM (ICeBIOHMMOM), mpenocTtasisiemoit ®BO, uau ¢ ncesno-
HMMOM, WCITOJIb3YEMBIM JIJIS 1iesieli OOCITy>KUBaHUSI, TAKUM KaK HOMep OAHKOBCKOTO CyeTa.

3aMeuaHusl AJs1 OJIb30BATES

B HeKOTOpPOM OTHOILIIEHUH TICEBAOHMMHOCTD TTOXOIUT HA aHOHUMHOCTh. B 000X ciyvasix 3auiviinaercs UaeHTH -
(ukarop nonb3oBaTessi, HO B MCEBIOHUMHOCTU MOMAECPXKUBAETCS CChUIKA HA UAEHTU(DUKATOP MOJIb30BaTENs KaK AJisl
COXpaHEHUsI er0 OTBETCTBEHHOCTH, TaK W IJISI APYTUX LIEJIei.

Kommnonent FPR_PSE.1 He crietiuduimpyeT TpeGoBaHU, OTHOCSIIMXCS K CChIJIKE Ha UAEHTU(HUKATOP TTOJTb30-
Batesisi. Otu TpeboBaHus umeloTcst B komnoHeHtax FPR_PSE.2 u FPR_PSE.3.

OmHUM U3 MyTell UCTOIb30BaHUS 3TOM CCHUIKM SIBJISIETCS BO3MOXHOCTD MOJYYeHUS TIEPBOHAYATBLHOTO UACHTH -
(ukaropa nosnws3oarensi. Hanpumep, eciam KOMNbIOTEpU30BaHHAs Kacca HECKOJIBKO pa3 BbIIAET aOCOJIOTHO OJMHA-
KOBBIE YeKH (T. €. IPOMCXOAUT MOIIIEHHUYECTBO), ObLIO ObI MPEANOYTUTETLHO UMETh BO3MOXHOCTh OTCJICAUTD UACHTH -
(ukarop nonb3oBaressi. B obuiem ciayyae HEOOXOIUMOCTb BOCCTAHOBJIEHUSI UAEHTU(DUKATOPOB MOJb30BaTENEH OMpe-
JieJIsieTcsl KOHKPETHBIMU ycaoBusiMM. s onrcanust takoit yciayru aBropy I13/3b MOXHO BOCTIONIB30BAaThCSI KOMIIO-
HeHToM FPR_PSE.2 «O6patumas nceBIOHUMHOCTb».

CcbliKa MOXET TaKxXe MCIOJIb30BaThCsl B KAUeCTBE MCEBIOHMMA Mob3oBaTessl. Hanpumep, nonb3oBaresb, He
KeJalnii ObITh MISHTUDUIMPOBAHHBIM, MOXET MPEIOCTaBUTh HOMEp cYeTa, ¢ KOTOPOTo CleAyeT OTulauuBaTh MC-
MOJIb30BaHKE pecypcoB. B TakoM ciyyae ccblika Ha UAEHTU(HUKATOP MOJb30BATENS] — 3TO €ro MCEBAOHUM, KOTOPBI
JIPYTUe TI0JIb30BATEIN WJIM CYOBEKThl MOTYT MCITOJIb30BaTh JUISI BBITIOJHEHUSI CBOMX (DYHKIIMIA, Oe3 MOoJlydeHUs Tpu
0COOBIX OOCTOSITENLCTBAX MAEHTU(hUKATOPA TOJIb30BaTelsl (HanmpuMmep, Mpu cOOpe CTaTUCTUUYECKUX JAHHBIX MCIOJIb-
30BaHUsI CUCTEMBI). B 3TOM cityyae uisi onpenesieHus NpaBul, KOTOPbIM CChUIKAM HEOOXOAMMO YAOBJIETBOPSTH, aBTOD
I13/3b moxet Bocnosib3oBaTbest KomnoHeHToM FPR_PSE.3 «AnbrepHaTuBHAsl MCEBAIOHUMHOCTD».

[TpuMeHsist ymoMsIHYTbIe BbIllIe KOHCTPYKLIMU, ¢ ToMolbio FPR_PSE.2 MoxHO BBeCTH 371€KTpOHHBIE NEHBIH,
YCTAaHOBUB TpeOOBaHUE 3alUUThl WACHTU(GUKATOPA MOJb30BaTENs] OT HAOMIONEHUS MPU YCIOBUM, YTO OJHA U Ta XK€
2JIEKTPOHHAsI CyMMa He TpaTUTCS ABaxXAbl. B mocaenHem ciydae uaeHTUGUKATOP MOJIb30BATENS OYIET OTCAEKUBATHCS.
CnenoBaTesnbHO, KOTAA MOJIb30BaTeNb BEAET Ce0Sl YECTHO, €ro UACHTU(DUKATOP 3alUMIIAECTCS, KOrIa Xe OH IMbITaeTCs
MOIIEHHUYATh, €ro MACHTU(PUKATOP MOXKET OBITh OTCIIEXKEH.

Jpyrum BUIOM CUCTEMBI JIEKTPOHHBIX TIJIATEXEH SIBJISIOTCS 3JIEKTPOHHBIE KPEAUTHBIE KAPTOUKHM, KOTJA TTOJIb30-
BaTesb MPEIOCTABISIET TICEBIOHUM, KOTOPBIN YKa3blBaeT Ha CYET, C KOTOPOTO MOTYT OBITh CHSITHI IeHbI'M. B mogo6HOM
clyyae MOXHO MCIT0J1b30BaTh, HanpuMmep, komroHeHT FPR_PSE.3, onpenenuB, uyto maeHTUGUKATOP MOJb30BATENS
OyIeT 3allMIIEH W YTO 3TOT MOJb30BaTENb TOJBKO TOTA MOJTYYUT TPeOYyeMYI0 CyMMY, KOT/AA Ha €ro CYETe €CTh JEHbIU
(ecyid Tak OrOBOPEHO B YCJOBUSIX).

Cnenyer UMeTh B BUIY, YTO Haubosiee CTPOrMe KOMIOHEHThI 3TOT0 CeMeCcTBa MOIYT MOTEHUMATbHO HE cove-
TaThCS C APYTUMU BO3MOXHBIMU TPeOOBAaHUSIMHU, TAKUMM KaK MACHTUMOUKALIUS M ayTeHTU(UKALWS WIK aynouT. Beipa-
KeHUE «OTMpPeIeNIUTh UACHTU(GUKATOP» CIIeAyeT MOHUMATh B IIUPOKoM cMbiciie: @BO He mpemocTaBisioT MHGOpMa-
LUIO TIPY BBITIOJIHEHUU OMEpalluU; HeJib3sl OMpPeNeNUTh CO3laTensl CyObeKTa WM Biaaesblia CyObeKTa, BbI3BaBLIETO
oneparmio; ®BO He OymyT 3amuMchBaTh TaKylo WHGOPMAIUIO, TOCTYITHYIO TIOTh30BATENISIM WM CYOBEKTaM, IO KOTO-
poii B HayibHEMIIIEeM MOXHO Obl ObLIO Y3HATh MACHTU(UKATOP MOJb30BATENS.

CwmpbIch 3akimovaercs B ToM, 4ToO0bl PBO He pacKpbiBaiy 6e3 HEOOXOMUMOCTH JIIOOYI0 MH(POPMALIMIO, C TTOMO-
IIbI0 KOTOPOW MOXHO OMpEAeTUTh UASHTU(MUKATOP MOJb30BaTENsl, HalpuMep UAEHTU(HUKATOPHI CyOBEKTOB, Heii-
CTBYIOIIMX OT UMEHU ToJIb30Bartessl. CTeneHb COXPaHHOCTH 3TOM MH(pOpMaIK 3aBUCUT OT YCUJINIA, KOTOPBIE TTOTPeOy-
I0TCSI HapyLIUTeNo sl ee packpbiTus. CienoBaTenbHO, B KoMnoHeHTax cemeiictBa FPR_PSE HeoOxomumo yunThl-
BaTh TPeOOBAHUS CTOMKOCTU (DYHKITUIA.

Bo3MoxxHBIE TTIpUMEHEHUsT BKIIIOYAIOT B ce0sl OIIaTy TeJeOHHBIX YCIYT 1O JbIOTHOMY Tapudy 6e3 pacKpbITUsI
uaeHTUudUKaTopa abOHEHTa WM OIIaTy aHOHMMHOTO MCIIOJIb30BaHUS CUCTEMBI 3JIEKTPOHHBIX TUIATEXE.

[IpuMepamMy TOTEHUIMATBHO BpaxkAeOHBIX IOJIb30BaTeIel SIBISIOTCS MpOBaiifiepbl, CUCTEMHBIE OMEPaTOphI,
a0OHEHTHI CBSI3W M TOJIb30BaTEIM, CKPBITHO BBOISIIME B CUCTEMY OITaCHbIE 3JIeMEHTHl (HalpuMep, «TPOSTHCKUX KO-
Heil»). Bce oHM MOTyT M3y4aTh, KaKue TOJIb30BaTeIM KaKue YCIyT 3aKa3blBaloT, 1 3JI0YIIOTPeOATh 3TOI nH(OpMaIm-
eil. B monosHeHue K ceMelcTBy «AHOHUMHOCTb» YCIYTU MpefocTaBisieMble ceMeincTBOM «IIceBIOHUMHOCTb», COlep-
KaT MeTO/ABl aBTOpU3alUU 0e3 UAeHTU(UKAIIMA, OCOOCHHO MPY aHOHUMHOM orjiaTe «(3JeKTPOHHBIE NEHBIM»). DTO
MOMOTaeT MpoBaiifepaM Mojayvyarh IjiaTexu 0e30MacHbIM CMOCOOOM, MOANEPXKUBASI MPU ITOM AHOHUMHOCTb KJIMEH-
TOB.

FPR_PSE.1 IlceB1oHUMHOCTD

3aMeuaHusi Mo MPUMEHEHUIO IS TI0Jb30BaTeNs

Kommonent FPR_PSE.1 obGecrieunBaeT 3aliuTy MOJb30BaTesIsi OT PACKPBHITUSI €ro MAeHTU(hUKATOpa APYTUMU
nosb3oBatessiMu. [Ipyu 3TOM MOAb30BaTEIb OCTAHETCSI OTBETCTBEHHBIM 32 CBOU JNEHCTBUSI.

Onepanun

HasHnaueHue

B FPR_PSE.1.1 aBropy I13/3B ciaenyer cnenuumupoBaTh COBOKYNHOCTb N0JIb30BaTENI€eil /Wi Cy0bEeKTOB, OT
KoTopbix ®BO HeoOxoaumo mpeaoctasuth 3amuty. Hanpumep, naxke ecim asrop [13/36 cnemudumupyer eauHcTBeH-
HYI0 POJIb MoJib30BaTeNs mim cyobekra, @PBO Heo0X0ANMO MPEAOCTABHTH 3AIIUTY HE TOJHKO OT OTAEJILHOTO MOJIb30BA-
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TeJIS WM CYOheKTa, HO H 0T COBMECTHO JEMCTBYIONIMX MOJb30BaTENNEH H/MWiM Cy0beKToB. COBOKYNHOCTD MOJIb30BATE-
Jiel, HanmpuMep, MOXKeT ABJIATHCA IPYNINOH MOAbL30BaTeed, BHICTYNAIOIUX B OAHOW M TOM Ke POJH WM HUCHOJb3YIOIHUX
OJMH M TOT XKe Mpouecc.

B FPR_PSE.1.1 asropy I13/3B cienyet naentnduaupoBaTh CIACOK Cy0'beKTOB H/WJIM ONEPALNii, H/WIN 00beK-
TOB, JUISl KOTOPBIX MOIJIHHHOE MMl MOJIb30BATENS JAHHOTO CYObEKTa CJIeAyeT 3AIUTATH, HANPAMEP «IOCTYH K Mpeio-
JKEeHHSIM TPYAOYCTPoiicTBa». OTMETHM, 9TO K «00BEKTaM» OTHOCAT JIIOObIE ATPHOYTHI, MO3BOJISIOMAE IPYTAM MOJTb30Ba -
TEJISM WIA CY0beKTAM PACKPBITh NeiCTBUTEIbHBIN HACHTH()HUKATOP JAHHOTO MOJIb30BATENS.

B FPR_PSE.1.2 aBropy I13/3b ciaenyer uaeHTHGUIMPOBATL YHCJO NCEBIOHAMOB (OJUH WM 0o0Jiee), KOTOpoe
®BO cnoco0HBI MPEAOCTABHTS.

FPR_PSF.1.2 aBropy I13/3B cieayer nnentudunupoBaTh CACOK cy0beKkToB, KoTOpbiM ®BO cnocodHs! npeno-
CTaBJIATb NCEBIOHUMDI.

BrebGop

B FPR_PSE.1.3 asropy I13/3b caeayer cnemndummposats, CO31a0TCH NCEBAOHAMBI (YHKIUSAMHA (0€30MACHOCTH
OO wim BRIOHPAIOTCS CAMHMH TOJIb30BATEISIMHA.

HasHnaueHue

B FPR_PSE.1.3 asropy I13/3b caeayer naeHTAHIUPOBATH METPHKY, KOTOPOil YIOBJIETBOPS ObI MICEBIOHAM,
co3nannplii @®BO niaM BLIOPAHHBIN MOJb30BATEIEM.

FPR_PSE.2 O6paTnMas nceBJOHUMHOCTD

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNsI

B xomnonente FPR_PSE.2 ®BO m0KHBI 06€CTeYnTh, YTOOBI MPU CITEU(GUIIMPOBAHHBIX YCIOBUSX 1O TIPEI0-
CTaBJIECHHOH CCBIJIKE MOT OBITh OMpejeeH UACHTU(hUKATOP MOJIb30BATES.

B atom kommioneHTe @BO MOTKHBI BMECTO MACHTH(UKATOPA TTOTH30BATENST TPETOCTABUTD €T0 TIcCeBIOHUM. [1pn
YIOBJIETBOPEHUU CHEMDUUMPOBAHHBIX YCJIOBUN UACHTU(MUKATOP MOJb30BATENSI, KOTOPOMY MPUHAMIEXKUT MCEBAO-
HUM, MOXET OBITh ompenesieH. sl JIeKTpOHHBIX JAEHET MPUMEPOM TaKUX YCIOBUIN MOXET CIyXuTh: «®BO momkHbI
MPENOCTaBUTh HOTAPUYCY BO3MOXHOCTb OMPENSIUTh UIEHTU(PUKATOP MOJb30BATENS MO MPEACTABIEHHOMY MCEBIOHU-
MY TOJIbKO B TOM CJlly4yae, €Clid YeK ObLI BbIIAH JABAXIbI».

Onepanuu

HasHnaueHue

B FPR_PSE.2.1 aBropy I13/3b cnenyer crnermduiimpoBaTh COBOKYITHOCTb MOJIb30BaTeNe /WU CyOBEKTOB, OT
kotopsix ®BO HeobxomuMoO TIpenocTaBUTh 3anuTy. Harmpumep, naxe ecnu aprop [13/3b6 cnenuduniupyer emuHCTBEH-
HYIO pOJTb TTONTb30BaTeNs Win cyobekra, @BO HE0OXOMMMO MPEeNOCTaBUTh 3aIIUTY HE TOJTBKO OT OTAECIBHOTO TOh30-
BaTeJisl WU CyObeKTa, HO U OT COBMECTHO IENCTBYIOIUX MOJb30BaTenell U/ uiu cyobekToB. COBOKYMHOCTb MOJIb30Ba-
TeJIEW, HATIPUMEDP, MOXKET ABIATHCA TPYNIION MOJIb30BATEEN, BBICTYNAIOLIUX B OJHOW U TOM XK€ POJIU WIM UCIIOIb3Y-
IOLIMX OIMH U TOT Xe€ Mpoliecc.

B FPR_PSE.2.1 aBropy I13/3b cnenyet uneHTUUUIMPOBATH CIIUCOK CYOBEKTOB W/WJIN OTlepalivii, u/ujiu o0bek-
TOB, IIJIs1 KOTOPBIX MOAJMHHOE UM$ TOJIb30BaATENsl JaHHOTO CyObeKTa CAelyeT 3alllUTUTh, HAIPUMED «IOCTYII K IMpeJ-
JIOXEHUSIM TPYIOYCTPOUCTBa». OTMETUM, UTO K «OOBbEKTaM» OTHOCSAT JIIOObIE aTPUOYTHI, TO3BOJISIIOLINE APYTUM MOJIb30-
BaTeJIsIM WIK CyObeKTaM PACKPBITh NE€MCTBUTENbHBIN UAEHTU(PUKATOP JTAHHOTO MOJIb30BATESI.

B FPR_PSE.2.2 asropy [13/3b cienyer uneHTUGULIMPOBATH YUCIIO TICEBIOHUMOB (OIMH UK OoJiee), KOTOpoe
®BO crocoOHBI TPETOCTABUTD.

B FPR_PSE.2.2 aBropy I13/3b cnenyet uneHTUPUIMPOBATH CITUCOK CYyOBEKTOB, KOTOPpHIM DBO crmocobHbI Tipe-
JIOCTaBJSITh TICEBIOHUMBI.

BebGop

B FPR_PSE.2.3 aBtopy [13/3b cnenyet cnenmduumnpoBath, CO3MAI0TCS TICEBIOHUMbBI QYHKIMUSIMU O€301TaCHOCTH
OO unu BBIOMpAIOTCSI CAMUMU TIOJIb30BaTEIISIMU.

HasHnaueHue

B FPR_PSE.2.3 aBropy [13/3b crnenyet naeHTHGUIIMPOBATh METPUKY, KOTOPOH YIOBIETBOPSUT ObI TICEBIOHUM,
co3paHHblii @BO uaM BEIOPAHHBINA TOJL30BATEIEM.

BebGop

B FPR_PSE.2.4 apropy I13/3b caenyer naeHTudunuapoBaTh, MOTYT JIM YIOJTHOMOYEHHDIH MOJIb30BATENb H/WIH
JIOBEPEHHBIE CYOBEKTHI ONpeNeUTh MOJIMHHOE UM MOJIb30BATE IS,

HasHnauyeHue

B FPR_PSE.2.4 asropy I13/3B cienyer uneHTH()UIHPOBATH CHCOK JOBEPEHHBIX CY0beKTOB (HAPUMED, «HOTA-
pHuyc» WM <«0Jb30BaTeNb, MMEIOIMIA ClieNUalbHOe pa3pelleHne»), KOTOPble MOTYT MPH ONpeJeieHHbIX YCIOBHIAX Y3-
HATb NMOJJIMHHOE MMS NOJb30BATEJs.

B FPR_PSE.2.4 asropy I13/3b caenyet unenTndunmupoBaTh CHACOK YCJIOBHIA, MPH KOTOPIX A0BEPEHHbIE CYObEKTHI
W YNOJHOMOYEHHBIH MOJb30BaTEb MOTYT ONpEAEJUTh MOAJMHHOE WMS NOJIb30BaTelis HA OCHOBE NpPeJOCTABJIEHHOM
cChUIKH. TaKuMH YCJIOBHSAMH MOKET OBITh «BPEMs CYTOK» WJIHM JKe MPABOBOE YCJIOBHE, HANPHMED NpeIbsABICHHE CYIeOHO-
r0 NMOCTAHOBJIEHHUS.

FPR_PSE.3 AnbTepHaTHBHAS NCEBIOHUMHOCTD

3aMeuaHusl Mo MPUMEHEHUIO I MOJb30BaTeNsI

B xommonente FPR_PSE.3 ®BO moskHBI 06ecrieunBaTh, YTOOBI TIpeOCTaBIcHHAs CChIIKA OTBeYaia Ompeme-
JIEHHBIM TMpaBUJaM €€ CO3JaHUSI U BCJIEACTBUE ITOTO MOIJIA UCMOJIb30BATHCS MOTEHUMATBHO OMAaCHBIMU CyOBbEKTAMU
0e3 HapylleH!s 6e30ITacHOCTH.
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Ecnau monb3oBaTesb XOYET MCIOJIb30BaTh PeCypchbl, HE pacKpbiBas CBOW WMIAEHTU(MUKATOP, TO MOXET MpuMe-
HSITBCS TICEBAOHUMHOCTh. OOBIYHO Ha BCEM MPOTSDKEHUM JOCTyNa K CUCTEME I0JIb30BaTeib 00si3aH MCMOJb30BaTh
OJIMH U TOT 3Xe NCEeBAOHUM. Takoe yca0BUe MOXHO CITelIM(PUIIMPOBaTh B 3TOM KOMIIOHEHTE.

Onepanun

HazHnauyeHnue

B FPR_PSE.3.1 aBropy I13/3b cnenyer crieruguiimpoBaTh COBOKYITHOCTb MOJIb30BaTeNei U/WUIU CyOBEKTOB, OT
kotopbix ®BO HeobxomMMO TIpenocTaBUTh 3amnTy. Hanpumep, naxe ecnu aBrop I13/36 cnenmduipyeT eqMHCTBEH-
HYIO POJIb MOJIb30BaTelNsd WiN cyobekta, ®BO He0OX0AUMO MPEIOCTAaBUTh 3aAIIUTY HE TOJIBKO OT OTACIBHOTO MOJIb30-
BaTessl WM Cy0ObeKTa, HO U OT COBMECTHO JEHCTBYIOIIUX MOJb3oBaTeneil u/uiam cyobekToB. COBOKYITHOCTD MOJIb30Ba-
TeJiel, HarpuMep, MOXET SBJISITbCS TPYMIION MOJIb30BaTeseld, BhICTYNAIOIIMX B OMHOM U TOM € POJIU WU UCITOIb3y-
IOIIMX OIMH M TOT e Mpoliecc.

B FPR_PSE.3.1 aBropy I13/3b cnenyet uneHTuOUUIMPOBATH CIIUCOK CYOBEKTOB M/WJIN OTepalivii, U/ujiu 00beK-
TOB, JUISI KOTOPBIX MOUIMHHOE UMSI TI0JIb30BaTesisl JaHHOTO CYyObeKTa CleAyeT 3allUTUTh, HATIPUMED «IOCTYM K TIpej-
JIOXEHUSIM TPYIOYyCTporcTBa». OTMETHM, UTO K «OOBEKTaM» OTHOCST JIIOObIe aTPUOYTHI, TTO3BOJISIIONINE APYTUM TTOJIH30-
BaTeIsIM WM CYObeKTaM pacKpbITh AeWCTBUTENbHBIN MACHTU(UKATOP TAHHOTO TOJb30BaTes.

B FPR_PRS.3.2 aBropy 113/3b cneayeTr uaeHTHGUIIMPOBATh YMCIO TICEBAOHUMOB (OMH WJIK 0oJiee), KOTOpoe
®BO crocoOHBI TPEIOCTABUTD.

B FPR_PSE.3.2 aBropy I13/3b cnenyet uneHTUPUIUPOBATH CTUCOK CYyOBEKTOB, KOTOPHIM DBO crmocobHbI Tipe-
JIOCTaBJISITh TICEBIOHUMBI.

BrebGop

B FPR_PSE.3.3 aBtopy [13/3b cnenyet cnenmduumnpoBath, CO3MAI0TCS TICEBIOHUMbBI QYHKIUSIMU O€30MTaCHOCTH
OO uny BHIOMpPAIOTCSI CAMUMU TTOJIb30BATEISIMU.

HazHnauyeHnue

B FPR_PSE.3.3 aBropy [13/3b cnenyet naeHTHhUIIMPOBATh METPUKY, KOTOPOH YIOBIETBOPSUT ObI TICEBIOHUM,
co3paHHbiii @BO uaM BEIOpAHHBINA TOJB30BATEIEM.

B FPR_PSE.3.4 apropy I13/3b cienyer maeHTAHIMPOBATH CIMCOK YCJIOBHIi, YKA3bIBAIOMINX, B KAKAX CJIy9asix
CCBUIKH HA MOJIMHHOE MMS MOJIb30BATENA JOJIKHBI ObITh OIMHAKOBBI, 3 B KAKHX JIOJIKHbI ObITh PA3JTHYHBIMM, HANPAMED
«KOTJa MOJIb30BATEIb OCYIIECTBJIIET MHOTOKPATHBI BXOJ B Y3€J1 CE€TH, OH OyJeT HCNOJb30BaTh OJWH M TO XK€ MCEBJI0-
HHUM»,

K.3 HeBo3moxHnocts accomuanun (FPR_UNL)

Cemerictio FPR_UNL o6GecnieunBaer, 4TOOBI MOJIb30BaTEb MOT HEOJHOKPATHO MCIIOJIb30BaTh PECYpPChl WU
YCIIyTH, He JaBasi HHKOMY BO3MOXHOCTH CBSI3aTh BMECTE X UCMOJb30BaHKE. HEBO3MOXHOCTb acCOIIMallMM OTJIMYAETCS
OT TICEBIOHUMHOCTHM TEM, YTO XOTsI MPU TCEBIOHUMHOCTM CaM IOJIb30BaTe/b TakKe HEUM3BECTEH, CBSI3U MEXIY eTo
pPa3IMYHBIMU JACHUCTBUSIMU HE CKPBIBAIOTCSI.

3aMmeuaHus ISl TIOJIb30BaTEIsI

TpeboBaHUsT HEBO3MOXHOCTM acCOLMALMM TIpeAHAa3HAYEHbl IS 3alIUThl MACHTU(UKATOpa TOJIb30BaTEeNsl OT
npuMeHeHus npoduns onepaunit. Hampumep, tenedoHHass KOMIMaHUS MOXET ONIPENeTUTh MOBEACHUE MOJIb30BaTesI
TeJeOHHON KapThl, UCMOJb3YEMOI ¢ eAMHCTBEHHOTO HOMepa. Eciu m3BecTHBI nMpoduan UCToNb30BaHUs TefaedoHa
IPYMIION TTOIb30BaTe/Iel, TO KapTy MOXHO CBSI3aThb C KOHKPETHBIM Toyib30BareieM. COKPBITUE CBSI3U MEXIY pasjiny-
HBIMM OOpalIeHUSIMU 3a YCJIYTOM WJIM 3a TOCTYIIOM K pecypcy NMpeaoTBpaTUT HAKOIUIEHUE TOI00HON MH(MOpMaIIUH.

B pesynbTaTe TpeOOBaHUS HEBO3MOXHOCTM acCOLMAIIMU MOTYT O3HayaTh 3alIUTy UACHTU(UKATOpa CyObeKTa 1
MOJIb30BaTessl I HEKOTOPOi orepaniuy. B mpoTuBHOM ciiyyae 3Ta MHMOpMAIUs MOXET ObITh MCIOJb30BaHA IS
CBSI3BIBAHMSI OTlepalvii BMECTE.

CeMelcTBO CONepKUT TPEOOBaHNE UCKITIOUUTh YCTAHOBJIEHUE CBSI3U MEXY Pa3IMYHBIMU OTlepalusiMu. DTa CBI3b
MOXET TIproOpeTaTh pasiuuHbie Gpopmbl. Hampumep, ¢ mosb3oBareaeM acCoOLMUPYeTCs oTnepauusl WK TepMUHAI, C
KOTOPOTO MHULIMUPOBAHO NEUCTBUE, UIW TPOIOIKUTEIbHOCTh BhIMOJHEeHUS neiicTBus. ABTop [13/3b MoxeT crietu-
(umpoBaTh, PACKPHITHIO KAKOTO TUIIA CBSI3eil HEOOXOAMMO MPOTUBOACHCTBOBATD.

Bo3MmoxxHBIE MPUIOXKEHUST BKIIOUAOT B ce0s1 BO3MOXHOCTh MHOTOKPAaTHOTO MCITOJIb30BaHUS TICEBIOHUMA, UC-
KJIIoYarolre co3iaHue 11abjoHa MCIOIb30BaHMUSI, IO KOTOPOMY MOXHO PacKpbITh MACHTU(PUKATOP TOJIH30BATES.

[IpumMepaMu TTOTEHIIMATBHO BPaXAeOHBIX CYyOBEKTOB MJIM TOJIb30BaTENeH SBISIOTCS MpOBaliiepbl, CUCTEMHBIC
orepaTtopbl, aODOHEHTHI CBSI3UM M TOJIb30BaTEIM, CKPBHITHO BBOJSIIME B CUCTEMY OIacHbIE 3JIEMEHTHI (Harmpumep,
«TPOSTHCKMX KOHel»). CaMy OHM HE BBIMOJHSIOT ONEpaluv B CUCTEME, HO CTPEeMSTCS TMOJYy4YUTh UH(popmaiumo ob
omepauusix. Bce oHn Moryt usyvyarh 00pa3 neiicTBUIA TTOIb30BaTe/eil (Hampumep, Kakue Mojib30BaTeIu KakKue yCayru
3aKa3bIBalOT) U 3JI0YMOTPEOISITh 3ToN nHopMalmeit. HeBO3MOXHOCTD accolMaliy 3allyilaeT Mmojb3oBaTelieil oT co-
MOCTaBJIEHUsI, KOTOPOE MOXET OBbITh IMPOU3BEICHO MEXIY pa3IMYHbIMU NeUCTBUSIMU TToTpedutenss. Hanpumep, cepust
TeJe(DOHHBIX BBHI30BOB, CAEJAHHBIX AaHOHMMHBIM MOTPEOUTENEM 10 pa3IMUHBIM HOMEpPaM, MOXET JaTh MH(MOPMAIIUIO
IIJIS. paCKPBITUSI €ro UIeHTU(dUKaTopa Mo CoYeTaHUI HOMEPOB.

FPR_UNL.1 HeB03MOXHOCTb acCOUMALUA

3aMeuyaHus MO NMPUMEHEHUIO IJIS1 TOJIb30BATENS

Kommnonent FPR_UNL.1 o6ecnieunBaet, 4ToObI TOJIH30BaTEIM HE MOTJIA CBSI3BIBATh MEXIY COOO pa3IMuHbBIC
olepalny B CCTEME M TaKMM 00pa3oM IoaydaTh MHOOpPMAIIUIO.
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Onepanuu

HazHnauyeHnue

B FPR_UNL.1.1 aBropy I13/3B cueayer cnenuduuupoBaTh COBOKYNHOCTh NOJb30BaTeeld H/WIN CYyOHEKTOB,
ot Kotopeix ®BO Heodxomumo mpemoctaBuTh 3amuTy. Hanpumep, naxe ecim asrop I13/3b cnemudunupyer enun-
CTBEHHYI0 POJIb MOJNb30BaTeNs Wi cyobekra, ®BO He00X0QUMMO NPENOCTABATH 3AMIUTY HE TOJBKO OT OT/EJHHOTO
MOJIb30BATENIS WA CYOBEKTa, HO M OT COBMECTHO J€HCTBYIOIIMX MOJb30BaTeNleil n/Wid cyobekToB. COBOKYNHOCTD
NOJb30BaTEJICH, HANPUMEDP, MOXKET ABJIATLCA IPYNNOH NOJb30BaTeNeH, BLICTYNAIOIIUX B OJHOM M TOM Ke POJH WIH
HCHOJb3YIOIMX OJUH W TOT XKe Mpouecc.

B FPR_UNL.1.1 astopy I13/3B cienyer uaeHTH(UIMPOBATh CIHCOK ONMEpalMii, HA KOTOpbIE CJEAyeT Pacnpoc-
TPaHUTb TPeOOBAHHE HEBO3MOKHOCTH ACCONMAIMHA, HANMPAMEDP «OTHPABKA IJIEKTPOHHOMN MOYTHI».

BrebGop

B FPR_UNL.1.1 asropy I13/3B cienyer BoIOpaTh B3aHMOCBSI3M, KOTOPbIE CJeAyeT CKPBITh. DTOT BHIOOP MO3BO-
JsgeT cnenuunEpoBaTh MO0 WACHTH(UKATOP MOJB30BATENS, JHOO ONEPANNI0 HA3HAYEHASA CNUCKA COOTHOMICHHIA.

HazHnauyeHnue

B FPR_UNL.1.1 asropy I13/3B cienyer uaeHTHHIMPOBATH CIHCOK COOTHOMIEHWi, KOTOPbIE CJIEyeT 3amiu-
ATh, HANIPUMEP <«MOCJAHHBIE C OJHOTO M TOrO Xe TePMHHAJIA».

K.4 CkpoitHocts (FPR_UNO)

CewmerictBo FPR_UNO obecrnieunBaer, 4ToOBI MMOJB30BATE]Ib MOT HMCIIOJb30BaTh PECypC WM YCIyry 6e3 mpeio-
CTaBJI€HUSI KOMY-JTM0O, B OCOOEHHOCTU TPEThEH CTOPOHE, BO3MOXHOCTM 3HaTh OO0 KCMOJb30BAHUU Decypca WU
YCIIYTH.

3aMeuaHusl AJs1 MOJIb30BATESI

IMoaxoxa k 3amurte uaeHTUUKATOPA MOJIH30BATENSI B 3TOM CEMENCTBE OTJIMYAET €r0 OT OCTaJbHbIX CEMENCTB
naHHoro kiacca. CkpbiBaeTcsl (GakT UCIONb30BAHUS pecypca WIK YCIYTU, a He UAEHTU(DUKATOP MOJIb30BaTENS.

st peanu3aiiuy CKPBITHOCTH MOTYT OBITh TPUMEHEHBI pa3IuIHbIe MeTOIbI. [IpuMepsl HEKOTOPBIX U3 HUX MPH-
BeJEHbI HUXeE.

a) Pazmerenue nHgopmanuu, noseilamliee CKphITHOCTh. MHGMOpMalnio, KOTOpylo HEOOXOIUMO CKPBITH (Ha-
MpUMEP, YKa3bIBAIOIIYI0 Ha BBHITIOJIHEHUE OMepalMu), MOXHO pasMecTuTh B OO pasinuyHbIMM criocobamu. MecTto ee
pasmeleHust B OO MOXHO BbIOMpaTh CIyyailHO, TaK, YTOObl HAPYIIUTETb HE 3HAJI, KaKyl0 UMeHHO yacTb OO cieny-
eT arakoBaTh. JlaHHYI0 MHMOpPMAIMI0O MOXHO paclpeneuTh TakuM obpa3om, 4ToObl HM B ofgHoi yactu OO ee He
OBLJIO AOCTAaTOUYHO JJISI HApylleHUs MPUBATHOCTU MOJb30BaATENsl. DTOT CIMOCOO paccMaTpUBAETCs B KOMIIOHEHTE
FPR_UNO.2.

6) MaccoBoe pacripocTpaHeHue uHdopmaum (1o JOKaJIbHON ceTH, o paauo). [loap3oBaTenn He MOTYT OIpe-
JIeJTUTh, KOMY KOHKPETHO TOcJiaHa JaHHash MHGOpMaIUs U KTO B JEWCTBUTEIBHOCTU CTAHET €€ MCIOJIb30BaTh. DTOT
METOJ OCOOEHHO M0JIe3€H, KOrna MHMOpMalUIo claelyeT JOBECTU 10 TOrO, KTO ONAacaeTcsl MOKa3blBaTh CBOIO 3aWHTE-
pPECOBaHHOCTDb B IaHHOW MH(pOpMaK (HarpuMep, YyBCTBUTEIbHONW MEIULIMHCKONW MHMOpMaIm).

B) Kpunrorpaduueckas 3aiura u I10MogHeHUE cOoOIeHU He3Havaleil nHgopmauueit. [lyrem HabmoneHust
32 IOTOKOM COOOILEHUI MOXHO M3BJieub MH(pOpMalKIo U3 camoro ¢dakrta nepegauv cooOIlIEeHUsI COOOLIEHUSI U €ro
aTpuOyTOB. 3alUTY MEPeIaBAEMbIX COOOIIEHUI U UX aTpUOYTOB MOXHO 00€CIIeYUTh MOCPEACTBOM IOMOJHEHUS Tpadu-
Ka M caMUX COOOIIeHUI He3Havalleir nHhopMauueil win mudpoBaHus.

MHoraa nonp3oBareneii He cieayeT JOMYCKAaTh K HAOIIONEHUIO 32 UCIIOJb30BAHUEM PECYPCOB, a YIIOJIHOMOYEH-
HbIM T0JIb30BATEJSIM Takoe HAOJI0AeHNE HEOOXOAUMO ISl UCTIOJTHEHUSI CBOMX O0sI3aHHOCTel. B Takom ciiyyae MoxeT
npumeHsThess KomrmoHeHT FPR_UNO.4, koTopsiit mpenocTasisieT 3Ty BO3MOXHOCTb OHOMY WJIM HECKOJIbKUM YTOJI-
HOMOUYEHHBIM TOJIb30BATESIM.

B aToM cemeiicTBe mcrmonb3yercsa moHsaThe «dactb OO». Ilom Heil mompasymeBaeTcs Kakas-an6o yacte OO,
oTAesieHHast GU3UYECKU WU JIOTUYecKU OT Apyrux yacreir OO. B ciayuae 10ruueckoro oTaeaeHust MOXET ObITb YMECTHO
npumeHeHue cemeiictea FPT_SEP.

CKpBITHOCTb CBSI3€i MOXET OBbITh BaXXHBIM (DaKTOPOM BO MHOTHX OOJACTSIX, TAKMX KaK OCYIIECTBJIEHHE KOH-
CTUTYLUMOHHBIX MPaB, MOJUTHUKA OPraHU3aLMU WIKU MPUTIOKEHUS, CBI3aHHbIE C OOOPOHHBIMU BOMPOCAMM.

FPR_UNO.1 CkpbITHOCTb

3aMeuaHusi MO MPUMEHEHUIO IS TOJb30BaTeNsI

Kommonent FPR_UNO.1 conepXuT TpebOBaHMSI HEAOTYCTUMOCTHU HAOIIONEHUST HEYTTOJTHOMOUYEHHBIMHU TTOJTb30-
BaTeJsSIMU 3a MCITOJIb30BaHWEM YCIIYTU WU pecypca. JJomojHUTeNIbHO K 3TOMy KoMIloHeHTy aBTtopy I[13/3b moxer
MOTpeOOBaThCs «AHAIU3 CKPBITHIX KaHAJIOB».

Onepanuu

HazHnauyeHnue

B FPR_UNO.1.1 aBtopy I13/3B cuenyer cnenuunupoBaTh COBOKYNHOCTh MOJIb30BaTeJeil H/WIN CYOHEKTOB,
ot Kotopeix ®BO nHeodxonumo mpeaoctaBuTh 3amuTy. Hanpumep, naxe ecim asrop I13/3b cnemudunupyer enun-
CTBEHHYI0 POJIb MOJNb30BaTeNss Wi cyobekra, ®BO Heo0X0qUMMO NPENOCTABATH 3AMUTY HE TOJBKO OT OTIEJHHOTO
MOJIb30BATENS WA CYOBEKTa, HO M OT COBMECTHO JEHCTBYIOIIMX MOJb30BaTeNeil /Wil cyobekToB. COBOKYNHOCTD
NOJb30BaTEJICH, HANPUMEDP, MOXKET ABJIATLCA IPYNNOH NOJb30BaTeNleH, BLICTYNAIOIIMX B OJHOM M TOW Ke POJH WIH
HCHOJb3YIOIMX OJUH W TOT XKe Mpouecc.
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Jas FPR_UNO.1.1 asropy I13/3B cienyer nnenTudunupoBaTh CIACOK ONMEPANHii, HA KOTOPbIE PACIPOCTPAHS-
eTcq TpedoBaHHe CKPLITHOCTH. Torma apyrue mosb30BaTein/Cy0beKThl HE CMOTYT HAOMIONATh 32 YKA3aHHBIMH B CIHCKE
omepanmuaMH HaJ cnenuUIPOBAHHBIMA HUXKE 00beKTaMHu (HANPHMED, 32 YTEHHEM M 3AMHCHI0 HA 00BEKTE).

Jns FPR_UNO.1.1 asropy I13/3B cieayer uaeHTH()UIMPOBATL CIHCOK 00HEKTOB, HA KOTOPBIE PACIPOCTPAHS-
eTcs TpeOoBaHMe CKPbITHOCTH. IIpuMepoM MOKeT OBITh KOHKPETHBI cepBep 3JeKTpoHHOI mouThl Wi FTP-caiir.

Jas FPR_UNO.1.1 aBropy I13/3B cieayer uneHTH)UIMPOBATh COBOKYNMHOCTh MOJIb30BaTelell H/MWIH Cy0beK-
TOB, CKPBITHOCTh HH(OPMANNA KOTOPHIX OyIeT 00ecneunBaThCs.

IIpnMepom MOXKeT ObITh: «MOJb30BATENH, MOJYIHBIINE TOCTYN K cucreme uepe3 MHTepHeT».

FPR_UNO.2 Pacnpenenenne undopManuu, BIUsIONEe HA CKPbITHOCTD

3aMeuaHusl MO MPUMEHEHUIO ISl MOJb30BaTeNsI

Kommonent FPR_UNO.2 comepxut TpeOGOBaHUs HEIOMyCTUMOCTH HAOIIOACHUS OMpeNeIeHHBIMU MOJIb30Ba-
TEJISIMU 32 UCIOJb30BAaHUEM YCIyTU WM pecypca. Kpome atoro, B HeM orpenessieTcs, kakasi uH(opmauusi, CBsI3aH-
Hasi ¢ MPUBATHOCTBIO MOJb30BaTeNs, pacnpenensercs B OO TakuMm 00pa3oM, UYTOObI HApYIIMTEIb HE MOT YCTaHO-
BUTb, B Kakoil MMeHHO yacTu OO oHa colepXuTCs, WK ObLT BBIHYXIEH aTakoBaTh HECKOJIbKO yacTteil OO.

[MprmMepoM UCIONB30BAHUS TOTO KOMITIOHEHTA SIBJISIETCS CIyYalHbIN BBIOOD y3J1a Uil IPEJOCTABIEHUS YCIIYTH.
B sTOM cilyuae B KOMIIOHEHTE MOXET ObITb YCTAHOBJIEHO TpeOOBaHUE, YTO MH(OpPMaLUs, CBSI3aHHAs C MPUBATHOC-
ThIO MOJIb30BaTENS, JOKHA OBITh AOCTYIHA TOJBKO B OAHOU uaeHTuduumpoBaHHoi yactu OO, HE pacpoCTpaHsIsSICh
3a ee MpeAebl.

Boree cioxxHBIN puMep CBSI3aH C HEKOTOPBIMU «aJITOPUTMAMU TOJIOCOBAaHMSI». B TIpemocTaBieHUN YCIyTH TIPHU-
HUMAIOT yyacTue Heckosibko yacteil OO, HO HUKaKasl OTAEIbHAsl YacTb HE CMOXET HAPYIIUTh MPUHSTYIO MOJUTHUKY.
Kakoe-n160 au1i0 MOXET NPUHSATh (MM HE TMPUHSATH) Y4acTUE B FOJOCOBAHUU; MPU 3TOM HEBO3MOXHO OMPENEIUTh
pEe3yJbTaT rOJ0COBAHMS U €r0 YyUacTUe B TOJIOCOBAHUU (€CIU TOJIOCOBAHUE ObUIO AaHOHUMHBIM).

HomonaHutenbHO K 3ToMy KoMmroHeHTY aBTopy [13/3b MoxeT moTpe6oBaThesl «AHAJIM3 CKPBITBIX KaHAJIOB».

Onepanun

HasHnaueHue

B FPR_UNO.2.1 aBtopy I13/3b caenyer cneuncduiimpoBaTh COBOKYITHOCTb MOJIb30BaTe el U/Uu CYyObEKTOB, OT
kotopbix ®BO HeoOxomMMO TIpenocTaBUTh 3amuTy. Hanpumep, naxe ecnu aBrop I13/36 cnenuduiumpyeT eqMHCTBEH-
HYIO pOJIb TTOJTb30BaTeNs Win cyobekTa, @BO HE0OXOMMMO MPEeNOCTaBUTh 3aIIUTY HE TOJTBKO OT OTASIBHOTO TOJB30-
BaTesisl WU CyObeKTa, HO U OT COBMECTHO IENMCTBYIOILUX MOJb30BaTenel U/ uiu cyobekToB. COBOKYITHOCTb MOJb30Ba-
TeJIEW, HAIIPUMEDP, MOXKET ABIATHCA TPYNIION MOJIb30BATEEN, BBICTYNAIOLIMX B OJHOW U TOM XK€ POJIUA WIM UCIIOIb3Y-
IOLIMX OIUH U TOT e Mpoliecc.

Hna FPR_UNO.2.1 aBropy [13/3b cneayeT nneHTMULIMPOBATH CIUCOK OTepalnii, Ha KOTOPbIe pacIpoCTpaHs-
eTcsl TpeboBaHUe CKPBITHOCTU. Toraa Apyrue mojub3oBaTein/cy0obeKThl HE CMOTYT HaOII0NaTh 32 YKa3aHHBIMU B CIIUCKE
onepalusiMi HaJ cnelu@UUUpOBaHHBIMU HUXE OObEKTaMU (HApUMED, 32 YTEHUEM U 3aMUCHI0O Ha OOBEKTE).

Hna FPR_UNO.2.1 astopy I13/3b cnenyer uaeHTU(GUIMPOBATh CITUCOK 00BEKTOB, HA KOTOPBIE pacrpocTpa-
HsieTcsl TpeboBaHUe CKPBITHOCTU. [TpruMepoM MOXKeT ObITh KOHKPETHBIN cepBep 2JEKTPOHHOI MouThl Ui FTP-cair.

B FPR_UNO.2.1 aBropy I13/3b cnenyer cnenucduiinpoBaTb COBOKYITHOCTh MOJIb30BaTeNe /WU CyObEKTOB,
CKPBITHOCTh WH(OPMAITN KOTOPHIX OymeT 0OecrieynBaThCs, HAIIPUMEp «IT0JIb30BaTe!, TTOMYYMBIINE JOCTYI K CUC-
TeMe uyepe3 UHTepHeT».

B FPR_UNO.2.2 asropy I13/3B caeayer nnentudnuuposats, pacupeneieHne Kakoii mHgopManum, CBA3aHHOI ¢
TMPUBATHOCTHIO, ClIeAyeT KOHTPoMpoBaTh. IIpnMepom Takoii madopmamun seiastorcs [P-aapec cyonekra, IP-anpec 00bek-
Ta, BpeMs, HCNOJb3yeMble KpunTorpadguyeckue Kio4u.

Jns FPR_UNO.2.2 asropy I13/3B ciaenyer cnenupunupoBaTs, KAKAM YCJIOBHSAM CJeIyeT COOTBETCTBOBATH Pac-
npeAesieHuI0 yKa3anHoil uHdopManun. DTH yCI0BHS clielyeT NOAJePKUBATh BCe BpeMsl CYIIeCTBOBAHUS NPUBATHON MH-
dbopmMannu mosib30BaTeNss B KaXAOM ciydae. [IpuMepamMd TakmxX yCJIOBHA MOTYT ObITh: «HH(pOpMAIHS TOKHA OBITh
NpeACTABJIEHA TOJBKO B OHOM U3 pa3aeieHnbix yacteit OO M He J0KHA NepesaBaThes 3a ee npejeb»; «uHdopmanus
JIOJDKHA MPEObIBATH TOJIBKO B OJHOI W3 pa3neneHHbX Yacteit 00, He T0JIKHA MepPeAaBaThCs B IPYTAe ero YacTH Mepho-
JIMYEeCKH»; «AH(opMANs JOIKHA pacHpeneisaThes MeXay pasangasivi Yactamva OO TakuM 00pa3oM, YTOObI HApyIIeHHe
3aIATHI JIOOBIX MATH OTAENbHBIX YacTeit OO He MPHBOIWIO K HAPYIIEHHIO MOJUTHKA 0€30MACHOCTH B HEJIOM».

FPR_UNO.3 CkpbiTHOCTD 0€3 3anpoca HH(poOpMAIMu

3aMeuaHusl Mo MPUMEHEHUIO IS TOJb30BaTeNs

Kommonent FPR_UNO.3 npumensieTcs st TpeboBaHusi, ytoobl @BO He cTpeMWIHCh TTONYyYUTh WHGOPMa-
A0, KOTOPAasT MOXET HAPYIIUTh CKPBITHOCTh TIPH TIPENOCTaBICHUH OmpeneieHHBIX yeryT. [loatomy @BO He OymyT
3aIpaImBarh (T. €. CTPEMUTHLCS TOTYYUTH U3 APYTUX UCTOYHUKOB) MHGMOPMAITNIO, KOTOPast MOXET OBITh MCITOJIb30BaHa
JUISl HApYLIEHUSI CKPBITHOCTH.

Onepanun

HasHnaueHue

B FPR_UNO.3.1 aBtopy I13/3b cuenyer maeHTHHIMPOBATH CHMCOK YCJYT, HA KOTOPbIE PACHPOCTPAHSETCS
TpeOOBaHHE CKPBHITHOCTH, HANIPUMED <«IOCTYN K OMHCAHHIO PADOT».

B FPR_UNO.3.1 asropy I13/3B caeayer naeHTnduompoBaTh CIMCOK CY0bEKTOB, OT KOTOPHIX NMPH MOJyIeHAH
cnend(UIMPOBAHHBIX YCAYT clelyeT 3amlMmAaTh HHGOPMALNIO, CBA3AHHYIO C MPUBATHOCTBIO.
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B FPR_UNO.3.1 asropy I13/3b cieayer cnenupumupoBath HHGOPMANHMIO, CBA3AHHYIO C MPUBATHOCTHIO, KOTO-
pas OyJer 3amuMIIeHa OT CHenuUIIPOBAHHBIX CYOHEKTOB. DTO MOXKET ObITh HACHTH()HUKATOP CYOBEKTa, MOJTYYAIOIIETO
YCIYry, WM XapaKTEePUCTHKH MOJTYYEeHHO!M YCJIYrd, HANPUMED MCNOJb30BAHHBINA pecypc MaMATH.

FPR_UNO.4 OTKpbITOCTb A1 YNOJHOMOYEHHOTO MOJb30BaTEs

3aMeuaHusi MO MPUMEHEHUIO ISl TOJb30BaTeNst

Kommnonent FPR_UNO.4 npuMeHsieTcs 17151 IpeAoCTaBlIeHUs TTpaBa HaOIIOACHUS 32 UCTIOJIb30BAHUEM PECyp-
COB OJTHOMY UJIM HECKOJIbKUM YIOJTHOMOUYEHHBIM MOJIb30BaTeNsIM. be3 3Toro KoMInoHeHTa BO3MOXHOCTb HAOMI0ACHUS
JIOTIyCKAeTCsl, HO He sIBJsieTCsl 00s13aTeIbHO.

Onepanuu

HazHnauyeHue

B FPR_UNO.4.1 asropy I13/3b ciaeayer cnenudunupoBaTh COBOKYNHOCTh YNOJHOMOYEHHBIX MOJb30BAaTEEN,
KoTopbiM @PBO He00X0MMMO MPEOCTABATD BO3MOKHOCTD HAOIOIEHHS 32 HCIOIb30BAHAEM PECYPCOB. DTO MOXKET OBITH,
HANpUMep, TPYNNa YNOJHOMOYEHHBIX MOJb30BaTelieil, HCIOJHAIONMX OMHY W Ty JXKe POJib WIH HCHOJb3YIOIAX OAWH W
TOT XKe mpouecc.

B FPR_UNO.4.1 astopy I13/3B cieayer cnenupuuupoBaTh CIHCOK PECYpPCOB M/HJIH YCJIYT, BO3MOKHOCTb Ha-
OJro7IeHNs 32 KOTOPHIMH HEOOXOIMMA YHOJTHOMOYEHHOMY IOJIb30BATENIO.

MPUJTOXEHUE JI
(cripaBOYHOE)

3ammra @O (FPT)

Knacc FPT comepxut cemeiicTBa (OyHKIIMOHATBHBIX TPEOOBAHUI, KOTOPBIE CBSI3aHBI C 1IEJIOCTHOCTHIO U yIIpaB-
JICHWeM MeXaHu3Mamu, peannsoBaHHbIMU B PBO, He 3aBucsa mpu 3ToM oT ocobeHHocTeit 15O, a Takke ¢ 1enocT-
HocTbio aHHbIX @BO, He 3aBuCs OT criennbuIecKoro conepxxanust faHHbIX [16O. B HeKoTOpOM cMBICIe, KOMITOHEH-
Thl CEMEMCTB 3TOTO KJjacca MyONMpYyIOT KOMIOHEHTH M3 kjiacca FDP u moryr maxe vcronb3oBaThb OAHU U TE Xe
MexaHu3Mbl. OgHako kiacc FDP crienmanusupoBaH Ha 3aliyTe JaHHBIX TMOJIb30BaTesisi, B TO BpeMsl Kak kjnacc FPT
HareJieH Ha 3aimuTy gaHHbeIX @BO. PakTruecku, KOMIIOHEHTH U3 Kiacca FPT HeoOXoauMbl sl peann3aliun Tpebo-
BaHUI HEBO3MOXHOCTH HapylieHus u obxomna nonutuk ®b ganHoro OO.

B pamkax aToro Kjtacca BBIICHSIIOTCS TPU CYIIeCTBEHHBIE cocTaBHBIe YacTu DBO.

a) A6cmpaxkmuasn mawuna OFO, T. e. BUpTyalbHas WM (pU3NIeCcKas MallliHa, HA KOTOPOU BBIMTOJTHSAETCS Olle-
HuBaeMast peanusanus @BO.

6) Peanuzamus @50, KoTOpast BBIMOJTHSAETCA Ha abCTPaKTHOM MalllMHE W peaju3yeT MEXaHU3MBbI, OCYIIECTB-
Jsromue I1BO.

B) Jlannvie @O, KOTOpHIE SIBISAIOTCS aAMUHUCTPATUBHBIMU 0a3aMU TaHHBIX, YIPABISIOIMIMMU OCYIIECTBICHM -
em I1BO.

Bce cemeiicTBa B kinacce FPT MOXHO cBSI3aTh ¢ 9TUMU TpeM$ YacTSIMU U CTPYIIIMPOBAThH CAEAYIOIINM 00pa3oMm.

r) FPT _PHP «®usnueckas 3amura ®BO» mpemocTaBisieT yHOJHOMOYEHHOMY IOJIb30BATEII0 BO3MOXKHOCTD
OOHapyXeHUs BHEIIHMX aTtak Ha Te yactu OO0, koTtopele peanusyior OBO.

n) FPT_AMT «TectupoBanue 6a3oBoii abctpaktHoii MamuHb» 1 FPT_TST «CamotectupoBanue ®BO» mpe-
JIOCTABJISIOT YIOJTHOMOYEHHOMY TOJb30BaTE/II0 BO3MOXHOCTb Bepu(UIIMPOBATh MPAaBUIBHOCTb Orepalnii 6a30Bo
abctpakTHoM MamHbBl 1 PBO, a TakkKe 1IEJTOCTHOCTh JAaHHBIX U BhITIoJHsIeMoro kKoga ®BO.

e) FPT_SEP «Pasnmenenue nomena» u FPT_RVM «IlocpenHudectBo mpu obpaineHusx» 3amumaiot ®BO Bo
BpeMsI X BBITTOJIHEHUSI U 0OeCIieunBaIOT HeBO3MOXKXHOCTL 00xoma @BO. Korma cooTBeTCTBYOIINE KOMITOHEHTBI 3THX
CeMeMCTB COUYeTaIoTCsS C COOTBETCTBYIONTMMU KoMmrioHeHTaMu ceMelicTBa ADV_INT «Brayrpenusst ctpykrypa @BO»,
MOHO ToBOpUTh 0 Hajmnuu B OO TpaaulIMOHHOTO «MOHUTOpPA OOpallleHUt».

x) FPT_RCV «Hagexnoe BoccranoBiaeHue», FPT_FLS «be3onacHocts npu c6oe» u FPT_TRC
«CornacoBaHHocTh JaHHBIX ®BO mpu nmy6nupoBanuu B npeaeiaax OO» ompenensioT pexuM BoimorHeHUsS OBO npu
BO3HMKHOBEHUHN COOSI ¥ HETIOCPEJACTBEHHO TOCJE HETO.

n) FPT_ITA «doctynmHocTh aKcriopTupyeMmbix 1aHHBIX @BO», FPT_ITC «KoHbUIeHIMaTbHOCTh 9KCITOPTUPY-
eMbIx gaHHBIX DBO» u FPT _ITI «IlenocTHOCTD 3KCITOpTUPYeMBIX TaHHBIX DBO» onpeaensior 3aluTy U TOCTYITHOCTh
naHHbelx ®BO npu ux oomeHe Mexny ®BO u ynajaeHHBIM TOBepeHHBIM MpoaykToM UT.

K) FPT_ITT «Ilepenaua nmanueix ®BO B mpenenax OO» mpenHasHayeHO ajs 3aluThl JaHHBIX PBO mpu mx
nepegade Mexay ¢pusuuecku pasnaeneHHbIMU yactamu OO0.

n) FPT_RPL «OGHapyxeHue mOBTOPHOTO MCIOJIb30BaHUSI» COAEPXKUT TpeOOBaHUE 3alIUTHI OT MOBTOPHOTO
WCTIOJIb30BAaHUS Pa3IMUHBIX TUTIOB MHGOPMALIMU U/ WIU OTIepaluid.

M) FPT_SSP «IlpoTtokon cMHXpOHMU3ALIMU COCTOSIHUI» OTpenessieT CUHXPOHU3ALUIO COCTOSSHUN MeXay pas-
JIMYHBIMU YacTsiMu pacripeneneHHbIx @BO Ha ocHoBe maHHBIX DBO.
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H) FPT_STM «Metku BpeMeHU» MPEAOCTABISIET HAAEKHbIE METKHA BPEMEHM.

m) FPT_TDC «CornacoBanHocTb faHHBIX PBO Mexny ®BO» npenHasHavYeHO UTS COTJIACOBAHUS TAHHBIX MEXXITY
®BO u ynajneHHBIM TOBepeHHBIM TpoaykToM UT.

Jexommosuius kiacca FPT Ha cocTaBisione ero KOMIIOHEHTHI ITpuBeAcHa Ha pucyHkax JI.1. J1.2.

SawuTta B0
| | FPT_AMT TectuposaHue 6asosor abeT- 1
PaKTHOW MaLlUHbI
— FPT_FLS BesonacHocTb npu cboe 1
|| FPT_ITA JocTynHOCTb acknopTupye- 1
MbIX AaHHbIX ®BO
|| FPT_ITC KoHtbunaeHUMansHOCTb 3KC- 1
nopTupyembix gaHHsix ®BO
|| FPT_ITI LienocTHOCTL 3KCNOPTUPYEMBIX 1 2
AaHHbIX DBO
1 2
| | FPT_ITT Nepepaya panHbix $BO B npe-
nenax OO
3
1M 2
— FPT_PHP ®uaundeckas sawmrta PO
3
1 2 3
— FPT_RCV HagexHoe BoCCTaHOBMNeHWE
4

Pucynoxk JI.1 — Jlexomno3unus kiacca «3amura ®BO»

JI.1 TectupoBanne 6a3oBoii adcTpakTHoit Mmammuabl (FPT_AMT)

CemeiictBo FPT_AMT ompenensier TpeboBaHUS K BBIMOJTHEHHIO TecTpoBaHuss MBO, neMOHCTpHUPYIOIIETO
MPEIOI0XeHNsT 6€30MacHOCTH OTHOCUTEIbHO 0a30BOi aOCTpaKTHOW MAalllMHBI, JieXallleil B OCHOBE MOCTPOCHUS
DBO. «<AbcTpakTHas» MalllMHA MOXKET OBITh KaK TIaT(GOpMOI aIlmapaTHBIX/TIPOTPaMMHO-aIMapaTHBIX CPEACTB, TaK U
HEKOTOPBIM M3BECTHBIM M MPOIIEIUIMM OLEHKY COYEeTaHMEeM arIapaTHBIX/TPOrPaMMHBIX CPEICTB, NEWCTBYIOLIUM
KakK BUpTyajbHas MallirHa. B KauecTBe mpuMepoB TAKOTO TECTUPOBAHUS MOXHO yKa3aTh ITPOBEPKY armapaTHOMN 3alu-
ThI, TIOCBIJIKY THIIOBBIX TMAKETOB IO CETHU VIS MPOBEPKM TOJyUYeHUs, BepUUKALUIO pexuMa (PyHKIIMOHUPOBAHUS
BUPTYaJIbHOTO MAIIMHHOTO MHTepdeiica U T. 1. DTU TeCTbl MOTYT BBITIOJHSTHCS MPU HEKOTOPOM IOIEPKUBaEMOM
COCTOSIHUM, TIPW 3aIycKe, IO 3arpocy WM TMOCTOSIHHO. JleicTBus, npeanpuHuMaeMbie ¢ ucrnojb3oBaHueM OO 1o
pe3yibTataMm TecTupoBaHus, ornpeneneHsl B FPT _RCV.
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3awuta B0
| | FPT_RPL OBHapyxeHue noBTOpHOro uc- 1
nonb30BaHus
|| FPT_RVM TlMocpegHuyectso npu obpa- 1
LLEeHUAX
— FPT_SEP PasgeneHve gomexa 1 2 3
|| FPT_SSP lMNMpoTokon cUHXpoHU3auun 1 2
COCTOSIHUIA
— FPT_STM MeTkun BpemeHun 1
|| FPT_TDC CornacoBaHHOCTb JaHHbIX 1
®BO mexgy PO
|| FPT_TRC CornacoBaHHOCTb AaHHbIX 1
@®BO npu gyénuposaHun B npegenax OO
— FPT_TST CamotectuposaHue 60 1

Pucynok JI.2 — [ekommosunums kiacca «3ammta @BO» (mpomomkeHue)

3aMeuaHusl AJs1 OJIb30BATES

TepmuH «6a3oBast abCTpaKTHas MalllMHa» OTHOCUTCS TJaBHBIM 0Opa3oM K ammaparype, peanusyiomein ®@BO.
OmHako ero MOXHO OTHECTH M K TpelBapUTEIbHO OLIEHEHHOU 0a30BOl KOMOMHAIMM armapaTHbIX CPEACTB U TPO-
IrpaMMHOTO OGecTieueHusI, Benylleil cebsl Kak BUpTyalbHas MallliHa, Ha KoTopoll peanusoBaHbl OBO.

TecTbl aOCTpaKTHOU MalIMHBI MOTYT MUMETh Pa3Iu4Hble (DOPMBI:

a) TecTbl MPH BKJIIOYEHHH, KOTOPBIE MTPOBEPSIOT MPAaBUIBLHOCTh paboThl miatdopmbl. Iis anmapaTHbIX U MpPoO-
rpaMMHO-AIMapaTHBIX CPEICTB OHU MOTYT BKJIIOYATh B Ce0S1 TECThl TAKMX 3JIEMEHTOB, KaK TUIAThI MaMSITH, MapIlIpyThl
rnepenayyd AaHHBIX, LIIWHBI, YMPABJISIOUIAE DJIEMEHTBI, PETMCTPHI Mpolieccopa, MOPThl COOOIIEHUI, UHTepGheichl
KOHCOJIei, 3ByKOBOCIIPOU3BOISAIIME U TiepudepuitHbie ycTpoiicTBa. st mporpaMMHBIX 3JIEMEHTOB (BUPTYaJbHOI Ma-
IIWHBI) OHU BKJIIOYAT B ce0s1 BepuUKAILMIO KOPPEKTHOCTH UHUIIMATNU3ALMU U pexXxuMma GyHKIMOHUPOBAHUS;

0) 3arpyKaembleé TE€CTbl, KOTOPBIE MOTYT 3arpyXaThCsl U BBITTOJTHSTHCS YIOJHOMOYEHHBIM TOJIb30BaTEIeM WM
aKTUBU3UPOBATHCS MPU OTpeAesIeHHbIX YCaoBUsaX. OHU MOTYT BKJIIOUATh B C€0s1 TECTHI HATPY3KH 3JIEMEHTOB TPOILIECCO-
pa (JIOTUYECKUX 3JIEMEHTOB, BBIUMCIUTEJbHBIX 2JIEMEHTOB U T. /I.) U YIPaBISIEMON MaMSITH.

3ameuaHusl ISl OLIEHIIMKA

Crenyet, 4TOObI TeCThl 6a30BOI aOCTPAKTHOI MalIMHBI ObUIM JOCTATOYHBI IJIsS MPOBEPKU BCEX XapaKTePUCTUK
6a30BOI aOCTPaKTHOM MAaIIMHBI, Ha KOTOpoil BeIonHsI0TCT PBO.

FPT_AMT.1 TectupoBanne adCTPAKTHOH MAIIHHBI

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNsI

Kommnonent FPT_AMT.1 noanepxuBaeT mepruoanvyeckKoe TECTUPOBAHUE TIPEIINOIOXEeHN Oe3omacHoCcTH 6a3o-
BOI abCTpPaKTHOM MaIllMHBI, OT KOTOPBIX 3aBUCUT BhITToHeHe PBO, Tpebys obecrnieueHUs BOZMOXHOCTH TTEPUOIU-
YeCKOTo 3aIycka TeCTUPOBaHUST (DyHKIIMHA.

[Tpu xenanuum aBrop [13/3b MoXeT yToUHUTH TpeOOBaHME, YKa3aB, B KAKOM PEXHUME ClIeayeT TTPOBOIUTH TEC-
TUPOBaHWE: aBTOHOMHO, TIPM OOBIYHOM (DYHKIIMOHUPOBAHWUM CUCTEMbI WJIM B PEXXMUME aBapUITHOMW TMOIIEPXKKU.

3ameuaHus IO TIPUMEHEHUIO UIST OLIEHIIIMKA

Hormnyckaetcs, 4To0bl (PYHKIIMY TTEPUOANIYECKOTO TECTUPOBAHUS OBLIN JTOCTYITHBI TOJIBKO B aBTOHOMHOM PEXU-
Me WJIM peXUMe aBapuitHoM roanepxxku. CleayeT UMeTh CPEICTBA YIIPaBIECHUS IS MPEA0CTaBJIEHUS JIOCTYIIAa B peXUMe
aBapMIHOM TOAAEPXKKM TOJBKO YITOJHOMOYEHHBIM T0Jb30BaTEIISIM.

Onepanuu

BubGop
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B FPT_AMT.1.1 aBropy I13/3B cienyer cnenudumuposats, Korna ®BO OyayT BbHIIOJHATD TECTUPOBAHHE A0CT-
PAKTHOH MANIMHBI: MPH 3aMyCKe, MEPHOANYECKA BO BpeMs HOPMAJIBHOTO (DYHKIMOHMPOBAHHS, MO 3aMPOCY YNOJIHOMO-
YEeHHOTO MOJIb30BATEJIS, PH APYIAX YCJIOBHAX. B mocienaneM ciyuae ciiexyeT YTOYHHTH, KaKue 3T0 ycjaoBusa. C momo-
b0 3Toi onepamuu Boioopa apTop I13/36 uMeeT BO3MOKHOCTh YKa3aTh TAKKE MEPHOIUIHOCTD BHIMOJIHEHHS CaMOTe-
ctupoBanus. BoJiee yacToe TecTHpOBaHME JACT MOJIb30BATENIO OOJBIIYI0 YBEPEHHOCTDh B MPABMILHOM (DYHKIMOHHPOBA-
o 00. OnHako HEOOX0UMO BHIOPATH MPABMILHOE COOTHOMIEHHE MEXKIY NMPEAOCTABIEHHEM YBEPEHHOCTH M NMOTEHIHA-
aJbHBIM yMeHbIeHHeM NOCTYMHOCTH OO, MOCKOJBKY CJIMIIKOM YACTOE TECTHPOBAHHE MOXKET 3aMeIATh HOPMAJIbHOE
dynkuuonuposanue 0O.

JI.2 Be3omacuocts npu cooe (FPT_FLS)

Tpe6osanus cemeiicta FPT_FLS ob6ecrnieunBaet, uro6s OO He Hapylana CBOIO MOJUTUKY 0€30MacHOCTU TpU
c60s1x ®BO naeHTUOUITMPOBAHHBIX TUITOB.

FPT_FLS.1 Cooii ¢ coxpaHenneM 0e30MaCHOTO COCTOSTHHS

3aMeuyaHUs MO0 TPUMEHEHWIO JUIST TTOJIb30BATENS

TepMuH «6e30TIacCHOE COCTOSTHME» OTHOCHUTCSI K COCTOSTHUIO, TIpU KoTopoM gaHHble @BO HempoTUBOPEIMBH 1
®DBO nponomxkawT KoppekTHoe ocyiuectpiieHue [1BO. «be3onacHoe cocTtosiHue» onpenensierca B Moaenu I150. Eciu
pa3paboTuMK MPeJOCTaBUI YETKOE oNpeeeHre 0€30MacHOrO COCTOSIHUS U Pa3bsSICHEHUE, KOTJA €ro CAelyeT CUUTaTh
TakoBbIM, 3aBucuMocTh FPT_FLS.1 or ADV_SPM.1 MOXHO HE YUUTHIBATb.

XoTst Ipu c60SIX C COXpaHEHUEM 0€30TTaCHOTO COCTOSTHUS KEJIaTeJIbHO TTPOBEACHNE ayIuTa, 3T0O BOZMOXHO HE
Bo Bcex cutyauusix. Asropy I13/3b cnenyer cneuuduiimpoBaTh Te CUTYallMu, IPU KOTOPBIX MPOBEIECHUE ayauTa XeJia-
TEJIEHO W BBITIOJTHUMO.

Coou ®BO MoryT BKITIOUATh B ceOs ammapaTHbIe 0TKa3bl, KOTOPBIE YKAa3bIBAIOT HA HAPYIIEHUE pPexXrMa paboThl
000pygoBaHUsI U TPeOYIOT aBapuiiHON momaepkku uian BoccraHoBiaeHuss DBO. Coou ®BO moryt BKIOUYATh B cebst
TaKKe yCTpaHUMBIE ITPOTPaMMHEIC OTKa3bl, TIOCTe KOTOPBIX TPeOyeTCs TOJNBKO WHUIIMATU3AIINS WU TIOBTOPHEIM 3a-
nyck ®BO.

Onepanun

HasunaueHue

Jasa FPT_FLS.1.1 astopy I13/3B caenyer npuBectn cmucok TunoB cooes PBO, npu KOTOpLIX clieayeT, YTOObI
DBO «cOommmch 6e30MacHO», T. €. COXPAHWIN 0€30MaACHOe COCTOSIHAE W MPOAOJIKANH KOPPEKTHO ocymecTisaTh [1BO.

JI.3 JoctynHocTh 3kcnopTupyembix ganusix ®BO (FPT_ITA)

CewmeiictBo FPT _ITA ompenensieT mpaBuiia MpeAOTBpallieHUsT moTepu mocTynmHocTy aHHbIXx ®BO, nepenaBae-
MbIx Mexay @BO u ynaneHHBIM 10BepeHHBIM MpoaykToM MT. DTo MOryT OBITh, HapuMep, KpUTUYHBIE TaHHbIe DBO
TUTIA TIapoJiell, KITIouell, TaHHBIX ayIuTa Wiu BeIToIHseMoro komga ®BO.

3aMeyaHUs M0 TPUMEHEHMIO UIS TTOJIb30BATENs

DTO ceMeiicTBO UCTIONb3yeTCsl B paclpeieIeHHBIX cucTteMax, Korna @BO mpenctasisiioT CBOU JaHHBIe YoaJleH-
HOMY moBepeHHOMY Tponykty UT. @BO MoryT nmpennpuHUMAaTh Mephl 6€30MTaCHOCTH JIUIITh CO CBOCH CTOPOHBI U He
MOTYT BecTU OTBeTcTBeHHOCTh 3a @BO npyroro mosepenHoro mpoaykra UT.

Ecnu uMeeTcss HECKOTBKO Pa3TUIHBIX METPUK JOCTYITHOCTH IUTSI pa3HBIX TUIIOB JaHHBIX ®BO, 3TOT KOMIIOHEHT
CJIeyeT TTOBTOPUTH JIIST KAXIOU OTHEIbHOM Maphl «MeTpuka — TUI JaHHBIX OBO».

FPT_ITA.1 JoctynHocTh 3kcnopTupyemsbix Aanubix @BO B mpenenax 3aianHOil MeTPUKH

Onepanun

HasHnaueHue

Hns FPT_ITA.1.1 aBropy I13/3B caeayer cnemudumuposats Tunsl Aanabix @O, Ha KOTOpBIE pacnpocTpaHseT-
cs METPHKA JOCTYNHOCTH.

Jns FPT_ITA.1.1 aBropy I13/3B crenyer cennpunuapoBaTh METPHKY JOCTYMHOCTH JUISi COOTBETCTBYIONIHX JaH-
meix ®BO.

Jasa FPT_ITA.1.1 astopy I13/3b ciaenyer cnenu(uuupoBaTh yCJIOBHS, NPH KOTOPbIX HEOOXOIUMO 00ECTEYHTh
JOCTYMHOCTb. DTO, HANIPAUMEDP, MOXKeET ObITh HAMHUKE cBsA3H Mexkay OO m ynajgeHHbIM doBepeHHbIM npoaykTom UT.

JI.4 Kondunenmuaasnocts 3kcnoprupyembrx aanabix @50 (FPT_ITC)

CewmeiictBo FPT_ITC omnpenenser mpaBuia 3amuThl TaHHBIX @BO 0T HeCaHKIIMOHUPOBAHHOTO PACKPBITHS TTPU
nepemxade mexny @BO u ynaneHHBIM HoBepeHHBIM TTpoaykToM MT. DTo MOTyT OBITH, HAIIpUMep, KPUTUIHBIC TaHHBIE
®BO Tumna napoJjei, Kiodeil, TaHHBIX ayInTa WK BhIMOTHsIeMoro Koga ®BO.

3aMeuyaHUs 10 IPUMEHEHWIO UTS TTOJTh30BaTENs

DTO ceMeicTBO UCTIONb3yeTCsl B pacIpeieIeHHBIX cucTemax, Korna @BO mpenctaBisiioT cBOM JaHHEIEe YoaJleH-
HoMy noBepeHHOMY TIpoaykTy UT. @BO MoryT mpeanpuHITh Mepbl 6630TTaCHOCTH JIUIIH B CBOCH 00J1aCTH NEHUCTBUS U
He MOTYT HecTH oTBeTcTBeHHOCTh 3a DBO mpyroro noBeperHoro mpomykra UT.

FPT_ITC.1 KondunennunaisHoCcTh dKcnopTapyeMbix Aanabix @BO npn nepenave

3aMeuyaHUs 110 TIPUMEHEHUIO IS OIIEHIINKA

KondunenumaasHocTh TaHHBIX @BO Bo BpeMs Tiepenaun HeoOXoauMa ISt UX 3allUTHI OT PACKPHITHS. Bo3MoX-
HBIe CITOCOOBI obecTiedeHNsT KOHMUICHITMAIBHOCTH BKIIIOYAIOT B ce0s1 TpUMEHEHNe KpUTTorpadun, a TakkKe APYTUX
METOMIOB, BBIOOP KOTOPHIX MOCTOSTHHO PACIIUPSICTCS.
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JI.5 IenoctHocTtsh 3kcnopTHpyembix naHabix ®BO (FPT_ITI)

CewmeiictBo FPT _ITI onpenenser nmpaBuia 3amuTsl JaHHBIX PBO 0T HecaHKIIMOHUPOBAHHOW MoIudUKaIIN
npu nepenade mexay ®BO u ymaneHHBIM HOBepeHHBIM TpoaykroM WMT. DTo MOTYT OGBbITh, HalpuMep, KPUTUIHEIC
nmanHabie @BO Tumna maposeit, KIovel, TAHHBIX ayauTa Wwin BeimorHsgeMoro kona ®BO.

3aMeuaHusl AJs1 OJIb30BATES

DTO ceMeiicTBO UCTIONb3yeTCsl B pacpeieIeHHBIX cucTemax, Korna ®BO mpenctasisitoT cBOM JaHHBIE yAaJleH-
HoMy noBepeHHoMmy mpoaykty UT. OtrmeTum, yto TpeOOBaHUS, CBSI3aHHBIE C MoAuduUKaluel, OOHapyKEeHUEM WIN
BOCCTAaHOBJICHUEM M OTHOCSIIMECS K yOaJleHHOMY AoBepeHHoMy mnpoaykry UT, HeBo3MoxHO crneuuduuupoBarb,
MOCKOJIbKY 3apaHee He U3BECTHbl MEXaHU3Mbl, KOTOpPble OYyIyT UCIOJb30BAHbl B YJAJIEHHOM IOBEPEHHOM IMPOIYKTE
HT. Tlostomy 3TH TpebGoBaHUs BHIpakeHbI B TepMHUHaX «mpenocTtaBieHns: ®BO BO3MOXHOCTH», KOTOPYIO MOXKET
WCTOJIb30BaTh yAAJeHHBIN JoBepeHHbIH poaykT UT.

FPT_ITI.1 O6napyxenne moguukanmn sKcnoprupyeMsix aanabix OO

3aMeuaHusl Mo MPUMEHEHUIO Ul TOJb30BaTeNst

Kommnonent FPT _ITI.1 crnemyer mcrnonb3oBaTh B CUTyalMsIX, KOTJa OCTaTOYHO OOHApyXWTb, YTO JaHHbBIC
MonuduuvpoBaHbl. [IpuMepoM sBisieTCsl CUTyalusi, KOraa y yaajleHHoro goBepeHHoro npoaykra UT umeercst Bo3-
MOXHOCTB 3anpocutb @BO o MoBTOpeHNHM TTepeJaun JTaHHBIX TTPY 00HAPYKEeHUN UX MOANGDUKALIUNA WU YIOBJICTBOPUTH
AHaJIOTMYHBII 3ampoc.

XKenarenpbHast CTOMKOCTh (PYHKIIMM OOHApyXeHUs MOIu(bUKAIIMM OCHOBAaHA Ha OIpeAesIeHHONW METpUKe MOIU-
(ukanuu, KoTopasi 3aBUCUT OT UCIIOJB3YEMOTO aJrOPUTMa U MOXET HAXOAUThbCS B AMANa30HE OT MPOCTbIX KOHT-
POJIBHBIX CYMM M MPOBEPKU HA YETHOCTh, KOTOPbIE HE OOHAPYKUBAIOT POCThIE KOMOMHALIUY U3MEHEHUI B HECKOJIb-
KUX pa3psiiax, Ao 0osiee CIOXHBIX KpUNTOrpauueckux KOHTPOJIbHBIX CYMM.

Onepanuuu

HazHnaueHue

Jns FPT_ITI.1.1 aBropy I13/3B cienyer cnemuumupoBaTs METPUKY MOAMDUKALNH, YIOBJIETBOPEHHE KOTOPOI
HEOOXO0ANMO /ISl MEXaHM3MA O0HAPYXKeHHSA. DTa METPHKA JI0JIKHA ONPEIeSINTh XKeJATeJbHYI0 CTOWKOCTh (yHKIUM 00-
HapyxeHnsi MoauduKaInM.

Jdns FPT_ITI.1.2 asropy I13/3B caeayer cnenmdunuupoBats AeiCTBHS, NpeaNPUHUMAEMbIe MPH OOHAPYKEHHH
momudukannu Aanabx OBO. [IpuMepoM TakuX MeiiCTBHII MOKET CJIYXKHTh: <ATHOPHPOBATH MOaydeHHbie naHHbie DBO
| 3alPOCHTH Y IOBEPEHHOTO MPOAYKTA, SIBJISIOMErOCs OTIPABHTEIEM, TOBTOPHYIO mepenaqy naHueix @BO».

FPT_ITI.2 O6napyxenne n ucnpapienne Moaudukanmum sKcnoprapyembix 1anasix @BO

3aMeuyaHus 1O NMPUMEHEHUIO IJIS1 MOJIb30BaTENS

Kommnonent FPT _ITI.2 cnenyer ucnosnb3oBaTh B CUTYyalMsIX, KOTaa TpeOyeTcss 0OHApYKUTh WJIM UCTIPABUTh MO-
nuUKALIMU KPUTUYHBIX JaHHBIX PBO.

XKenarenpbHast CTOMKOCTb (yHKUMU OOHApyXeHUsT MOoaM(UKAIIMU OCHOBaHA Ha OTpele/IeHHON MeTpUKe MOIU-
(bukanuit, Koropast 3aBUCUT OT UCIIOJb3YEMOT0 AJITOPUTMA U MOXET HAXOAUTHLCS B IMAMA30HE OT KOHTPOJBbHBIX CYMM
1 MPOBEPKU HA YETHOCTh, KOTOPbIE MOTYT HE OOHApYyXHWTb MPOCTbie KOMOMHALIMM U3MEHEHUI B HECKOJbKUX pa3psi-
Jax, 10 06oJjiee CIOXHBIX KpUNTOrpaduuyecKnuX KOHTPOJIbHBIX CyMM. MeETpUKy, KOTOPYIO TpeOyeTCsl OnpeneuThb, MOX-
HO CBsI3aTh JIMOO C OTPAXXEHUEM aTakK (HampuMmep, OyIeT MpOMycKaThCsl TOJbKO OAHO U3 THICSYM CIyYalHBIX COOOIIe-
HMIT), MO0 C TIPUBEACHHBIM B OTKPBITOW JIUTEpaType MeXaHU3MOM (Hampumep, HeoOXOAMMO, YTOObI Tpedyemast
CTOMKOCTb COOTBETCTBOBAJIa CTOMKOCTH aJIrOpUTMa 0€30MacHOTO X3IIMPOBaHUS).

IMonxon x ucnpaBieHUO MOIUGUKALMI MOXET ObIThb OCHOBAaH Ha MCIIOJb30BAaHUM HEKOTOPBIX BUIOB KOHT-
POJIBHBIX CYMM, TTO3BOJISIOIIMX KOPPEKTUPOBATh OIIMOKM.

3ameuyaHus IO TIPUMEHEHUIO JISI OLIEHIIIMKA

Bo3moxkHbIe CrTOCOOBI yIOBIETBOPEHUS 3TUX TPEOOBAHUI COCTOSIT B UCITOJIb30BAHUU KPUTITOTpahuuecknux (yH-
KUMA WX HEKOTOPBIX BUAOB KOHTPOJBHBIX CYMM.

Onepanuu

HazHnauyeHnue

Hna FPT_ITIL.2.1 aBropy [13/3b cnenyet cneumduiimpoBaTh METPUKY MOAU(DUKALINYI, YIOBIETBOPEHUE KOTOPOiA

HeoOXOoAMMO ISl MexaHM3Ma OOHapyXeHMsl. DTa MeTpUKa JOJKHA OINPENeTUTh XeIaTeIbHYI0 CTOMKOCTh (hyHKIUU
o0HapyxeHUs1 MoIUpUKALIIN.

Hna FPT_ITI.1.2 aBropy I13/3b cienyer cneunduinpoBats IeiCTBUS, MpeANIpUHUMAaeMble TIpY OOHAPYXEHUU
Monudukarmu naHHbeIX @BO. [TpuMepoM TaKMX AEMCTBUIT MOXET CITYKUTh: «<MTHOPUPOBATH MoTydeHHBIe maHHbIe PBO
M 3aIIPOCUTD Y TOBEPEHHOTO MPOAYKTA, SBIISIIONIETOCS OTIIPAaBUTEIEeM, TTOBTOPHYIO Mepenady gaHHBIX DBO».

HOnsa FPT_ITL.2.3 asropy I13/3B ciaexyer ompenesnts Tunmbl mogudukanmii, nocire kortopeix ®BO cruemyer
NPEAOCTABUTh BO3MOKHOCTb BOCCTAHOBJIEHHS.

JI.6 IIepenaya xanabix ®BO B npenenax 00 (FPT_ITT)

CewmeiictBo FPT_ITT mpenocrasisieT TpeboBaHus 3amuThl faHHBIX @BO mpn ux nepegade MeXy pa3neTeHHbI-
Mu vyacTssMu OO 1o BHYTpeHHEMY KaHaly.

3aMeuaHus ISl TIOJIB30BATENS

[IpuHsTHE peleHnust 0 cTereHn (U3NUECKOTO UM JIOTUYECKOTO pa3fesieHusl, B YCIOBUSIX KOTOPOTO MOTJIO Obl
TIPUMEHSITBCSI 9TO CEMEMCTBO, 3aBUCHUT OT TpenrojaraeMoil cpelbl 3KCcIyataunu. B HeGaronpusTHOW cpeie MOTyT
BO3HMKATh PUCKH, CBSI3aHHBIEC ¢ nepenavyeit mexny yactamu OO, pa3iesleHHbIMUA BCETO JIMIIb CUCTEMHON IIMHOM. B
OoJiee OJIATOMIPUATHON cpene A Mepeaayd MOXHO MCIOJIb30BaTh OOBIYHBIE CETeBbIe CPEICTRBA.
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3aMeuaHusl AJs1 NOJIb30BATES

OnuvH U3 MEXaHU3MOB, MPAKTUYECKU MPUMEHSIEMbIX ISl peanusdauuu pyHkuusmu 6e3onacHocty OO 3TOrO
BUJIa 3allIMThl, OCHOBAH Ha NMPUMEHEHWM KPUTITOrpachUueCcKuX METOIOB.

FPT_ITT.1 Ba3oBas 3amura BHyTpeHnHeii nepeaaun nanasix 5O

Onepanuu

BrebGop

B FPT_ITT.1.1 aBropy I13/3b cnenyer cienuduumnpoBath TpeOyeMblii TUIT 3alUThHI, MPEIOCTABIISS €€ OT pac-
KPBITUS WU MOIU(UKAIIUH.

FPT_ITT.2 Pa3nenenne nannpix ®BO npn nepenave

3aMeuaHusl MO MPUMEHEHUIO ISl MOJb30BaTeNsI

OmHUM W3 TyTed BBITIONHEHUS Pa3NeIeHns] KaHAJIOB, OCHOBAHHOTO Ha aTpubyTax, oTHocsmuxcs Kk [1OB,
SIBJISIETCS] UCTIOIb30BAHUE PA3JEIEHHBIX JOTUYECKUX WM (DU3UUYECKUX KAHAIOB.

Onepanuu

BrebGop

B FPT_ITT.2.1 aBropy I13/3b cnenyer cieuuduurpoBath TpeOyeMbIil TUIT 3alMThI, MTPEIOCTABISSI €€ OT pac-
KPBITUS WU MOIU(UKAIUH.

FPT_ITT.3 Mouuropuar nejoctaoctd aanabix ®BO

Onepanuu

BrubGop

B FPT_ITT.3.1 asropy I13/3B caenyer cnemudunupoBaTh, KaKoil THI MOAH(PUKANNNA TOJIKHBI OBITh CHIOCOOHBI
oonapyxusath ®BO, BBIOMpasA U3 CAEAYIONMX THNOB: MOAMGMHUKAIMH JAHHBIX, MOJMEHA JAHHBIX, NMEPEeCTAHOBKA JaH-
HBIX, yIajieHNe TAHHBIX WIH KaKue-Jn00 WHble OIMHMOKHA IEeJIOCTHOCTH.

HasHnaueHue

B FPT_ITT.3.1 B cryuyae Bboioopa aBTopom I13/3B mocieanero Bapuanta u3 npeabiaymero adsama, eMy clieayer
Takxke cnennunupoBaTh, Kakue WHbie ommoKu neoctHoctn ®BO ciexyer o0HADPYKHBATD.

B FPT_ITT.3.2 aBropy I13/3b caenyer cnenndumupoBaTs eiicTBASA, NpeNPAHAMAEMbIE TIPA 0OHAPYKEHHH OMMOKH
1eJOCTHOCTH.

JI.7 ®n3nveckas 3amura P50 (FPT_PHP)

Komnonentsl cemeiictBa FPT_PHP nmatot Bo3aMoXHOCTh orpaHnyuBath dusndeckuit noctyn k ®bO, a takxke
pearnpoBaTh Ha HECAHKIIMOHUPOBAaHHYIO (hM3MUecKyIo MonuduKaiuio wiu noaMeHy peanusanuu @BO u mpotuBoneii-
CTBOBATbh UM.

TpeboBaHKMS KOMITOHEHTOB B 3TOM ceMeiicTBe obecreunBaioT, 4Toobsl @BO ObIIN 3alUIIEHBI OT (PU3NUECKOTO
BO3JCHCTBUS U BMELIATEIbCTBA. YIOBJIETBOPEHUE TPEOOBAHUI ITUX KOMIIOHEHTOB MO3BOJISIET MOJYYUTh PEATU3ALUIO
®BO, KOMITOHYeMYIO ¥ MCTIOIB3YyeMYIO CIIOCOO0M, TIPEAyCMAaTPUBAIONINM OOHApykeHNe (DU3MUECKOTO BO3MEHCTBUS
WM TIPOTUBOIeiicTBUE eMy. be3 atnx kommoHeHTOB 3ammta @BO TepsieT cBoro 3(pheKTUBHOCTE B cpefie, Tae He MOXKeT
OBITH TIPENOTBPAIICHO (hU3MUECKOe TTOBPEXICHIE. DTO CEMEHCTBO TaKxXe ConepkuT TpeboBanus K peakiuu OBO Ha
MOMNBITKY (PU3MUECKOTO BO3ACUCTBUSI HAa UX PeaTu3aluio.

IMpumepamu cueHapueB (GU3MUECKOTO BO3AEUCTBUS SIBJISIIOTCS HAMaAeHUsl C UCIOJb30BaHUEM MEXaHUUECKHUX
CPEICTB, PAJMOAKTUBHOIO M3JIyYEHUs, UBMEHEHUSI TEMIEPATYPHI.

3aMeuaHusl AJs1 OJIb30BATESI

Hormyckaetcsi, 4To0Obl (yHKUIMM OOHApyXkeHHs! (U3UYECKUX HamaaeHWil ObIIM JOCTYMHBI YIIOJIHOMOUYEHHOMY
M0JIb30BATENIO TOJILKO B ABTOHOMHOM PEXUME WJIU pexXUMe aBapuitHoi noaaepxku. Cienyet npeycCMOTPETb CPeICTBa
OTrpaHMYeHUs AOCTYIA B 3TUX PEXUMAX, MPEAOCTABISISL €r0 TOJBKO YIIOJTHOMOUYEHHBIM MoJib3oBaTessiM. [10cKobKy B
atux pexnmax ®BO Moryr okasaTbCsl «HEBBITOJHUMBIMM», 3TO MOXET MOMEIaTh HOPMaJIbHOMY OCYIIECTBICHUIO
JOCTYTIA YIIOJTHOMOUEHHBIX mob3oBatesieil. duzndecku OO MOXET COCTOSITh U3 YCTPOUCTB PAa3MTUIHOTO THITA, HATIPH -
MEp U3 DKpaHUPYIOUIETO KOopmyca, Iiat u MukpocxeM. Heo6xonumo, 4ToObl 3Ta COBOKYIMHOCTb «3JIEMEHTOB» 3alllv-
mrana @BO ot pusznyeckoro BMemaTeIbCTBA (& TaKKe OMOBeIIana O HeM M MPOTUBOICICTBOBANIA eMy). DTO He O3Ha-
YaeT, YTO 3TU KayecTBa HEOOXOJMMbI BCEM YCTPOMCTBAM MO OTAEIbHOCTU, HO CJIEAYET, YTOOBI UX UMeENO (hU3nueckoe
BorioweHre OO B LIEIOM.

XoTd ¢ 3TUMU KOMIOHEHTaAMU acCOUMMPOBAH TOJIbKO MUHUMAJbHBIA ayauT, 3TO CAEIAHO UCKIIOUUTEIbHO
MOTOMY, YTO MOTEHUMATBHO MEXaHU3Mbl OOHAPYKEHUS U OMOBELIEHUS] MOTYT ObITh pealu30BaHbl MOJHOCTBIO amia-
paTHO, Ha YPOBHE B3aMMONEWUCTBUII OOJiee HU3KOM, YEM YIMpaBIeHUE MOJACUCTEMOI ayniuTa (HAampuMep, 3TO MOXET
ObITh cucTeMa OOHApYyXXEeHHUsl Ha anmapaTHOM YPOBHE, pearupylolllasi Ha pa3pbiB LENMU U Mojarouiasi CBETOBOM Cur-
HaJl, eCcIM 1IeMb pa3opBaHa B MOMEHT HaXaTHWsl KHOIKM YIMOJHOMOUYEHHBIM TOJib30BaTesieM). TeM He MeHee aBTOp
[13/3b MoxeT onpeaenuTb, YTO JIJIsI HEKOTOPBIX YIPO3, UCXOISIINX OT Cpefibl, TpeOyeTcs aynut u3ndecKux Haramie-
Huii. B atom cnyuae aBropy I13/3B cieayeT BKIIOUMTH B CIIMCOK COOBITUI ayliuTa COOTBETCTBYIOLIME TpeOOBaHUS.
HeobxonuMo mMeTh B BMIy, YTO HaJIMYUE ITUX TPeOOBAHUI MOXKET MOBIMSTH Ha KOHCTPYKLIMIO alllapaTypbl U ee
B3aUMOJIENICTBUE C MPOTPAMMHBIM O0OECIIEUEHUEM.

FPT_PHP.1 ITaccuBHOe 00HApyKeHHe (U3MIECKOr0 HANAAECHHS

3aMeuaHusl Mo MPUMEHEHUIO ISl TOJb30BaTeNsI

Kommnonent FPT_PHP.1 cnenyeT mpuMeHsiTh, KOrna yrpo3aM HECaHKIIMOHUPOBAHHOTO (DU3MYECKOTO BO3MIEH -
ctBug Ha yactu OO He MPOTUBOMNOCTABJIEHbI MPOLEAYPHbIE METOABI. B 3TOM KOMIIOHEHTE paccMaTpuBaeTCsl yrposa,
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qyT0 husnueckoe BosaeiictBrue Ha ®BO MoxeT 1 He OBITh BhIsIBIIeHO. OOBIYHO 3a7a4a BepruOUKAIIMU TOTO, YTO HaTlajie-
HME MMEJIO MECTO, BO3JIaraeTcsl Ha YMOJHOMOYEHHOro mnojb3oBatess. Kak yxe ckazaHO, 3TOT KOMIIOHEHT BCEro
JIMIIB TIpeacTaBisieT crmocodHocth @BO 06HapykMBaTh (PU3NIECKOE BO3ACUCTBHE, TTOITOMY TpeOyeTCsl 3aBUCUMOCTD
or FMT_MOF.1, yto06sl cneundunpoBatb, KTO U KaKUM 00pa3oM MOXET BOCITOJIb30BaThCsl 3TOM CMOCOOHOCTHIO.
Ecnu sra ¢yHKUMS peann3oBaHa ¢ MOMOIIbIO MexaHuW3Ma, He cBszaHHoro ¢ UT (Hampumep, myteM bu3nuecKoi
MPOBEPKM), TO MOXET ObITh yKazaHo, uTo 3aBucuMmoctb oT FMT _MOF.1 He ynosneTBopsieTcs.

FPT_PHP.2 Onosemenne 0 ¢pu3nuecKoM HanageHun

3ameuaHus MO NMPUMEHEHUIO [IJIS1 TOJIb30BATENS

Kommnonent FPT_PHP.2 cnenyer mpuMeHsiTh, Korma yrpo3aM HECaHKIIMOHUPOBAHHOTO (DU3MYECKOTO BO3MEH -
ctBust Ha yactu OO He MPOTHMBOMOCTABICHBI MPOLIEAYPHBIE METOIbI U TIPU 3TOM TPeOYyeTCs OIMOBEIleHUE OMpeaescH-
HBIX JIUI] 0 (PU3MYECKOM HarageHUuu. B 3ToM KOMIIOHEHTe paccMaTpuBaeTcsl yrpo3a, 4YTo (pU3nueckoe BO3IeicTBIe Ha
aneMeHTBl ®BO MOXeT OBITh XOTS U BBISIBICHO, HO HEe 3aMeueHO (T. €. 0 HeM HUKTO He OMOBEIIEH).

Onepanun

HaznauyeHnue

Jns FPT_PHP.2.3 asropy I13/3B ciienyer npeaocTaBuTh CIACOK yCTPOiCTB/3jeMeHTOB, peasm3yiomux OPBO,
JUIS1 KOTOPBIX TPeOyeTcss aKTUBHOE OOHApyXkeHHe (GU3NYECKOro BO3AEHCTBHA.

Jasa FPT_PHP.2.3 aeropy I13/3B cienyer ykazath moJb30BaTeNs HIA POJib, YBEAOMISAEMYI0O 00 OOHApYKEHHH
(uznyeckoro Bo3aeiicTeuA. THn Moab30BaTENSA WM POJIM MOTYT MEHATHCSA HA HTEPANUAX KOMIOHEHTA YNpaBjeHns 0e30-
nacHocteio FMT_MOF.1, skmoyennoro B I13/3B.

FPT_PHP.3 IIporuBoaeiicTBue ¢u3nyecKoMy HANAJAEeHUIO

st HEKOTOPBIX THIIOB BO3melicTBUS Tpebyercs, utoobl ®BO He TONBKO OOHAPYXMBalW BO3ICHCTBUE, HO U
(hakTMUECKM MPOTUBOACHCTBOBAIA €My WM 3aJep>KMBAIIM HaMaBIIEro.

3aMeuaHus MO NPUMEHEHUIO VIS MOJIb30BaTENS

Kommnonent FPT_PHP.3 cienyer ucnonb3oBath, KOraa YCTpOMCTBA M 3JieMeHTHI, peanusyioiine OBO, npexa-
Ha3HaAYeHbI I 3KCIUTyaTalluyd B cpefe, rae ¢husndeckoe Bo3AeiicTBUE (HAmpuMep, C lieJblo HaOIoAeH s, aHaau3a
WM MOAMGUKALIMKM) Ha COCTABJIAIONINE YCTPOCTB, peanusytonmx MBO, uim xe Ha afeMeHTHI, peanusytonme ®BO,
caMo Mo cede MPU3HAHO YTPO30id.

Onepanuuu

HazHnauyeHnue

Jasa FPT_PHP.3.1 asropy I13/3b caenyer cnemugunnapoBaTh 1A CMHCKA YCTPOHCTB/3JeMEHTOB, PEATH3YIONHUX
®BO, cuenapun ¢u3myeckoro nponnkHoBennsas; ®BO caeayer mpoTHBOAEiicTBOBATh (PM3NMIECKOMY NMPOHHKHOBEHHIO,
BBINOJHAEMOMY N0 3THM CHEHAPHAM. DTOT CIHCOK MOXKET OTHOCHTbCS K ONpe/esieHHOMY NMOJIMHOXKECTBY (PU3MIECKHX
YCTPOIiCTB 1 31eMeHTOB, peamm3yiomux OB, BoiieleHHOMY HA OCHOBE yYeTa TeXHOJIOTHYECKHAX OrpaHmueHuii n ¢pusn-
94eCKOil He3amMUINEeHHOCTH NMpuodopa. BeiiejieHne TaKOro mMoJAMHOXKECTBA CJIEAyeT YeTKO ONpeNeuThb H CTPOro 00OCHO-
Bath. Kpome Toro, ®BO ciienyer pearupoBaTh Ha MONBITKH (PM3HYECKOTO MPOHUKHOBEHNS aBToMaTHYecKH. IIpu aBToO-
MAaTHYECKO# peaknuu Ha (pu3nueckoe NPOHUKHOBEHHE CJIEAYET COXPAHATD MOJUTHKY YCTPOHCTBA, HANMPUMEP, €CJIH MPO-
BOJUTCSA MOJHTHKA KOH(UAECHIMAILHOCTH, TO MPUOOP ObLT Obl (PM3WYECKH OTKJIIOYEH IS TOr0, YTOOBI 3amiumiaeMasi
HHpOpManUsa He MOTJa ObITh CYATAHA.

Jasa FPT_PHP.3.1 astopy I13/3B cienyer cnemuduuupoBaTh CIHCOK YCTPOHCTB/3JIEMEHTOB, PeATH3YIONIMX
®BO, g koropeix ®BO ciexyer npoTHBOAEHCTBOBATD (PN3NIECKOMY NPOHUKHOBEHHIO COTJIACHO MAEHTH(HNINPOBAH-
HbIM CHEHAPHSM.

JI.8 Hanexnoe Boccranosienne (FPT_RCYV)

TpeboBanus cemeiictBa FPT_RCV ob6ecnieunBaior, yto6st ®BO Moriu onpeaeauThb, He HapyllleHa JIu 3aliuTa
®BO npu 3amycke, U BOCCTAHABIMBATBCS 0e3 HapyLIEHMS 3allUTHI MOCJe TPEephIBAHMS Olepaluii. DTo ceMeiCTBO
BaXXHO, TIOTOMY 4TO HaudajgbHoe coctostHue MBO mpu 3amycke MM BOCCTAHOBJIEHUU OMpeneisieT 3amunieHHocTh OO
B IIOCJICAYIOIIEM.

KoMMmoHEeHTBI TaHHOTO ceMeiicTBa TMO3BOJISAIOT YCTaHAaBIMBaTh Oe3omacHoe coctossHue PBO wnm nmpemoTBpa-
1aTh WX TIEPEXOJl B OMACHOE COCTOSIHUE Tocje cO0eB, pepbhiBaHUS (DYHKIIMOHUPOBAHUS WIM Tepe3anycka. B uucio
BO3MOXHBIX COOEB OOBIYHO BKJIOUYAIOT:

a) cOou, KOTOpbIe BCEerna MPUBOIIT K aBapUHBIM OTKa3aM CUCTEMbl (HalpuMep, YCTOMYMBasi HECOTJIaCOBaH-
HOCTb KPUTUYHBIX CHCTEMHBIX TaOJIMII; HeypaBisieMbie Tepexosl B Koge B0, BbI3BaHHBIE COOSIMU anmapaTHBIX WK
MPOrpaMMHO-aNIapaTHBIX CPEACTB; COOM MUTAHUS, TPOLecCcCopa, CBI3M);

6) cOou HocuTeNel, MPUBOASAIIME K TOMY, YTO YAaCTh HOCUTEJISI WJIM BECh HOCUTE/b, MPEACTABISIONINNA 00beK-
o1 ®BO, CTaHOBUTCS HEMOCTYIMHBIM WJIM HEMCIIPABHBIM (HAampWMep, OIIMOKM YeTHOCTU, HEMCIIPABHOCTh T'OJOBOK
NIUCKOB, YCTOMUYMBBIN COOM UTEHMS/3aNMCU, HETOYHAS! IOCTUPOBKA TOJIOBOK JMCKOB, MU3HOC MAarHUTHOTO TTOKPBITHUS,
3aNbUIEHHOCTb TTOBEPXHOCTH JMCKA);

B) NpepbiBaHue (GYHKIMOHUPOBAHUS BCJIEACTBME OLIMOOYHBIX ACHUCTBUIN afMUHUCTPATOPA UJIU OTCYTCTBHUS €TO
CBOEBPEMEHHBIX JCMCTBUI (HampuMep, HEOXUAaHHOE NpeKpallleHue paboThl M3-3a HEMOATOTOBJIEHHOCTU K OTKIIIO-
YEHUIO MUTAHUSI, NITHOPMPOBAHUE Tepepacxofa KPUTUYHBIX PECYpCOB, HeaJaeKBaTHAs MHCTAUIMPOBaHHAsT KOHDUTY-
pauusi).

BaxkHO OTMETUTB, YTO BOCCTAHOBJIEHUE MOXET OBITH IMPEAYCMOTPEHO ISl ClieHApUs KaK YaCTUYHOIO, TaK U
MoJjiHOTO OTKa3a. [ToHbIN 0TKa3 MOXET BOZHMKHYTh B Hepas3leJeHHON ONepalMoOHHOW CUCTeMe, B pacrpeneIeHHOI
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cpesie ero BEpOSITHOCTb MeHblle. B Takoil cpelne HeEKOTOpbIe MOACUCTEMbl MOTYT OTKa3aTh, B TO BpeMs KaK Jpyrue
YacTW OCTaHyTcsl paboTrarouiuMu. bosee TOro, KpUTUUHBIE 3JEMEHTHI MOTYT MMETh M30BITOYHOCTH (JAyOJaMpoBaHUE
NIMUCKOB, aJbTepHATUBHBIC MaplIPyThl) U TOYKHU MpoBepku. [1og BoccTaHOBIEHMEM MMEETCSI B BULY BOCCTAHOBJICHUE
0€30MacHOro COCTOSIHUSI.

CewmeiictBo FPT_RCV uaentudunmpyer pexxuM aBapuitHO! MOAAEPXKKU. B 3TOM peskxnme HopMasibHOE (yHKITU -
OHMPOBAHUE MOXET 0Ka3aThCsl HEBO3MOXHBIM WIM CUJIbHO OTPaHUYEHHBIM M3-32 BO3MOXHOCTH Mepexoja B OMacHoe
coctosiHue. B Takux ciyyasix 0OBIYHO JOCTYIT pa3peliaeTcsl TOJbKO YIOJHOMOUYEHHBIM T0b30BaTe/IsIM, a 00yiee KOH-
KPETHO, KTO MOXET MOJYYUTb TOCTYIT B pexXMMe aBapuitHOW TOANEPXKHU, onpeaensieTcs B kiacce FMT «YnpasneHue
6e3omacHocThio». Eciu B kiacce FMT HeT HMKakux ykKazaHWil O TOM, KTO MMEET IMpaBoO JOCTYIa B 3TOM pexXuMe,
TEOPETUYECKH OIMyCKaeTCsl, YTO BOCCTAHOBUTH CUCTEMY MOXKET JI00O0# TMosb3oBareb. OQHAKO Ha TTPaKTUKE 3TO He-
JKeJaTesibHO, TTOCKOJIbKY MOJb30BaTe/b, BOCTAHABIUBAIOIIMI CUCTEMY, MOXET yCTaHOBUTb KOHDurypauuio OO, Ha-
pymatotryo I1BO.

MexaHu3Mbl, TIpeiHA3HAYEHHBIE IJ1s1 O0OHAPYXXEHUSI UCKIIFOUMTENIbHBIX COCTOSIHUI TIPY 3KCILTyaTalluu, orpee-
nsiotes B FPT_TST «CamotectupoBanne ®bO», FPT_FLS «be3omacHocTh npu c60e» U B APYTUX pas3meinax, OTHOCS -
muxcst K npobjeMe «CoxpaHHOCTb MPOrPaMMHOTO 00eCTIeueHUsI».

3ameuaHus ISl TIOJIb30BaTeIsI

B 3TOM cemeiicTBe MpUMEHSIETCSl BbIpakeHUe «Oe3omacHoe COCTossHUE». OHO OTHOCUTCSI K COCTOSIHUIO, MPU
KoTtopoM fgaHHble @BO HEMPOTUBOPEUYMBHI U MPOIOJIKAIOT KOppekTHOoe ocyinecTBieHue [TBO. Bro cocTosiHre MOXeT
OBITH COCTOSIHUEM I1OCJIE 3arpy3KM CUCTEMbI WJIM COCTOSIHHEM B HEKOTOPOW KOHTPOJIbHOM Touke. TepMUH «be3omnac-
HOe cocTosiHue» omnpenensierca B moaenu [1MDB. Eciu pazpaboTumk npenocTaBuI YETKOE OIpeaesieHrue 0e30I1acHOTo
COCTOSIHUSI M Da3bsiCHEHWE, KOTJa ero cleayeT cuyumtaThb TakoBbiM, 3aBucumocTb FPT RCV.1—FPT_RCV.4 or
ADV_SPM.1 MOXHO HE YUUTHIBATb.

FPT_RCV.1 Pyunoe BoccTaHOB/IeHUe

Cpeny BUIIOB HaJIeXKHOTO BOCCTAHOBJIEHUSI TOT U3 HUX, KOTOPbII OCHOBAH TOJIbKO Ha PYYHOM BMeIIaTeIbCTBE,
HauMeHee XeJaTesieH, TaKk Kak Mpu 3TOM UCKIII0YAeTCsl BOCCTAHOBJIIEHUE CUCTEMBI 0€3 yyacTusl YeloBeka.

3aMeuyaHus 1O NPUMEHEHUIO IJIS1 TOJIb30BATENS

Kommnonent FPT_RCV.1 npennasznauen mist npumeHenust B OO, KoTopble He TpeOyrOT aBTOMAaTHUYeCKOTO BOC-
CTAHOBJIEHUsI 0E30IMacHOTO COCTOSIHUS. TpebGoBaHUSI 3TOTO KOMITIOHEHTA HallpaBjieHbl MPOTUB yrpo3bl HapyLICHUS
3allUTHI B pe3yibTare npubenaeHus OO ¢ yyacTheM yeloBeKa B OMacHOe COCTOSIHME MPU BOCCTAHOBJIEHUU mocie cbost
WA JPYTOTo MpepbIBaHUs.

3ameuaHus IO TIPUMEHEHUIO UISI OLIEHIIIMKA

Hormyckaetcsi, 4ToObl (PyHKIIMU YITOJTHOMOYEHHOTO afMUHUCTpATOpa MO HaAeXHOMY BOCCTAHOBJICHUIO ObLIU
JIOCTYITHBI €My TOJIBKO B PeXMMe aBapuitHo# nomaepxku. Cienyer mpenycMOTpeTh CpeCcTBa OrpaHUYEHUS TOCTYIa B
pexXuMe aBapUiHOW TOMIEPXKKU, MPEJOCTABIISS €ro TOJIbKO YITOJTHOMOYEHHBIM IOJIb30BaTEISIM.

FPT_RCV.2 ABTomMaTHuecKOe BOCCTAHOBJIEHHE

ABTOMaTHYECKOE BOCCTAHOBJIEHWE CUMTAETCS 0oJiee MPeANOYTUTEIbHBIM, YEM pyYyHOE, TaK KaK OHO TTO3BOJISI-
€T MalllMHe MPO0JIXaTh (PYHKIIMOHUPOBaHKE 03 yJyacThs YyeloBeKa.

3aMeuyaHus MO MPUMEHEHUIO IJIS1 TOJIb30BATENS

Kommnonent FPT_RCV.2 pacuiupsier FPT _RCV.1, TpeOys BO3MOXHOCTb aBTOMAaTMYE€CKOTO BOCCTaHOBJIECHUS
XOTsI OBl ITOC/IE OMHOTO TUTIA cOO0s1/TIpepbIBaHuUs 00CTyXMBaHMsI. TpeboBaHMSI 3TOr0 KOMITOHEHTA HarpaBieHbI TPOTUB
Yrpo3bl HapyllIeHUs 3alIUThI B pe3yibTaTe npuBeneHus OO 6e3 yyacTus 4eJloBeKa B OMACHOE COCTOSIHME TIPU BOCCTa-
HOBJIGHUH TI0cjie cO0s WM APYroro MpepbiBaHUs.

3aMeuaHus IO TIPUMEHEHUIO TSI OLEHIIIMKA

Homnyckaetcsi, 4ToObl (DYHKIIMM YIOJHOMOYEHHOTO afMMHUCTpPATOpa IO HaAekKHOMY BOCCTAHOBJIEHWIO ObLIU
JIOCTYITHBI €My TOJIBKO B PeXMMe aBapuitHo# nomaepxku. Cienyer mpenycMOTPeTh CpelCcTBa OrpaHUYEHUS TOCTYIa B
pexXuMe aBapUiHOW TOMIEPXKKU, MPEJOCTABIISS €ro TOJIbKO YITOJTHOMOYEHHBIM IOJIb30BATEISIM.

B cootBerctBuu ¢ FPT _RCV.2.1 pa3pabotunk ®BO oTBeuaeT 3a onpeaesieHre COBOKYITHOCTHA COOEB U TIpephIBa-
HUI 0OCITYyXXMBaHUs, MOCJAE KOTOPbIX BO3MOXHO BOCCTaHOBJICHUE.

[Ipenmnonaraercs, 4To poOACTHOCTbh MEXaHU3MOB aBTOMAaTUUYECKOTO BOCCTAHOBJIEHUSI OymeT BepuduIMpoBaHa.

Onepanuu

HasunaueHue

Jns FPT_RCV.2.2 asropy I13/3B caeayer cnenquunupoBaTh CIACOK ¢O0EB WM APYTHX NMPEPbIBAHMI 00CTyRKH-
BaHHUsA, A KOTOPHIX HEOOXOAUMA BO3MOXKHOCTh AaBTOMATHYECKOTO BOCCTAHOBJICHHMS.

FPT_RCV.3 ABToMaTHYeCKOe BOCCTAHOBJIEHHE 0€e3 HeIONMyCTHMOM moTepn

ABTOMaTHYECKOE BOCCTAHOBJIEHWE CUMTAETCsl 0ojee MpeAroYTUTEIbHBIM, YeM PYyYHOE, HO OHO CBSI3aHO C
PUCKOM TIOTEpU OOJIBIIIOTO YKciia 00beKTOB. [IpenoTBpalieHre HeJOMYCTUMbBIX TTOTEPh OOBEKTOB 00EeCTIeYMBaeTCs 10-
MOJHUTEJIbHBIMU CPEICTBAMU BOCCTAHOBJICHMUSI.

3aMeuyaHus MO NMPUMEHEHUIO IJIS1 TOJIb30BaTENS

Kommnonent FPT_RCV.3 pacuupsier FPT _RCV.2, TpeGys, uToObl He ObIIO Upe3MEPHBIX MOTEPh TaHHBIX WU
00pekToB ®BO B OJJD. B coorBerctBum ¢ FPT_RCV.2 MexaHW3M aBTOMaTHYECKOTO BOCCTAHOBJICHUSI MOT OBI, B
TpeeTbHOM ClTydae, TPOM3BECTH BOCCTAHOBJIEHUE TTyTeM YHUUTOXEHUS BCceX 00beKTOB U Bo3BpalleHuss @BO B n3Be-
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CTHOe Oe3omnacHoe cocTtosiHue. Takoit Tun apromaruyeckoro BoccraHosineHus B FPT_RCV.3 3anpeiaercs.

TpeboBaHMST 3TOTO KOMITIOHEHTA HaIpaBJIeHbl TPOTUB YTPO3bl HAPYIICHUS 3aLUTHI B Pe3yJibTaTe HENPEeayCMOT-
peHHoro nepexona OO B 0MacHOEe COCTOSIHUE MPU BOCCTAHOBJIEHUU TOcJe cO0sl WK MEePEPHIBOB B (PYHKIIMOHUPOBA-
HMU ¢ OOJbIION ToTepeil faHHBIX Wi 06bekToB PBO B O1D.

3aMmeuaHus IO TIPUMEHEHUIO UIST OLIEHIIIMKA

Honyckaertcst, 4yToObl HYHKIMU YINOJTHOMOYEHHOIO aAMMHUCTPATOPA MO HAAEXHOMY BOCCTAHOBJICHUIO OBLIU
JIOCTYITHBI €My TOJIBKO B PeXMMe aBapuitHoU nomaepxku. Cienyer mpenycMOTpeTh CpelCcTBa OrpaHUYEHUS TOCTYIa B
pexXuMe aBapuiHON MOMAIEPXKKU, MPEAOCTABISISL €r0 TOJAbKO YMOJTHOMOUYEHHBIM MOJb30BATENSIM.

[Mpennonaraetcsi, 4T0 poOACTHOCTh MEXAaHU3MOB aBTOMATUYECKOTO BOCCTAHOBJEHUS OyneT BepuduLMpoBaHa
OLIEHIITUKOM.

Onepanuu

HazHnaueHnue

Hnsa FPT_RCV.3.2 aBropy [13/3b cnenyer crietiuduiinpoBath CIMCOK COOEB WM APYTUX MPEepPbIBAHUIN 00CTYXM-
BaHUSI, U1 KOTOPBIX HEOOXOIMMa BO3MOXHOCTh aBTOMAaTUYECKOTO BOCCTAHOBJICHUS.

Jasa FPT_RCV.3.3 apropy I13/3B cienyer npeaocTaBUTh KOJMYECTBEHHYI0O MEPY MPHEMJIEMBIX MOTEPh JAHHBIX
um o0berToB DBO.

FPT_RCV.4 BoccranoBienue GpyHKIuu

Komnonent FPT_RCV.4 conepxut Tpe6oBaHue, yToObl B ciydae c6oss ®BO HekoTopbie (YHKIIMU U3 YKCIIa
®DBO 160 HOpPMaIbHO 3aKaHYMBAJIKM paboTy, 1160 BO3BpAlAIMCh K OE30MACHOMY COCTOSIHUIO.

Onepanuu

HazHnauyeHnue

B FPT_RCYV 4.1 asropy I13/3B caenyer cnenudumupoBats cnucok GpyHKIuii 6€30MACHOCTH U CIEeHAPHEB C00€B,
JIIS1 KOTOPBIX HOPMAJIbHO 3aKaHunBaeTcsA padora @B, ykazaHHBIX B CNHCKE, WIH BOCCTAHABIMBAETCA MX YCTOMYMBOE H
0e3omacHoe COCTOSIHME.

JI.9 ObHnapyxenue nmosropHoro ncnoib3osanus (FPT_RPL)

CewmerictBo FPT_RPL cBsizaHo ¢ oOHapyXeHHeM MOBTOPHOTO MCMOJIb30BAaHUSI Pa3IMYHBIX TUIOB CYIIHOCTEMH
(Takux, KaK COOOIIEHUSs, 3aIIPOChl HA OOCIIYy>XMBaHUE, OTBETHI Ha 3aMpoChl OOCIY>XMBaHUS) U TMOCAEAYIOIIUMU Aei-
CTBUSIMU TIO €T0 YCTPaHEHMUIO.

FPT_RPL.1 O06HapyXeHne MOBTOPHOTO HCIOJIb30BAHMS

3aMeuyaHus 1O NMPUMEHEHUIO [IJIS1 TOJIb30BaTENS

PaccmarpuBaeMbIMU 37€Ch CYIIHOCTSIMU MOTYT ObITh, HAllpUMep, COOOIIEHUS, 3alpochl Ha OOCIyXuBaHUE,
OTBETHI Ha 3aIlpOChl OOCIY>KMBAaHUSI UM CEAHCHI MOJIb30BaTENEN.

Onepanuu

HazHnaueHue

B FPT_RPL.1.1 aBropy I13/3B caeayer mpeacTaBHTh CHHCOK CYHIHOCTEH, ISl KOTOPbIX CJIEAYET MPETyCMOT-
peTh BO3MOKHOCTh OOHAPYXKEHHS MOBTOPHOTO MCHONb30BaHHA. VIX mpuMepaMd MOTYT OBITh: COOOIIEHHS, 3aNMpPOChl HA
00CJIyXKHBaHHE, OTBETHI HA 3aNPOCHI 0OCIYKHBAHUS, CEAHCHI MOJIb30BATENE.

B FPT_RPL.1.2 astopy I13/3B caeayer cnenuuuupoBaTh CHHCOK AeiicTBuii, mpeanpuanmaembrx @BO npn
00HApYKeHHH MOBTOPHOTO MCNOJb30BaHNA. COBOKYNMHOCTDh NpeINPHHAMAEMbIX JAEHCTBHIA MOKET BKJIIOYATh B CeOs Wr-
HOPMPOBAHHE NOBTOPHO HCHOJb3yeMOil CYHIHOCTH, 3aNMpOC NMOATBEPXKIEHHS CYIIHOCTH M3 MAEHTH(UIMPOBAHHOIO MC-
TOYHMKA W OTKJII0YEHHE CY0OBEKTa, MbITABIIEroCcs MHAIMMAPOBATH MOBTOPHOE MCNOJb30BaHHE.

JI.10 ITocpennmuectso mpu odpamenusx (FPT_RVM)

Tpe6osanus cemeiictBa FPT_RVM cBsizaHbl ¢ acleKTOM «IIOCTOSIHHAsi TOTOBHOCTb» TPAJAULIMOHHOTO MOHUTO-
pa obpameHuii. Ilenb aToro cemeiicTBa coctont B obecrneueHun Wis 3aganHoi [1DB, uroosr B OJD Bce aeiicTus,
TpeOyIole OCYIIECTBICHUS MOJUTUKA U UHULIMMpYeMble CyObeKTaMU, HEIOBEPEHHBIMU OTHOCUTEJIbHO OMHOM WU
Bcex [IDB, Hag o6bekTamu, ynpasisembiMu 310l [TPB, poBepsiich @®BO Ha cootBercTBue I[1PB. Ecim momumo
atoro yactb ®BO, ocymectpisiomas [1PB, BeImoaHAeT TpeGOBaHUS COOTBETCTBYIOIIMX KOMITOHEHTOB U3 CEMECTB
FPT_SEP «Pasnencnue nomeHa» u ADV_INT «BuyrpenHsisi ctpyktypa ®BO», To 3Ta yacte ®BO obGecrnieunBaer
«MOHUTOp obOpaleHuit» ast atoit I1OB.

Momnutop obpaiieHuii aBasgercs yactbio ®BO, oTBeTcTBEHHOI 3a ocyecTBieHne I[1BO, u obnamaet cliemyro-
IIAMU TpeMsl CBOMCTBaMM.

a) HenoBepeHHbIE CYOBEKTHI HE MOTYT BMELIMBATHCSI B pa0OTY MOHUTOPA, T. €. OH YCTOMYUB K MTPOHUKHOBEHUIO.
OTO CBOHUCTBO obecneunBaercs TpeboBaHUsIMU KOMIIOHEHTOB cemeiictBa FPT_SEP.

6) HenosepeHHbIE CyOBEKTHI HE MOTYT OOOWTHM MPOBEPKM MOHMTOpPA, T. €. OH MOCTOSIHHO TOTOB K pabote. D10
CBOICTBO O0ecreurBaeTcsl TpeOOBaHUSIMU KOMMOHEHTOB ceMeiictBa FPT_RVM.

B) MOHMTOpP AOCTaTOYHO TIPOCT, ET0 YCTPONCTBO MOJAAETCS aHAIU3Y, €T0 ACHUCTBUS MOHSATHBI (T. €. ero TOCTPO-
€HMEe KOHIIETITyaJTbHO HECI0XHO). DTO CBOMCTBO 0OecreynBaeTcsi TpeOoBaHUSIMU KOMITOHEHTOB ceMeiictBa ADV_INT.

B emuHcTBeHHOM KOoMIoHeHTe cemeiicTBa FPT _RVM comepxurcsa TpeboBanue: «®BO MOMKHBI 00€CIIeYnTh,
yToOBbI (DyHKIMU, ocyuiecTBisommMe [1BO, BBI3BIBAIMCH M YCTIENTHO BHITIOJHSUIUCH MPEXAE, YeM pa3peliaeTcsl Bbl-
TTOJTHEHUE JTI000# apyroii pyHkumm B rpeneiax O P». B 1060it cucteme (pacmpeneieHHOM WY HET) UMeeTCs KOHed-
Hoe yrciio GyHKIMI, OTBETCTBEHHBIX 3a ocyiuecTsieHue [1bO. B atom TpebGoBaHuM He yTBEpXKIaeTcs, YTO AJs yIpaB-
JIeHUsI 0e30MacHOCTbIO MpUMeHsieTcsl ogHa ¢GyHKuMs. HaobopoT, yTBepxKmaeTcsi, YTO poJib MeXaHW3Ma IPOBEPKU
MPaBOMOYHOCTH OOpaIleHU BBITTOJHSIIOT HECKOJbKO (DYHKIMI, U UMEHHO WX COBOKYITHOCTb, OCYIIECTBIISIOIIAS
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I[MBO, obbenuHeHa moa MMeHeM MoHUTOpa obOpaiueHuii. [Ipy 3ToM HeoOXOAMMO NMPUHMMATh BO BHUMaHUE 3amady
COXpaHEHUsI TIPOCTOThI «MOHUTOPA OOpAalleHUN».

®BO nipu peanuzanuu [1OB npenocTaBasioT 3¢ HEKTUBHYIO 3alIUTY OT HECAHKIIMOHUPOBAHHBIX OIepaIInii TOT-
Jla ¥ TOJIbKO TOT[a, KOT/Ia MTPaBOMOYHOCTb BCEX NEMCTBUM, TpEAToNaraeMbIX UIsl OCYILIECTBIEHUs (HarpuMep, TOCTYII
K 00bEKTaM) W 3aIpOIeHHBIX CYObeKTaMM, HETOBEPEHHBIMU OTHOCUTENIBHO BCeX MM MMeHHO 3Toi [TPB, mpoBepsi-
etcst ®BO 1o BeIMoOTHEHUS AeiicTBUiA. Eciu geiicTBUS IO MpoBepKe OYAYT BBHITTOJIHEHBI HEIPABUJIBHO WJIN IIPOUTHOPH -
poBaHbI (060imeHbI), To ocyliecTBiecHUe [IMB B 11e10M MOXET OBITh TTOCTABJICHO TOM YIpo3y (ee MOXHO OOOWTH).
Torma «HemoBepeHHBIE» CYOBEKThI cMOTYT 00XoauTh [TMPB pasnuyHbIMU criocobaMm (TaKUMHM, KaK 00XOHd TTPOBEPKHU
JIOCTYTIA JIJIS1 HEKOTOPBIX CYOBEKTOB U OOBEKTOB, 00XO/ TIPOBEPKU ISl OOBEKTOB, Ubsl 3all[MTa YIIPABJISIETCS MPUKIIAI -
HBIMM TIPOTpaMMaMM, COXpaHEHUE MpaBa JOCTyIa MOC/e UCTeYeHMST YCTAHOBJIEHHOTO CpOoKa JIEWCTBUsI, 00XO/ ayauTa
COOBITUH, TOJUIEXAIIUX aAyAUTY, 00X0M ayTeHTU(UKAIIMK). BakHO OTMETUTh, UYTO TEPMUH «HEIOBEPEHHBIN CYObEKT»
OTHOCUTCS K CyOBbeKTaM, HEIOBEPEHHBIM OTHOCHUTEIBHO KaKOW-JTMOO MU BceX ocylecTBisieMbiXx [1MB; cyobekT
MOXET OBITh TOBEPEHHBIM OTHOCUTENbHO onHOM [TMB u HemoBEpeHHBIM OTHOCUTEIBHO APYTOA.

FPT_RVM.1 Heso3moxnocts 06xoga [TBO

3ameuaHus 1O NMPUMEHEHUIO IJIS1 TIOJIb30BATENS

[ns monydyeHus 5KBUBaJIEHTa MOHUTOpa o0palieHnit HE0OOXOAUMO TTPUMEHUTh JaHHBI KOMIIOHEHT COBMECTHO
mm6o ¢ FPT_SEP.2 «Otnenenne nomena [IPb», mu6o ¢ FPT_SEP.3 «IlonHblii MOHUTOpP OOpallleHWi», a TakKke ¢
ADV_INT.3» «MunumMusauus cioxHoctu». Kpome toro, eciu tpedyeTcst MOIHOE TOCPEIHUYECTBO MPU OOpaleHu -
sIX, TpeOOBaHUSI KOMITOHEHTOB U3 kjacca FDP «3ammuTa naHHBIX MOb30BaTeIs» HEOOXOAMMO PacIpOCTPaHUThH Ha
Bce 00beKThl B cocTaBe OO.

JI.11 Pa3nenenune nomena (FPT_SEP)

Komnonentsl cemeiictea FPT_SEP obecnieunBaiot, 4ToObl O MEHBIIEH Mepe OAWH JOMEH 0€30MacHOCTU ObLI
JIOCTYTIEH TOJBbKO JUISi cOOCTBeHHOTO BbimosHeHUsT ®BO, ¥ 3TUM OHM OBUIM 3alMIIEHBI OT BHELIHErO BMEIIATETh-
CTBa U MCKaxXeHus ( HarpuMep, MOIU(MUKALIUK KoIa WU CTpYKTYp AaHHBIX PBO) co cTOPOHBI HeTOBEPEHHBIX CYOBEKTOB.
BoimonHeHre TpeOOBaHUI 3TOTO CeMeCTBa YyCTaHaBIMBaeT Takylo camo3amuty ®BO, 4To HeaOBEepeHHBIN CYOBEKT
He CMOXeT MoauduupoBaTh uin mospeautb ®HO.

DTO ceMelCTBO COAECPXKUT Clenyrolme TpeboBaHus.

a) Pecypchl nomeHa 6e3omacHocti PBO («3alIMIIEHHOTO TOMEHAa») U PECYpPChl CYyOBEKTOB U aKTUBHBIX CYIII-
HOCTE, BHEITHUX T10 OTHOIIEHUIO K 3TOMY JIOMEHY, pa3lessiioTcsl Tak, YTO CYIIHOCTHU, BHEUIHHME MO OTHOIIEHUIO K
3aIIMIIEHHOMY TOMEHY, He CMOTYT MOJYYUTh WIIM MOAUMUIIMPOBaTh JaHHbIe WK Kog PBO B npepenax 3alnileHHO-
ro JOMeHa.

6) OOMeH MexXny JOMEHaMU YIPaBIsSIETCsl TaK, YTO HEBO3MOXEH MPOU3BOJIbHBIN BXOJA B 3alMIICHHBIN TOMEH
WY TIPOU3BOJIbHBINM BBIXOJ U3 HETO.

B) [TapameTpbl monb3oBaTeNss WM NMPUKIAIHON MPOrpaMMBbl, MepefaHHbIe B 3alMIIEHHbI TOMEH 1O aapecy,
MPOBEPSIOTCSI OTHOCUTEIBHO aIpecHOro MPOCTPAHCTBA 3alllMILEHHOTO ITOMEHa, a TepeJlaHHble 10 3HAYEHUI — OT-
HOCUTEJIbHO 3HAYEHUI, OXUIAEMBIX 3TUM JOMEHOM.

r) 3aluilneHHble TOMEHbI CYObEKTOB pas3iesieHbl, 3a MCKJIIOUEHUEM CJIydyaeB, KOrla COBMECTHOE MCIMOJIb30Ba-
HUE OJHOro gomeHa ymnpasisercs OBO.

3ameuaHus ISl TIOJIb30BaTeIsI

DTO ceMelCTBO MpUMEHsETCs, Korga TpebyeTcs yBepeHHOCTh B ToM, 4To PBO He moaBepXeHbI BHELTHEMY
BO3MIEUCTBUIO.

[ns monyyeHus: 5KBMBaJIeHTa MOHUTOpPA oOpailieHnit Heooxoaumo npuMeHuTh KoMnoHeHT FPT_SEP.2 (Otne-
nenne ngomeHa IIPB) wim FPT _SEP.3 «IlomHblii MoHMTOp O6pamieHmit» coBmecTHo ¢ FPT_RVM.1 «HeBo3Moxk-
HocTb 00xona [TbO» u ADV_INT.3 «MuHumMu3zaius cioxHoctr». KpoMe Toro, ecnu TpedyeTcs MoJHOe MocpeaHuye-
CTBO IIpU OOpallleHUSAX, TpeOOBaHMUSI KOMMIOHEeHTOB M3 kiacca FDP «3ammra maHHBIX MOJB30BaTEIsI» HEOOXOTMMO
pacnpocTpaHUTh Ha Bce 00BeKTH B cocTaBe OO.

FPT_SEP.1 Otnenenue nomena @60

be3 otnenbHoro 3amuiieHHoro goMeHa mig @BO He MoxeT ObITH moBepust ToMy, yTo PBO He MoaBepraavch
KaKMM-JIM0O BO3IEWCTBUSIM CO CTOPOHBI HEJIOBEPEHHBIX CYObeKTOB. Takue BO3/1eiCTBYSI MOTYT MPUBECTH K MOaM(UKa-
LMY KOJa U/Wu CcTpYKTyp maHHbIX OBO.

FPT_SEP.2 Otaenenne nomena IIPb

Hawub6onee BaxHoit pynkuueit ®BO siBnseTcs moamepxka ocyiiectsiasieMbix uMu [1OB. UToObI yIpocTUTh pas-
pabotky I[1®b u mpubIU3UTL UX CBOMCTBA K CBOMCTBAM MOHMTOpPA OOpAIlleHU, B YaCTHOCTH, K CTOMKOCTH K BO3IEHi-
cTBUSM, GyHKIUU, TpoBonsdiure [TPB, HeoOXoAMMO COCPENOTOYNTh B IOMEHE, OTAUYHOM OT OCTAJIbHOM 4YacTH
®BO.

3aMeuaHus IO TIPUMEHEHUIO UISI OLIEHIIIMKA

Bo3MoxxHO, 4TO MOHMTOp OOpalleHWil B MHOTOYPOBHEBOM IPOEKTE IPEAOCTaBIsieT OoJibllie (yHKUUMN, yeM
Tpebyetcst B [IMB. DT0 nMpoucTeKaeT U3 MpaKTUYECKON peaanu3alii MHOTOYPOBHEBOTO ITPOEKTa IIPOrpaMMHOT0 obec-
neyeHusd. [1pu atom byHKIMU, He oTHOocAImMecs K [IPB, creayer cBeCTH K MUHUMYMY.

HonycTuMo, 4ToOBI MOHUTOPHI OOpallleHuH s BceX ocylecTBisieMbix [1MPB Haxoamimnch Kak B OMHOM JTOMEHE
MOHUTOpA oOpalleHni, TaK U B HECKOJbKUX JOMEHaX (KaXIblii MCITOJIb3YEeTCS ISl OCYILEeCTBICHUs ONHON WU He-
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ckonbkux I1®B). Eciiu nMeeTcst HECKOJIBKO TOMEHOB MOHMTOpPA obpalieHuit 1ist HecKobkux [1PB, oHn MoryT mim
OBITh PAaBHOMPABHBIMU, WM O0Pa30BbIBATH UEPAPXUIO.

Hnsa FPT_SEP.2.1 ¢pa3a «HeusonaupoBaHHas yactb @DBO» otHocuTed K Toit yactn ®BO, koTopas He oxBayeHa
B FPT _SEP.2.3.

Onepanuu

HasunaueHue

Jns FPT_SEP.2.3 asropy I13/3b caenyer cnenupunuposats Te [I®B ynpapiaenns goctynom u/wim nadopma-
IHOHHBIMH TOTOKAMH, KOTOPBIM CJIEAYET 3aHUMATh OTAEJbHBIH OMEH.

FPT_SEP.3 Iloansiii MOHATOpP 0Opamenuii

Haub6onee Baxknoit pyHkuueit u3 uyncia ®bO aBnsercs nmomaepxkka ocyuiecTBisgemblx uMu [1OB. KoMoHeHT
FPT_SEP.3 3aBepiaer TpeGoBaHUS MPEAbIAYIINX KOMIIOHEHTOB CEMENCTBa, YCTaHABIMBAsI, UYTO gce (yHKIUU 0e30-
nacHoctu, nposoasamue [IPB ynpasieHuss 10CTYyNOM /WU WHGOPMAIIMOHHBIMU TTOTOKAMU, OYIYT BBITIOJTHATHCS B
JIOMEHe, OTIMYHOM OT JIOMEHa BBIMOJHeHHsT ocTadbHBIX DBO. Bro ynpomaeTr pazpaborky ®BO u npubmxkaet mx
CBOICTBa K CBOWMCTBAM MOHUTOpA OOpallleHUi, B YaCTHOCTH, K CTOHKOCTU K BO3IEUCTBUSIM.

3ameuaHus IO TIPUMEHEHUIO UISI OLIEHIIIMKA

Bo3MoxxHO, 4TO MOHMTOp OOpalleHWil B MHOTOYPOBHEBOM IIPOEKTE IPEAOCTaBIsieT OoJibllie (yHKUUMN, yeM
Tpebyetcst B [IMB. DT0 mpoucTeKaeT U3 MPaKTUYECKON peaanu3alii MHOTOYPOBHEBOTO ITPOEKTa IIPOrpaMMHOTO obec-
neyeHus. [1pu aToM GyHKIMU, He oTHOcsAImMecs K [IPB, creayer cBeCTH K MUHUMYMY.

HonycTruMo, 4ToOBI MOHUTOPHI OOpallleHuH s BceX ocylecTBisieMbix [1MPB Haxoamimnch Kak B OMHOM JTOMEHE
MOHUTOpA oOpallleHUi, TaK U B HECKOJbKUX JOMEHaX (KaXIblii MCITOJIb3YEeTCS ISl OCYILEeCTBIEHUs ONHON WU He-
ckonbkux [1®PB). Ecnu nmeercs HECKOIbKO TOMEHOB MOHUTOpA oOpallieHui 1j1s1 HecKonbkux [1PB, oHn moryt win
OBITH PAaBHOMPABHBIMU, WM 00Pa30BbIBATH UEPAPXUIO.

JI.12 IIporokon cunxponusauuu coctosuuii (FPT_SSP)

PacnipeneneHHble CUCTEMBI MOTYT UMETh OOJIBIIIYIO CIOXHOCTb, UeM Hepaclpene/eHHbIe, U3-3a MHOT0O0pasusi
COCTOSTHUI 4YacTeil CUCTeMbl, a TakXXe M3-3a 3alepXeK CBsSI3M. B OOJBUIMHCTBE ClydyaeB CMHXPOHU3AIMS COCTOSIHUSI
MEXIy pacrnpeleleHHbBIMU (DYHKIIMSAMU BKJIIOYAeT B ce0si, BMECTO OOBIYHBIX JCMCTBUIA, IPUMEHEHUE TTPOTOKOJIa 00-
MeHa. Korma B cpenme pacrnpenefleHHbIX CUCTEM CYILECTBYIOT Yrpo3bl 0€30MacHOCTH, MOTPeOyoTCs Oosiee CIOXHBbIE
3alIUIIEHHBIE TTPOTOKOJIBI.

CewmerictBo FPT_SSP ycraHaBnuBaeT TpeGoBaHME MCIOJb30BaHUS HAJEXKHBIX MPOTOKOJIOB HEKOTOPHIMU KpH-
TUYHBIMU 110 6e30macHoCcTH GyHKuusaMu u3 yncia ®BO. OHo obecnieunBaer, 4yToOkI ABE pacipeaeneHHble yactu 00
(Hanpumep, miaBHble DBM) CMHXpOHM3UPOBAJIM CBOM COCTOSIHUS TOCJ]E NEHMCTBUM, CBSI3aHHBIX C 0€30MMaCHOCThBIO.

3ameuaHus ISl TIOJIb30BaTEJIsI

HexoTtopsie cocTosIHMSI HEBO3MOXHO CUHXPOHMU3MPOBATh, WM 3aTPaThl Ha TpaH3aKLUIO OyIyT CAWILKOM BEJIU-
KUY JUISI TIPAKTUYECKOTO TIPMMEHEHMSsI; OTMEeHa Kitoua 1u@poBaHUs SBISIETCS TTPUMEpPOM, KOTIa MOcje BBITOJTHEHUs
JIECTBUSI COCTOSIHUE MOXET CTaThb HeolpeaesieHHbIM. JInbo neiicTBUe MpEeArnpuHSITO, a MOATBEPXKACHWE HE MOXET
OBITH OTIPaBJEHO, MO0 COOOIIEHME TTPOUTHOPUPOBAHO TOJIydaTeeM, U TT0O3TOMY OTMeHa He mpousoiaeT. Heorpe-
JIeJIEHHOCTh MPUCYLIA pacnpeneieHHbIM cuctemaM. [IpoGiema HeomnpeneaeHHOCTH CBsA3aHa ¢ HEOOXOAUMOCThIO CUH-
XPOHM3AIIMU COCTOSTHUI M MOXET pellaThCcsl COOTBETCTBYIOIIMMU MeTonaMmu. [InaHupoBaTh HeolpeaeeHHbIE COCTOsI-
Hus Oecrionie3Ho; npu Hux aBTopy [13/3b crneayer npuberHyTh K Apyrum TpeOOBaHUSAM (Harpumep, mojada CUrHasia
TPEBOTU, TPOBEJCHUE AYIUTA).

FPT_SSP.1 OaHocTopoHHee HAJEXHOE MOATBEPKIEHHE

3aMeuyaHus 1O MPUMEHEHUIO IJIS1 MOJIb30BaTENS

B xommnonente FPT_SSP.1 Heo6xoanmo, 4To6s! 1o 3anpocy @BO npenocTaBisiiiv MOATBEPXKIASHUE TS IPYTOi
gactu ®BO. D10 mMoaTBepxXIeHUEe TpebOyeTcs M yKasaHUs, YTO B OAHOM vacTh pactpeneneHHoro OO ycreurHo
MoJyyeHo HeMoauduuupoBaHHOe cooblieHue u3 apyroit yactu OO.

FPT_SSP.2 B3auMHoe HaJe:KHOE MOATBEPKIEHUE

3aMeuyaHus 1O NMPUMEHEHUIO IJIS1 MOJIb30BATENS

Kommnonent FPT_SSP.2 comepxut TpeboBaHUE, UTO B JOTOJHEHHUE K MPEIOCTABICHUIO TTOATBEPKIACHUS TTOJTY-
YeHUs TepelaBaeMbIX JaHHBIX MprHUMalolieil yacTn @BO HeobXxomuMo 06paTUTHLCS K Tiepeaalolieil 3a yBeTOMIICHN -
€M O TMOJYYeHUU TOATBEPXKICHMSI.

Hanpumep, nokanbHas yacth ®BO nepenaer manHbie ynaneHHoi yactu PBO. TlocnenHsas moaTBepkIaeT yc-
TIEITHBIN MMpHUeM COOOIIEeHMS 1 3alpalluBaeT y epegasiieii coobiienre yactu ®bO yBenoMieHue, 4To OHA TTOIYYH-
Jla TIOATBepXKIeHWe. DTOT MEXaHW3M JaeT JOIMOJHUTENBbHYI0 YBEpeHHOCTh, 4To 00e dactu PBO, ydacTBylomme B
repenavye JaHHBIX, U3BEIIEHBI 00 YCITEITHOM 3aBepIICHUN TTepeIavn.

JI.13 Metku Bpemenu (FPT_STM)

CewmetictBo FPT_STM conepxut TpeGoBaHUSI 10 MPEAOCTABICHNUIO HaJeXHbIX MeTOK BpeMeHU B Tipeaenax OO.

3aMeuyaHus ISl TIOJIB30BATENS

Ha aBtopa I13/3b BosnaraeTcsi pa3bsiCHEHME CMBIC]Ia BBIPAXKEHUS «HAIEXXHbIE METKM BPeMEHM» M yKa3aHue,
rae IpUHUMAETCS pellleHrue O HaJAeKHOCTH.

FPT_STM.1 HanexHble METKH BpeMeHH

3aMeuaHus MO TMPUMEHEHUIO JUISl TTOJIb30BaTEsI

[pumenenue komroHeHta FPT_STM.1 BO3MOXHO AJis MpeaoCTaBIeHUS] HAACXKHBIX METOK BPEeMEHU MPU MPO-
BEJEHUU ayauTa, a TaKXe /I OTpaHWYEHUS] CpOKa JeHCTBUSI aTpuOyTOB 0€30MacCHOCTH.
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JI.14 Coranacosannocts ganaeix ®BO mexny ®PBO (FPT_TDC)

B cpene pacnpenenernHoit wian ciaoxHou cucteMbl OT OO MOXeET ITOTpeOOBaTHCS IMIPOU3BECTH OOMEH TaHHBEIMU
®BO (takumu, kak atpudytel [1PB, accounnpoBaHHbIe ¢ JTaHHBIMU, WHGOPMAIIUS ayanuTa WM UACHTU(GUKALIMT) C
npyrum noBepeHHbIM TiponykToM MUT. CemeiictBo FPT_TDC onpenensieT TpeboBaHUs 111 COBMECTHOTO MCITOJIb30Ba-
HMS ¥ HETTPOTMBOPEYUBOI MHTEPIIPETALINKU 3THUX aTpuOyToB Mexay ®BO u apyrum goBepeHHBIM mpoaykTom MT.

3aMeuaHusl AJs1 MOJIb30BATES

OTO ceMENCTBO MpeJHAa3HAYEHO Ui TIPEACTaBICHUSI TPEOOBAHUIT K aBTOMATUUECKON MOMAEPXKKE COrJacoBaH-
Hoctu gaHHbIX DBO npu ux nepemave Mexxny ®BO pacecmarpuaemoro OO u ®BO npyroro J0BepeHHOTO MPOAYKTA.
Bo3MoxHa u Takasl cuTyalusi, KOrna ajsi CoriaacoBaHusl aTpuOyToB 6€30MacHOCTA MPUMEHSIIOTCSI TOJbKO MPOLERYp-
HblE MEDbI, OIHAKO OHU 3[I€Ch HE PACCMATPUBAIOTCS.

Cemericteo FPT TDC omimuuaercs ot FDP_ETC u FDP_ITC, Tak xak nociegHue HarnpaBieHbl JUIIb Ha
cooTHeceHHe aTpubyToB 6e3omacHocTr Mexny @BO 1 HocuTeIIMM UMITOPTUPYEMOM WJIM 3KCTIOPTUPYEMOM UMU WH-
dopmarmu.

B ciyuae, korma BaxHa 1esocTHOCTh JaHHBIX PBO, cinenyet BeIOpaTh TpeboBaHus u3 cemeiictea FPT _ITI. Ero
KOMITOHEHTBI oTpeaessiioT TpedboBanust, 4To0bl @BO ObLIM CITOCOOHBI OOHAPYXUTH W/WJIW UCTIPAaBUTh MOAU(DUKALIUA
nanHbelx @BO BO Bpemst mepemayn.

FPT_TDC.1 Ba3oBas coriaacosannocts 1anHbix P50 mexny ®BO

3aMmeuyaHus MO MPUMEHEHUIO IS MOJIb30BaTENS

®BO oTBeyaloT 3a MOANACPKKY corinacoBaHHOCTU gaHHBIX B0, MCToab3yeMbIX UMY WIIM ACCOIMMPOBAHHBIX C
HMMU, KOTOPBIE SBJISIIOTCSI OOIIMMM Y IBYX WM GoJiee JoBepeHHBIX cucteM. Hampumep, nanusie ®BO s @BO aByx
PA3TMYHBIX CUCTEM MOTYT TOJIKOBAThCSI BHYTPU HUX MO-pa3HoMmy. [1s mpaBUIbHOTO TIpuMeHeHusT faHHbIX @ BO npu-
HUMaIIMM J0BepeHHBIM TpoayktoM UT (Hampumep, mis obecriedeHUs] TaKOW XK€ 3alllMThl JAHHBIX TOJIb30BaTeJsl,
kak 1 B OO) Heobxomumo, utoobl OO u apyroit noBepeHHbI npoaykT UT mpuMeHsin 3apaHee yCTaHOBJICHHBIN
MpoToKoj ooMeHa gaHHbIMU DBO.

Onepanuu

HazHaueHue

B FPT_TDC.1.1 asropy I13/3B cienyer onpenenuts cnucok TunoB faHabx ®BO, KOTOpHIE TOKHBI COTIACO-
BAHHO MHTEPNPETHPOBATHCS NMPH COBMECTHOM mcnoib3oBannn ®BO u npyrum nosepennsiv mpoaykrom UT.

B FPT_TDC.1.2 asropy I13/3B cieayer npuBecTH COMCOK NMPaBWI MHTepnperanuu, npumensembix ®BO.

JI.15 Cornacosannocts Janaeix @®BO npu ny6mmposanmu B npenenax OO (FPT_TRC)

TpeboBanus cemeiictBa FPT_TRC Heobxomumbl, 4TOOBI 00ecrneuynTh corjiacoBaHHOCTh naHHbBIX DBO, xorma
oHM ayonupyoTcs B npenenax OO. Takue naHHbIE MOTYT CTaTh HECOTJIACOBAaHHBIMU TIPU HapYUIEHUU pabOTOCTIOCO0-
HOCTM BHyTpeHHero kaHaia mexnay vactsimu OO. Ecin OO BHYTpeHHE CTPYKTYpHMpPOBaH KakK CE€Th, TO 3TO MOXET
MPOM30UTH M3-3a OTKJIIOUEHMS OTACJbHBIX YaCTEeil CETH MPU pa3pbiBe CETEBbIX COSNMHEHUI.

3ameuaHus ISl TIOJIb30BaTEIsI

Merton obecrieyeHus1 COTJIaCOBAHHOCTHU B TAHHOM CceMelCcTBe He yKa3biBaeTcst. CoriacoBaHHOCTb MOXET TOCTH -
raThCsl C MOMOIIbIO HEKOTOPO# (hOpMbl 0OPaOOTKM TpaH3aKIMii (I1e COOTBETCTBYIOILIME TPAH3AKIIMKU «BO3BPAIIAlOTCSI
Ha3al» K MeCTy OTIpaBJIeHUs Yepe3 IMOBTOPHOE COEAMHEHME) WJIM MyTeM OOHOBJEHMS NyOIMpyeMbIX JaHHBIX Yyepe3
npotokoj cuHxpoHusauuu. Eciu nis [13/3b HeoOXoaMM KOHKPETHBIM MPOTOKOJ, TO OH MOXET ObITh CIIelIMDULIUPO-
BaH C MCITOJb30BAaHUEM OTepalliid yTOUHEHMSI.

MoxeT oKa3aThbCsl, YTO CUHXPOHU3MPOBATh HEKOTOPBIE COCTOSIHUSI HEBO3MOXHO WJIM 3aTpaThl Ha TaKyl0 CUHX-
POHU3ALINIO CJUILIKOM BhICOKHU. [IpuMepoM 1mogo0HOM CUTyaluy CIYKUT OTMEHA KaHAJIOB CBSI3W U KJItovel 1mndpona-
HUs1. MOTyT Takxke BOZHUKATh HeompeneaeHHbIe cOCTosiHUS. Eciu kenareneH KOHKPETHBIN pexXXuM (yHKIIMOHUPOBa-
HMSI, €r0 CleAyeT crelu(uiMpoBaTh C UCTIOJIb30BAHUEM OTEpAllMM YTOYHEHUS.

FPT_TRC.1 CornacoBanHocTb ayompyemsix aanabix @BO

Onepanuu

HazHnauyeHnue

B FPT_TRC.1.2 asropy I13/3B cuenyer cnemupumuposats cniucok @B, KoTOpbie 3aBHCAT OT COTIACOBAHHOCTH
nyosmpoBanusa naHubix PBO.

JI.16 Camotectuposanme ®BO (FPT_TST)

CemeiictBo FPT_TST ompenensier TpeboBaHus mis camotectupoBaHus ®BO B 4acTW HEKOTOPBIX TUITUYHBIX
orepaluii ¢ M3BECTHBIM pe3yiabTaToM. [lpuMmepamMu MOTYT CIyXWUThb OOpallieHusl K MHTepdeiicaM OCYIIeCTBIsIeMbIX
(yHK1IMIA, a TakkKe HEKOTOpbIe apudMeTUIeCKre OTepalni, BhITIONIHsAeMble KpUTUYHBIMUA YyacTaMu OO. DTH TecThl
MOTYT BBITIOJIHATBCS TIPU 3aIMyCKe, MePUOIUIECKHU, TI0 3alpoCy YIMOJTHOMOYEHHOTO MOJIb30BaTEeNsl UM TIPU YAOBIET-
BopeHuu Apyrux yciaosuii. HetictBusa OO, mpeanpuHUMaeMble MO pe3yabTaTaM CaMOTECTMPOBAaHUS, OMpeaeIeHbl B
JIPYTUX ceMelicTBaX.

TpeboBaHMSA 3TOTO ceMelicTBa TaKKe HeOOXOOUMBI UISI OOHApYXeHUsST UCKaXeHUs BhITToNHsIeMoro Koma ®BO
(1. e. mporpammHoii peanuzaru @BO) u naHnHbIX PBO pasnMuHBIMUA cO0SIMU, KOTOPBIE HE BCeTIa MTPUBOIAT K MPUOC-
TaHOBKe (dyHKuMoHupoBaHus OO (paccMOTpeHHO# B IpYyrux ceMmeiicTBax). Takue MpoBepKH HEOOXOIMMO BBITION-
HSTh, T. K. MOJOOHBIE COOM HE BCEeTAa MOXHO MpeaoTBpaTuTh. OHM MOTYT MTPOUCXOAUTH JIMOO U3-32 HEMPEIyCMOTPEH-
HBIX TUTIOB COOEB WJIM MMEIOIIMXCSI HETOYHOCTEN B MTPOEKTE allapaTHBIX, TPOrpaMMHO-aMIapaTHBIX ¥ TPOTPaMMHBIX
CpencTB, JMOO BCIEACTBUE 3JIO0HaMepeHHOro HucKaxeHns PBO, momylieHHOTO M3-3a HeaJeKBAaTHOM JIOTMUECKOM
u/vnu pU3nYecKon 3aluThl.
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JIONOJTHUTETbHO 3TOT KOMITOHEHT MOXET, TIPM COOTBETCTBYIOIINX YCIOBUSIX, ITOMOYb IPEIOTBPATUThL HEINPH-
emyieMble WM HaHocsume yimepo mameHeHuss ®BO, KoTopbie MOTYT OBITH TPOM3BeACHBI B 3KcIuryatupyemom OO
TP BHITIOJTHEHU U JeHCTBUIA TTO COMMPOBOXACHUIO.

3aMevaHus AJsT TOJb30BaTeIst

TepmuH «mpaBuiibHOe BbITTOTHeHHEe DBO» OTHOCHUTCA TIaBHBIM 00pa3oM K (YHKIIMOHUPOBAHUIO TTPOrpaMM-
Horo obecrieueHust PBO U 11TOCTHOCTU €ro HaHHBIX. AGCTpaKTHasT MalllMHa, Ha KOTOPOU peau3yeTcs MporpaMM-
Hoe obecrieueHne M®BO, mposepsieTcs yepes 3aBucuMocTb oT FPT _AMT.

FPT_TST.1 TecrupoBanne ®BO

3aMevaHus 1Mo MPUMEHEHUIO IS TT0Jb30BaTest

Kommnonent FPT_TST.1 momnepkuBaeT Kak TeCTUpOBaHWE KPUTUIHBIX DyHKIMI 13 ynciaa GBO yepes Tpe6o-
BaHME BO3MOXHOCTH 3aIlycKaTh TECTMpOBaHMe (DYHKIIWI, TaK W MPOBEPKY IEJOCTHOCTH JAHHBIX U BHITIOJHSIEMOTO
koma ®BO.

3aMevaHus 1Mo MPUMEHEHUIO IJIsT OlleHIINKA

Homnyckaetcs, 4ToObl (DYHKIIUU, TPEIOCTaBIsIeMble YITOJTHOMOUYEHHOMY IOJIb30BATENIO IS TIEPUOIUIECKOTO
TECTUPOBAHUSI, OBITM TOCTYITHBI TOJIHKO B aBTOHOMHOM PEXMME U PEeKUME aBapHitHON MOMIEPXKU. B aThX pexkmmax
cJenyeT MpeayCMOTPeTh CPEeICTBA OTPAaHUYEHUS JOCTYIA, MPEAOCTABIISISI €r0 TOJbKO YITOTHOMOYEHHBIM ITOJIb30BaTe-
JISIM.

Onepanuu

BrebGop

B FPT_TST.1 asropy I13/3B cuenyer cnemudumuposats, korna camuvua ®BO OyneT BBINOIHATHCA TECTHPOBA-
nne @BO: npyn 3anycke, NepHOINYECKH B MPoONEcce HOPMAJILHOrO (PYHKIMOHHPOBAHMSA, MO 3aMPOCY YNOJTHOMOYEHHOTO
T0JIb30BATEISA, NPH JPYIHX ycaoBUAX. B mociaennem ciaydae asropy I13/3B caemyer Takke yKa3aTh KOHKPETHBIE YCJIO-
BHSA, HCIOJIb3Ys ONEPANMI0 HA3HAYECHHUS.

HazHnauyeHnue

B FPT_TST.1.1 asropy I13/3b caenyer, eciiu ciejaH COOTBETCTBYIOLIMi BbIOOD, cnenu(pHIupoBaTh yCIOBH,
NpH KOTOPBIX CJIEAYET BBLIMOJHATL CAMOTECTHPOBAHHE.

IMPUJTOXEHUWUE M
(cripaBOYHOE)

Hcnosb3oanue pecypcos (FRU)

Knacc FRU coaepxut Tpu ceMeicTBa, KOTOpbIe MOIACPXKXUBAIOT JOCTYITHOCTh TPEOYEMBIX PECYPCOB, TaKHUX KaK
BBIYMCIUTETbHBIE BO3MOXHOCTH U/miK 00beM naMsTu. CemeiictBo FRU _FLT «OTka30ycToiYMBOCTb» MPEIOCTABISET
3alIUTY OT HEAOCTYMHOCTH pecypcoB, BbizBaHHOU cboeM OO. CemeiictBo FRU_PRS «Ilpuopurer oGcmykuBaHusI»
obecrieynBaeT, YTOObl PeCypchl BBIIEISINCH Hanbojee BaXXHbIM MM KPUTUUYHBIM T10 BPEMEHU 3a1avyaM U HE MOTJIN
OBITH MOHOIIOJIM3MPOBaHBI 3aga4yamMu ¢ 6onee HU3KUM npuopureroM. CemeiictBo FRU _RSA «Pacnpenenenue pecyp-
COB» yCTAHABJIMBAET OrPAaHUYECHUS UCIOJb30BAHUSI JOCTYITHBIX PECYPCOB, MPEAOTBpAlllasi MOHOMOJMU3ALMIO PECYPCOB
MOJIb30BaTEISIMMU.

Hexommnosunus kinacca FRU Ha cocTaBisioniue ero KOMINOHEHTHl TTpUBeAeHa Ha pucyHke M. 1.

M.1 Otka3oycroituuBoctb (FRU_FLT)

CewmeiictBo FRU_FLT conepxut Tpe-
6oBaHUS K JOCTYITHOCTH (DYHKIIMOHATHHBIX
BO3MOXXHOCTeH gaxe B ciydae cboeB. [Ipume-
pHI TaKUX cOOEB: OTKJIIOUECHHUE MUTAHUSA, OT-
Ka3 anmnapaTypbl, cOOl NporpaMMHOro obec-
neyeHus. B cimydae Takux ommGoOK, €CIM 3TO
cneuudunmposano, OO OymeT MmoaIepKUBaTh
onpeaeneHHble Bo3MoxHoctu. ABtop [13/3b
MOXET CIelu(PUIUpPOBaTh, HAIIPUMED, YTO
OO, ucnonb3yeMblii Ha aTOMHO# CTaHIINU,
MPOIOJIKUT  paboOTy IO BHITIOJTHEHUIO MPO-
LeaIypbsl OCTAaHOBKW peakTopa mpu cboe B
SHEeProCcHaOXeHUU WJIU CPEACTBAX CBS3H.

3aMmeuaHus ISl TIOJIb30BaTEIsI Pucynoxk M.1 — Jlekomno3uius kiacca «Mcnonb3oBaHue pecypcoB»

Wcnonb3oBaHue pecypcoB

— FRU_FLT OTkasoycTon4mMBoCTb — 1 2

— FRU_PRS MpuoputeT ob6cnyxusanHus — 1 2

— FRU_RSA PacnpegaeneHne pecypcos — 1 2

[Mockonbky OO MOXeT nMponoKaTh NpaBuibHOE (GYHKIIMOHUPOBAHUE TOJBKO MPU MPOAOIKEHUU OCYILIECTBIIE-
nus [1BO, To uMeercs: TpeboBaHUe, YTO TOCHEe COOSI CUCTeME HEOOXOAMMO OCTaBaThbCsl B 0€30TIACHOM COCTOSIHWM.
OTta crnocobHOCTh obecrnieunBaetcs npusieyueHueM KomnoneHta FPT_FLS.1.

MexaHu3Mbl obecrieyeHts] OTKa30yCTOMUYMBOCTU MOTYT ObITb AKTUBHBIMU WJIM MMaCCUBHBIMU. AKTUBHBIN Mexa-
HM3M UMEET clieliayibHble (DyHKIIMU, KOTOPbIE aKTUBU3UPYIOTCSl IPU BO3HUKHOBEHUM olimOku. Hampumep, noxap-
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Hasl CUTHAJIM3alus SBJISIETCS aKTUBHBIM MexaHu3MoM: PBO oGHapyXaT moxap U CMOTYT MPEeINPUHSIThL ASUCTBUS TI0
BKJTIOUCHUIO OTIepallii pe3epBUpoBaHus. [laccuBHas cxeMa MpUMEHseTCs, eciu B apxutekrype OO 3ajoxeHa Cro-
COOHOCTh 00paboTKM omMbKU. Hampumep, nmpuMeHeHWe MakOpUTAPHOM CXEMBbI TOJIOCOBAHUSI ¢ HECKOIBKMMU TIPO-
1lecCCopaMu SIBJISIETCSI TTACCUBHBIM pellIeHWEeM; 0TKa3 OJHOIO Tpolieccopa He npepBeT pyHKimoHupoBaHue OO (xoTst
OTKa3 TpeOyeTcs 0OHAPYXXUTh ISl UCTIPABJICHUS ).

st 3TOrO ceMeicTBa HE UMEET 3HAUEHUsI, ObLT JIM COOl MHULIMMPOBAH CIy4yailHO (Hampumep, MepenojHeHue
WM OLIMOOYHOE OTKJIIOYEHUE YCTPOMCTBA) WM MpPEeIHAMEPEHHO (HampuMep, U3-3a MOHOIMOJU3ALUU PECYpCca).

FRU_FLT.1 IlonuxeHHass OTKa30yCTOHYMBOCTb

3aMeyaHUs M0 TPUMEHEHWIO JUIS TTOJIb30BATENS

Komnonent FRU_FLT.1 npennasznauen njsi crieiiu@ukaiuy Toro, Kakue Bo3MoXXHOCTH OO MpoaoJIXUT TIpe-
JOCTABJIATH TIOCTe cO0sT CUCTEMBI. Tak Kak CJI0KHO OBUTO GBI OMKCATh BCE BOZMOXHBIE OTKA3bI, MOXHO CIIEIIU(PUITNPO-
BaThb uX Kareropuu. [IpuMmepaMu TUIIMYHBIX COOEB SABISIOTCS: 3aTOTUICHME TOMEILIEHUS C armapaTrypoii, KOpOoTKoe
3aMblKaHKe, cOOil LEHTPaJbHOTO Mpoueccopa win rinaBHoit DBM, cboii mporpaMMHOro obecrevyeHus, nepenoHe-
Hue Oydepa.

Onepanun

HazHnauyeHnue

B FRU_FLT.1.1 asropy I13/3B caeayer cnenudunmuposats cmucok Bo3Moxunocreii OO0, kotopeie OO Oyner
TOIEPKABATH BO BPeMs H mocje cnenuuuupoBaHHOro cOos.

B FRU_FLT.1.1 asropy I13/3b cuenyer cnemuuumpoBaTs CHHCOK THIOB c00eB, 0T KoTopeix OO n0smKeH
ObITh 00A3aTeNbHO 3amumen. Eciam ciyaurcesa c6oif u3 3Toro cnucka, OO OyneT cnocodeH NpoaoKUTh (PYHKIHOHUPO-
BaHme.

FRU_FLT.2 OrpanuyeHHasi 0TKa30yCTOHYHBOCTD

3aMeuyaHUs M0 TPUMEHEHWIO JUIST TTOJIb30BATENs

Komnonent FRU_FLT.2 nosBossieT crietuduimpoBath, KakuM thunaM cooeB OO HeoOX0AMMO TPOTUBOIEH -
CTBOBaTh. TaK Kak CJI0XHO ObLIO ObI OMTMCATh BCE BOBMOXKHBIE OTKA3bl, MOXKHO CIeIM(PUIIMPOBaTh UX KaTeropuu. I1pu-
MepaMU TUTTMIHBIX COOEB SIBIISIOTCS: 3aTOTUICHUE TTOMEILEHUS C alapaTypoii, KpaTKOBPEMEHHOE OTKITIOUEHUE SHEP-
rocHaOXeHusI, cOOl LIEHTPAJIbLHOTO TMpolieccopa WiK riaaBHO DBM, c¢6oit mporpaMmMHOro obecrieueHus, rmepenoJ-
HeHue Oydepa.

Onepanuu

HazHnauyeHnue

B FRU_FLT.2.1 aBropy I13/3b cnenyer cneundunpoBath CMCOK TUMOB cb60eB, 0T KOTOphIX OO n0ykKeH ObITh
00s13aTesbHO 3aiuineH. Ecnu ciyunrtest c6oit u3 aroro crucka, OO Oyzaer crocobeH MpoaoKUTh (GYHKIIMOHUPOBA-
HHe.

M.2 Ilpuopurer oociyxusanus (FRU_PRS)

TpeboBanus cemeiictBa FRU_PRS mossonsger @BO yrpaBiasiTh HCMOIb30BAHUEM PECYPCOB MOJIb30BATEIIMU U
CyOBeKTaMM B TIpe/ieiax CBoell 06IacTu AeMCTBUS TaK, YTO BEICOKOIIPHOPUTETHRIE onepariuu B penenax O Bcerna
OYIyT BHITIOJHSTHCS 06€3 TIPETSATCTBUN WU 3aepKeK CO CTOPOHBI OTepalnii ¢ 6ojiee HU3KUM ITPUOPUTETOM. IpyruMu
CJIOBaMU, 3aayd, KPUTUYHBIE TI0 BPEMEHU BBITTOJHEHUSI, He OYOyT 3alep>KMBaThCs 3aJadyaMu, MeHee KPUTUUYHBIMU
110 BPEMEHU BBITIOTHEHUSI.

DTO ceMeCTBO MOXET IPUMEHSATBCS K Pa3TUYHBIM TUIIAM PECYPCOB, HaIPUMeEP BBIYUCIUTETbHBIM BO3MOXKHO-
CTSIM, TIPOITYCKHOM CTIIOCOOHOCTHM KaHaJIOB CBSI3H.

MexaHu3M TIPUOPUTETOB OOCTYXKMBAHUS MOXeT OBITh MACCUBHBIM MW aKTHBHBIM. B cucTeme ¢ macCHMBHBIM
MIPUOPUTETOM OOCTYXMBAaHUS BBIOMpAETCS 3a7aya ¢ HAWBBICIINM TPUOPUTETOM, CCJIM TPEIIaraeTcsl CAeNaTh BHIOOD
MEXIY IBYMST OKUAAIOIIMMHU TTPHIIOXKEeHUIMU. [1py MCTIOIb30BaHUM TTACCUBHBIX MEXaHU3MOB IIPUOPUTETOB OOCITYXK1Ba-
HUsI BBITIOJIHSIEMas 3amada ¢ Oojiee HU3KUM TIPUOPUTETOM HE MOXET OBITh INpepBaHa 3agadeil ¢ 0ojee BBHICOKUM
npuoputeToM. [Ipy MCMOTB30BAaHMM aKTUBHBIX MEXaHW3MOB MPUOPUTETOB OOCIYKMBAaHUS 3amaud ¢ Oojiee HU3KUM
MIPUOPHUTETOM MOTYT MPEPHIBATHCS HOBBIMU 3alayaMy ¢ 6ojiee BHICOKUM MPHUOPUTETOM.

3aMeuaHusl AJs1 OJIb30BATEsI

TpeboBaHMs ayIWTa yCTAaHABIMBAIOT, YTO BCE MPUYMHBI OTKJIOHEHUS OTepalnii clemyeT moaBeprath aynuty. Ha
YCMOTpEeHUE pa3paboTurKa OCTaBjleHa CUTyalusl, KOTAa Olepalusl HE OTKJIOHSETCS, a 3alepXUBAeTCs.

FRU_PRS.1 OrpannyeHHblii NPHOPATET 0OCTYKABAHUS

3amMeuyaHUs 10 TPUMEHEHWIO JUIST TTOJIb30BATENS

Kommnonent FRU_PRS.1 onpenensier mpuoputeTsl 1isi CYObEKTOB U PECYPCHI, K KOTOPHIM OyIeT MPUMEHSIThCS
MEXaHW3M TIPHOPUTETOB OOCITyKUBaHUSA. Ecu cyOBeKT IMbITaeTcs MPEeaNPUHSThL IeWCTBUE IUTS TOJTyYeHMST pecypca,
KOHTPOJIMPYEMOTO TpeOOBAaHUSIMU TPUOPUTETa OOCTYXKUBAHUS, HOCTYIT W/WJIW BpeMs TOCTYMa OyIyT MOCTaBJICHBI B
3aBUCUMOCTH OT MPUOPUTETA CYOBEKTa, TPUOPUTETA CYOBEKTA, NEMCTBYIOLIETO B HACTOSAIINI MOMEHT, U TIPUOPUTETA
CyObEKTOB B OUEpEH.

Onepanuu

HazHnauyeHnue

Jns FRU_PRS.1.2 asropy I13/3B cuenyer cnenuduoupoBaTh CHHCOK YNPABJISEMBIX PECYPCOB, JJISI KOTOPHIX
®BO ocymecTBISIOT NPAOPATETHOE 0OCTyKHBaHHE (TPAMEPHI PECYPCOB: NMPOLECCHI, JUCKOBOE MPOCTPAHCTBO, MAMSATH,
MOJIOCA MPONYCKAHWSA).
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FRU_PRS.2 Iloynblii npuoputeT 00CHyKHBAHAS

3aMeuaHusi Mo MPUMEHEHUIO Ul MOJb30BaTeNst

Kommnonent FRU_PRS.2 onpenensier mpuoputeTsl 1151 cyobekTOB. Bee pecypebl B O[1®D, KoTOphIe TIpeaoiara-
€TCsl UCI0JIb30BATh COBMECTHO, OYAYT YIPABJISITCSI MEXAaHU3MOM MPUOPUTETHOTO 00cayxkuBaHus. Eciu cyObeKT mbl-
TaeTcs MPENIPUHSTE NeicTBUS Ha pecypce B OJD, KOTOpHIN TpearoiaraeTcsl WCIONIb30BaTh COBMECTHO, IOCTYII
1/Wan BpeMsl ocTymna OyaeT MoCTaBIeHO B 3aBUCUMOCTb OT IPUOPUTETA CYOBEKTa, TPUOPUTETA CYOBEKTA, NENCTBYIO-
LIET0 B HACTOSIUIMA MOMEHT, U MPUOPUTETA CYOBEKTOB B OUEPEIU.

M.3 Pacnpenenenue pecypcos (FRU_RSA)

TpeboBanus cemeiictBa FRU_RSA mosponsitor @BO B npeaenax OA® ynpaBisiTh UCTIOJIb30BAHUEM PECYPCOB
MOJIb30BATESIMU U CyObEKTAaMU TaKUM 00pa3oM, YTOObI HE AOMYCTUTh HECAHKIIMOHUPOBAHHBIE OTKA3bl B O0OCIIyX1Ba-
HUUW M3-32 MOHOIIOJIM3AllMU PECYPCOB IPYTUMU MOJIb30BATEISIMUA MU CYOBEKTaAMU.

3aMeuaHusl AJs1 OJIb30BATEs

[IpaBuna pacnpeneneHus: pecypcoB MO3BOJSIIOT HA3HAYATh KBOTHI WJIM CO3/1aBaTh APYIUe CPEACTBA OMpPeaeIeHUs
OTpaHMYEHUII Ha KOJMYECTBO Pecypca WM BPEMSsl €ro UCIOJIb30BaHUS, KOTOPbIE MOIYT ObITh pachpeneieHbl KOHK-
PETHBIM TMOJIb30BATENISIM WM CyObeKTaM. DTUMU MpaBUIaMU, HarlpuMep, MOTYT ObITh:

- BBEIIEHNE KBOT OOBEKTOB, OTPAaHUUMBAIOLIMX YMCIO OOBEKTOB U/UIU UX pa3Mep, KOTOPble MOTYT ObITh Ha3HA-
YeHbl KOHKPETHOMY MOJIb30BATENIO;

- ynpaBlieHUe pacrnpeesieHrueM,/0CBOO0XIEHUEM BbIICJIEHHBIX PaHee eAMHULl PECYpCOB B Cilyyae, KOTAa OHU
HaxoasTcs noj ynpasieHueM @BO.

B o01eM cayyae 3tv GyHKIMU OyAyT peain30BaHbl C MPUMEHEHUEM aTpUOYTOB, HA3HAUEHHBIX MOJIb30BATESIM
U pecypcam.

Lenpio 5TUX KOMITIOHEHTOB SIBJISIETCS] 0OECTIeUeHUE ONPENEICHHON CTENEHU «CIPAaBEUIMBOCTA» MO OTHOLIEHUIO
K TI0JIb30BaTeIsIM (HapuMep, BCIO TOCTYIMHYIO MaMsTh HE CEAYEeT PaclpeleisiTh OMHOMY IMOJIb30BATEN0) U CyObeK-
taM. Tak Kak NpoAoIKUTENbHOCTh PACTIPEAEIEHUS PECYPCOB YACTO MPEBBIILIAET BPeMsl CYlIECTBOBaHUS CyObeKTa (Tak,
(aiinpl yacTto cyllecTBYIOT AOJbLIE, YEM MNPUJIOXKEHMS, CO3JaBlIMAE UX), TO HE CIEAYyeT, YTOObl HEOJHOKPATHOE
BOIJIOLLEHWE CYOBEKTOB OJHUM M TEM K€ MOJIb30BaTEIEM OKa3bIBaJI0 Obl CIMUIKOM CWJIBHOE OTPULATEbHOE BO3EH-
CTBUE Ha JIpYrux mnosib3oBareseil. KOMIMOHEHTB ceMeicTBa MO3BOJISIIOT CBSI3aTh OTPAaHUYEHMS HA paclpejesieHue pe-
CYPCOB C MOJIb30BaTeNIMU. B HEKOTOPBIX XK€ CUTYalUsIX PECYPChl paclpenessiioTcs 1l CyObeKTOB (HarpuMep, ornepa-
THUBHAs NaMSTh WM LIMKJIbl LIEHTPAIILHOTO Mpolieccopa). B Takom ciiyyae KOMIOHEHThI CEMENCTBA MO3BOJISIOT pacipe-
JIeJISITh PECYPChl HAa YPOBHE CYOBEKTOB.

JaHHOe ceMeiicTBO HajlaraeT TpeOOBaHUS HA paclpeie]ieHue pecypcoB, HO HE Ha Ux ucnojb3oBanue. [Tloatomy
YCTAHOBJIEHO, YTO TPEOOBAaHUS ayUTa TAKXKE PACIIPOCTPAHSIOTCS HA paclpeae/ieHUue pecypcoB, HO HE Ha UX UCIOJb-
30BaHUE.

FRU_RSA.1 MakcuMajibHble KBOTBI

3aMeuyaHus 1O NMPUMEHEHUIO IJIS1 TOJIb30BaTENS

Kommnonent FRU_RSA.1 comepxut TpeGoBaHUS A1 MEXaHU3MOB KBOTUPOBAHMS, KOTOPbIE TPUMEHUMBI TOJIBKO
K creunuLUMpPOBaHHON COBOKYIMHOCTU pazfeisseMbix pecypcoB B OO. Dty TpeGoBaHUS MO3BOJSIIOT aCCOUMUPOBATH
KBOTBI C MOJIb30BATEIEM WJIM, BO3MOXHO, CBSI3bIBATb UX C TPYIIaMU MOJb30BaTeNell UM CyObEKTOB, €C/IM 3TO Mpe-
nycmotpeHo B OO.

Onepanuu

HazHnauyeHue

B FRU_RSA.1.1 astopy I13/3B caenyer cnenuunupoBaTh CIMCOK YNPABJISIEMBIX PECYPCOB, LISl KOTOPBIX Tpe-
OyIOTCSl OrpaHMYEHHS] MAKCHMAJBLHOTO BbUIEJEHHS pecypca (Hampumep, NMPOIECCHI, TUCKOBOE MPOCTPAHCTBO, MAMSATH,
nojioca mpomnyckanmns). Ecim 310 TpedoBaHHe Heo0X0quMO pacmpocTpaHuTh Ha Bce pecypcsl B OJI®, paspemaercs
cnenugummpoBath «Bce pecypesl B O D».

BrebGop

B FRU_RSA.1.1 asropy I13/3b cienyer BoIOpaTh, OTHOCATCS JIH MAKCHMAJIBHBIE KBOTHI K OTIEJbHBIM MOJIb30-
BaTeJIsIM, ONpeAeJeHHBIM TPYNIaM MoJIb30BaTelieil, Cy0ObeKTaM WM JTIOOOMY HX COYETAHHIO.

B FRU_RSA.1.1 aBropy I13/3B clienyer BoIOpaTh, MPUMEHHMBI JIH MAKCHMAJbHbIE KBOTHI B JII000€ 3aJaHHOE
BpeMs (OJHOBPEMEHHO) WM B TeYyeHHEe ONpele/ieHHOro Neproia BpeMeHH.

FRU_RSA.2 MuHuMajibHble  MAKCHUMAJIbHbIE KBOTbI

3aMeuyaHus MO NPUMEHEHUIO IJIS1 MOJIb30BaTENS

Kommnonent FRU_RSA.2 copepxut TpeGoBaHUS 11 MEXaHU3MOB KBOTUPOBAHMS, KOTOPbIE TPUMEHUMBI TOJIBKO
K crneuuuIIMpoOBaHHON COBOKYITHOCTH pasjeliseMbiXx pecypcoB B OO. DTu TpebGoBaHMSI MO3BOJISIOT acCCOLMUPOBATh
KBOTHI C TIOJIb30BaTeIeM WJIM, BOBMOXHO, CBSI3bIBATh UX C IPyMIIaMM TOJIb30BaTeIell U CyObeKTOB, €CJU 3TO Tpe-
nycmotpeHo B OO.

Onepanuu

HazHnauyeHnue

B FRU_RSA.2.1 aBropy I[13/3b cnenyer crienimduumpoBaTh yrpaBiseMble pecypchl, IJIsi KOTOPBIX TPEOYIOTCS
OrpaHUYEeHUS] MaKCUMAaJbHOTO BBIAEICHUS pecypca (Hampumep, MpoLecChl, AMCKOBOE MPOCTPAHCTBO, MaMsTh, IO-
Joca miporyckanust). Eciam aTo TpebGoBaHMEe HEOOXOAMMO paAcIpoCTpaHUTh Ha Bce pecypchl B OJ®, paspeiraercs
criennUIMpoBaTh «Bce pecypchl B O1d».
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Bub6Gop

B FRU_RSA.2.1 aBropy [13/3b cienyer BbIOpaTh, OTHOCSTCS I MaKCUMAaJIbHbIE KBOTHI K OTIEIbHBIM TOJIb30-
BaTeJisiM, OINpPENEJeHHBIM IPyINaM MoJib3oBaTeseil, cyObeKTaM WK JI0OOMY UX COUYETAHMIO.

B FRU_RSA.2.1 aBropy I[13/3b cienyer BbIOpaTh, TpUMEHUMBI JTU MaKCUMaJbHbIe KBOTHI B JII000€ 3adaHHOE
BpeMsl (OAHOBPEMEHHO) WJIM B T€UEHUE OMPENEJICHHOTO MEPUOJA BPEMEHU.

HasHnaueHue

B FRU_RSA.2.2 asropy I13/3B cienyer cnenuunupoBath ynpasiisieMble PeCYpPChl, JJIsi KOTOPBHIX HEOOXOIMMO
YCTAHOBHTDb TNpeAe]] MUHMMAJBHOTO BblJeJIeHHs1 pecypca (HampuMep, Mpouecchbl, AUCKOBOE NMPOCTPAHCTBO, NAMATh, MO-
Joca nponyckanusa). Ecim 910 TpedoBanne He0OX0AUMO PACPOCTPAHUTH HA Bee pecypebl B OJID, paspemaercs cnenu-
¢umuposats «Bce pecypesl B OJ1D».

BrebGop

B FRU_RSA.2.2 asropy I13/3B cienyer BoIOpaTh, OTHOCATCS JJM MUHAMAJIbHBIE KBOTHI K OT/EJIbHBIM MOJIb30Ba -
TEJISIM, ONpeeJeHHBIM IPYNIAM MOJIb30BaTeeil, Cy0beKTaM, WIN JI000MY X COYETAHUIO.

B FRU_RSA.2.2 asropy I13/3B ciaeayer BoIOpaTh, MPUMEHNMBI JIA MHHHMAJIbHbIE KBOTHI B JII000€ 3aJaHHOE
BpeMs (OJHOBPEMEHHO) WM B TeYyeHHe ONpele/ieHHOTo Neproia BpeMeHH.

IMPUJITOXEHUE H
(cripaBOYHOE)

HJocryn k OO (FTA)

OTKpBITHE ceaHca MOJIb30BaTeIsl OOBIYHO COCTOUT M3 CO3MAaHMS OJTHOTO MJIM HECKOJIbKHMX CYObEKTOB, BBITIONHS-
fowux onepaiuu B OO oT UMeHU Nosib3oBatessi. B KoHLEe mpolieypbl OTKPBITUSI CeaHca, €CJId yIOBIETBOPEHbI TPEOO-
BaHus goctymna K OO, co3maHHbIe CyOBhEKThI UMEIOT aTPUOYTHI, ONpeAeeHHbIe (QYHKIIUSIMYA UICHTU(MUKAIIUA U ayTeH-
tudukanuu. Knacc FTA onpenensier TpeGoBaHUs K YIPaBIEHUIO OTKPBITUEM CeaHca MoJib30BaTesl.

CeaHc T0JTb30BaTelIsl ONpeeicH KaK IMepruos BpeMeH!, HAaUMHAIONIUICA OT MOMEHTa MICHTUDUKAIINN/ayTeH-
TuduKanuu (MM, TOYHee, ¢ Hayaja B3aMMOJEWCTBHUS MEXIy TOJb30BaTeJieM W CHCTEMOW) BIUIOTH JO MOMEHTa,
KOT/Ia OCBOOOXKIEHBI BCE CYOBEKTBI, PeCypChl M aTpUOYThI, OTHOCSAIIMECS K TaHHOMY CEaHCy.

Hexommnosuius kinacca FTA Ha cocTaBisitolie ero KOMIOHEHTHI MIpuBeaeHa Ha pucyHke H.1.

Hoctyn k OO
FTA_LSA OrpaHuyeHvne obnactu BelibupaemMbix 1
aTpundyToB
FTA_MCS OrpaHudeHue Ha napannensHble | | 1 2
CeaHchbl
— 1
— FTA_SSL BnokuposaHue ceaHca 2
— 3
FTA_TAB lMNpegynpexaeHus neped npegoc- L |
TaBneHuem goctyna k OO
— FTA_TAH WUctopusa goctyna k OO — 1
— FTA_TSE OrtkpbiTue ceaHca ¢ OO — 1

Pucynoxk H.1 — Jlekomnosunus kinacca «Joctyn k OO»
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H.1 Orpanuuenne o6nactu Boioupaembix atpudyros (FTA_LSA)

CewmerictBo FTA_LSA onpenensier TpeGoBaHUS 110 OTpPaHUYEHUIO KaK aTpUOyTOB OE30MacHOCTH ceaHca, KOTO-
pble MOXET BbIOMpATh TOJIb30BaTeb, TAK U CYOBEKTOB, C KOTOPHIMU TMOJIb30BATE/Ib MOXET OBITh CBSI3aH, HA OCHOBE
METoJa WM MecTa JOCTyma, MopTa, ¢ KOTOPOTO OCYIIECTBISIETCS NOCTYM, W/UIW BpPeMEHU (HAmpuMep, BPEMEHU
CYTOK, JIHSI HEIEJn).

3aMeuaHusl AJsl OJIb30BATES

D10 cemeiicTBo TpemocTaBiasger aBTopaM [13/3B Bo3MoXHOCTh crienuduumrpoBaTh TpedoBanus mist ®BO 1o
YCTAHOBJIEHUIO OTPaHUYEHUIT Ha 00JIaCTh BbIOMpaeMbix aTpUOYTOB O€30MaCHOCTU YITOJIHOMOYEHHBIX MOJb30BaTENEiH,
KOTODbIE CJIEAYIOT U3 yCA0BUiA cpeabl. Hampumep, moab30BaTeio MOXET ObITh pa3pelieHO OTKPHITh «CEKPETHBIN ce-
aHc» B pabouee BpeMs, HO BHe pabovyero BpeMEHM OH MOXET OTKPBITh TOJNbKO «HEKIACCU(PUIMPOBAHHBINA CEaHC».
[nsa uaeHTU(UKAIIMU COOTBETCTBYIOIIMX OrPaHUYEHUI Ha 00JacTh BHIOMpPAeMbIX aTpUOYTOB INPeAyCMOTpeHa omepa-
1Ms BbIOOpa. DTH OrpaHUYEHMST MOTYT CJIeI0BaTh U3 3HAUEHU I Ipyrux atpubdytoB. Eciiv HeoOXxonumo crielinduunpoBaTh
OrpaHUYEeHUS IJI1 HECKOJbKMX aTPUOYTOB, TO 3TOT KOMIIOHEHT MPUAETCS TTOBTOPUTH HECKOJIBKO pa3 To YMCIy aTpu-
oyroB. [Ipumepamu aTpubyTOB, KOTOpPbIEe MOXHO MCIIOJIb30BaTh ISl OTPAaHUYEHUSI aTpUOYTOB 0E30TIaCHOCTU CeaHca,
SIBJISIIOTCSL CJIeyIoLIue.

a) Meron noctymna, Mo KOTOPOMY MOXHO OINpPENeIUTh Cpely, B KOTOPOi OyneT paboTaTh MoJb30BaTelb (HAMpu-
Mep, MPOTOKOJ Tiepenauu (aiaoB, TepMUHAT, BUPTYaJIbHbBIM TEJICKOMMYHUKALIMOHHBIM METOMA JTOCTYyTa).

6) MecTo, ¢ KOTOPOTO OCYIIECTBISIETCS MOCTYI. MOXeT MCIOoJIb30BaThCs JJIsi OTpaHUYEHUs 00J1acTH BhIOMpa-
€MbIX aTpMOYTOB MOJIb30BATEJISI HA OCHOBE MECTA PACIONOXEHUS MOJIb30BATENSl WY NMOPTA 1OCTyNa. DTa BO3MOXHOCTb
0COOEHHO BaXkHa TMPU UCIIOJIb30BaHNUU Tese(hOHHBIX JUMHUN WM CETEBBIX CPEJCTB.

B) Bpems moctyria, KoTopoe MOXHO MCTIOJIb30BATh ISl OTPAaHUYEHUS 00J1aCTH BHIOMpPAeMbIX aTpUOYTOB T0JIb30-
Batesst. HarpuMep, orpaHu4eHUsT MOTYT OBITh OCHOBAaHBI Ha BPEMEHU CYTOK, JHE HeIeI, KaJleHIapHBIX JaTaxX. DTo
OrpaHUYEeHUE TPEOCTABIISCT ONMPEASICHHYIO 3allUTy OT AeMCTBUIA TTOIb30BaTe/IsI B TO BpeMsl, KOTJa MOTYT He TIpuMe-
HATBhCS HEOOXOAMMBIE TTPOIICAYPHbIE MEepPhl WJIM MOHMTOPUHT.

FTA_LSA.1 Orpanndenne 001aCTH BbIOMPAEMbIX aTPHOYTOB

Onepanuu

HazHnauyeHnue

B FTA_LSA.1.1 asropy I13/3B cienyer cnenuunupoBaTh COBOKYNHOCTh ATPHOYTOB 0€30MACHOCTH CeaHca,
KOTOpbIe HYKHO OrpaHuynthb. IIpuMepsl TaKMX aTpHOYTOB: YPOBEHb JONMYCKa MOJb30BATENd, YPOBEHb IHEJTOCTHOCTH,
poJid.

B FTA_LSA.1.1 aBropy I13/3B cienyer cnenuuuupoBaTh COBOKYNHOCTh ATPUOYTOB, KOTOPbIE MOXKHO HCIOJIb-
30BaTh IS OmpeJesieHns 00JacTh aTpudyToB Oe3omacHocTH ceanca. I[IpmMepsl Takux aTpuOyTOB: MiAeHTHHKATOP
N0JIb30BATEJIS, PACNOJIOKEHNE UCTOYHNKA, BPeMs JOCTYNA U MeTOA AOCTyna.

H.2 Orpanunyenue Ha nmapamieibnbie ceanchl (FTA_MCS)

Cemerictio FTA_MCS omnpenensier, cKOJIbKO CEAHCOB IMOJb30BaTeIb MOXET MMETh OJIHOBPEMEHHO (Mmapali-
JieJibHbIE ceaHChl). IoMyCTMMOE YUCIIO NapajlleJIbHbIX CEAHCOB MOXKET yKa3blBaThCs TMOO M1JIs1 TPYIIbI OJIb30BATENEiH,
JIU0O JUISI KaXI0Tr0 OTAEIbHOIO MOJIb30BATES.

FTA_MCS.1 Ba3oBoe orpannyeHue Ha NapaJuiejbHble CEaAHChI

3aMeuaHusi N0 MPUMEHEHUIO ISl TOJb30BaTeNst

Kommnonent FTA_MCS.1 npenocrapisieT cucteMe BO3MOXHOCTb OTPaHUYEHUS YKMClIa CEaHCOB B 1esX 3¢ dhek-
THUBHOTO HCIOJIb30BaHUs pecypcoB OO.

Onepanuu

HazHnauyeHnue

B FTA_MCS.1.2 aBropy I13/3B cienyer cnenaunuapoBaTh, KAKOe OrPAaHAYEHAE YNCJIA MAPAILICJIBHBIX CEAHCOB
OyAeT MCHOJIb30BATHCA MO YMOYAHHIO.

FTA_MCS.2 Orpannyenne Ha mapajuieJibHble CEAHCHI MO ATPHOYTAM MOJIb30BATENS

3aMeuaHusl MO MPUMEHEHUIO ISl TOJb30BaTeNs

Kommnonent FTA_MCS.2 npegocTaBisieT 1OMOJTHUATEIbHbBIE BO3MOXHOCTH 110 cpaBHeHMto ¢ FTA_ MCS.1, no-
3BOJISIA YCTAHOBUTDH JTOTIOJTHUTEbHBIE OTPAaHUYEHUSI HA YKCJO MapayljieibHbIX CEaHCOB, KOTOpPbIE TOJIb30BaTEIU B
COCTOSTHUU OTKPBITh. DTU OrpaHUYEHUS] OCHOBAHbBI Ha aTpuOyTax 0€30MacHOCTH MOJIb30BATENSl, TAKUX KaK UACHTUDU-
KaTop MOJIb30BaTeNsl WU NMPUHAAJIEXHOCTh K POJIU.

Onepanuu

HazHnauyeHnue

Jasa FTA_MCS.2.1 asropy I13/3bB caenyer cnemuduuupoBaTh NpaBujia, onpeaeisiomue MAKCHMAJIbHO Mpeaoc-
TaBJisieMoe YHCJI0 Mapaijie/ibHbIX ceaHcoB. IIpuMepomM Takoro mpaBmia sABJSETCA «MAKCMMAJIbHOE YHCJIO MAPAJIIeTbHBIX
CEeaHCoOB PaBHO OJHOMY, €CJIM M0JIb30BAaTeIb HMEET YPOBEHb JOMYCKA «CEKPETHO» M NMATH B OCTAJbHBIX CJHy4asx».

B FTA_MCS.2.2 aBropy I[13/3b crenyer cneunduiimpoBaTh, KaKoe OrpaHUYEeHUE YKCIIa MapaieJIbHbIX CEAHCOB
OyIeT MCMOJb30BaThCS M0 YMOJUYAHUIO.

H.3 BaokupoBanue ceanca (FTA_SSL)

CemeiictBo FTA_SSL omnpenenser tpeboBanusi K ®BO 1o mpenocTaBlieHUIO BO3MOXKHOCTH OJOKMPOBATH U
pa3bJIOKMpPOBaTh MHTEPAKTUBHbBIE CeaHChl (Harpumep, OJIOKMPOBATh KJIaBUATYpY).
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Korna nonb3oBaTesb HEMOCPEACTBEHHO B3aMMoeicTByeT ¢ cyobekramu B OO (MHTEpaKTUBHBIN ceaHC), Tep-
MUHAJ TIOJTh30BATEIIST YSI3BUM, €CJIM OH OCTaBJIeH Oe3 Ham3opa. DTo ceMeiicTBO mpenocTaisieT Tpeboanus K DBO mo
OTKITIOYCHUIO (OJIOKMPOBAHWIO) TEPMUHANA VUM 3aBEPIICHWIO CeaHca IMOCNe YCTAHOBJICHHOTO BPEeMEHU Oe3mesiTeb-
HOCTH, a K TTOJIb30BaTeII0 — IO BO3MOXHOCTH WHUIIMMPOBATh OTKIIOUeHUE (OJIOKMpoBaHUe) TepMmuHana. st Bo3-
BpallleHUsI TePMUHAJIA B aKTUBHOE COCTOSTHUE HEOOXOAMMO, YTOOBI MPOU3OILIO COOBITHE, CTIeIM(UIIMPOBAHHOE aB-
topom [13/3B, Hanpumep MOBTOpHAs ayTeHTU(UKALIUS TTOJIb30BaTEIs.

[Monp30BaTens cunTaeTcsl OE3MECUCTBYIOIINUM, €CJIM OH HUKAaK He Bo3neiicTBoBax Ha OO B TeUeHNE HEKOTOPOTO
TeproIa BPeMEHM.

Asropy [13/3b crnenyet yuects, TpeOyercst v ipubiekatb komroHeHT FTP_TPR.1 «/loBepeHHblit MmapuipyT». B
3TOM ciy4dae cieayet yepe3 onepauuio komnoHeHta FTP_TPR.1 nmoaknwounTs GyHKINIO «OJTOKMPOBAaHUE CeaHCa.

FTA_SSL.1 BrokupoBanue ceanca, uannuapoBanaoe @O

3aMeuyaHUs M0 TPUMEHEHWIO JUIST TTOJIb30BATENS

Kommonent FTA_SSL.1 mpenocrasnsser @BO Bo3MOXKHOCTH GIOKMPOBATH CEAHC TIOTH30BATEINS M0 UCTCUCHUN
3aJaHHOTO TIeprosia BpeMeHU. biioknpoBaHme TepMUHAaa MPeKPaTUiio OBl BCe NalbHENIIe JeCTBUS B JAaHHOM CeaH-
ce C MCTOTh30BaHNEM 3a0JIOKUPOBAHHOTO TEPMITHAJIA.

Ecnu Ha ycTpoiicTBe 0TOOpakeHUs Tepe3anuchiBacTcs WHPOpMaINs, coaepkaHue 3aMelnaronieilr nHhopMaum
He 00s513aTeJIbHO CTaTUYHO (HArmpuMmep, paspeliaeTcsl UCIOJIb30BaTh «XpaHUTENb 3KpaHa»).

OTOT KOMITOHEHT no3BoJisieT aBTopy [13/3b cniennduiimpoBaTh COOBITHS, 1€0IOKMPYIOLINE CEAHC. DTU COOBITUS
MOTYT OBITh CBSI3aHBI C TEPMUHATIOM (HAIIpUMep, HabOp YCTAHOBJICHHOU ITOCIEMOBATEIBHOCTH CHMBOJIOB IUIS pa3-
OJIOKMPOBaHMSI CeaHca), C TOTh30BaTeNIeM (HAIpUMeEp, ero MOBTOPHAsI ayTeHTU(MUKAIIMS) WIM CO BPEMEHEM.

Onepanun

HasunaueHue

B FTA_SSL.1.1 aBropy I13/3B cieayer cnenuunupoBaTh HATEPBAJ Oe3/1€iCTBHS MOJIb30BATENS, M0 HCTEYCHAH
KOTOpOro mpom3oiiet 0Jokuposanne ceanca. IIpn xeaanum asrop I13/3B MoXKeT MCNOJB30BATh JAHHYIO ONEPAIMIO,
9TO0BI BO3JIOKHTH ONpe/ie/ieHHe HHTEPBAJIA BPEMEHH HA YOJHOMOYEHHOTO aIMHHHCTPATOPA WM Noib3oBaresa. DyHk-
nun ynpasienus B Kiacce FMT moryr cnenuduuupoBaTs BO3MOKHOCTh MOAM(MUKAIMH 3TOr0 MHTEPBAJa, 3a4aBas e€ro
3HAYEHHE M0 YMOJYAHHUIO.

B FTA_SSL.1.2 aBropy I13/3B cuenyer cnenuunmpoBaTh COObITHE WA COOBITHS, KOTOPbIe MPONCXOMMIA OBI
0 pa30aoKupoBaHus ceaHca. [IpuMepsl TakKWX COOBITHIl: «MOBTOPHAS AyTeHTH(WKANUS NOJb30BATEIS» HIH <BBOJ
MOJIb30BATENIEM C KJIABHATYPbI J€0JOKHPYIONIEH MOCIEA0BATEIBHOCTH CAMBOJIOB».,

FTA_SSL.2 BaokupoBanue, HHUIMHPOBAHHOE MOJIb30BaTeEJeM

3aMeuyaHUs M0 TPUMEHEHWIO UIST TTOJIb30BATENS

Kommonent FTA SSL.2 npenocrapisieT ynmoJJHOMOYEHHOMY TOJIb30BATEI0 BO3MOXHOCTh 0JJOKMPOBATh U J1€0-
JIOKAPOBATh CBOW COOCTBEHHBIN TepMUHAI. DTO MPEIOCTABIIO OBl YITOTHOMOYEHHBIM TOJB30BATEISIM BO3MOXKHOCTh
3¢ GEeKTUBHO OJJOKUPOBATH CBOM CEaHCHI 0€3 HEOOXOMMMOCTH MX 3aBEpIICHUS.

Ecnu Ha ycTpoiicTBe 0TOOpakeHUS Tepe3anuchiBacTcesl MHOOpMaIus, coepKaHre 3aMelaiolnieil nHhopMaIuu
He 00s13aTeJIbHO CTaTUYHO (HArmpuMep, pa3peliaeTcsl UCIOJb30BaTh «XpaHUTENb 3KpaHa»).

Onepanun

HasHnaueHue

B FTA_SSL.2.2 aBtopy I13/3B cuenyer cnendunmpoBaTh COObITHE WA COOBITHS, KOTOPbIe MPONCXOMMIA OBI
110 pa30aoknpoBanns ceanca. IIpumepsl TAKMX COOBITHIL: «IOBTOPHAS ayTeHTH(HKAINS MOJIb30BATEIS» HIH «BBOJ MOJIb30-
BaTejieM C KJIABHATYPbI Je0JOKAPYIOMEi MOCIeI0BATEILHOCTH CHMBOJIOB .

FTA_SSL.3 3aBepmenne, naununposannoe ®BO

3aMeyaHUs M0 TPUMEHEHWIO UIS TTOJIb30BATENS

Kommnonent FTA_SSL.3 comepxut TpeboBanue, utoobl ®BO 3aBepiniv MHTEPAKTUBHBIN CeaHC MOJIb30BaTe-
JIST TIOCTIe YCTAaHOBJIEHHOTO TIeproaa ero 0e3IeliCTBUS.

Astopy I13/3b cneayer yyecTb, UTO ceaHC MOXKET MPOAOJIKATLCS W MOCJIE TOTO, KaK MOJIb30BATEIb OKOHYMI
AKTUBHBIC JEUCTBUS, HampuMep B BuAe (HDOHOBOTO BHITIOMHEeHUs. [laHHOE TpeOOoBaHME HAIPaBICHO Ha 3aBepIlCHUE
3TOr0 (hOHOBOTO CYOBEKTA TOCIE TIepruoaa Oe3MeUCTBHUS TOIB30BATEIsI, HE3aBUCUMO OT CTaTryca cyObeKTa.

Onepanuu

HasunauyeHue

B FTA_SSL.3.1 aBropy I13/3b cieayer cnenuunupoBaTh HATEPBAJ Oe31eiCTBHS MOJIb30BATENS, M0 HCTEYCHAH
KOTOpOro mpon3oiiner 0soknposanue ceanca. IIpm xenanmu aprop I13/3B MoxkeT Mcnob30BaTh ONEPANAI0 HA3HAYE-
HHSI, 9TOOBI BO3JIOXKHTH ONpeeIeHHe WHTEPBAJIA BPeMEHH HA YNOJHOMOYEHHOTO AJIMHHHMCTPATOPA WM MOJb30BATENS.
®@ynknun ynpasiienns B kiacce FMT moryr cnenudnuupoBats BO3MOKHOCTh MOAN(DUKANNH 3TOT0 HHTEPBAJIA, 3aAaBas
€ro 3HAUYeHHE M0 YMOJIYAHUIO.

H.4 Ilpeaynpexnenus nepea npeaocrasienuem nocryna k OO (FTA_TAB)

TpeboBanus nocryma K OO npexycMatpuaioT 11t OO BO3MOXHOCTH ellie 10 WAeHTU(DUKAIIUY U ayTeHTU(PUKa-
A OTOOPA3UTh TSI TIOTEHIIMAIBHBIX TTOJIb30BaTeNIel Mpenypekaaioliee coo0IeHne OTHOCUTEFHO XapakTepa Mc-
nonb3oBaHus OO.
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FTA_TAB.1 IlpenynpexneHusi no yMOTYAHUIO Nepes npenoctasiennem nocryna Kk OO

Kommnonent FTA TAB.1 cogepXxut TpebGoBaHUWE HAIUUUS TIPEAYIPEXIAIONIET0 COOOIIEeHUs] O HeCAaHKIIMOHU -
poBaHHOM ucnojib3oBaHuu OO. Astop [13/3b MoXeT yTouHUTH 3TO TpebOBaHME C 1IEJIbI0 3aAaHUS TIPEILYTPEXACHUS
M0 YMOJIYAHUIO.

H.5 Uctopnsa poctyna k OO (FTA_TAH)

CemeiictBo FTA_TAH onpenenser tpe6oBanus K ®BO 1Mo orobpaxkeHUIO IJIsT TOIB30BATENsI, IPU YCIIEITHOM
OTKPBITUM CeaHCa, UCTOPUU HEYCTEUIHbIX MOMBITOK MOJYYUTh AOCTYI OT UMEHU 3TOTrO MOJIb30BaTeNsl. DTa UCTOPUS
MOXET COAepXaTb IaTy, BpeMsi, CPEACTBA JAOCTyNa U MOPT MOocJeAHero ycrnemHoro goctyna Kk OO, a Takxke 4ucio
HeyCMelHbIX MonbIToK aoctyna K OO nocie nocjaeaHero yCrnelmHoro 10cTyna uaeHTuhuIMpoBaHHOTO MOJb30BaTeNs.

FTA_TAH.1 Ucrtopus nocryna k OO

Kommnonent FTA TAH.l MoXeT npenocTaBUTh YIOJHOMOYEHHBIM TOJIb30BaTENSIM MUH(POPMAIIMIO O BO3MOX-
HOM 3JIOYMIOTPEOJICHUM UX YYETHBIMU JTaHHBIMU.

ODTOT KOMITIOHEHT COACPXUT TpeOOBaHME TIPeIOCTaBIeHUsI MHGOPMaLIMK Mojib3oBaTeo. CieayeT mpeaocTaBuTh
M0JIb30BATEJ0 BO3MOXHOCTb MPOCMOTPETh MH(GOPMALIMIO, HO HE 3aCTaBJIsITh €To JAesaTh 3T0. [Ipu XenaHuu nojb3oBa-
TeJb MOXET, HallpuMep, CO31aTh KOMaHAHbBIN (haii 1J1s1 UTHOPUPOBAaHUS 3TOW MHMOpMAIIMK U Tepexoja K Mocyeny-
IOIIM JEVCTBUSIM.

Onepanuu

BrebGop

B FTA_TAH.1.1 astopy I13/3B caeayer BoiOpaTh aTpuOYTHI 0€30MACHOCTH MOCJIE[HEr0 YCHENIHOTO OTKPHITHS
ceaHca, KOTOpbIe OYIYT MOKa3aHBI Yepe3 moJib3oBareibckuii maTepdeiic. K a3Tnm aTtpmbyram oTHocATCA: AaTa, Bpems,
MeTOJ ocTyna (HampuMep, MPOTOKOJ MepechbUlKH (aitioB) u/uiam MecTo noctyna (Hampumep, TepMunan 50).

B FTA_TAH.1.2 apropy I13/3B cxenyer BbIOpaTh aTpHOYTHI 0€30MACHOCTH MOCJEIHEH HEYCHENIHON MONMBITKH
OTKPBITHS CEaHCca, KOTOPbIe OYIyT MOKAa3aHbI Yepe3 NmoJib3oBaTenbcKuil uarepdeiic. K atum arpudyram oTHoCcATCA: AaTa,
BpeMs MeTOJ J0CTyna (HampuMep, MPOTOKOJ MepechblUIKd (aiijioB) W/MIM MeCTO A0CTyna (Hampumep, Tepmunan 50).

H.6 OrkpoiTe ceanca ¢ OO (FTA_TSE)

CemerictBo FTA_TSE omnpenenser TpeboBaHUs MO 3alpellieHUIO TMOJIb30BaTelsIM OTKpbITUS ceaHca ¢ OO Ha
OCHOBE TaKMX aTpUOYTOB, KaK MECTO WJIM TMOPT JAOCTyMa, aTpuOyThl 6€30MaCHOCTU TOJIb30BaTeNsl (HarpruMep, UacH-
TudUKaTopa, YPOBHS AOMYCKa, YPOBHSI 1I€JIOCTHOCTH, MPUHAMJIEXHOCTU K POJIM), MHTEPBAIbl BpEMEHU (Harpumep,
BpeMsI CYTOK, JIeHb Helesd, KaJleHOapHbIe IaThl) WJIM COYETAaHMS TapaMeTpOB.

3ameuaHus ISl TIOJIb30BaTEIsI

D10 ceMeiicTBO MpenocTanisieT aBropy [13/3b Bo3aMOXHOCTh crienduimpoBarb TpeboBaHus K ®BO ¢ 1enbpio
YCTAaHOBUTH OTPAaHUYEHUST HAa CITOCOOHOCTh YITOJTHOMOUYEHHOTO TOJIb30BaTeIsl OTKphIBaTh ceanc ¢ O0. MaenTuduka-
LIMSI COOTBETCTBYIOIIMX OTPaHUYEHUI MOXET OBITh BHITTOIHEHA C IPUMEHEHUEM oTiepalinil Bioopa. [IpuMepamu aTpu-
OYyTOB, KOTOpPbIE MOXHO MCIIOJIb30BaTh JJIsSI YCTAHOBKM OTPpAaHWYEHMI Ha OTKPBITHE ceaHca, SIBJISIIOTCS CeIyIolue.

a) MecTto nmocTyra, KOTOpOe MOXET MCIIOJIb30BaThCs ISl OTPAaHUYEHHUSI CITIOCOOHOCTM TMOJIb30BATENSl OTKPbI-
BaTh aKTUBHBIN ceaHc ¢ OO Ha OCHOBE MecTa PACIOJIOXEHHUS TOJb30BaTeIsl WIKM TOpTa JOCTYIa. DTa BO3MOXHOCTh
0COOEHHO PEKOMEHIYETCST TIPU UCIIOJIb30BAaHUU TeJIe(OHHBIX JUHUM WU CETEBBIX CPEICTB.

06) ATpuOyTH 6€30MacHOCTU MoJib3oBaTens. HanmpuMep, 3anpeTuTh OTKPBITHE ceaHCa MOXHO Ha OCHOBE Jit000-
ro U3 CJenyIIIMX aTpUOyTOB MOJIb30BATEJIS:

- uIeHTUudUKaTOop;

- YPOBEHb JIOIYCKa;

- YPOBEHb MpaB Ha MOAMGUKALIMIO TaHHBIX (YPOBEHb 1IEIOCTHOCTH);

- IPUHAIJIEXXHOCTD K POJIN.

DTa BO3MOXHOCTh OCOOEHHO NMMPUMEHNMa B clTydae, KOraa aBTOPU3AIS MU BXOI MOXET TIPOUCXOINUTH HEe B TOM
MecTe, TIe BBIMOJTHsAETCA MpoBepKa noctyma Kk OO.

B) Bpewmst mocTyma MOXeT MUCITOIh30BaThCs TSI OTPAaHUUECHMUS BO3MOXKHOCTH TTOJIB30BATEN ST OTKPBITh aKTUBHBIM
ceanc ¢ OO Ha ocHOBe MHTepBaJIOB BpeMeHU. Hampumep, orpaHUYeHNs] MOTYT OBITh OCHOBaHBI Ha BPEMEHHM CYTOK,
JTHe HeleN, KaJeHIapHbIX JaTax. DTO orpaHWYeHUE TIPeIOCTaBIsIeT ONpeae/IeHHYIO 3allIUTy OT IeWCTBUI MOJTb30BaTe-
JIS B TO BpeMsI, KOTJa MOTYT He MPUMEHSIThCA HeOOXOAUMEBIe TIPOLIEAYPHBIE MEPBI MM MOHUTOPHHT.

FTA_TSE.1 OtkpsiTie ceanca ¢ OO

Onepanun

HaznauyeHnue

B FTA_TSE.1.1 aBropy I13/3b cienyer cnenupunupoBaTh aTpudyTH, KOTOPbIE MOTYT OBITh HCIOJH30BAHBI IS
OTpaHWYeHds1 OTKPHITHS ceaHca. IIpumepbl BO3MOXKHBIX ATPHOYTOB: WIEHTH()WUKATOP NOJb30BATENS, MECTO JOCTYHA
(HanpuMep, He ¢ YIAJEHHOTO TEPMUHAJIA), BpeMs AOCTYNa (HampuMep, HEYpouHoe), MeTo JocTyna (Hanpumep, X-windows).
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IMPUJTOXEHUE I1
(cripaBOYHOE)

JoBepennbiit mapmpyt/kanan (FTP)

[Monb3oBaTeNIIM 4acTO HEOOXOMWMO BBITIOJHATH CBOM (DYHKIIMM, HEMOCPEACTBEHHO B3amMoneiicTBys ¢ DBO.
JloBepeHHbI MapIlIpyT oOecreynBaeT yBEPEHHOCTh B TOM, YTO MOJIb30BaTe/Ib B3aMMOACHCTBYET HEMOCPEICTBEHHO C
®BO He3aBUCHMO OT MecTa CBOEro pacrojiokeHus. OTBET MOJIb30BaTelsl Yepe3 JOBEPEHHBINM MapIlpyT rapaHTHUPYET,
YTO HEAOBEPEHHbIE MPUJIOXKEHUSI HE CMOTYT MEePeXBaTUTh UM MOAU(UIIMPOBATh coobIeHue mnojb3oBaTelss. Co cBoei
CTOPOHBI, TOBEPEHHbIC KaHAIbI ABJISIOTCS OMHUM M3 CIIOCO00B Ge3omnacHoi cBa3n Mexny ®@BO u ynaneHHBIMU TIpo-
nykrtamu UT.

Ha pucynke 1.2 mokasaHbl B3aMMOOTHOIICHUSI MEXIY Pa3IMYHbIMU TUMAMU Tiepeladyud COOOLIEHU, KOTOPhIE
MoryT uMeTb Mmecto B OO wiu B cetu u3 OO u BHelnHUX 00beKToB UT (TO ecth BHyTpeHHUe nepenayn OO, nepenaun
Mexny @BO, umnopt/skcrnopt u3/B OAD), u pazanuHble GOPMBI JOBEPEHHBIX MApIIPYTOB M KaHAJIOB.

OTCyTCTBHME JOBEPEHHOIO MapuIpyTa MOXET MPUBECTU K HapyIIEHUSM ydyeTa WM YIIpaBJIeHUs JOCTYIIOM B
cpefiax ¢ HellOBEePEHHBIMU TIPUJIOXKEHUSAMU. DTH MPUIOXKEHUS MOTYT MepeXBaTUTh MPUBATHYIO WH(POPMAIIMIO TTOTb30-
BaTesisl, TaKyl0 Kak Mapojiv, U BblaBaTh cebsl 3a JpPYrux Iojib3oBaTesieil, UCTonb3ys 3Ty uHpopmanuw. Kak cren-
CTBME, OTBETCTBEHHOCTD 32 JIFOObIE IEMCTBUS B CUCTEME HEe MOXET OBbITh HaJeXXHO CBSI3aHA C YUUTHIBAEMbIMU CYII[HO-
ctamu. Kpome Toro, 3Ty mpujiokeHUsI MOTYT BBIBOJIUTD OIIMOOYHYIO MHGOPMALIMIO Ha AMCILJIEM He TMOA03PeBaOIINX
00 3TOM TOJIb30BaTesIeil, YTO MOXKET MPUBECTU K OIIMOOUYHBIM ACHCTBUSAM TOJb30BaTeNel 1, KaK CJIEACTBUE, K Hapy-
IIEHUIO0 0E30MacHOCTH.

Hexommnosuiusa knacca FTP Ha cocTaisionime ero KOMIIOHEHTHI MpuBeAeHa Ha pucyHke [1.1.

Knacc FTP: [JloBepeHHbIN mapLupyT/

Kanan

FTP_ITC JoBepeHHbI kaHan nepenayvu 1
mexagy ®BO |

FTP_TRP [oepeHHbIi MapLupyT — 1

Pucynok I1.1 — Jlekomno3uiius Kiacca «JloBepeHHBII MaplipyT/KaHal»

I1.1 loBepennniit Kanan nepeaaun mexay ®b0O (FTP_ITC)

CemeiictBo FTP_ITC ompenensieT mpaBuia co3IaHUs COCIMHEHUS depe3 MoBepeHHBI KaHan Mexny ®BO u
JIpYyruMu foBepeHHbIMU mipoaykTamu UT mist BeIMoJHEHUS ornepauuii, KpUTUUHBIX JJIs1 0€30MaCHOCTH, MEXIY TMpo-
nyktaMmu. [IprMepoM Takoil KpUTUUHOM Jisi 6€301TaCHOCTH OTepaluy SBsieTCss OOHOBeHUE 0a3bl JAHHBIX ayTEHTU-
dukauuy ®BO nocpeacTBoM mepenadr JaHHBIX OT JOBEPEHHOIO MPOAYKTa, (GYHKIMEH KOTOPOTO SBISIETCsS HaKOILIe-
HME TaHHBIX ayAuTa.

FTP_ITC.1 JoBepeHHslii KaHan nepegaun Mmexny ®bO

3aMmeuaHus 1O NMPUMEHEHUIO TIOJIb30BATEIO

Komnonent FTP_ITC.1 crenyeT ucrnonbp3oBath, Koraa TpedyeTcsl JoOBepeHHBIM KaHas nepeaaun Mexay ObO u
yIaJeHHBIM J0BepeHHBIM TpoaykTtom WMT.

Onepanun

BrebGop

B FTP_ITC.1.2 aBropy I13/3B cneayer cnemupunuposaTh, 10JEKHBI JH JokajabHeie @®BO, ynaneHHblii 10BepeH-
welii nmpoaykT VT uam 00a uMeTh BO3MOKHOCTh MHUIMHPOBATH OBEPEHHBIN KaHAJ.

HaznauyeHnue

B FTP_ITC.1.3 asropy I13/3b cuenyer cnemudunmposats GpyHKmUM, 1j1s1 KOTOPbIX TPedyeTcs TOBEPEHHBINH Ka-
HajJ. K Takum GyHKIMAM MOTYT OTHOCHTBCS Tepenadya aTpudyToB 0e30MacHOCTH NMOJIb30BaTENA, CYOheKTa H/HIH 00beK-
Ta W o0ecmeueHne cornacoBanHocTn AaHabix ®BO.

I1.2 Tosepennsiii mapmpyt (FTP_TRP)

CewmetictBo FTP_TRP onpenensier TpeGoBaHMsI yCTAHOBKY U TOJIEPKAHUS TOBEPEHHOMN CBA3U MEXIY TMOJIb30-
BaresisiMu 1 ®BO. JIoBepeHHBIN MapIIPyT MOXET TOTPeOOBAThLCS TSI JIFOOOTO CBI3aHHOTO ¢ 6€30MacHOCThIO B3aMMO-
neiictBusg. OOMeH Mo JOBEPEHHOMY MaplIpyTy MOXeT ObITh MHUIMMPOBAH TOJIb30BaTeIeM NPU B3aMMOACHCTBUM C
®OBO mmm xe camu ®BO MOryT yCTaHOBUTH CBS3b C I0JIb30BaTEIEM I10 JOBEPEHHOMY MaplIPYTy.

FTP_TRP.1 [oBepennbiii MapmpyT

3ameuyaHus 1O NMPUMEHEHUIO TTOJIb30BATEIO
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Kommnonent FTP_TRP.1 cienyer ncnosib3oBaTh, Koraa TpeOyeTcsl JOBEPeHHAs! CBSI3b MEXIY IMOJb30BaTeeM U
®BO kak s 1enieit HaYaIbHOU ayTeHTU(MUKAIINN, TaK W JUTSI JOTIOJTHUTEIBHO CIIeITUGbUIINPOBAHHBIX NEMCTBUH O30~
BaTessl.

Onepanuu

BrebGop

B FPT_TRP.1.1 asropy I13/3b caenyer cnenudnoupoBaTh HeOOX0IMMO JIH MPEIOCTABIATH JOBEPEHHbIH MapiI-
PYT YAAJIEHHBIM /WA JIOKAJBHBIM TOJIb30BATENSM.

B FTP_TRP.1.2 aBropy I13/3B cienyer cnenudunupoBaTh, KOMY NPeI0CTABIATh BO3MOKHOCTh HHHIMAPOBATD
nosepennbiii MapmpyT: @BO, J0KAJIBHBIM MOJB30BATEISAM W/HIH YAAJEHHBIM MOJb30BATEIISM.

B FTP_TRP.1.3 aBropy I13/3B caenyer cnenuduuupoBaTh HCHOIb30BATH JIH I0BEPEHHbII MAPIIPYT JJI HAYAb-
HO¥ ayTeHTHUKAIMHA MOJb30BATENS U/WIA UIS IPYTUX CHEeNU(UIMPOBAHHBIX YCIYT.

HasunaueHue

B FTR_TRP.1.3 asropy I13/3B cieayer uaeHTH()UIMPOBATH APYrHE YCIYTH, IS KOTOPbIX TpedyeTcs JAOBepeH-
HbIii MAPLIPYT, €CJIM TAKHE MPeANnoJaralTcs.
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